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v bΣJwxs�jM�qMμñ∩�μ�ñAΣJzQnⁿJ�jMW	C

v bi��wxsjMMμñA∩�zQnⁿJ�wxsjMC

c. ÷@UⁿJC

5. bujM��víμñAwqz�jM�hG

a. b�@�MμñA∩�zQnjM�Ωú��C �pAD≈W�B�}�I��
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National Vulnerability Database (http://nvd.nist.gov/)C

≡��d

��≡���AziH�d⌠⌠W�≡�B
�P��a IP �}B⌠⌠μ��º�C

QRadar SIEM iH���≤�y{PP@≡�]�	úP@⌠⌠o�≤�ñ�≤h

�⌠⌠Wº��a IP �}�÷pC oi²z���d⌠⌠ñ�C@�≡�C

�°≡�

ziH�d⌠⌠ñ�C@�≡�C

�pAziH�d⌠⌠W�≡�B
�P��a IP �}B⌠⌠μ��º�C

{�

1. ÷@U≡���C

2. ÷ΓUzQn�d�≡�C

3. buπCWA∩�π� > ��aC

ziH�dC@���aAHPw��aO	wⁿl�ϕ{Xi�μ�C

4. buπCWA÷@U�≤C

�G

u�≤Mμv°í�π�P≡��÷p����≤C ziHjMB���Loo�

≤C

d�G�� PCI °id�

��°i��AziH��B���sΦ°id�C

bo�J�@�ñAz���uΣIdú� (PCI)v°id�C

{�

1. ÷@U°i��C

2. Mú⌠�D@�ñ°i�∩�C

3. bs�MμñA∩���� > PCIC

4. ∩�MμW���°id�G

a. ÷@UMμW��@�°iC

b. zL÷ϕ Shift ΣA�÷@UMμW��ß@�°iA
∩���°id�C

5. b�@MμñA∩��½�{C

6. s�ú�°iG

a. qú
�°i�μñ�MμñA∩�zQn�°�°i�íWOC
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b. bμí�μñA÷@UzQn�°�°iμí��C

d�G≥≤wxs�jM���q°i

ziHzL�JjM����q�hA
��°iC

÷≤o�@�

bo�J�@�ñAz���≥≤b� 13��yjM�≤zñ��º�≤�y{jM

�°iC

{�

1. ÷@U°i��C

2. b�@MμñA∩���C

3. ÷U@BC

4. tm°i�{C

a. ∩�CΘ∩�C

b. ∩�uP�@vBuP�GvBuP�TvBuP��v�uP�¡v∩�C

c. ��MμA∩� 8:00 �WC

d. TOw∩�O - Γ�ú
°i∩�C

e. ÷U@BC

5. tm°iGmG

a. bΦVMμñA∩�εVC

b. ∩�tΓ��ϕxs��GmC

c. ÷U@BC

6. b°i�Dμ�ñAΣJd	°iC

7. tm	��ϕxs�G

a. b�ϕ�¼MμñA∩��≤/ΘxC

b. b�ϕ�Dμ�ñAΣJd	�≤jMC

c. bN�≤/Θx¡ε�eX�MμñA∩� 10C

d. b�	�¼MμñA∩�∩�°°�C

e. ÷@Ue 24 �p����Ω�C

f. b��≤°i�≥ªMμñA∩�d	jM 1C

���ud�jM 1vwxsjM�]w��Ne�J�l��ñC

g. ÷@Uxsxs���Ω�C

8. tm���ϕxs�G

a. b�ϕ�¼MμñA∩�y{C

b. b�ϕ�Dμ�ñAΣJd	y{jMC

c. bNy{¡ε�eX�MμñA∩� 10C

d. b�	�¼MμñA∩�∩�°°�C

e. ÷@Ue 24 �p����Ω�C

f. bi��wxsjMMμñA∩�d	jM 2C
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���ud�jM 2vwxsjM�]w��Ne�J�l��ñC

g. ÷@Uxsxs���Ω�C

9. ÷U@BC

10. ÷U@BC

11. ∩�°iμíG

a. ÷@U PDF � HTML �∩�C

b. ÷U@BC

12. ∩�°iteqDG

a. ÷@U°iD�xC

b. ÷@Uqll≤C

c. bΘJ°i��aqll≤�}μ�ñAΣJz�qll≤�}C

d. ÷@U]A°i@��≤C

e. ÷U@BC

13. �¿�	u°ivδF��Ω�G

a. b°ií�μ�ñAΣJd��í�C

b. ÷@UO - bδF�¿�⌡μ�°iC

c. ÷@U�¿C

14. ��ú
�°i�μñ�Mμ�A∩�°i��íWOC
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n�

�ΩTYw∩ IBM bⁿΩ�ú�ºú�PA	�}oC

bΣLΩa�a�ñAIBM úúo�ú��σ≤�ú�ºU�ú�BA	�\αC�ó

�ϕa� IBM �	NϕAH�oϕa�eú��ú�MA	º�÷ΩTC o≈σ≤b

ú� IBM �ú�B{í�A	�Aúϕ��t�uα�� IBM ú�B{í�A	C

un�I� IBM º	z]úvA⌠≤\α�ϕºú�B{í�A	�i�N IBM º

ú�B{í�A	C úLA⌠≤D IBM ºú�B{í�A	A���	��μtd@

�º�⌠Mτ�d⌠C

�σ≤�í�ºDDeAIBM iα��ΣMQ�MQ��	Cú��σ≤úNϕ��

oMQ��vC ziH
�úX�vd�A
τ�H�G

IBM Director of Licensing

IBM Corporation

North Castle Drive

Armonk, NY 10504-1785 U.S.A.

pGO�÷����r� (DBCS) ΩT��vd�A�ó��bΩ� IBM 	z]úí

�A�
�úX�vd�A
τ�H�G

Intellectual Property Licensing

Legal and Intellectual Property Law

IBM Japan Ltd.

19-21, Nihonbashi-Hakozakicho, Chuo-ku

Tokyo 103-8510, Japan

Uq∩�Ω�⌠≤∩o
WwPϕak�ú@P�ΣLΩa�a�úA�G

IBM 	Hu{¼vú��
A
úú�⌠≤���q�ºO� (]A²ú¡≤iΓ��

�XSw���O�)C �a�bSwμ÷WAú�\�ú���t��O�A]�A

o�n�ú@wAXzC

�ΩTñiα���NW���LΩW�
�C ]�AIBM �w��qF�N�qß

�e�Js�ñC IBM H��∩i�/��≤�X���ú��ú��/�{íAút

μq�C

�ΩTñ⌠≤∩D IBM ⌠���z	���AIBM ∩�⌠��úú�O�C o⌠

�ñ�≈ú�≤� IBM ú���÷≈A�ß��o⌠����μ	ß	IC

IBM oHU� IBM {�Aϕ�Φí���
¼ Q�ßú��⌠≤ΩTA
L�∩ Q

�ßtdC

pG�{íº≥�vH�F (i) b�O���{íMΣL{í]]A�{í�ºíμ½

ΩTAH� (ii) �¼���μ½�ΩTA]
�n�÷�ΩTA�ó�G
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IBM Corporation

170 Tracer Lane,

Waltham MA 02451, USA

oΩTi�Aϕ°�
�oAbYípU	�IOΦo��C

IBM ≥≤ IBM �ßX�BIBM Ω�{í�vX���Φº⌠≤PÑX��°�Aú

��σ≤�ú���v{íPΣ��A���vΩ�C

�σ≤ñ�t�⌠≤�αΩ�Ob
ε⌠�ñoXC ]�AbΣL@�⌠�ñ≥o��

Giα��π�tºC b}oh��t�Wiα��L@�qA²úO�o�qb

½�W�Moμ�t�W��P��GC A�A��wiαOzL��Φí
�⌠C

Ω��GiαúPC �σ≤�����τ�ΣSw⌠�A��Ω�C

�
�ú�ºD IBM ú�ΩTA��ú�����A�ΣoG�n��ΣL�}�DC

IBM ����Loú�A]LkT{oD IBM ú��⌡μ�αB�e��⌠≤∩

ú��ΣLDiO	��L�C �÷D IBM ú���α
D���ó��ú���

�C

�÷ IBM �
�V�⌠≤»zA	Nϕ IBM ���M��
wA�iα≤��²n

��ípU�����M�C

�� IBM �μ� IBM º��sΓ�AiH�≤∩
útμq�C gP�º�μiP

�úPC

�ΩTt�Θ��	B@���Ω�M°id�C �D¿iαa�πí�Ad�]AF

�HB�qB�PMú��W	C ��oW	úOΩc�Ap�⌠≤�ⁿΩ�°��

��W	�a}ºBA���XC

YQ�ß�b\¬��ΩT�ql�Aiαú����MmΓí�C

��

IBMBIBM �x� ibm.com® OΩ���≈��≈�¡�q (IBM) bⁿΩ�/�ΣLΩ

a�a������U��C pGo�ΣL IBM �UNyb�ΩTñ�@�X{�

H���]® � ™���Aho�ⁿXoG�ΩT�AIBM ���ⁿΩ�U��

qk��C ����]iαObΣLΩa�a���U��qk��C IBM ����

sMμib Web � Copyright and trademark information (www.ibm.com/legal/

copytrade.shtml) ñΣ�C

Java ���≥≤ Java �����xO Sun Microsystems, Inc. bⁿΩ�/�ΣLΩa�

a������U��C

MicrosoftBWindowsBWindows NT � Windows �xO Microsoft Corporation bⁿΩ

�/�ΣLΩa�a����C
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Cookie �ΣL�N
¼�ú���ΩTAH�U≤∩	@δ���ΘτB�qP@δ�

���¼���FΣL��C b\hípUAunΘ����vú�¼�⌠≤�H�O

ΩTC ���í�unΘ����v�U≤²zα¼��H�OΩTC pG�unΘ

����v�� Cookie 
¼��H�OΩTAhHUúX������� Cookie �

�÷ΩTC

°íp�tm
wAunΘú�PA	viα��Ñq@� Cookie ¼�C�����

Ñq@� IDA�≤Ñq@��zM�OC o Cookie iH��A²Oo]NRúª

����\αC

pG��unΘ����víp�tm²z��ßα≈zL Cookie �ΣL�NAq@

δ���¼��H�OΩTAh���dA�≤��Ω�¼�º⌠≤k��z�v�

Xk��AΣñ]Aq��PN�⌠≤�DC

p�w∩o���U��N]Σñ]A Cookie������÷ΩTA��\ Cook-

ies, Web Beacons and Other Technologies ñ� IBM �⌠pv�h]⌠}� http://

www.ibm.com/privacy �AH� IBM �uW⌠pv°�]⌠}� http://www.ibm.com/

privacy/details�AH�uIBM nΘú��nΘ@�A	⌠pv°�v]⌠}� http://

www.ibm.com/software/info/product-privacy�C
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Wⁿ��

�Wⁿ��ú� IBM Security QRadar SIEM nΘ�

ú��NyMwqC

�Wⁿ��ñ��UCμ¼��G

v ��\ ��zqD�n�Ny����n�NyA

�qYg���≈X�μíC

v t��\ ²z���÷�∩�NyC

p�ΣLNyMwqA��\ IBM Terminology ⌠�

]bs°íñ}��C

yT�z y��z y¡�z � 26��y	�z �

26��yC�z � 26��yK�z � 26��yE

�z � 26��yQ�z � 27��yQ@�z �

27��yQG�z � 28��yQT�z � 28��

yQ��z � 29��yQC�z � 29��yQK

�z � 29��yQE�z � 29��yAz � 29

��yCz � 29��yDz � 29��yFz � 29

��yHz � 30��yIz � 30��yLz � 30

��yMz � 30��yNz � 30��yOz � 30

��yQz � 30��yRz � 30��ySz � 30

��yTz � 30��yWz

T�

ljM (sub-search)
ib@��¿�jM�Gñ⌡μjMd��

\αC

l⌠⌠ (subnet)
��\l⌠⌠ (subnetwork)C

l⌠⌠ (subnetwork, subnet)
���p�W�ls�A²�Mμ¼s��

⌠⌠C

l⌠⌠Bn (subnet mask)
∩≤⌠�⌠⌠l⌠⌠A32 ��Bn�≤�O

IP �}�D≈í�ñ�l⌠⌠�}��C

��

Θx�� (log source)
ú�≤Θx�w�]��⌠⌠]�C

Θx���
 (log source extension)
]t�O����≤eº�≤�����

�Wϕ�í¼�� XML �C

�e�� (content capture)
�≤��itm���tⁿqAMßNΩ�

xsby{Θxñ�Bz{�C

¡�

����� (Local To Local, L2L)
Pq@���⌠⌠�t@���⌠⌠�í

Ω�yq�÷C

����� (Local To Remote, L2R)
Pq@���⌠⌠�t@���⌠⌠�í

Ω�yq�÷C

ia� (credibility)
0-10 ºí���±vA�≤Pw�≤�≡�

��π�Cbh�
�°i�P�≤�≡�

�Aia��W[C

�ß� (client)
�≤nD°A�ú�A	�nΘ{í�q

úC

	í�y�m (external scanning appliance)
s��⌠⌠AH¼�⌠⌠ñΩú��÷�}

ΩT�≈�C

Dn HA D≈ (primary HA host)
s�� HA O��DnqúC

D�x (console)
	@iHqñ
ε�[εt�@��π�

�C

D≈⌠�wq (host context)
�≤�°�≤�A	AHTOC��≤pw

�δB@C

[K (encryption)
bqúw�ñA�Bz{��≤NΩ�α½

�Lkδ��μíAq
�lΩ�Lk�

oA�uα���KBz{��oC
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��

@��}��t� (Common Vulnerability Scor-
ing System, CVSS)

�q�}Y½����t�C

��tⁿΩ� (payload data)
]tb IP y{ñ���{íΩ�]úF�Y

��zΩTH
�C

�Dt��X (autonomous system number,
ASN) b TCP/IP ñAOⁿ�ⁿú IP �}��P�

zñ�ⁿú��Dt��XC�Dt�

Xi²���etΓk�O�Dt�C

μ� (behavior)
@���≤�i[ε�GA]AΣ�GC

�n HA D≈ (secondary HA host)
s�� HA O��	RqúCpGDn HA

D≈ó	A�n HA D≈�	ßDn HA D

≈�d⌠C

C�

≡� (offense)
����°�°≤�e�Tº�ú��

≤C�pA≡�Nú��hO	wHI�⌠

⌠O	�Dⁿ≡���÷ΩTC

@�ñ�t� (active system)
b¬i�� (HA) O�ñAOⁿπ����

b⌡μ�A	�t�C

�}�RqT≤w (Address Resolution Proto-
col, ARP)

�≤N IP �}��∩M���⌠⌠ñ�⌠⌠

t�d�}�qT≤wC

¡� (identity)

�Ω�
�����XANϕ�HB�

�B�m���C

t�°� (system view)
H°�Φíe{�¿t��Dn�ⁿ�zD

≈C

�π⌠�W� (fully qualified domain name,
FQDN)

b⌠�⌠⌠qTñAOⁿD≈t��W	A

]A⌠�W	���lW	C�pA�π⌠

�W	� rchland.vnet.ibm.comC

�π⌠⌠W� (fully qualified network name,
FQNN)

b⌠⌠ÑhñAOⁿ]A��í��½≤W

	C�pA�π�⌠⌠W	�

CompanyA.Department.MarketingC

K�

≈�� (key file)
bqúw�ñA]t�}≈�BpK≈�B

H⌠
���
��	C

E�

�÷� (relevance)
⌠⌠W�≤B���≡���∩vT�qC

½sπzp�� (refresh timer)
Γ��w����o�í�mA�≤≤s

{μ⌠⌠í�Ω�C

½��y{ (duplicate flow)
qúPy{
�¼���PΩ��Θ�h�

Ω�C

H⌠xsw�� (truststore file)
]tH⌠ΩΘº�}≈��≈�Ω�w�C

IJ�t� (intrusion detection system, IDS)
�nΘ�≤��∩�≤⌠⌠�D≈t�@í

��ⁿ�°Ω����≡��¿\≡�C

IJwt� (intrusion prevention system, IPS)
�≤��
�τbcNí��t�C
�≈

εiαA�LoBl��]wtv¡εC

�Rt� (standby system)
b@�ñ�t�ó	�A����¿@�ñ

�t�CpGw���gAh�q@�

ñ�t�gΩ�C

�O (magnitude)
Sw≡���∩½n���qC�OO��

�÷�BY½��ia�pΓ�[v�C

Q�

¬i�� (high availability, HA)
PO�t��÷A�t��b�I��n{

íó	�iμ½stmAHKu@qiH½

ste�O�ñ��l�IC
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σR�� (parsing order)
���iwqΘx
�]@�@δ IP �}�

D≈W	�º½n����Θx
�wqC

y{ (flow)
bμ��ízL�����μ@Ω��ΘC

y{Θx (flow log)
y{O²��XC

y{�� (flow sources)
qñ��y{�
�Cy{
�by{
�

ⁿ�zD≈Ww��wΘ����íAb

y{�e�y{¼������
íC

qT≤w (protocol)
@�WhA�≤
εqT⌠⌠ñΓ�HW�

m�t�ºí�Ω�qT��eC

Q@�

Wh (rule)
@�°≤í»zíAi²qút��O÷Y

���a⌡μ����C

�y� (scanner)
jM Web ��{í�nΘ�}����w

�{íC

�ε (recon)
��\�εC

�ε (reconnaissance, recon)
¼�⌠⌠Ω�¡��÷ΩT�ΦkCiH�

�⌠⌠�y�ΣL�N
s�⌠⌠Ω��≤

MμAMßVΣⁿúY½�h�C

��⌠⌠ (local area network, LAN)
�≤s�¡ε��]pμ@jH��Θ�ñ

����mBiHs��≤j⌠⌠�⌠⌠C

º� (anomaly)
P⌠⌠w�μ���tC

�p� (accumulator)
@��s�AYBΓ�@�BΓ�iHxs

bΣñAHß�BΓ��G��N�BΓ

�C

�AD≈tmqT≤w (Dynamic Host Configu-
ration Protocol, DHCP)

�≤�ñ�ztmΩT�qT≤wC�pA

DHCP ���N IP �}ⁿú�⌠⌠ñ�q

úC

��ϕ (reference table)
�ϕμñ�Ω�O²Nwⁿú�¼���Σ

∩M�ΣL��ΣAMßA∩M�μ��C

��� (reference set)
q⌠⌠W��≤�y{l�μ��
�M

μC�pAIP �}MμA�����W	M

μC

��∩M (reference map)
N��Σ��∩M���Ω�O²A�pA

N���W	∩M�s� IDC

��∩M� (reference map of sets)
N@���Σ∩M�h���Ω�O²C�

pANS\����Mμ∩M�@�D≈C

QG�

°i (report)
bd��zñA⌡μd��NμíM��Σ

ñ�ú�μí�Ω�C

°iíj (report interval)
itm��ííjAb�íj�⌠�A�≤

Bz�	�N������≤�y{Ω��

e�D
xC

¡	I (leaf)
b≡¼�cñAOⁿS�l������

IC

}±ít�¼s (OSI)
�X�≤μ½ΩT�uΩ����� (ISO)v

���º}±ít�¼pC

}±{íX�}Ω�w (Open Source Vulnerabil-
ity Database, OSVDB)

�⌠⌠w�s���}±{íXΩ�wA

iú��÷⌠⌠w��}��NΩTC

HW (violation)
ñL�H��q�h��@C

L�O�í⌠��e (Classless Inter-Domain
Routing, CIDR)

�≤sW�O Cu⌠�⌠⌠qT≤w (IP)v

�}�ΦkCo�}ú��u⌠�⌠⌠A

	��� (ISP)v
��ß��CCIDR �}

iε��eϕ�jpA��≤h IP �}b�

�i�C
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QT�

����� (Remote To Local, R2L)
q��⌠⌠���⌠⌠�
íΩ�yqC

����� (Remote To Remote, R2R)
qY���⌠⌠�t@���⌠⌠�
íΩ

�yqC

hD (gateway)
�≤s�π�úP⌠⌠[c�⌠⌠�t��

�m�{íC

�Θ�εqT≤w (Transmission Control Proto-
col, TCP)

⌠�⌠⌠�⌠≤ϕ��≤⌠�⌠⌠qT≤w

�u⌠�⌠⌠u{u@p� (IETF)v��ñ

���qT≤wCTCP b�]μ½�qT⌠

⌠���⌠⌠�μ¼s�t�ñú�Fia

�D≈∩D≈qT≤wCt��\⌠�⌠⌠

qT≤w (Internet Protocol)C

�eWh (routing rule)
@�°≤Ab�≤Ω�í¼Σ�h�A�⌡

μ°≤�Hß�e��XC

Ω�w¡	I½≤ (database leaf object)
Ω�wÑhñ�	�≈½≤��IC

Ω�I (datapoint)
��I��q��pΓ�C

Ωú (asset)
wíp�Qnb@�⌠�ñíp�i�z½

≤C

�mΣ��� (Device Support Module, DSM)
@�tm�A�≤σRqh�Θx
��¼

��≤A�Nª�α½�i@�ΘXπ��

����[cμíC

Q��

�q¼�²s�qT≤w (Lightweight Directory
Access Protocol, LDAP)

@�}±íqT≤wAª�� TCP/IP 
ú

�Σ� X.500 �¼��²�s�vABú�

P≤�°� X.500u�²s�qT≤w

(DAP)v�Ω��DC�pAziH��

LDAP b⌠�⌠⌠�í⌠⌠�²ñMΣH

B���ΣLΩ�C

∩M��� (reference map of maps)
NΓ���Σ∩M�h���Ω�O²C�

pAN��{í������∩M�
�

IPC

�z@� (administrative share)
∩L�zM�v����⌠��⌠⌠Ω�C

�z@���z�ú�⌠⌠t�W��Ω�

�s�vC

�P (false positive)
k�����Mw�I�≡�����G

]ⁿX⌠�e÷D�≡��Ω�WLI�≡

�]úO�}�C

{� (credential)
�≤�P����Bz{�Sws�v�Ω

T�C

�I (endpoint)
⌠�ñ API �A	��}CAPI �}�IA

�BP�IsΣLA	��IC

�} (vulnerability)
@�t�Bt�nΘ���nΘ�≤�w

�n�C

Ω��y (live scan)
i��Ñq@�W	q�y�Gñú°i

Ω���}�yC

⌠}α½ (Network Address Translation, NAT)
b	⌡≡ñAOⁿNw��u⌠�⌠⌠qT

≤w (IP)v�}α½�
ín²��}Co

�iP
í⌠⌠iμqTA²�Bnb	⌡

≡��� IP �}C

⌠�W�t� (Domain Name System, DNS)
�≤N⌠�W	∩M� IP �}��
íΩ�

wt�C

⌠⌠[v (network weight)
M��C�⌠⌠���Aϕ�⌠⌠�½n

�C⌠⌠[v����wqC

⌠⌠½≤ (network object)
⌠⌠Ñh��≤C

⌠⌠Ñh (network hierarchy)
@�xs��¼AO⌠⌠½≤�Ñhí�

XC

⌠⌠h (network layer)
b OSI [cñAOⁿú�A	�hAibπ

�iw�A	�Φ�}±ít�ºí��⌠

C

28 QRadar SIEM J�ΓU



⌠�⌠⌠A���� (Internet service provider,
ISP) iú�⌠�⌠⌠s�v���C

⌠�⌠⌠qT≤w (Internet Protocol, IP)
�≤zL⌠⌠�¼p⌠⌠�eΩ��qT≤

wC�qT≤w�@�¬qT≤whPΩΘ

⌠⌠ºí�C
Ct��\�Θ
εqT≤

w (Transmission Control Protocol)C

⌠�⌠⌠�εTºqT≤w (Internet Control Mes-
sage Protocol, ICMP)

hD���⌠�⌠⌠qT≤wA�≤P
�

D≈qTA�pA°iΩ�]ñ�	�C

QC�

pXíj (coalescing interval)
�X�≤�íjCH 10 ϕ	íjiμ�≤

�XABHP⌠≤�epX�≤ú����

@��≤}lCbpXíjAeT���

�≤��X��e��≤Bz�C

��{í�� (application signature)
�@�Φ�A��]��tⁿ��dlA

Mß�≤�OSw���{íC

QK�

α���a (forwarding destination)
�≤qΘx
��y{
��¼�lM�W

�Ω��@�HW���t�C

O�Ω� IP �} (cluster virtual IP address)
bDn��nD≈P HA O�ºí@�� IP

�}C

�÷⌠⌠�zqT≤w (Simple Network Manage-
ment Protocol, SNMP)

@�qT≤wA�≤�°�í⌠⌠ñ�t�

��mCbu�zΩTw (MIB)vñwq�

xsⁿ�z�m��÷ΩTC

°Ω¼Tº�OX (Hash-Based Message Authen-
tication Code, HMAC)

��[K�°Ωτ���K≈��[KXC

≈��� (offsite target)
�≈Dn�x��mA�≤q�≤¼���

¼�≤�Ω�y{C

≈��� (offsite source)
�≈Dn�x��mA�≤N�W�Ω�α

���≤¼��C

QE�

Y½� (severity)

�∩��a�P��÷���qC

A

ARP ½s�V (ARP Redirect)
b⌠⌠sb
D�Aq�D≈�@� ARP

ΦkC

ARP ��\�}�RqT≤w (Address Resolu-

tion Protocol)C

ASN ��\�Dt�X (autonomous system

number)C

C

CIDR ��\L�Oí⌠��e (Classless Inter-

Domain Routing)C

CVSS ��\@��}��t� (Common Vulner-

ability Scoring System)C

D

DHCP ��\�AD≈tmqT≤w (Dynamic Host

Configuration Protocol)C

DNS ��\⌠�W	t� (Domain Name Sys-

tem)C

DSM ��\�mΣ��� (Device Support Mod-

ule)C

F

FQDN ��\�π⌠�W	 (fully qualified domain

name)C

FQNN ��\�π⌠⌠W	 (fully qualified net-

work name)C

H

HA O� (HA cluster)
�Dn°A��@��n°A��¿�¬i

��tmC

HA ��\¬i��C

HMAC ��\°Ω¼Tº�OX (Hash-Based Mes-

sage Authentication Code)C
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I

ICMP ��\⌠�⌠⌠
εTºqT≤w (Internet

Control Message Protocol)C

IDS ��\IJ��t� (intrusion detection sys-

tem)C

IP h½�e (IP multicast)
Nu⌠�⌠⌠qT≤w (IP)vΩ�]�Θ�

t��AH�¿μ@h½�es�C

IP ��\⌠�⌠⌠qT≤w (Internet Proto-

col)C

IPS ��\IJw	t� (intrusion prevention sys-

tem)C

ISP ��\⌠�⌠⌠A	��� (Internet service

provider)C

L

L2L ��\����� (Local To Local)C

L2R ��\����� (Local To Remote)C

LAN ��\��⌠⌠ (local area network)C

LDAP ��\	q¼�²s�qT≤w (Light-

weight Directory Access Protocol)C

M

Magistrate
�≤��wq��qWh�R⌠⌠Ω�yq

�w��≤�í�≤C

N

NAT ��\⌠}α½ (Network Address Transla-

tion)C

NetFlow
�≤�°⌠⌠Ω�yqy{Ω�� Cisco ⌠

⌠qT≤wCNetFlow Ω�]A�ß�M°

A�ΩTB���≡AH�zLs��⌠⌠

�μ½�M⌠��y�����M�]�

�CΩ��e�iμΩ��R� NetFlow ¼

��C

O

OSI ��\}±ít�¼s (open systems inter-

connection)C

OSVDB
��\}±{íX�}Ω�w (Open Source

Vulnerability Database)C

Q

QID ∩M (QID Map)
���[c�≤�OC��@��≤A�N

�≤∩M�CÑM¬Ñ��AHPw�÷p

M���≤�ΦíC

R

R2L ��\����� (Remote To Local)C

R2R ��\����� (Remote To Remote)C

S

SNMP ��\�÷⌠⌠�zqT≤w (Simple Net-

work Management Protocol)C

SOAP @�	q¼ XML ¼qT≤wA�≤bD�

ñ��
í⌠�ñμ½ΩTCSOAP iH�

≤d����ΩTA�Is⌠�⌠⌠ñ�A

	C

superflow
]th�π��ⁿeºy{AHzLε�

xsΘ¡ε
W[Bzeq�μ@y{C

T

TCP ��\�Θ
εqT≤w (Transmission Con-

trol Protocol)C

W

whois °A� (whois server)
�≤��wn²⌠�⌠⌠Ω���÷ΩT

]p⌠�W	� IP �}tm��°A�C

30 QRadar SIEM J�ΓU



��

����HñσrA�σrA�S

ϕ�º���CC

eG�f
JI

º[ 2

e��f
Θxí�

¼��≤ 8

�≤¼� 8

jM�≤ 13

º[ 1

xsjM�h 13

e��f
Wⁿ�� 25

w�

QRadar SIEM nΘX��m 5

��tⁿ

ss��

tm 10

��tⁿ��@�

�tLo�e 10

�� 10

º[ 10

�π 10

eC�f
°A�

�m�⌠

º[ 10

sW��m�⌠

Γ� 11

�tLo�

��tⁿ��@� 10

�Ní�σ≤ v

≡�

�d 17

�° 17

eK�f
�≤

¼� 8

�≤ (
≥)

jM 13

Ω�¼� 2

eE�f
�ßΣ�ñ� v

�m�⌠

Γ�sW°A� 11

��sW°A� 11

º[ 10

�π°A� 10

y{

¼� 8

jM 15

Ω�¼� 3

eQ�f
�	{í

tm��≤s�� 7

�í�C�ϕ

tm 14

tm

��≤s]w 7

QRadar SIEM nΘX��m 6

eQ@�f
Wh

tm 12

º[ 3

nΘ≤s��

tm 7

eQG�f
°i

º[ 2

d�

≥≤wxs�jM�� 18

�� PCI °id� 17

eQT�f
jM

�≤ 13

y{ 15

Ωú 16

xs�≤jM�h 13

jM (
≥)

xsy{jM�h 15

Ω�¼�

�≤ 2

y{ 3

º[ 2

Ωú

]w� 1

jM 16

Lo�

��tⁿ��@� 10

eQ��f
�ϕ

tm

�í�C 14

�}�q

�J 9

Ω�¼� 3

⌠�í�

jMy{ 15

º[ 1

⌠⌠

y{¼� 8

⌠⌠í�

xsjM�h 15

⌠⌠Ñh

º[ 6

�\ 7

⌠⌠�z� v

eQ¡�f
÷ϕO

��

�� 15

uWí�σ≤ v

�π

��tⁿ��@� 10

°A� 10

�m�⌠ 10

º[ 9

eQK�f
�
 v

© Copyright IBM Corp. 2012, 2014 31



Q
QRadar SIEM nΘX��m
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