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ifconfig | grep eth2
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b. FHaC#k MAC fiiik
c. #wikE /etc/sysconfig/network-scripts/ifcfg-eth? FEHAERTE
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DEVICE=eth?2
#HWADDR=XX : XX : XX : XX : XX
BOOTPROTO="static"
BROADCAST="192.168.1.255"
DNS1="0.0.0.0"
DNS2="0.0.0.0"
GATEWAY="192.168.1.2"
IPADDR="192.168.1.1"
NETMASK="255.255.255.0"
NM_CONTROLLED="no"
ONBOOT="yes"

6. fEIFIEEE -

7. HEERBE  FHIT MlfES
service network restart

8. AHET NI T oRERE A AL E
ifconfig | more

DHCP &Gl : 7£ Cent0S6.2 H » i /etc/sysconfig/network-scripts/ifcfg-ethd
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BOOTPROTO="dhcp"
NM_CONTROLLED="no"

ONBOOT="yes"
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FEIEEBA
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RS B e O - Qg B EIE -

3. FEE L 2 I T SR R P 5 s B s oM ) i it o PGS o
4. 157 TBerkeley ¥ ELiJEas (BPF)] °

f#H BPF iEiLZKIEE BPF &jE#s o
1EFRA A AND ~ OR Bi NOT #HEE 73 AHEE -

IR G R A R A

ether host 00:11:22:33:44:55
ether src host 00:11:22:33:44:55

ip host 192.168.0.1
ip dst host 192.168.0.1

R — B EHASTTRARL -

ip6 host 2001:0db8:85a3:0042:0000:8a2e:0371:7334
ip6 src host 2001:0db8:85a3:0042:0000:8a2e:0371:7334

ip net 192.168.1.0/24
ip src net 192.168.1

port 80

udp port 9000
tcp src port 80

AL R R A
ip host 192.168.1.1 and 192.168.1.2

ip src 192.168.1.1 and dst 192.168.1.2
ip host 192.168.1.1 and tcp port (80 or 443)
(ip host 192.168.1.1 or 192.168.1.2) and (port 80 or 443)

5. fEE BRI E R -

S A B ERRAS 10,000  AERIGEBFSE RS 0 > I REHUT AR

REGHPEaR IR E AL
6. ¥ — IFEBEE -

7. MNEAEE = H R EWEE R D AT 2] - a5 E0R R RSO N B RHE B - LU
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8. HAEBFEM=ITIIRIRGE » FFtatiEESERIT -

9. HEEBMACEMM=ER > FaEERES -

10. FENERRMES > DIHECRE L5022 [H A Forensics [RI{EEHE
a. Ll root (HREGDEA -

& 488  root

BEHE ¢ P@ck3t08..
b. BT FIFES -

rm -r /extraction/<name_of search>

<name_of _search> S8 TEI5CRAE =1 Hiin LAY
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SEHEDERERRR IR AR Tk o BEEEHRAREY H SIS PIE S (8 S D) REARIL P 0 -
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BECLZERHIRAA QRadar Packet Capture EREE ?

— TR AR BT R ITICR - EE KBS ERTEE 1% - SE LRI R 2
& > WECRIEL BN R B AN - (EM BB » (£ BRCE D > — 1R £ 2T
BB AR AR R A RIS -

f&F RAID iTHllgs R IERREVEERED 20 ?

MMREH 3650 M4 RAID {45138 K R b 2248 2 &8 RR A A 6] v] 5 P sl pe i e »

AHECR A R RIS ERT

o #3650 M4 » M5200 RAID #éHlZR#IEa(EET - 2015 4 5 H 27 H 24.7.0-0052 hix
S FTRRA -

£ Red Hat Linux #8517 L#T .bin o
« ¥} IBM Lenovo ° 2015 £ 5 A 15 HEZTEEHRA -

€ Red Hat Linux 8517 E#AT .bin fid -
EEEIEHEERERIR ?
IBM Security QRadar Packet Capture Z%iE HEETE Interface 0 _fHEY °
GBI E KB ISEVERERR ?
R CASES LM A THEIR 1P (74 - FESHE TSR M TIEIT ifconfig #5847 o

AR RACEALTOLAE - FERIREER) ifcfg-ethx FERLDIACENIHE -
« TEIt DHCP #ifylr » #wiE /etc/sysconfig/network-scripts/ifcfg-eth2 Y T4
% R M5 FH S R RE L erh2 o

BOOTPROTO="dhcp"
NM_CONTROLLED="no"
ONBOOT="yes"

o TELLERAE 1P (HEFEHIH - #RER /etc/sysconfig/network-scripts/ifcfg-eth2 HiHY
TGS RE {8l FH 3 R E A eth2 o

BOOTPROTO="static"
BROADCAST="192.168.1.255"
DNS1="0.0.0.0"
DNS2="0.0.0.0"
GATEWAY="192.168.1.2"
IPADDR="192.168.1.1"
NETMASK="255.255.255.0"
NM_CONTROLLED="no"
ONBOOT="yes

BEERE LM 0 BT 1 foonfig 4 LUREIUEES /T -

=111
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IRTEZ » B35 E B FUZHE R (UTC) » 31 HLEC I 55 58 A s 65 [ 8 A 77 8
(NTP) Sz 25 F{RIAR#S 1F 2R G (E R AR IR o

RifEEEETEE ?
1. WECREPRHI {5 DR RS A2 3 LIRS A (NIC) el -

BERBRENTE 0 BRI AN RRE o & FHEWIERE (FoRis) WERK
5o i DERHE R (FonERRREIES)) L /EPIHEE -
2. T /usr/local/nc/bin/dpdk_nic_bind.py —status 54 °

FEATHIRS FLL RS T 5 -

Network devices using DPDK-compatible driver

0000:0f:00.0 '82599ES 10-Gigabit SFI/SFP+ Network Connection' drv=igb_uio
unused=ixgbe

0000:0f:00.1 '82599ES 10-Gigabit SFI/SFP+ Network Connection' drv=igb_uio
unused=ixghe

Network devices using kernel driver

0000:07:00.0 'I350 Gigabit Network Connection' if=eth2 drv=igb unused=igbh _uio
*Active*

0000:07:00.1 'I350 Gigabit Network Connection' if=eth3 drv=igb unused=igb_uio
0000:07:00.2 'I350 Gigabit Network Connection' if=eth4 drv=igb unused=igbh_uio
Other network devices

<none>
R DRINERIAE ?
{ERE B RIS B VE 26 2 1% » 5 ERERRR e (5 IEEIE R &R - ZR 0 Mo Hrh—

M
o BEEREE I 0 EHRASEANIFERE o K EmEHETE (RREERRESE))
IR -

o 1 THEEEFRME) HEmr - &0] LIE RE D o
o T48HITH > BT du —h /storage0/int0d 54 °

i AR T 51 -

G /storaged/int0/1 0
G /storaged/int0/2_0
G /storaged/int0/3_0
G /storaged/int0/4_0
G /storage0/int0/5_0
G

4
9
4
9
9
9G /storaged/int0/6_0

4.
4.
6.
4.
4.
4.

1.4T /storaged/inte/

AR R T BEAE 4y FIE[RIR - B SR A & 8 E i R -
REST MERE&IEELIE?
AT T I AAE A continuum (EAIZAYIERE (FEFHER ) ZERBHUCEERS -
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curl -k -v -X POST -G -d "username=continuum&password=password&action
=ping" https://localhost/rest/forensics_fetch.php

i FERS T 51

About to connect() to Tocalhost port 443 (#0)
Trying ::1... connected
Connected to Tocalhost (::1) port 443 (#0)
Initializing NSS with certpath: sql:/etc/pki/nssdb
warning: ignoring value of ssl.verifyhost
skipping SSL peer certificate verification
SSL connection using TLS_DHE_RSA WITH_AES_128 CBC_SHA
Server certificate:
subject: E=root@localhost.localdomain,CN=1ocalhost.localdomain,
0U=SomeOrganizationalUnit,
0=SomeOrganization,L=SomeCity,ST=SomeState,C=--
start date: Mar 27 17:10:01 2014 GMT
expire date: Mar 27 17:10:01 2015 GMT
common name: Tocalhost.localdomain
issuer: E=root@localhost.localdomain,CN=1ocalhost.localdomain,
0U=SomeOrganizationalUnit,
0=SomeOrganization,L=SomeCity,ST=SomeState,C=--
> POST /rest/forensics_fetch.php?username=continuum&password=
test&action=ping HTTP/1.1
> User-Agent: curl/7.19.7 (x86_64-redhat-1inux-gnu) T1ibcurl/7.19.7 NSS/3.15.3
z1ib/1.2.3 1ibidn/1.18 1libssh2/1.4.2
> Host: Tocalhost
Accept: */*

L I T

EIE I .

>
>
< HTTP/1.1 200 OK

< Date: Mon, 13 Oct 2014 20:08:20 GMT

< Server: Apache/2.2.15 (Red Hat)

< X-Powered-By: PHP/5.3.3

< Set-Cookie: PHPSESSID=54cf360tmg899b6baud31u6jh6; path=/

< Expires: Thu, 19 Nov 1981 08:52:00 GMT

< Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
< Pragma: no-cache

< Content-Length: 85

< Connection: close

< Content-Type: application/json

<

*

{I

Closing connection #0

'status":"success","message":"QRadar Packet Capture (c), Version 7.2.4.209\n"}

W{@EES Continuum FREZE

&5 AE QRadar Packet Capture {5 /M HIF3# 5 Continuum I EZME o 2 IS
S P I R P E » BB reset_default.sh Script o Z#EEIEHEHE TR
5 AT 5 A

FEHAT reset_default.sh Script » F5LA root (HH& & 708 AfamtT » WPk A T A5

Cle

sh /var/www/html/mysql/reset_default.sh continuum
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