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� 1 � QRadar Packet Capture 7.2.6 � ñ����sW\α

IBM Security QRadar Incident Forensics 7.2.6 � ú�≤�t��]���w²��L

o�Aq
≤na�πΩ�¼��xsC

QRadar Packet Capture jM�G��t�≤�A�Bb���Ω��

qñC

�]��Ω�Uⁿ�����qñAHK�e�í≤uA�BziH≤�ta�	Ω

�CziH≤�tas�jM	�Ω�A]�Ω�����p�qC i@BA�...

��w²����]Lo��πΩ�¼�	xs

ziHzLwqQn���	e�	����íCpGz���¡��]��xs

ΘAhuα��°��¬�I�Ω�yqCziH�π�]��¼�\αAHAXz

�xsΘΩ�C
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� 2 � QRadar Packet Capture ��

IBM Security QRadar Packet Capture O⌠⌠Ω�yq���jM��{íC

�� QRadar Packet CaptureAziHzLuW⌠⌠�fHCϕ¬F 10 Gbps �tv�

��⌠⌠�]A�NΣgJ��
úyó�]CQRadar Packet Capture ���� PCAP

��μí�xs⌠⌠Ω�yqC PCAP ��μíα≈P{���TΦ�Ruπ�Pπ

XC

ziH�� QRadar Packet Capture ��íP�]�MΩ��jM���⌠⌠Ω�yqC

��R��nΘX��mΩ���qjMAziHPB��jM�²s�Ω�
ú�

yóΩ�C ª�ú�¬�α��]���O²C

QRadar Packet Capture \α

QRadar Packet Capture ]t�í�\αG

�� PCAP ��μí

�≤xs⌠⌠Ω�yq���μíC ���μíP{���TΦ�Ruπ�π

XC

¬�α��]���O²

q{�⌠⌠ñ��⌠⌠�]C

h��Σ�

QRadar Packet Capture ]p�≤h��[cC

�� IO ��s�

QRadar Packet Capture ���� IO s����F	��g�Θq�W¡C

Y��


QRadar Packet Capture iHb�]���í��ú��C ziH���ⁿ

BPF �yk�d
�AH�t��z�P���ⁿw�]íj	��]C

α≈sW��Ω�eq�O�C

ziH��Ω�	I��sW�xsΘeq��O�C

�Xμí

Capture ��H��� PCAP μíxsA���Lϕ�íWO�MΦ�C Capture ��

���jp��xsC Capture ��xsb
²ñC Y
²ñ��í�íAh���

w²tm�O²��∩g Capture ��C

��t�

∩≤�]��nΘX��mA��⌠⌠Ω�yq�t��M≤zO
�Ω�	Is�

�Dn	IG

v ∩≤s�Ω�	I��]��nΘX��mA��t�W¡iF 7 GbpsC

v ∩≤�Ω�	Is��Dn	I��]��nΘX��mA��t�W[iF 10

GbpsC
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� 9��� 4 �, yCapture ��º[z

Yn�����Ω�yqA�������{íC uO²�v�≤�NΩ�yqΩ�

xs�w²tm�
²ñC Y
²ñ��í�íAh�∩g{���C
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� 3 � QRadar Packet Capture ]w

b�� IBM Security QRadar Packet Capture ºeA�n⌡μí�≥��ltmC

Σ�� Web s²�

Σ�UC Web s²�G

v Google Chrome

v Mozilla Firefox

v Microsoft Internet Explorer � 10 �H�≤s��

]w⌠⌠

Yn���� QRadar Packet CaptureAh��N IP �}ⁿw�Σñ@�A�⌠⌠≡A

@δO eth2Beth3 � eth4C �w]At�tm��� DHCPC ²OA∩≤�ltm

ziα�ns� VGA �e�π��A����t�BnJ��z�v�⌠⌠tmRA

IP �}C ��t�ºßA��UC{�H root ���¡�nJG

���W�Groot
KXGP@ck3t08..)

∩≤�ltmA�⌡μUCBJG

1. s�P VGA �e�π��C

2. }� QRadar Packet Capture nΘX��mC

3. H root ���¡�nJ Linux @�t�C

���W�Groot

KXGP@ck3t08..

Yn�≤w]KXA��\� 6��y�≤@�t�bßKXzC

4. �FTOz�t�O	�sA�M� IBM Fix Central (www.ibm.com/support/

fixcentral/) Wú��nΘ��{íC

5. tmz�M�⌠⌠�RA IP �}G

a. Yn�o MAC �}� eth2 ��A�ΘJUCⁿOG

ifconfig | grep eth2

�� eth0 M eth1 Lk��C ∩≤ M4 xSeries wΘA��� eth2C

b. �O² MAC �}C

c. sΦ /etc/sysconfig/network-scripts/ifcfg-eth2 �ñ�]wG

v NUCσrsW��@μGDEVICE=eth2

v �ú�� eth2 ≡� MAC �}GHWADDR=xx:xx:xx:xx:xx

v TOtmUC]wGBOOTPROTO=static

v TO��z⌠⌠��÷ΩTAΘX�ⁿUCRAd�G

© Copyright IBM Corp. 2012, 2015 5
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DEVICE=eth2
#HWADDR=xx:xx:xx:xx:xx
BOOTPROTO="static"
BROADCAST="192.168.1.255"
DNS1="0.0.0.0"
DNS2="0.0.0.0"
GATEWAY="192.168.1.2"
IPADDR="192.168.1.1"
NETMASK="255.255.255.0"
NM_CONTROLLED="no"
ONBOOT="yes"

6. xs��C

7. YnM�]wA�⌡μUCⁿOG

service network restart

8. �⌡μUCⁿO�τ�z���]wG

ifconfig | more

DHCP d�Gb CentOS6.2 ñAsΦ /etc/sysconfig/network-scripts/ifcfg-eth0

��� /etc/sysconfig/network-scripts/ifcfg-eth1 ��ñ�UC]wC

BOOTPROTO="dhcp"
NM_CONTROLLED="no"
ONBOOT="yes"

��nJ

��]w IP �}ºßAziH�� SSH b≡ 4477 W��nJAH�znΘX��

mC

�≤@�t�bßKX

]wnΘX��mºßA��≤ IBM Security QRadar Packet Capture �w]@�t�

KXC

z��O root ����α�≤@�t�bßC

QRadar Packet Capture KXOW�≤@�t�KX�C adminusername P continuum

���bß��b�@nJ��≤ΣKXC

{�

1. H root ���¡��� SSH nJC

root ����w]KXO P@ck3t08..

2. Yn�≤ continuum P root ���bß�KXA��� passwd username ⁿOC

PB� QRadar Packet Capture °A��íP QRadar D�x t��í

YnTO IBM Security QRadar π�@P��í]wAHKjM�PΩ��÷�\αi

H��u@AC�nΘX��mú��P QRadar D�x nΘX��mPB�C�z�

��≤s QRadar D�x nΘX��mW� iptablesAMßNªtm¿�ⁿ≡ 37 W�

rdate qTC
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}lºe

z���D QRadar D�x � IP �}�D≈W�C D≈W����� nslookup �

T�RC

�w]AQRadar Packet Capture �m���]w� UTC]Ω��π�í�C

{�

1. �� SSHAH root ����¡�nJ QRadar Packet Capture nΘX��mC

2. Yn÷¼⌠⌠�íqT≤w (NTP) A�A�ΘJUCⁿOGservice ntpd stopC

3. Yn÷¼ NTP ��dtmA�ΘJUCⁿOGchkconfig ntpd offC

4. zLsΦ crontab (crontable) ��NPB��{� cron u@C

a. ΘJUCⁿOGcrontab -eC

b. YnNnΘX��mtm¿C 10 ��P QRadar D�xPB�@A�ΘJU

CⁿOG*/10 * * * * rdate -s Console_IP_AddressC

∩≤ Console_IP_Address ��AiH�� IP �}�D≈W�C

c. xstm�≤C

d. zLΘJUCⁿOA}� crondG

service crond start
chkconfig crond on

5. ≤s QRadar D�x W� iptables H�ⁿ�� QRadar Packet Capture �m� rdate

Ω�yqC

a. �� SSHAH root ����¡�nJ QRadar D�x nΘX��mC

b. sΦ /opt/qradar/conf/iptables.pre ��C

c. ΘJUCⁿOG

-A QChain -m tcp -p tcp --dport 37 -j ACCEPT --src <PCAP_IP address>

pGz�h� QRadar Packet Capture nΘX��mA�@μsW@� IP �}C

d�G

QChain -m tcp -p tcp --dport 37 -j ACCEPT --src 100.100.1.10
QChain -m tcp -p tcp --dport 37 -j ACCEPT --src 100.100.1.11
QChain -m tcp -p tcp --dport 37 -j ACCEPT --src 100.100.1.12

d. xs iptables.pre ��C

e. zLΘJUCⁿOA≤s QRadar D�x W� iptablesG

./opt/qradar/bin/iptables_update.pl

�÷º�:

� 9��� 4 �, yCapture ��º[z

Yn�����Ω�yqA�������{íC uO²�v�≤�NΩ�yqΩ�

xs�w²tm�
²ñC Y
²ñ��í�íAh�∩g{���C
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� 4 � Capture ��º[

Yn�����Ω�yqA�������{íC uO²�v�≤�NΩ�yqΩ�x

s�w²tm�
²ñC Y
²ñ��í�íAh�∩g{���C

�°��G pGz�	¼�⌠≤Ω�A�TOsuW�Ω�yqC Yn��Ω�y

qA���� Tap � SPAN]ΦM�≡C ��μ½�W� SPAN ≡�ApGμ½�

N�C�u²��ⁿú� SPAN ≡Aiα��≤@��]C

J�

]wt�ºßA�⌡μUCBJ�nJ IBM Security QRadar Packet CaptureG

1. }� Web s²�A�ΘJ�m� IP �}C

2. ��UC���ΩTnJG

���Gcontinuum

KXGP@ck3t08..

�w]A�π�uCapture ¼Av��C ziH÷@U�� Capture��ε Cap-
tureA��εO²C

ú�GziH�	°íkWññπ�ú����XC

Capture ¼A

uCapture ¼Av��Wú�UCΩTG

v �����m

v Capture ¼A

v ��/�ε�í

v ��t���≥�í

v �Θv

v ����]

v w������

v �≤��]

v i��xs	í

bO�tmñAw∩C@�w���Ω�	IAπ�xsΘ��vC pG]�⌠⌠tm

�D�suúϕ�PLks� QRadar Packet Capture Data NodeA
úO]�xsΘ�

pΩ��PAh�π�UCTºGSlave node is enabled but is currently unreach-

able]w��q��IA²�eLks��C

⌠⌠S�

H��μí�°⌠⌠��ΘqC

��	���w]�ΘqW¡O 10 GbpsC

© Copyright IBM Corp. 2012, 2015 9



���{

�°wo���bo���]��	{C

μ�úY

�FΣ����dAziHzLWji�Ω�xs�íeq
úsWΩΘ��A�N

�l�]	eOd�°�	≥�íC {bAziH��s�μ	úY∩��N�jq�

Ω�xsb QRadar Packet Capture nΘX��mWC

úYqP��tⁿñ�wúY°T	eq�÷C�pApGz���tⁿñ� 5% �ú

Y°TAhúY±�O 13:1C úYGxs�í±�OgúY�jpPúYß�jp

ºí�±�C

ϕ 1. μ	úYv

wúY°T��tⁿ���± (%) úY:xs	í±jv

0 17:1

5 13:1

10 6:1

20 4:1

40 2.4:1

�÷º�:

� 3��� 2 �, yQRadar Packet Capture ��z

IBM Security QRadar Packet Capture O⌠⌠Ω�yq���jM��{íC

�÷u@:

� 6��yPB� QRadar Packet Capture °A��íP QRadar D�x t��íz

YnTO IBM Security QRadar π�@P��í]wAHKjM�PΩ��÷�\α

iH��u@AC�nΘX��mú��P QRadar D�x nΘX��mPB�C�

z���≤s QRadar D�x nΘX��mW� iptablesAMßNªtm¿�ⁿ≡ 37

W� rdate qTC
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� 5 � ��Ω��I

NDn� IBM Security QRadar Packet Capture �mΩ�s�� QRadar Packet Cap-

ture Data Node ºßA���� QRadar Packet Capture Data NodeC �� QRadar Packet

Capture Data Node N���@�O�AH�≤sW�xsΘeqC

p�s�nΘX��m��÷ΩTA��\mQRadar Packet Capture �t��ΓUnC

¡εGϕz�� QRadar Packet Capture Data Node �AForensics �	Lks�b�	

IW���Ω�C

{�

1. bu÷ϕOv��ñA��Mß�εΩ�yq��

2. buO�v��ñA∩C@�Ω�	IA∩���C¼Aπ�ws�C

3. A����

{bAw�� QRadar Packet Capture Data NodeCpG QRadar Packet Capture Data

Node ws�Bb⌡μñAhO�ñ QRadar Packet Capture Data Node �¼A�≤

�uws�vC

pGw�v Data Node1 � Data Node2Ah�v�μπ��[��⌠A�M≤z�

���vC

Dn	Is��Ω�	IºßA÷ϕOWπ��úY]Ω��xsΘjp]Aws

�Ω�	I�xsΘjpC
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� 6 � jMYq�íd≥���]AHiμE���

��������Ω��≤ú��]�� (pcap) ��A���]t�Xⁿw�íd≥

	��]��] Meta Ω�ΩTC

¡εGo�jM�¡E�º��C �n⌡μΓ�MzAH�K±í�����C

{�

1. ÷@UjM��C

w]	wΘJC

2. ∩�njMΣ��Ω�yq��fC

pGz�μ��ftmAh���∩�ªC

3. ⁿwnjMº�íd≥�}lP�⌠�í	��≤w]	C

4. ⁿwuBerkeley �]Lo� (BPF)vC

�� BPF yk�ⁿw BPF Lo�C ϕ�í�@�h�≥����¿C �íL

oϕ�íi�� ANDBOR P NOT BΓl��mC

UCd��≥�Lo�

ether host 00:11:22:33:44:55
ether src host 00:11:22:33:44:55

ip host 192.168.0.1
ip dst host 192.168.0.1

ip6 host 2001:0db8:85a3:0042:0000:8a2e:0371:7334
ip6 src host 2001:0db8:85a3:0042:0000:8a2e:0371:7334

ip net 192.168.1.0/24
ip src net 192.168.1

port 80
udp port 9000
tcp src port 80

UCd���íLo�

ip host 192.168.1.1 and 192.168.1.2
ip src 192.168.1.1 and dst 192.168.1.2
ip host 192.168.1.1 and tcp port (80 or 443)
(ip host 192.168.1.1 or 192.168.1.2) and (port 80 or 443)

5. ⁿwn����]�C

n���w]�]�W¡� 10,000C pGN��r�≤� 0Ah����X�í

ϕ�Lo�����]C

6. ÷@U}ljMC

7. pzbjM����@�μñ��	AjMnD����p�Ω��qAHKz

iHbπ�jMnD�b⌡μñ�s�Ω�CziHzLⁿw PCAP ���XAM

ß÷@UUⁿ PCAP ��÷sA�nDjMC

© Copyright IBM Corp. 2012, 2015 13



Ω��qO 128 MBA
�s�Ω��qiHO⌠NjpC

8. Ynd�jMεC�¼AA��°jMnDεCC

9. Ynd���w�¿jM�	{A��°nDΘxC

10. Γ�MújMAHTO�¼≈�í��≤ Forensics �	BzG

a. H root ���¡�nJC

���W�Groot

KXGP@ck3t08..

b. ⌡μUCⁿOG

rm -r /extraction/<name_of_search>

<name_of_search> ��Ouw�¿�jMv��W�W�μC
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� 7 � QRadar Packet Capture �D�°��

	°��O�M�D�t�ΦkC 	°���
�OP��≤��\α÷w�u@A

H�í�p≤�M�DC

O�ww��s��� QRadar Packet Capture nΘH

@����nΘ��soμ��CbM�nΘ≤s�
ºßA��b⌠≤s�w�º

ßATOz�Y½s��t�Aq
M��≤CbO�tmñA@�TODnP��

Ω�	It�ú����P��C

z� RAID �ε�	w�����Θ�H

pGz� 3650 M4 RAID �ε��w�Ww�º�Θ����Pia	��α�DA

�TOz��C�Θ�qG

v ∩≤ 3650 M4AM5200 RAID �ε��Θ�qG2015 � 5 δ 27 Θ 24.7.0-0052 �

�≤s��C

q Red Hat Linux ⁿOμW⌡μ .bin �C

v ∩≤ IBM LenovoA2015 � 5 δ 15 Θ�q�≤s��C

q Red Hat Linux ⁿOμW⌡μ .bin �C

O�w�Ts���≡H

IBM Security QRadar Packet Capture �muαb Interface 0 W��C

O�w�TtmA�⌠⌠�⌠⌠suH

YnTOwg�A�⌠⌠��ⁿú IP �}A�w∩ws����⌡μ ifconfig ⁿOC

pGtm⌠≤�}A�sΦ∩�� ifcfg-eth* ��Htm�}C

v b� DHCP d�ñAsΦ /etc/sysconfig/network-scripts/ifcfg-eth2 ñ�UC

]w���Aϕ�]w≤½ eth2C

BOOTPROTO="dhcp"
NM_CONTROLLED="no"
ONBOOT="yes"

v b�RA IP �}d�ñAsΦ /etc/sysconfig/network-scripts/ifcfg-eth2 ñ�

UC]w���Aϕ�]w≤½ eth2C

BOOTPROTO="static"
BROADCAST="192.168.1.255"
DNS1="0.0.0.0"
DNS2="0.0.0.0"
GATEWAY="192.168.1.2"
IPADDR="192.168.1.1"
NETMASK="255.255.255.0"
NM_CONTROLLED="no"
ONBOOT="yes

�≤]wºßA⌡μ ifconfig ⁿOHtm⌠⌠��C

© Copyright IBM Corp. 2012, 2015 15



O�w�Ttmt��íH

�w]At��í]w�@����í (UTC)A�Btm���⌠⌠�íqT≤w

(NTP) ���°A���O	�T�t��íC

t�wΘO���DH

1. TOΩ�yqoH�Tú��B�⌠⌠��d (NIC) �¼C

d�≥���� 0 su�≤Σk��ⁿ�OC �U��ⁿ�O]ϕ������°

GC �W��ⁿ�O]ϕ�Ω�yqí����{{C

2. ⌡μ /usr/local/nc/bin/dpdk_nic_bind.py –status ⁿOC

ⁿO��G���ⁿ≤UCΘXG

Network devices using DPDK-compatible driver
============================================
0000:0f:00.0 ’82599ES 10-Gigabit SFI/SFP+ Network Connection’ drv=igb_uio
unused=ixgbe
0000:0f:00.1 ’82599ES 10-Gigabit SFI/SFP+ Network Connection’ drv=igb_uio
unused=ixgbe
Network devices using kernel driver
===================================
0000:07:00.0 ’I350 Gigabit Network Connection’ if=eth2 drv=igb unused=igb_uio
*Active*
0000:07:00.1 ’I350 Gigabit Network Connection’ if=eth3 drv=igb unused=igb_uio
0000:07:00.2 ’I350 Gigabit Network Connection’ if=eth4 drv=igb unused=igb_uio
Other network devices
=====================
<none>

t�O���Ω�yqH

b����Ñq@�ºßAYnT{t�O
�b��Ω�yqA���UCΣñ@

�ΦkG

v d�≥���� 0 su�≤Σk��ⁿ�OC �W��ⁿ�O]ϕ�Ω�yqí��

��{{C

v qu⌠⌠S	v��ñAziH�	��ΘXC

v qⁿOμñA⌡μ du –h /storage0/int0 ⁿOC

�G�ⁿ≤UCΘXG

4.4G /storage0/int0/1_0
4.9G /storage0/int0/2_0
6.4G /storage0/int0/3_0
4.9G /storage0/int0/4_0
4.9G /storage0/int0/5_0
4.9G /storage0/int0/6_0
.
.
.
1.4T /storage0/int0/

pGz��a⌡μ�ⁿOAh���l
²Mtmq�
N��WC

REST ��O���u@H

⌡μUCⁿO��� continuum �����T]Dw]�KX�NKXG
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curl -k -v -X POST -G -d "username=continuum&password=password&action
=ping" https://localhost/rest/forensics_fetch.php

�G�ⁿ≤UCΘXG

About to connect() to localhost port 443 (#0)
* Trying ::1... connected
* Connected to localhost (::1) port 443 (#0)
* Initializing NSS with certpath: sql:/etc/pki/nssdb
* warning: ignoring value of ssl.verifyhost
* skipping SSL peer certificate verification
* SSL connection using TLS_DHE_RSA_WITH_AES_128_CBC_SHA
* Server certificate:
* subject: E=root@localhost.localdomain,CN=localhost.localdomain,
OU=SomeOrganizationalUnit,
O=SomeOrganization,L=SomeCity,ST=SomeState,C=--
* start date: Mar 27 17:10:01 2014 GMT
* expire date: Mar 27 17:10:01 2015 GMT
* common name: localhost.localdomain
* issuer: E=root@localhost.localdomain,CN=localhost.localdomain,
OU=SomeOrganizationalUnit,
O=SomeOrganization,L=SomeCity,ST=SomeState,C=--
> POST /rest/forensics_fetch.php?username=continuum&password=
test&action=ping HTTP/1.1
> User-Agent: curl/7.19.7 (x86_64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.15.3
zlib/1.2.3 libidn/1.18 libssh2/1.4.2
> Host: localhost
> Accept: */*
>
< HTTP/1.1 200 OK
< Date: Mon, 13 Oct 2014 20:08:20 GMT
< Server: Apache/2.2.15 (Red Hat)
< X-Powered-By: PHP/5.3.3
< Set-Cookie: PHPSESSID=54cf36otmg899b6bau03lu6jh6; path=/
< Expires: Thu, 19 Nov 1981 08:52:00 GMT
< Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
< Pragma: no-cache
< Content-Length: 85
< Connection: close
< Content-Type: application/json
<
* Closing connection #0
{"status":"success","message":"QRadar Packet Capture (c), Version 7.2.4.209\n"}

p≤½] Continuum ���KX

zLkb QRadar Packet Capture �����ñ�≤ Continuum ���KXC YnN

KX½]��tw]	Ah���� reset_default.sh ScriptC t��b���U

nJ�ú��≤KXC

Yn⌡μ reset_default.sh ScriptA�H root ���¡�nJⁿOμA�ΣJUCⁿ

OG

sh /var/www/html/mysql/reset_default.sh continuum
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