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�F�Mo��dñ��DA��π�UC��G

v Σ�Ω����tmC

v �OA�
tdΩ���tm�ΩΘC

� 2 � w��d 7



v A��g{��Ω�tm�ñ]C

v �q��tmΩ��jpPd≥C

�d

������W�uπAiH≤Uziμ�dC

1. N}±íjM�≤PwtmΩ��÷p�qTC

2. ��}±íjMBΩ��αP Digital ImpressionAHMΣiμ�g{�ºΩ�tm

�ΩΘ IDC

3. zL�\w½s�cσ≤
��°�	A�Bz�q���A��¼��eC

4. �� Surveyor Hl�tmí�Aq�A���tmΩ���qC

qT≤w�tPW�k��ε�

b�Ω�d	ñA��¼���Aí�wW���BIT qT≤w�k��ε�Aoiα

y¿t�]�vTC

��

�F�Mo��dñ��DA��π�UC��G

v �qwW��qT≤w�k��ε�C

v δTΣX�P�μ��ΩΘC

v A�o�ΩΘ�ñ]C

v �qo���μ��q��C

�d

������W�uπAiH≤Uziμ�dC

1. ��}±íjMHjMqT≤w��ε������{�C

2. ��}±íjMBΩ��α�Ω�½s�cAPí�qT≤wPk��ε��í�

σ≤iμμ¼�	C

3. ���eLoB}±íjMAH���W�qT≤w/�ε��SwΩ	C

4. �� Digital ImpressionB°�	BΩ��α��eLoAHMΣ�÷p�ΩΘ IDC

5. �� Surveyor Hl�ΩΘí�Aq���iα�ñ]C

��¼��d

�� QRadar Incident ForensicsAiH�q��ñ�}��IAq	�O���	��

H⌠AH�δ�w�Ω�C

�O��ñ�H⌠

b�Ω�d	ñA��¼���Aí�Y���BcN����}C �F��iα�N

@δ��@��	�u@AL�iαQnq	⌠≤�÷p�I�Hα�íC

��

�F�Mo��dñ��DA��π�UC��G

v τ�w��I�÷la�C

8 QRadar Incident Forensics ��ΓU



v PwO
�w��I���C

v �qw��I�sx	Pf⌠vTC

v A�w��I��Φ

�d

������W�uπAiH≤Uziμ�dC

1. ��}±íjMBi��e�Ω��αANτb��ΩΘ�@
lIAHjM�

�BcN����}C

2. ��}±íjM�Ω��αHs�X{��C

3. ��}±íjMAHμ¼�	iαú�∩vT�	�σ≤C

4. �� Digital Impression �°�	H�OⁿvTΩΘC

5. �� Surveyor H�RP���	��÷p�í�C

δ�w�Ω�

	�s�P��I�μ��P����q{�w�Ω�O
¼≈C b�Ω�d	ñA�

���dHw∩��∩�I�wΣw�Wh����C

��

�F�Mo��dñ��DA��π�UC��G

v δ�s����I�μ�C

v �q{�w�Wh��OC

v A��≤�A@��X{�w�í�C

v �⌠�úXw�Ω�����C

�d

������W�uπAiH≤Uziμ�dC

1. ��}±íjMAQ�⌠
P����A�jMs����I�μ�A	pw∩μ

�����≥≤�	�A�C

2. �diH�eA
�� Surveyor HP{�w�Wh�Ω�μ¼�	o�μ�C

3. ��}±íjMBSurveyorB�e½s�c�°�	A�R��w�Whº���

�PWvC

4. ��}±íjMBSurveyorB�e½s�cBΩ��α�°�	AH��{�w�

Wh�Ω��	�����LI�≡�C

�I�q

b�Ω�d	ñAí�Y��}BcN���cNμ��w��iú���⌡μ�I

�qC �I�q�Pw��O
÷ⁿl�wⁿlC

��

�F�Mo��dñ��DA��π�UC��G

v �q��ñw�O�}�π�¼AC

v 	��íΦ�cNπ�¼AC

� 2 � w��d 9



v o{⌠≤ⁿl���C

v Pw��O
�cN���ⁿ��C

v Pw���¡�C

�d

������W�uπAiH≤Uziμ�dC

1. ��}±íjMHjMw��iñⁿwº�}BcN���ΣLcNμ��SxC

2. ��}±íjMHμ¼�	πs�ΣLΩ�Aq�l
ⁿ��C

3. �� Surveyor H�d��OºiαQ��}�¼�C

4. �dú����i��eC

5. zL��Ω�½s�cA�\iμτb��I¼���eC

6. �� Surveyor Hl�τb��IΩΘ�í�C
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� 3 � forensics �dJ�

Ynb IBM Security QRadar Incident Forensics ñ}l forensics �dA����tJ

�\αϕH�²�Lo forensics xswñ�Ω�C�
�{í]tw²wq�Knd

�Azi�≤}ljM��oΩΘ�÷YC

Yn}lA�ϕ�HU�hG

1. }l forensics ���q≡���W�≡�ñjMC

v pGz�
½kΣ÷@U≡��⌠≤ IP �}
⌡μ forensics ��Ah foren-

sics �q���m��ⁿw�íd≥���l��Ω�B�úY�½�σ≤AMß

N�GsW� forensics xswC

v pGz�
½kΣ÷@U≡��⌠≤ IP �}
⌡μ forensics jMA�w∩ IP �

}Lo�jM forensics xswCMßA�G�π�b Foresnics ��W�Dn
⌠μñCziH�md��δ�jMC

QRadar Incident Forensics �¼jMnD�Aª�Bz�]��Ω�A
NΣ���

w�e�w	�¼≤H�μíC	pAMicrosoft Word σ≤��� Word ��C

Voice-over-IP q�Is�����T��CMßAP��� meta Ω�����e

ssw�������AH�o���ijMC

2. b Forensics ��WA÷@U�tJ�C

⌡μ���jM]�úO⌡μ}±íjM��m�v�d��ºßAziH��

Forensics ��W�tJ�\αϕñw²wq�d�A��t}l�dC	pAzi

Hd�i��e��A
⌡μΣñ@�d�ApΩΘ��Ci��e≥≤ϕ�i�

í���e�w²wqWh�CΩΘ�����A�ñ
w��h�iαcNΩ

ΘC

�e���Lo\α�U≤ε����Ω�q

3. q⌠μñA∩�nd��σ≤C

QRadar Incident Forensics ����u²���jM�GCPb⌠�⌠⌠jMñjM

�
��	u²���Φí�ⁿA�WcX{����π�bMμ�íC

ziH÷@U���jMPσ≤�÷p� meta Ω��}l�αΩ�CΩ��α\α

ú�U�jM°��Ω�KnC

4. Yn�d���@PΩw�≤ºí�÷YA�bσ≤°�ñ∩���AMß�
½

kΣ÷@U�o�÷÷YC

�d��ºßALozLs�ΩΘ¼��ΩTC

5. ÷@U��LOAHl�¡�y±��os��÷p�C

��LOO meta Ω����AizLl�cN���y±�≤U�Oi�≡���

�í�B�Cb�mo�÷Y�AQRadar Incident Forensics ��⌠⌠��ñ�Ω�A

p IP �}BMAC �}� TCP ≡PqT≤wCªiHMΣ�� ID ÑΩTA�i

Hqσ�Bz��Γϕ��{í¬�@��OÑΩTC��LOiHzLNΩΘ¡

����ΣL����ΩΘ��OΩTA�≤Uo{÷pC
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QRadar Incident Forensics jMM��

�d��� IBM Security QRadar Incident Forensics �q⌠⌠Ω�yq�σ≤���÷

Ω�C

jMO²	[W��

�F
��[ forensics í�AQRadar Incident Forensics ���]Ω�A
l¼ΣL�

eC ��Nú�jMX��Ω���BÑq@�½s�cAH� forensics �αA�≤

Uiμw��≤�dC

�d����í�dAMß	≥�í�πo�o{AH�o�÷����G�C �í�

¬h�ΦíO�²jM\hO²AMß[W��C MßA÷
[W���O²AH�O

��O²�C Pw	�Ω��÷A
�πd�AH]A��ú��C ���Ω���

�qQC

bz}osu��AiH��ΣLΦkiμ	≥C ziH��°�	��RuπA�Γ

�����q�G��÷�C z]iH��∩��d�A��o�P�D�úPΦ�C

Bz[W����G

ϕzjM∩�dÑ�½n��G�AiH��G[W��AHK≤	J�τ���P

wC [����q�WLz{����C pG���A�[W��C zQnRúL÷

Ω�A
÷
z{��÷�Ω�C

b∩z{��÷��G�[W��ºßAiH�í�πz��τC

1. zL°�	P�Ruπ�dC@�[W���σ≤C

2. N�	
N���[�σ≤ñAMß∩C@�σ≤P�	��÷��X��MªC

3. pGO²L÷A��ú��C

b�dL{ñAzw�Oxswñ��÷Ω�AB{bπ�@�[W����÷O

²C

4. CLB�X�Bz�÷O²C

σ≤jMP�d

�d�iHjMPo
w��≤�÷�u��qQ�÷�σ≤C

jM

�d�iH�� forensic xsw���í¼���Φ�σ≤A�ú�Γ�M�jW��

σ≤A�Σñjí�P�	L÷C 	pAbSw�q�ú
�σ≤BPP���DD�

÷�σ≤A�O�i�≡���e��¼�σ≤C

jMiHOSw�C 	pAuMΣT��rΩ ″Mission Alpha″vOSw�C ��Aj
MiHq�C 	pAuMΣ����w�
AL	ΣO
bxswñv≤�q�C

jMiHO�íAB�≥≤@��hC �íjM�G��í¼h�°≤C 	pAMΣ

Γ�iH≡��ºí�÷Y�DD���qll≤AH��ú]t�≤�qll≤O

�íjMC jM��O�t
δTaNO²ε��i�z�u@�C �����σ≤

�H��d��dAσ≤P�	¬	�÷C
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w∩ IP �}�≡⌡μ��

ziHw∩@�h� IP �}�≡⌡μ��CpGzúΘJ IP �}�≡Ah����

� TCP M UDP Ω�yqCpGzΘJh� IP �}�≡Ah����rI�jª�C

¡εG]�Az@�iHΘJj� 7 � IPv4 �}� 7 �≡A��hj� 255 �r�C

IP �}P≡μ�PΣLⁿ��XA��
Lo�rΩCLo�rΩúαWL 255 �r

�

Forensic ��

�	�¼��J�σ≤��]������Φxs�C

�	iH��z��
A�O�v�
�	��d��
C�z��
�	A
NΣ

ⁿú��d�C �d�iHbq IBM Security QRadar ñ�⌠≤ IP �}���]�

�Ω��A�
s�	C

�÷u@:

yN pcap ��Pσ≤q�ít�W�����	z

ziHN�íΩ�W��Sw�	C

�X

���Xi∩Sw����÷Ω�iμ��A	pA�]�� (pcap) Ω���BPDF �

⌠⌠ΩyC

�X���O��z�÷Ω��s�CziHb�d�¿�A�tRú�Xñ�s�

Ω�C

�XiH��z���d��
C �z��
�XAHKNΩ�Γ�ⁿJ IBM Secu-

rity QRadar Incident ForensicsC �z��iHV�	sW�XC �d�iHbq IBM

Security QRadar ñ�⌠≤ IP �}
l���]��Ω��As��XC

∩≤�XP�XW�A��qUCWhG

v �XW���O�@�C

v �	]t@�h��XC

v �XiHsW�h��	C

v ϕ�d��Γ��	π��P��X�AjM�G≡�½��Ω�C

v pGW�s� pcap �A�XW�úO�@�Ah�bW�s� pcap ºeRú�l

�XC

N pcap ��Pσ≤q	ít�W�����


ziHN�íΩ�W��Sw�	C

}lºe

�z���w∩QnW��í������
�w� FTP \ivC
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÷≤o�@�

IBM Security QRadar Incident Forensics iHq⌠⌠W�⌠≤is��²ñ�JΩ�C

Ω�iH��\hμíA]A²ú¡≤UCμíG

v ���í����� PCAP μí��

v σ≤A	pσr�BPDF �B�Γϕ��°

v M��

v ����{í�ΩyΩ�

v ���í PCAP ���ΩyΩ�

ziHNh���W���	C

¡εG�	W���O�@�C zúα�
P{��	π��PW���	C

{�

1. b FTP �ß	ñA⌡μUCBJG

a. TOu�Θhw� (TLS)v∩��qT≤wC

b. sW QRadar Incident Forensics D≈� IP �}C

c. �
����
 QRadar Incident Forensics ���W�PKX�nJC

2. s�� QRadar Incident Forensics °A�A
�
s��²C

3. YnH FTP �Θ pcap �
�HxsA�b��	�
��²UA�
W� singles

��²A
N pcap ������²C

4. YnH FTP �Θ
D pcap ��ΣL���¼
�HxsA�b��	�
��²

UA�
W� import ��²A
N�������²C

5. Yn½s
� FTP °A�A�ΣJUCⁿOG

etc/init.d/vsftpd restart

6. Yn½s
�N��qW��
�� QRadar Incident Forensics �²�°A�A�

ΣJUCⁿOG

�G

ziHb����W�Σñ@�uπ�d��	C

Forensics xswd�

�d�iⁿwL�
μq forensics Ω�w���σ≤�ΦC ��h�d��MΣ@�

�dσ≤C

h½d��Γ��τ�qσ≤A�ºbπ�xswñMX≤�XAC ß≥d�Pδ�d

��cQg�b�τL÷σ≤�ú
C

W[d�Ny��q�Sϕ�Aiú
¬	�÷��G�C z���Owq¼≈hα�

o���G�NyAY�iα�qNΣSw	CjM�hñiHΘJ⌠≤�q�d�

NyC��
μ�¼LBΓl��jNyC ���
μ�j�Nyq��¼L�Φ OR

BΓlC OR BΓlϕ�o{⌠≤NyúO���Cí¼�hjMⁿJ��Gm≤Mμ

�WΦAⁿ�
Xd�Ny�j	C
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μ�jM�h]s@d�NyCjM@δA�h�d�NyC μ�jM�d�Ny�]

s@d�rΩC A��í	d��nm�A²ú��°C ª�A���d�NyA	

�p≤�
PL�	���Xñ�NyC �≤d�rΩxsb QRadar Incident Foren-

sics ñAziHb≤na	�Ω�ºß	≥�í�πjMC

�÷u@:

� 25��y°�	÷Y�÷pz

��u°�	v°í�d���σ≤��ºí�÷YC	pAziH�dPSwql

l≤�}qT�qll≤�}C

}±íd�Ny

�d�iHb Forensics ��W�jM�hμ�ñ��ΘJd�NyAHjMT��
rΩ�
�C ziH��μ��h�μrd�C

Uϕí�FiH���jMd��¼C

ϕ 1. }±íd���¼

jMd��¼ í� d


μrd� jMσ≤ñ�@�NyC puppies

tU�r��μrd� jM
Xd�Nyñí���@�h�r

���
�C

¡εGU�r�Lk�@jMñ��@�

r�C

te?t

test*

te*t

hrd� ⁿwjM�GHd�Ny�÷���≡

�C P�]tΓ�d�Ny�σ≤�²C

XA�	CX�]tΣñ@�d�Ny�

σ≤C �]t@�d�Ny�σ≤N��

�Od�Ny�X{���CÑ�C

free puppies

t��
�hrd� 
XT��rΩC P�]tΓ�μrA²


D�����±ⁿ��σ≤Nú�@�

�G≡�C ��
iH��aNoΓ�μ

rα½¿μ�rΩ�d�NyC ∩≤jM

�
Aú�ANΣ�@Γ�W
μrC

″free puppies″

�� AND BΓl�h�μr

d�

ⁿwσ≤ñ��P�sboΓ�d�Ny

�α≡��
�C d�Nyi��⌠≤�

�AB
�ºíú�±ⁿC

free AND puppies

Meta Ω��O

@δΩΘ�O�e\�d�q�÷σ≤�t��T���G�C

��Ñq@�Bσ≤�qT≤w��¼AIncident Forensic ��ñiH��h� meta Ω

�μ�C

ϕzⁿw meta Ω���W��Aª��Q�T�ABsb≤ Forensic xsw�C

UϕCXF meta Ω��OjM�¼C
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ϕ 2. Meta Ω��OjM

meta Ω��OjM�¼ μí d


�� MetadataTag:<value> ApplicationProtocol:http

U�r� MetadataTag:* CreditCardNumber:*

d≥ MetadataTag:[<start value> TO

<end value>

Duration:[30 TO 56]

�÷º�:

� 18��yσ≤��z

�d�iH∩σ≤[W��A
sW���σ≤AHl�PΣ�	ñ�σ≤�÷�c

QC

¼L�X

iH���í¼LBΓlNh�d�Ny�XAH�
¬	wV�d�rΩC YgLA

ϕ�XAo�d�rΩiH≡���
X�d�MΣ�e��GC

≥�¼LBΓl� ANDBORBNOT P ()C AND BΓlⁿwΓ�d�Nybσ≤ñ

ú��
XC OR BΓlⁿwibσ≤ñΣ�⌠@d�NyC NOT BΓl�d�Ny

L�A��ú
XL�d�Ny��GC () BΓlNd�NyP
��AHNτ�M�

��XBM�h�
�μ@τ�A�ßMykC

¼LBΓl��jgC

UϕCXF¼LBΓl�d�rΩ�d	C

ϕ 3. d�rΩ�¼LBΓl

¼ L B Γ

l d�rΩd
 d
í�

AND TcpPort:80 AND Protocol:http ��Γ�d�Ny�MΣ���� Web

Ω�yqC pGb 8080 ≡⌡μ Web �

�Ahú
A]�Γ�d�Ny
D�

� trueC

OR Collection:yahoo* OR Collection:cnn*

OR Collection:msn*

��T�d�NyN�G¡ε���

forensics xswñ� YahooBCNN �

MSN σ≤�X��GC

NOT ApplicationProtocol:http AND NOT

ServerTcpPort:(80 OR 8080 OR 81)

jM��D��≡�Ω�yqC �@�

d�NyMΣ�� HTTP Ω�yqA�

�G�d�NyRú��i�ⁿ HTTP

≡���Ω�yqC

() (ApplicationProtocol:http AND NOT

ServerTcpPort:(80 OR 8080)) OR

(ApplicationProtocol:pop* AND NOT

ServerTcpPort:110)

N O T ( C o l l e c t i o n : y a h o o * O R

Collection:cnn* OR Collection:msn*)

o�d�����A�F��í��C

Yú��A�Aho�d�N�≤°A

B�í	�ú��≤�°C
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d��m�uπ

��d��m�uπ��
jM��zwxs�jMC

d��m�uπH��ΦíV�d�π�����d�NyMμ�
jjjM�L{

�d	C

ϕ 4. d��m�uπ���

�� í�

∩��� Lo∩�μ�Mμñú�� meta Ω��OM

μC

∩�μ� �≤�O forensics xswñΩT� meta Ω�

�OC

d�d
 ⌡μd�ΘJμ�ñ�d�A
°i�G�C

s� ϕz÷íJd��A��s�d���N{�

d�C

AND ϕz÷íJd��ANs�d�P{�d��

XC σ≤��P�
X
�d�NyC

OR ϕz÷íJd��ANs�d�P{�d��

XC σ≤��
XΣñ@�NyC

�d�iHNjMxsb��t�W�Ω�¿ñA
iμπzAHe\b�d�ºí

@�C �d���wxsd��í��W��@��	B�z�A���C

d���W���d�\α�≤Nxs�d��e�jM�hΘJμ�AHK⌡μC

�d���e@�d�Mμ�MΣºe⌡μ�d�AMß∩�n⌡μ�d�
÷íJ

d��½s⌡μC

d�Louπ

d�Louπ��@�ñΩ��ú�°�	ú�A�≤�m�≥�Lo�C

d�Lo�O�≥�I
Lo�Aiε�d�rΩ���@�ñσ≤�C zL��Lo

�AziHε�i�σ≤�A�L�Wⁿ��RAd�Ny�d�rΩC ]�AziH

π�∩d�rΩ�≤h�εC

d�Lo�O}l�d�}n
IA]�ª��α�	�Lo��¼MμB�A≤s

�Y��GKnC Lo��¼Mμñ��Jbzi���	ño{���
C ziH

�td�z
�º�	�]t�Ω�C ��∩��MúLo��¼Mμ��AH≤s�

GKnC ziHb��Lo��A�td�Lo�����AH�σ≤�Od�jpC

w∩zn½����d�Aú�
�πw]d�Lo�C ∩≤nOd�d�A�
s�

d�Lo�C pGz�∩w]d�Lo�A�b�¿�NΣ½]AH�KNσ≤qß≥

jMd����a�úC

@�ñ�Lo��G

�d�ibd�Lo�uπ��G���q��°@�ñLo���GC
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�≤Lo��AKn≤sπ�σ≤��AH�i��σ≤p�C σ≤���M�Lo�

ºe�d�i��σ≤p�C i�σ≤p��M�Lo�ºßi��σ≤p�C �d

���o�p��P
ΣLo�����A
b�m�Aϕiμ�πC

d�Louπ�jMLo�

�d�LoΣⁿw¼p�Ω�CΩ��Lo��¼�j�s�A	pAIP �}� MAC

�}C

�d�iH���Φ�@}÷A]t��úMμñ∩����C

C@�jMLo�s���@��Φ�@}÷AiH]w�]t��úMμñ∩��
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