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F}VN(}g,B~F}"wF}M4F});<GC'DxgmI(#

}L

1. %w%w!n(#

2. Z<=K%P,%w4`p#

3. *i4X(_6p`pDM6p`pi,k%w_6p`p{FT_D}7<j#

4. *i4M6p`pD%wPm,k+wM6p`p#

5. +w*i4D%w#

6. Z“%w**”3fO,i4%wj8E"# kND%wN}#

7. TC%w4PNNX*Yw# kND%w\mNq#

`S44 IP ViD%w
Z“4”3fO,IT`S44 IP X7ViD%w#

XZKNq

4 IP X78(IZ53b\%wxzI%wDwz# yP4 IP X7<+Pv,%w

f#nsD4 IP X7EPZn0f#%wPmvT>_Pn/%wD4 IP X7#
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}L

1. %w%w!n(#

2. %w44 IP#

3. zIT9CTB!nE/%wPm:

v Si4%wPmrP,!q`&D!n,CZ}K%wPmTq!X(1d6'

D%w#

v %w10QwN}0qPT>D?v}KwTDe}}Kw4S#

4. +w*i4Di#

5. *i44 IP X7D>X?j IP X7Pm,kZ“4”3f$_8O%w?j#

6. *i4kK4 IP X7`X*D%wPm,kZ“4”3f$_8O%w%w#

7. +w*i4D%w#

8. Z“%w**”3fO,i4%wj8E"# kND%wN}#

9. TC%w4PNNX*Yw# kND%w\mNq#

`S4?j IP ViD%w
Z“?j”3fO,IT`S4>X?j IP X7ViD%w#

XZKNq

yP?j IP X7<+Pv,%wf#nsD?j IP X7EPZn0f#

}L

1. %w%w!n(#

2. %w4?j IP#

3. zIT9CTB!nE/%wPm:

v Si4%wPmrP,!q`&D!n,CZ}K%wPmTq!X(1d6'

D%w#

v %w10QwN}0qPT>D?v}KwTDe}}Kw4S#

4. +w*i4D?j IP X7#

5. *i4kK?j IP X7`X*D%wPm,kZ“?j”3f$_8O%w%w#

6. *i4kK?j IP X7`X*D4 IP X7Pm,kZ“?j”3f$_8O%w4#

7. +w*i4D%w#

8. Z“%w**”3fO,i4%wj8E"# kND%wN}#

9. TC%w4PNNX*Yw# kND%w\mNq#

`S4xgViD%w

Z“xg”3fO,IT`S4xgViD%w#

XZKNq

yPxg<+Pv,%wf#nsDxgEPZn0f#

32 QRadar C'8O



}L

1. %w%w!n(#

2. Z<=K%P,%w4xg#

3. +w*i4Dxg#

4. *i4kKxg`X*D4 IP X7Pm,kZ“xg”3f$_8O%w4#

5. *i4kKxg`X*D?j IP X7Pm,kZ“xg”3f$_8O%w?j#

6. *i4kKxg`X*D%wPm,kZ“xg”3f$_8O%w%w#

7. +w*i4D%w#

8. Z“%w**”3fO,i4%wj8E"# kND%wN}#

9. TC%w4PNNX*Yw# kND%w\mNq#

%w\mNq

`S%w1,ITT%w4PYw#

zIT4PBPYw:

v mS8"

v }%%w

v #$%w

v +%w}]<v* XML r CSV

v +%wVdxd{C'

v "MgSJ~(*

v +%wjG*h*zx

v ~XrXUNN%wPmPD%w

*T`v%w4P3vYw,k4! Control |"!q*!PDwv%w#*ZB3f

Oi4%wj8E",k4! Control |"+w%w#

mS8"

zITr%w!n(ODNN%wmS8"# 8"IT|,**%w6qDE",}

g,M''V>%Er%w\mE"#

XZKNq

8"n`IT|, 2000 vV{#

}L

1. %w%w!n(#

2. /@=*rdmS8"D%w#

3. +wC%w#

4. SYwPmrP,!qmS8"#

5. dk*kTK%w|,D8"#

6. %wmS8"#
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a{

8"+T>Z“%w**”OD“ns 5 u8"”0qP# %wPmD“j>”PP+T>

8"<j#g{+sj|#Z%wPmDj>PPD8"8>{O,G4+T>C%

wD8"#

~X%w

*\b%wT>Z%w!n(P,zIT+d~X#

XZKNq

~X%ws,K%w+;YT>Z%w!n(ODNNPm(}g“yP%w”)P;

+G,g{4P|,~X%wDQw,G4Qwa{+T>Cn#

}L

1. %w%w!n(#

2. %wyP%w#

3. !q*~XD%w#

4. SYwPmrP,!q~X#

5. %w7(#

T>&Z~X4,D%w

&Z~X4,D%wZ%w!n(O;I{,+G,g{*XBi4&Z~X4,D

%w,G4ITT>b)%w#

XZKNq

*T>&Z~X4,D%w,zXk4P|,&Z~X4,D%wDQw# Qwa{|

(yP%w,dP|(&Z~X4,M4&Z~X4,D%w# %w(}j>PPDQ

~X<j8(*&Z~X4,#

}L

1. %w%w!n(#

2. %wyP%w#

3. Qw&Z~X4,D%w:

a. SQwPmrP,!qB(Qw#

b. Z“QwN}”0qODE}!nPmP,!{!P&Z~X4,D%w4!

r#

c. %wQw#

4. iR"!q*T>D&Z~X4,D%w#

5. SYwPmrP,!qT>#

XU%w

*+%wS53Pj+}%,zITXUK%w#
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XZKNq

XU(>})%ws,b)%w+;aZ%w!n(ODNNPm(}g,“yP%w

”)PT>#QXUD%w+Z%w#tZ}sS}]bP}%# 1!%w#tZ* 3

l# g{kT3v%w"zK`vB~,G4+4(B%w# g{4PDQw|(Q

XUD%w,G4Qwa{+T>4S}]bP}%Dn#

XU%w1,Xk!qXU%wD-r,"RITmS8"# 8"VNT>kTO;%

wXUdkD8"# 8"$H;C,} 2,000 vV{#K8"+T>ZK%wD“8"

”0qP# g{z_P“\m%wXU”mI(,G4ITrXU-rPmrmSBD(

F-r#

PX|`E",kND IBM Security QRadar SIEM Administration Guide#

}L

1. %w%w!n(#

2. %wyP%w#

3. !qBPdP;v!n:

v !q*XUD%w,;sSYwPmrP!qXU#

v SYwPmrP,!qXUP>n#

4. SXU-rPmrP,!q-r# 1!-rG;X*DJb#

5. I!# Z8"VNPdk8",Ta)|`XZXU8"DE"#

6. %w7(#

a{

XU%ws,%w!n(D“4`pEP”0qOT>DF}h*(Q8VSD1dE

\43QXUD%w#

#$%w

IT\bZ#tZ}s+%wS}]bP}%#

XZKNq

%w+#t;N1d,bN1dF*#tZ,"RIdC#1!#tZ* 3 l;+G,

\m1ITT#tZxP(F# I\fZh*#txk#tZ^XD%w# IT\b

Z#tZ}s+b)%wS}]bP}%#

PX%w#tZD|`E",kND IBM Security QRadar SIEM Administration Guide#

"b:

(}“2e}”!nXC SIM }]#Ms,+S}]bMELP}%yP%w(|(\

#$D%w)# zXk_P\mX(E\XC SIM }]#M#

}L

1. %w%w!n(#

2. %wyP%w#

3. !qBPdP;v!n:
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v !q*#$D%w,;sSYwPmrP!q#$#

v SYwPmrP,!q#$P>n#

4. %w7(#

a{

\#$D%wIj>PPD\#$<j8>#

!{#$%w

Z%w#tZ-}.s,zIT!{#$H0bb}%D%w#

XZKNq

*vPv\#$D%w,zIT4P}Ka{v|,\#$%wDQw# g{!{!P

\#$4!r,"7#Z“QwN}”0qODE}!nPmB!qKyPd{!n,

G4+vT>\#$D%w#

}L

1. %w%w!n(#

2. %wyP%w#

3. I!# 4PvT>\#$%wDQw#

4. !qBPdP;v!n:

v !q*#$D%w,;sS“Yw”PmrP!q!{#$#

v SYwPmrP,!q!{#$P>n#

5. %w7(#

<v%w

zITICI)9jGoT (XML) q=r:EVt5 (CSV) q=<v%w#

XZKNq

g{*4Crf"%w}],zIT<v%w# }g,IT<v%wT4("GyZ

QRadar z7D(f# mb,9ITw*(zD$Z#t_Tx<v%w# M''VK

1I\a*sz<v%wTxPJOoO#

zID XML r CSV D~|,QwN}D“P(e”0qP8(DN}# <v}]y

hD1d$H!vZ8(DN}}?#

}L

1. %w%w!n(#

2. Z<=K%P,%wyP%w#

3. !q*<vD%w#

4. !qBPdP;v!n:

v *T XML q=<v%w,kS“Yw”PmrP!qYw > <v* XML#

v *T CSV q=<v%w,kS“Yw”PmrP!qYw > <v* CSV#

5. !qBPdP;v!n:
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v *r*PmTc"4i4,k!qr*==!n,;sSPmrP!q&CL

r#

v *#fPm,k!q#f=EL!n#

6. %w7(#

+%wVdxC'

(}9C%w!n(,IT+%wVdxC'TxPwi#

XZKNq

rC'Vd%w1,%w+T>ZtZCC'D“RD%w”3fO# zXk_P`&D

X(E\+%wVdxC'#

zIT(}%w!n(r“%w**”3f+%wVdxC'#K}La)PXgN(

}%w!n(Vd%wD8>E"#

":C'{Pmr+vT>G)_P%w!n(X(DC'#

}L

1. %w%w!n(#

2. %wyP%w#

3. !q*VdD%w#

4. SYwPmrP,!qVd#

5. SC'{PmrP,!q*+K%wVd=DC'#

6. %w#f#

a{

K%w+Vdxy!C'# C'<j+T>Z%w!n(D“j>”PP,T8>QVd

K%w#8(C'ITZd“RD%w”3fPi4d%w#

"MgSJ~(*

zITrNNP'gSJ~X7"M|,%w**DgSJ~#

XZKNq

gSJ~D}D|,TBE"(g{P):

v 4 IP X7

v 4C'{"wz{rJz{F

v 4D\}

v E{0 5 ;D4(4f#EP)

v 4xg

v ?j IP X7

v ?jC'{"wz{rJz{F

v ?j\}

v E{0 5 ;D?j(4f#EP)
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v ?jxg

v B~\}

v <B%wrB~fr%"Dfr

v %wrB~frDj{hv

v %wj6

v E{0 5 ;D`p

v %wD*<1drzIB~D1d

v E{0 5 ;D"M

v 8r%wC'gfD4S

v mSZ]D CRE fr

}L

1. %w%w!n(#

2. /@=*kTd"MgSJ~(*D%w#

3. +wC%w#

4. SYwPmrP,!qgSJ~#

5. dCTBN}:

!n hv

N} hv

U~K kdky!%w"z|D1*(*DC'Dg

SJ~X7# k9C:EVt`vgSJ~X

7#

"~K kdk1!D"KgSJ~X7# 1!5*

root@localhost.com#

gSJ~wb kdkgSJ~D1!wb# 1!5*%wj

6#

gSJ~{" kdk*f(*gSJ~;p"MDj<{

"#

6. %w"M#

+njG*h*zx

(}9C%w!n(,IT+%w"4 IP X7"?j IP X7MxgjG*h*zx#

b9z\;zYX(nT9*x;=wi#

}L

1. %w%w!n(#

2. /@=*jG*h*zxD%w#

3. +wC%w#

4. SYwPmrP,!qzx#
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a{

VZ,C%wZj>PPT>K;vj>,bm>Q+C%wjG*h*zx# g{z

Z%wPmP4;=jGD%w,ITTKPmxPEr,TWHT>yPQjGD

%w# *4QjGD%wT%wPmxPEr,k+wj>Pjb#

“%w”!n($_8D&\
%w!n(OD?v3fMm<P;v$_8,CZa)4PX(Ywrwi%wD

9I*XyhD&\#

m 13. “%w”!n($_8D&\

&\ hv

mS8" %wmS8"ITr%wmSB8"#K!n

vZ“%w**”3fD“ns 5 u8"”0qO

IC

Yw YwPmrPDIC!nf3f"mrn(}

g%wr4 IP X7);,xPyd/#YwP

mrDT>Z]I\kBfPvDZ]";j

+`,#

SYwPmrP,zIT!qBPdP;nY

w:

v zx - !qK!nITjG*x;=zxD

n#kNDjGnTczx#

v ~X - !qK!nIT~X%w#PX~X

%wD|`E",kND~X%w#

v T> - !qK!nITT>yP~XD%

w#

v #$%w - !qK!nIT#$%w#PX

#$%wD|`E",kND#$%w#

v XU - !qK!nITXU%w#PXXU

%wD|`E",kNDXU%w#

v XUP>n - !qK!nITXUP>D%

w#PXXUP>D%wD|`E",kN

DXU%w#

v gSJ~ - !qK!nIT(}gSJ~+

%w**"Mx;;r`;U~K#kND

"MgSJ~(*#

v mS8" - !qK!nIT*nmS8"#

kNDmS8"#

v Vd - !qK!nITrC'Vd%w#k

NDrC'Vd%w#

v r! - !qK!nITr!%wE"

Z 4 B %w\m 39



m 13. “%w”!n($_8D&\ (x)

&\ hv

"M %w"MITi4%wDyP"M#

v "M - 8("Mj8E"#"MGfrIT

T%wT/mSDD>hv,w*frl&

DiI?V#

v 1d - 8(4("MDUZ01d#

l# %wl#ITT><Bl#lbfrzI%w

DQ#fQwa{#

":v1%wIl#lbfrzI1,EaT

>K4%#

`p %w`pITi4%wD`pE"#

*x;=wikX(`pPXDB~,z9I

TR|%w`p,;s!qB~rw#mb,

2IT;vT>`p,;sZ“B~`pPm”

$_8P%wB~rw<j#

,S %w,SITT,SxPx;=wi#

": v1z:rK IBM Security QRadar Risk

Manager "qCKz7D9CZ(s,K!nE

IC#PX|`E",kND IBM Security

QRadar Risk Manager User Guide#

%w,S<j1,+ZB3fOT>,SQw

u~3f,dP$Hn4KB~Qwu~#

h*1,zITTQwN}xP(F#%wQ

wITi4,SE"#

?j %w?jITi4%w"4 IP X7rxgDy

P>X?j IP X7#

": g{?j IP X7;Z6L;C,G4+

r*;v%@D3f,dPa)K6L?j IP

X7DE"#

T> “%w**”3fT>`vk%wPXDE"

m#*(;=3vm,ITv/=*i4D

m,2ITST>PmrP!qT&!n#

B~ %wB~ITi4%wDyPB~#z%wB

~1,+T>B~Qwa{#

w %wwITT%wDX*wxPx;=wi#

z%ww1,+T>wQwa{#

U>4 %wU>4ITi4%wDyPU>4#

xg %wxgITi4%wDyP?jxg#

8" %w8"ITi4%w"4 IP X7"?j IP

X7rxgDyP8"#PX8"D|`E

",kNDmS8"

%w %w%wITi4k4 IP X7"?j IP X7

rxgX*D%wPm#

r! %wr!ITr!%wE"#
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m 13. “%w”!n($_8D&\ (x)

&\ hv

fr %wfrITi4yPmS=%wDfr#4

(%wDfrnHPv#

g{z_P`-fryhD`&mI(,G4

+wCfr+t/“`-fr”3f#

TZQ>}Dfr,CfrT_+T>;vl

+<j (x)#g{+wQ>}Dfr,G4+T

>;u{",8vCfr;YfZ#

#fu~ 4P%wQws,%w#fu~IT#fQw

u~T)+49C#

#f<V 1!ivB,“4`p”j8E"3f4“%wF

}”N}xPEr#g{z|DKEr3rr

_4d{N}xPEr,k%w#f<V,T

c+10T>#f*1!S<#zBNG<%

w!n(1,+T>Q#fD<V#

Qw K!nvZ“>X?jPm”m$_8PIC#

%wQwITT4 IP X7D?j IP xP}

K#*}K?j,kjIBP=h:

1. %wQw#

2. dkBPN}D5:

v ?jxg - ZKPmrP,k!q*}

KDxg#

v f# - ZKPmrP,k!qG*y]

HZ"!Z9GsZydC5Df#x

P}K#

v Er@] - ZKPmrP,k!qgN

T}Ka{xPEr#

3. %wQw#

T>;n/`p Z“4`p”j8E"3fO,?v`pDF}

<SM6p`pPD5*<xP[F#_PX

*%wDM6p`pT>*xP}7#zIT

%wK}7Ti4X*DM6p`p#g{*

i4yP`p,k%wT>;n/`p#

4 %w4ITi4%w"?j IP X7rxgDy

P4 IP X7#

** g{zQ%wKT>PmrPD3v!n,G

4IT%w**T5X=j8**S<#

C' %wC'ITi4k3v%wX*DyPC

'#
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m 13. “%w”!n($_8D&\ (x)

&\ hv

i4%w76 %wi4%w76ITT%wD%w76xP

x;=wi#z%wi4%w76<j1,+

ZB3fPT>“10XK”3f#

":v1z:rK IBM Security QRadar Risk

Manager "qCKz7D9CZ(s,K!nE

IC#PX|`E",kND IBM Security

QRadar Risk Manager User Guide#

i4XK %wi4XKITT%w4xPx;=wi#

%wi4XK<j1,+ZB3fPT>“1

0XK”3f#

":v1z:rK IBM Security QRadar Risk

Manager "qCKz7D9CZ(s,K!nE

IC#PX|`E",kND IBM Security

QRadar Risk Manager User Guide#

%wN}

Bma)“%w”!n(Pa)DN}Dhv#

m 14. %wN}

N} ;C hv

"M “E{0 5 ;D"M”m 8("Mj8E"#"MGf

rITT%wT/mSDD>

hv,w*frl&DiI?

V#

l# “ns 10 vB~(l#B~)
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!PK!nITT><Bl#

lbfrzIB~DQ#fQ
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l#D> “ns 10 vB~(l#B~)

”m

8(Tl#lbfrylb=

Dl#P*Dhv#

l#5 “ns 10 vB~(l#B~)

”m

8(<Bl#lbfrzI%

wD5#

&CLr “ns 10 vw”m 8(kwX*D&CLr#

&CLr{F “%w4”m(g{%w`MG

“&CLrj6”)

8(k4(%wDwX*D&

CLr#

ASN w} “%w4”m(g{%w`MG

“4 ASN”r“?j ASN”)

8(k4(%wDwX*D

ASN 5#

Jz{F “%w4”m(g{%w`MG

“4 IP”r“?j IP”)

8(I9C“JzE*D~”&

\VdDJz{F#PX|`

E",kNDJz\m#

Jz(X “%w4”m(g{%w`MG

“4 IP”r“?j IP”)

8(I9C“JzE*D~”&
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m 14. %wN} (x)

N} ;C hv

Vdx “%w”m 8(Vdx%wDC'#
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8(Gq4SK?j IP X7#
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d*m;%wD4 IP X7#g

{4SK?j IP X7,k%w

GTi44SD%w#
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f
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3f
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f
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”3f
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v “ns 10 vw”m
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m 14. %wN} (x)

N} ;C hv
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v R|%wCB~D PCAP <j,;s!q|`!n > BX PCAP D~#

v +w*wiDB~,;sSB~j8E"$_8P!q PCAP }] > BX PCAP
D~#

2. !qBPdP;v!n:

v g{*r*CD~Tc"4i4,k!qr*==!n,;sSPmrP!q&

CLr#
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v g{*#fPm,k!q#fD~!n#

3. %w7(#

<vB~

zITICI)9jGoT (XML) q=r:EVt5 (CSV) q=<vB~#

*<.0

<v}]yhD1d$H!vZ8(DN}}?#

}L

1. %wU>n/!n(#

2. I!# g{zGTw==i4B~,k%w]#<jT]#w#

3. SYwPmrP,!qBPdP;v!n:

v <v* XML > I{P - !qK!n+v<v“U>n/”!n(OT>DP# (

i9CK!n#

v <v* XML > j+<v(yPP) - !qK!n+<vyPB~N}# j+

<vI\h*O$1dE\jI#

v <v* CSV > I{P - !qK!n+v<vU>n/!n(OT>DP#(i

9CK!n#

v <v* CSV > j+<v(yPP) - !qK!n+<vyPB~N}# j+

<vI\h*O$1dE\jI#

4. g{*Z<vxP1LxxPn/,k%wjI1"M(*#

a{

<vjI1,z+SU=8><vjID(*# g{z4!qjI1"M(*<j,G

4+T>“4,”0Z#
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Z 6 B xgn/wi

zIT9Cxgn/!n(T51==`SMwixgn/(w)r_4P_6Qw

“xg”!n(Ev
(}9Cxgn/!n(,zIT51X`SMwixgn/(w)r_4P_6Q

w#

zXk_Pi4xgn/!n(DmI(#

PXmI(MVdG+D|`E",kND IBM Security QRadar SIEM Administra-

tion Guide#

(}!qxgn/!n(,4I(}IS==51`SMwiw}],r4P_6Q

wTT>DwxP}K# wG=vwz.dD(Ea0# zITi4wE"47(w

?D+M==,T0+MDZ](g{tCKZ]6q!n)#mb,wE"9IT

|,-i"TN53E (ASN) 5rSZw} (IFIndex) 5.`Dj8E"#

“xgn/”!n($_8
zITSxgn/!n($_8CJ`v!n#

zITSxgn/!n($_8CJTB!n:

m 23. “xgn/”!n($_8!n

!n hv

Qw %wQwITTwjI_6Qw# Qw!n|(:

v B(Qw - !qK!nIT4(BDwQw#

v `-Qw - !qK!nIT!q"`-wQw#

v \mQwa{ - !qK!nITi4M\mQwa

{#

PXQw&\D|`E",kND}]Qw#

lYQw SbvPmrP,ITKPH0#fDQw# v1Q

#f8(K|(ZlYQwP!nDQwu~1,

lYQwPmrPEaT>!n#

mS}Kw %wmS}KwITr10Qwa{mS}Kw#

#fu~ %w#fu~IT#f10Qwu~#

#fa{ %w#fa{IT#f10Qwa{#;PZjI

Qws,EaT>K!n#Zw==B,K!n&

Z{C4,#

!{ %w!{IT!{xPPDQw# Zw==B,K!

n&Z{C4,#
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m 23. “xgn/”!n($_8!n (x)

!n hv

s( %ws(+r*“s(w{”0Z,Tch9Q7(

*s(Dw4(%w# PXs(D|`E",kND

Jcm#

Zw==B,K!n&Z{C4,#kND<v

w#

fr
v1zP(i4(Ffr1,EaT>fr!n#

k!qBPdP;v!n:

fr,CZi4r4(fr#g{zP(i4f

r,G4+T>“fr”r<D**3f# g{zP(

,$(Ffr,G4IT`-fr#

":v1z_Pxgn/ > ,$(FfrmI(1,

EaT>l#lbfr!n#

*tCl#lbfr!n,zXk#fc\Qwu

~##fDQwu~8(KXhN}# k!qBPd

P;v!n

mSP5fr,CZ4(P5fr# P5frTwD

w?xPbT,TiR,vKydCP5Dn/# P

5ITyZyU/DNN}]#}g,g{z4(

K;uP5fr,8vOg 8 c=Bg 5 c.d;

CP 220 vTODM'zG<~qw,G4ZZ 221

vM'z"TG<1,Kfr+zI/(#

mSP*fr,CZ4(P*fr# P*frTwD

w?xPbT,T6p4fI>ZT#="zDP

*D?d/#}g,g{J~~qwZg9(#?

kk 100 (wzxP(E,;s;;*<?kk

1,000 (wzxP(E,G4P*fr+zI/(#

mSl#fr,CZ4(l#fr# l#frTwD

w?xPbTT6pl#n/,}gBw?r4*

w?# }g,zIT4(;ul#fr,CZ+}%

5 VSD=yw?k}%;!1D=yw?xPH

O#g{d/yH,} 40%,G4Kfr+zIl

&#

PX|`E",kND IBM Security QRadar SIEM

Administration Guide#
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m 23. “xgn/”!n($_8!n (x)

!n hv

Yw %wYwITjIBPYw:

v +?T> - !qK!nIT}%yPTQwu~&

CD}Kw,"T>yPw(4xP}K)#

v r! - !qK!nITr!3fOT>Dw#

v <v* XML - !qK!nITIC XML q=<

vw# kND<vw#

v <v* CSV - !qK!nITIC CSV q=<

vw# kND<vw#

v >} - !qK!nIT>}Qwa{# kND}

]Qw#

v (* - !qK!nIT8(z#{y!QwjI1

(}gSJ~rz"M(*# vTZxPPDQ

wEatCK!n#

":Zw==B,T0Zi4;j{DQwa{

1,r!"<v* XML M<v* CSV !n&Z
{C4,#

Qw$_8
_6Qw

SPmrP!q_6Qw,;sdk Ariel

Query Language (AQL) QwV{.48(z

#{5XDVN#

lY}K

SPmrP!qlY}KTc9Cr%V

rLo4QwP'Z]#

S< xgn/!n(OD1!S<G51B~w#S<

Pm|,;)!n,2ITCZi48(1dNZ

DB~#SS<PmP!q8(1dNs,zIT

(}|D*<1dMax1dVNPDUZM1d

54^DyT>D1dN#

R|%wK%!n

Zxgn/!n(O,ITR|%ww4CJ|`w}Ku~#

R|%wK%!n|(:

m 24. R|%wK%!n

!n hv

}K !qK!nITy]wPD!(N}}Ky!

w#

s( !qK!nIr*“s(w{”0Z,K0ZJ

mzh9Q7(*s(Dw4(%w# Zw=

=B,K!n&Z{C4,#kND<vw#

|`!n: !qK!nITwi IP X7#kNDwi IP

X7#

":Zw==B,;aT>K!n#
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m 24. R|%wK%!n (x)

!n hv

lY}K }Kk!(Z]%dr;%dDn#

4,8

Tw4Pw==(&m1,4,8+T>?kSU=D=ya{}#

bGXF(SB~&mwI&SU=Da{}# g{K}?sZ?k 40 va{,G4

+vT> 40 va{# d`Dn+Za{:exP[}# *i4|`4,E",k+

sj8kF/=4,8O#

4Tw4Pw==(&m1,4,8+T>10T>DQwa{},T0&mQwa

{yhD1d$H#

gvG<

hz\mmI(,zIT8(*S QRadar QFlow Collector "M=B~&mwDns

w}#

g{z_P\mmI(,G4IT8(*S QRadar QFlow Collector "M=B~&m

wDnsw}#o=dCDw^F.sU/DyP}]+Vi=;vwG<P#;

s,KwG<+T>Zxgn/!n(P"T>4 IP X7 127.0.0.4 M?j IP X7

127.0.0.5#KwG<Zxgn/!n(O8(“gv”#

xgn/`S

1!ivB,xgn/!n(Tw==T>w,b9z\;51i4w#

PXw==D|`E",kNDi4w=w# zIT9Ci4Pmr48(m;1d6

',TcTwxP}K#

g{zH0Q+3vQ#fDQwdC*1!Qw,G4zCJxgn/!n(1,

aT/T>CQwDa{#PX#fQwu~D|`E",kND#fB~MwQw

u~#

i4w=w
w==9z\;i4xk53Dw}]# K==(}T>n| 50 vw*za)PX1

0wn/D51S<#

XZKNq

g{ZtCw==.0Z“xgn/”!n(rQwu~P&CKNN}Kw,G4b

)}Kw+Zw==BxP,$# +G,w==;'V|,QViwDQw# g{T

QViwrQViQwu~tCw==,G4“xgn/”!n(+T>f6/w# kN

D:i4f6/w;#

g{*!q;vwTi4j8E"r4PYw,G4XkH]#w==(,;sY+

w;vB~# ]#w==(s,+T>n| 1,000 vw#
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}L

1. %wxgn/!n(#

2. S“S<”PmrP,!q51(w==()#

PX$_8!nDE",kNDm 5-1# PXw==BT>DN}D|`E",kND

m 5-3#

3. I!# ]#rt/w=w# !qBPdP;v!n:

v *!qB~G<,k%w]#<jT]#w==(#

v *XBt/w==,k%wt/<j#

i4f6/w
}]w+xPU/"f6/;sT>Zxgn/!n(P#

XZKNq

f6/f0<8w}],TcT>PX!n(DIAE"#

":g{!qK*T>D1d6',G4+T>;v1drP<m# PX9C1drP

<mD|`E",kND1drP<mEv#

i4f6/w1,xgn/!n(+T>BPN}:

m 25. “xgn/”!n(DN}

N} hv

10}Kw m%?T>&CZQwa{D}KwDj8E

"# *e}b)}Kw5,k%we}}K

w#

":v1z&C}Kws,EaT>KN}#

S< SPmrP,IT!q*}KD1d6'#

10D3FE" Z“51(w==()”r“O;VS(T/"

B)”==TbD==B,+T>103FE

",dP|(:

":%w“103FE"”T_D}7ITT>

r~X3FE"#

v \a{} - 8(zcQwu~Da{\}#

v Qw=D}]D~} - 8(Z8(D1d6

'ZQw=D}]D~\}#

v Qw=D9u}]D~} - 8(Z8(D1

d6'ZQw=D9u}]D~\}#

v w}D~F} - 8(Z8(D1d6'ZQ

w=Dw}D~\}#

v Vx1d - 8(QwDVx1d#

":103FE"TZJOoOxTG#P

C# *5M''VTcTwxPJOoO1,

I\a*sza)103FE"#
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m 25. “xgn/”!n(DN} (x)

N} hv

<m T>IdC<m,b)<mm>k1ddtM

Vi!n`%dDG<# g{;#{T><

m,k%w~X<m#

v1z!qON1ddt(T/"B)r|c

D1d6',"R!q*T>DVi!ns,

EaT><m# PXdC<mD|`E",k

NDdC<m#

":g{z9C Mozilla Firefox w*/@w,

"R20Kcf9Xw/@w)9,G4<m

^(T># *T><m,Xk}%cf9Xw

/@w)9# PX|`E",kND/@wD

5#

%w<j %w%w<jITi4kKw`X*D%wD

j8E"#

w`M 8(w`M# w`MT+kn/`T+vn/

DHJb?# w`M|(:

v j<w - +rw?

v A ` - ;T`(%r),}g,4Pxg(

hD%vwz#

v B ` - `T;(%r),}g,V<= DoS

(DDoS) %w#

v C ` - ;T;(%r),}g,wz=wz

KZ(h#

Z;v|D1d 8(SUwDUZM1d#

f"1d 8(+Kwf"= QRadar }]bD1d#

4 IP 8(KwD4 IP X7#

4KZ 8(KwD4KZ#

?j IP 8(KwD?j IP X7#

?jKZ 8(KwD?jKZ#

4VZ} 8(S4wz"MDVZ}#

?jVZ} 8(S?jwz"MDVZ}#

\VZ} 8(kKw`X*D\VZ}#

4}]|} 8(S4wz"MD\|}#

?j}]|} 8(S?jwz"MD\|}#

}]|\} 8(kKw`X*D\|}#

-i 8(kKw`X*D-i#

&CLr 8(lb=Dw&CLr# PX&CLrlb

D|`E",kND IBM Security QRadar

Application Configuration Guide#
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m 25. “xgn/”!n(DN} (x)

N} hv

ICMP `M/zk 8(rXxXF(D-i (ICMP) `MMzk

(g{JC)#

g{w_Pq=Q*D ICMP `MMzkE

",G4KVNT>* Type <A>. Code <B>,

dP <A> M <B> G`MMzkD}V5#

4j> 8(4|Plb=D+dXF-i (TCP) j>

(g{JC)#

?jj> 8(?j|Plb=D TCP j>(g{J

C)#

4 QoS 8(KwD~qJ? (QoS) ~q6p# QoS 9

xg\;*wa)wV~q6p# QoS a)K

BPy>~q6p:

v nQ~q - K~q6p;#$;6# ;6w

;SwnQ~q#

v np~q - T3)wZhK_Zd{wDE

H6# KEH6(}w?V`Zh#

v #$~q - K~q6p#$*3)w$tx

gJ4#

?j QoS 8(?jwD QoS ~q6p#

w4 8(lb=wD53#

wSZ 8(SUwDSZ#

4 IFIndex 8(4SZw} (IFIndex) E#

?j IFIndex 8(?j IFIndex `E#

4 ASN 8(4TN53E (ASN) 5#

?j ASN 8(?j ASN 5#

}L

1. %wxgn/!n(#

2. ST>PmrP,!q1!5(f6/)#

3. SS<PmrP,!q*T>D1d6'#

4. %w]#<jT]#w==(#

5. +w*i4dj8E"Dw# kNDwj8E"#

i4QViDw
(}9Cxgn/!n(,zITi44wv!nxPKViDw# zITST>Pm

rP!q*w*wVi@]DN}#

XZKNq

w==;'VQViDw,rK,Zw==BT>Pmr;aT># g{z9C;Vi

Qwu~xkKw==,G4+T>K!n#

T>Pmra)KBP!n:
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m 26. Viw!n

i!n hv

4r?j IP T>4kw`X*D IP X7ViDwDc\P

m#

4 IP T>4wD4 IP X7ViDwDc\Pm#

?j IP T>4wD?j IP X7ViDwDc\Pm#

4KZ T>4wD4KZViDwDc\Pm#

?jKZ T>4wD?jKZViDwDc\Pm#

4xg T>4wD4xgViDwDc\Pm#

?jxg T>4wD?jxgViDwDc\Pm#

&CLr T>4"pwD&CLrViDwDc\P

m#

Xm60 T>4Xm;CViDwDc\Pm#

-i T>4kw`X*D-iViDwDc\P

m#

w+C T>4w=rViDwDc\Pm#

ICMP `M T>4wD ICMP `MViDwDc\Pm#

ST>PmrP!q;v!ns,}]DP<V+!vZy!i!n#wmPD?P

<m>;vwi# xgn/!n(a)KwvwiDTBE"#

m 27. ViwN}

jb hv

Vi@] 8(w*QwVi@]DN}#

10}Kw m%?T>&CZQwa{D}KwDj8E

"# *e}b)}Kw5,k%we}}K

w#

S< SPmrP,!q*}KD1d6'#

103FE" Z“51(w==()”r“O;VS(T/"

B)”==TbD==B,+T>103FE

",dP|(:

":%w103FE"T_D}7ITT>r

~X3FE"#

v \a{} - 8(zcQwu~Da{\}#

v Qw=D}]D~} - 8(Z8(D1d6

'ZQw=D}]D~\}#

v Qw=D9u}]D~} - 8(Z8(D1

d6'ZQw=D9u}]D~\}#

v w}D~F} - 8(Z8(D1d6'ZQ

w=Dw}D~\}#

v Vx1d - 8(QwDVx1d#

":103FE"TZJOoOxTG#P

C# *5M''VTcTwxPJOoO

1,I\a*sza)103FE"#
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m 27. ViwN} (x)

jb hv

<m T>IdC<m,b)<mm>k1ddtM

Vi!n`%dDG<#g{;#{T><

N,k%w~X<m#

v1z!qON1ddt(T/"B)r|c

D1d6',"R!q*T>DVi!ns,

EaT><m# PXdC<mD|`E",k

NDdC<m#

":g{z9C Mozilla Firefox w*/@w,

"R20Kcf9Xw/@w)9,G4<m

^(T>#*T><m,Xk}%cf9Xw

/@w)9#PX|`E",kND/@wD

5#

4 IP((;F}) 8(KwD4 IP X7#

?j IP((;F}) 8(KwD?j IP X7# g{fZ`vkK

w`X*D?j IP X7,G4KVN+T>“

`v”;JT0 IP X7}#

4KZ((;F}) T>KwD4KZ#

?jKZ((;F}) 8(KwD?jKZ#g{fZ`vkKw`

X*D?jKZ,G4KVN+T>“`v”;

JT0KZ}#

4xg((;F}) 8(KwD4xg# g{fZ`vkKw`X

*D4xg,G4KVN+T>“`v”;JT

0xg}#

?jxg((;F}) 8(KwD?jxg#g{fZ`vkKw`

X*D?jxg,G4KVN+T>“`v”;

JT0xg}#

&CLr((;F}) 8(lb=Dw&CLr#g{fZ`vkK

w`X*D&CLr,G4KVN+T>“`

v”;JT0&CLr}#

4VZ}(\M) 8(4T4DVZ}#

?jVZ}(\M) 8(4T?jDVZ}#

\VZ}(\M) 8(kKw`X*D\VZ}#

4|}(\M) 8(4T4D|}#

4|}(\M) 8(4T4D|}#

4|}(\M) 8(4T4D|}#

?j|}(\M) 8(4T?jD|}#

}]|\}(\M) 8(kKw`X*D\|}#

F} 8("MrSUD|}#

}L

1. %wxgn/!n(#

2. SS<PmrP,!q*T>D1d6'#
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3. ST>PmrP,!q*w*wVi@]DN}# kNDm 2# PvKwi# P

Xwij8E"D|`E", kNDm 1#

4. *i43viD“wPm”3f,k+w*wiDwi# “wPm”3f4#tzI\

QZxgn/!n(P(eD<mdC# PXwPmN}D|`E",kNDm 2#

5. *i43vwDj8E",k+w*wiDw# PXwj8E"3fD|`E",

kNDm 1#

wj8E"

zIT(}wV==(|(w==rwi==)i4wPm# ^[z!qTNV==i

4w,<ITiR"i4%vwDj8E"#

wj8E"3fa)KTBE":

m 28. wj8E"

N} hv

wE"

-i 8(kKwX*D-i#

PX-iD|`E",kND IBM Security

QRadar Application Configuration Guide#

&CLr 8(lb=Dw&CLr#PX&CLrlb

D|`E",kND IBM Security QRadar

Application Configuration Guide#

f# 8(KwDf## PXf#D|`E",kN

DJcm#

`XT 8(KwD`XT# PX`XTD|`E",

kNDJcm#

OXT 8(KwDOXT# PXOXTD|`E",

kNDJcm#

IET 8(KwDIET# PXIETD|`E",

kNDJcm#

Z;v|D1d 8(w4y(fDw*<1d#

PXw4D|`E",kND IBM Security

QRadar SIEM Administration Guide#

ns;v|D1d 8(w4y(fDwax1d#

f"1d 8(+Kwf"= QRadar }]bD1d#

B~{F 8(KwDf6/{F#

M6p`p 8(KwDM6p`p#

PX`pD|`E",kND IBM Security

QRadar SIEM Administration Guide#

B~hv 8(KwDhv(g{P)#

40?jE"

4 IP 8(KwD4 IP X7#

?j IP 8(KwD?j IP X7#
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m 28. wj8E" (x)

N} hv

4Jz{F 8(KwD4Jz{F#PXJzD|`E

",kNDJz\m#

?jJz{F 8(KwD?jJz{F# PXJzD|`E

",kNDJz\m#

IPv6 4 8(KwD4 IPv6 X7#

IPv6 ?j 8(KwD?j IPv6 X7#

4KZ 8(KwD4KZ#

?jKZ 8(KwD?jKZ#

4 QoS 8(4wD QoS ~q6p#

?j QoS 8(?jwD QoS ~q6p#

4 ASN 8(4 ASN `E#

":g{Kw|,4T`vw4DX4G<,

G4+PvT&D4 ASN `E#

?j ASN 8(?j ASN `E#

":g{Kw|,4T`vw4DX4G<,

G4+PvT&D?j ASN `E#

4 IFIndex 8(4 IFIndex `E#

":g{Kw|,4T`vw4DX4G<,

G4+PvT&D4 IFIndex `E#

?j IFIndex 8(?j IFIndex `E#

":g{Kw|,4T`vw4DX4G<,

G4+PvT&D4 IFIndex `E#

4P'Z] 8(4P'Z]D|MVZF}#

?jP'Z] 8(?jP'Z]D|MVZF}#

P'Z]E"

4P'Z] 8(wPD4P'Z]#KVNa)K 3 Vq

=,CZi4P'Z]:

v (C*;q= (UTF) - k%w UTF#

v .yxF - k%w HEX#

v Base64 - k%w Base64#

":g{w4G Netflow V9 r IPFIX,G4

b)4P4bvDVNI\aT>Z4P'

Z]VNP# 4bvVNDq=*

<name>=<value>#}g,MN_TTL=x

?jP'Z] 8(wPD?jP'Z]# KVNa)K 3 V

q=,CZi4P'Z]:

v (C*;q= (UTF) - k%w UTF#

v .yxF - k%w HEX#

v Base64 - k%w Base64#

d{E"
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m 28. wj8E" (x)

N} hv

w`M 8(w`M#w`MT+kn/`T+vn/

DHJb?#w`M|(:

v j< - +rw?

v A ` - ;T`(%r)

v B ` - `T;(%r)

v C ` - ;T;(%r)

w=r 8(w=r# w=r|(:

v L2L - S>Xxg=m;>XxgDZ?w

?#

v L2R - S>Xxg=6LxgDZ?w?#

v R2L - S6Lxg=>XxgDZ?w?#

v R2R - S6Lxg=m;6LxgDZ?w

?#

(Ffr 8(kKw%dD(Ffr#

PXfrD|`E",kND IBM Security

QRadar SIEM Administration Guide#

?V%dD(Ffr 8(kKw?V%dD(Ffr#

w4/SZ 8(lb=wD53Dw4{F#

":g{Kw|,4T`vw4DX4G<,

G4+PvT&Dw4#

"M 8(KwD"Mr8"#"MGfrITTw

T/mSDD>hv,w*frl&DiI?

V#

“wj8E"”$_8
“wj8E"”$_8a)K`n&\#

“wj8E"”$_8a)KBP&\

m 29. “wj8E"”$_8Dhv

&\ hv

5X=a{ %w5X=a{IT5X=wPm#

i!tT %wi!tTITy]!qDw4((Fwt

T# PX|`E",kND:B~MwD(F

tT;#

s( %ws(+r*“s(w{”0Z,K0ZJm

zh9Q7(*s(Dw4(%w# Zw==

B,K!n&Z{C4,#kND<vw#

O;v %wO;vITi4wPmPDO;vw#

B;v %wB;vITi4wPmPDB;vw#

r! %wr!ITr!wj8E"#
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m 29. “wj8E"”$_8Dhv (x)

&\ hv

%w g{%wIC,%w4Ii4“%w**”3

f#

w{s(

9C“s(w{”&\ITh9s(w4(%w# zITSwPmrwj8E"3fw{

s(w#

XZKNq

":zITS**rj8E"3fw{s(w#

zXk_P4((FfrD`&mI(E\w{s(# PXs(D|`E",kNDJ

cm#

}L

1. %wxgn/!n(#

2. I!# g{zGTw==i4w,k%w]#<jT]#w#

3. !q*w{Dw#

4. %ws(#

5. Z“s(”0ZOD“B~/wtT”0qP,!qBPdP;v!n:

v _PX( QID <Event> DB~/w

v NN_PM6p`p <Event> DB~/w

v NN_P_6p`p <Event> DB~/w

6. Z“w?=r”0qP,!qBPdP;v!n:

v <4 IP X7> = <?j IP X7>

v <4 IP X7> =NN?j

v NN4= <?j IP X7>

v NN4=NN?j

7. %ww{#

<vw

zITICI)9jGoT (XML) q=r:EVt5 (CSV) q=<vw# <v}]

yhD1d$H!vZ8(DN}}?#

}L

1. %wxgn/!n(#

2. I!# g{zGTw==i4w,k%w]#<jT]#w#

3. SYwPmrP,!qBPdP;v!n:

v <v* XML > I{P - !qK!n+v<v“U>n/”!n(OT>DP# (

i9CK!n#
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v <v* XML > j+<v(yPP) - !qK!n+<vyPwN}# j+<

vI\h*O$1dE\jI#

v <v* CSV > I{P - !qK!n+v<v“U>n/”!n(OT>DP# (

i9CK!n#

v <v* CSV > j+<v(yPP) - !qK!n+<vyPwN}# j+<

vI\h*O$1dE\jI#

4. g{*LxxPn/,k%wjI1"M(*#

a{

<vjI1,z+SU=8><vjID(*# g{z4!qjI1"M(*<j,G

4+T>“4,”0Z#
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Z 7 B Jz\m

U/Mi4Jz}]PzZ6p~2M)4# (}<7DJz}]b,IT|aIX+

53P%"D%wkxgPDomJzMibJz`X*#

^F:;PZ20K QRadar Vulnerability Manager 1,QRadar Log Manager Eaz

YJz}]#PX IBM Security QRadar SIEM k IBM Security QRadar Log Manager

.dDnlD|`E",kND Z 53D:2+i(z7PD&\;#

Jz}]

JzGgxgy!a9"MrSU}]DNbxgKc#}g,JG>"~qw"i

bzMVVh8+<GJz# Jz}]bPD?vJzVdP(;j6,TcIT+d

kd{JzG<xV#

lbh89PzZ9(PXJzDz7E"D}]/# fEJzD|DzYdE"Pz

Z`S{vxgDJz9Civ#

JzE*E"

JzE*D~G IBM Security QRadar SIEM $ZU/DPXX(JzDyPE"D/

O# E*D~|(PXJzOKPD~qDE"T0Q*DNNm]E"#

QRadar SIEM y]m]B~M+rw}]rZ~_QdCDivBy])4@@(hT

/4(JzE*D~# }](}{*Jz-wD}LxPX*,"RZBE"xk=

QRadar P1a|BE*D~#Jz{F4TBEH3rIzTJz|BPDE":

v 8(D{F

v NETBios wz{

v DNS wz{

v IP X7

U/Jz}]

JzE*D~+y]SB~rw}];/qCDm]E"/,9(,r_y]Z`u

T(hZd QRadar w/iR=D}]/,9(#z2ITV/<kJz}]r`-J

zE*D~#

Jz}]D4

Jz}]SUT IBM Security QRadar ?pPDtI;,D4#

Jz}]a]v4k=Jz}]bP((#;N=vr}v}]N)# }xg)4(h

LrxPD|BTb,?vJz|B;Nv|,PX;vJzDE"#

Jz}](#4TTBJz}]4.;:

B~} B~P'Z](g DHCP rO$~qw4(DP'Z])(#|,C'G<"
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IP X7"wz{"MAC X7Md{JzE"# K}]a"4a)xJz}]

b,Toz7(Jz|BJCZDJz#

B~GJzv$+nDw*-r#

w wP'Z]|,4(Z"IdC1ddtU/D(EE",g IP X7"KZM

-i#Z?v1ddtax1,a+}]a)xJz}]b(;N;v IP X

7)#

IZwPDJz}]y]%;j6(4 IP X7)kJzdT,rKw}]x;

a<BJzv$+n#

)4(hLr

QRadar k IBM MZ}=)4(hLr/I,b))4(hLrITa)Jz

}],gYw53"Q20Dm~M9!E"# }]D`My](hLrx

l,"RITr(hxl# fEBDJz"KZE"M)4D"V,ay](

hP(eD CIDR 6'+}]}k=JzE*D~P#

(hLrI\alIJzv$+n,+GCivHOY{#

C'gf

_P“Jz”G+DC'IT+JzE"1S<k=ra)xJz}]b# IC

'1Sa)DJz|BCZX(Jz,rKaF}Jz-wWN#

C'a)DJz|B;alIJzv$+n#

rP*Jz}]

9CrE"4dCJz}]41,4TC}]4DyPJz}]<T/(},;vr

xPjG# IZJz#MPD}]IP*r,rKrE"a&CZyP QRadar i~,

|(m]"%w"JzE*D~M~qw"V#

i4JzE*D~1,3)VNI\*UW# 153ZJz|BP4SUKE",r_

E",}Jz#tZ1,UWVNfZ# 1!#tZ* 120 l# T>* 0.0.0.0 D IP

X78>Jz;|, IP X7E"#

+kJz}]D$wwL

K$wwLhv QRadar ZB~P'Z]PgN9Cm]E"47(*4(BJz9G

|BVPJz#

1. QRadar SUB~# JzE*VvLrliB~P'Z]Tq!m]E"#

2. g{m]E"|,Q-kJz}]bPDJzX*D MAC X7"NetBIOS wz{

r DNS wz{,G4a9CNNBE"|BCJz#

3. g{vPDICm]E"G IP X7,G453a-wT_P,; IP X7DVPJ

zD|B#

4. g{Jz|B|,kVPJz%dD IP X7,+2|,|`kVPJz;%dDm

]E",G4Z|BVPJz.0,53a9Cd{E"4E}s(%d#

5. g{m]E"k}]bPDVPJz;%d,G4ay]B~P'Z]PDE"4

(BJz#
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Jz}]|B

IBM Security QRadar ZB~P'Z]P9Cm]E"47(*4(BJz9G|BV

PJz#

?vJz|B<Xk|,PX%vJzDIEE"# 1 QRadar SUJz|B1,53

a7(|B&CZDJz#

Jz-wG7(Jz|BkJz}]bPD`XJz.dX5D}L# Jz-wZ

QRadar SU|Bs+ZE"4k=Jz}]bP.0"z#

m]E"

?vJz<Xk|,AY;Nm]}]# |,;Nr`NC`,m]}]Dsx|Ba

k5PC}]DJzxP-w# +aP8&myZ IP X7D|B,T\bs(Jz%

d# 1;vomJzVdPH0I53PDm;vJzyPD IP X7DyP(1,a

"zs(Jz%d#

1a)K`Nm]}]1,JzE*VvLr4TB3r.VE"EH6:

v MAC X7(n7()

v NetBIOS wz{

v DNS wz{

v IP X7(n;7()

MAC X7"NetBIOS wz{M DNS wz{Xk(;,rK;S*nUm]}]# v

4 IP X7kVPJz%dDkV|BD&m==;,Zk|7(Dm]}]%dD|

B#

`XEn:

:Jz-wE}fr;

(}xk IBM Security QRadar D?vJz|B,Jz-wE}fr+bT&CZJ

z|BPD MAC X7"NetBIOS wz{"DNS wz{M IP X7#

Jz-wE}fr

(}xk IBM Security QRadar D?vJz|B,Jz-wE}fr+bT&CZJz

|BPD MAC X7"NetBIOS wz{"DNS wz{M IP X7#

1!ivB,aT?vJz}]NxP*Z=!1DzY# g{Jz|BPDNN;N

m]}]Z 2 !1Z9V=NrTODIIP*,G4a+C}]NmS=JzZ{

%# kTybTD?Vm]Jz}]P;v%@DZ{%#

ZrP*73P,Jz-wE}fr*?vr%@zYJz}]DP*#

Jz-wE}frbTTB!0:

m 30. frbTMl&

!0 frl&

MAC X7Z 2 !1r|L1dZk}vr|

`;, IP X7X*

+ MAC X7mS=Jz-wr MAC Z{%
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m 30. frbTMl& (x)

!0 frl&

DNS wz{Z 2 !1r|L1dZk}vr|

`;, IP X7X*

+ DNS wz{mS=Jz-wr DNS Z{%

NetBIOS wz{Z 2 !1r|L1dZk}v

r|`;, IP X7X*

+ NetBIOS wz{mS=Jz-wr NetBIOS

Z{%

IPv4 X7Z 2 !1r|L1dZk}vr|`

;, MAC X7X*

+ IP X7mS=Jz-wr IPv4 Z{%

NetBIOS wz{Z 2 !1r|L1dZk}v

r|`;, MAC X7X*

+ NetBIOS wz{mS=Jz-wr NetBIOS

Z{%

DNS wz{Z 2 !1r|L1dZk}vr|

`;, MAC X7X*

+ DNS wz{mS=Jz-wr DNS Z{%

IPv4 X7Z 2 !1r|L1dZk}vr|`

;, DNS wz{X*

+ IP X7mS=Jz-wr IPv4 Z{%

NetBIOS wz{Z 2 !1r|L1dZk}v

r|`;, DNS wz{X*

+ NetBIOS wz{mS=Jz-wr NetBIOS

Z{%

MAC X7Z 2 !1r|L1dZk}vr|

`;, DNS wz{X*

+ MAC X7mS=Jz-wr MAC Z{%

X7Z 2 !1r|L1dZk}vr|`;,

NetBIOS wz{X*

+ IP X7mS=Jz-wr IPv4 Z{%

DNS wz{Z 2 !1r|L1dZk}vr|

`;, NetBIOS wz{X*

+ DNS wz{mS=Jz-wr DNS Z{%

MAC X7Z 2 !1r|L1dZk}vr|

`;, NetBIOS wz{X*

+ MAC X7mS=Jz-wr MAC Z{%

zITZ%w!n(Oi4b)fr,=(G%wfr,;sZB-PmP!qJz

-wE}i#

`XEn:

:>}:w{*SZ{%PE} IP X7DJzE}fr;

zIT(}w{JzE}fr9 IP X7\bPkZ{%#

>}:w{*SZ{%PE} IP X7DJzE}fr
zIT(}w{JzE}fr9 IP X7\bPkZ{%#

w*xg2+T\m1,z\mDG|,+2 wifi xND+>xg,dP IP X7b^

(#1dLR51# KxNODJzwZ2,,w*G51G<M"z+2 wifi DJ

G>MVVh8# (#,;v IP X7ZLZZI;,h8`N9C#

Zd`?pP,z_P;vP8\mDxg,dPv|,QLcD*{+>h8# IP X

7ZK?VDxgPb^1d|$,"R IP X7v(}O$xPCJ# ZKxNO,

z#{ZPNNJzv$+n1"4q*iv,"R#tJz-wE}frD1!h

C#

+ IP X7PkZ{%

ZK73P,1!Jz-wE}fra^bd+{vxgLZPkZ{%#
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zD2+ES"V wifi xNzIDJz`X(*GKVa# z#{@9 wifi %"N

Nd{+nJzv$(*#

w{Jz-wfrTvT3)Jz|B

4sON53(*PDIU>4<BDJz+n(f# 7(PkZ{%D}]G4T z

D wifi OD DHCP ~qw#

kJzE}:4 MAC X7E} IP frT&DPDB~F}P"wF}PM%wPP

D58>GzD wifi DHCP ~qwZ%"Kfr#

rVPJz-wE}frPmSbTIh9fr+ wifi }]mS=Z{%#

Apply AssetExclusion:Exclude IP by MAC address on events which are detected by
the Local system and NOT when the event(s) were detected by one or more of
MicrosoftDHCP @ microsoft.dhcp.test.com
and NOT when any of Domain is the key and any of Identity IP is the value in
any of Asset Reconciliation Domain IPv4 Whitelist
- IP Asset Reconciliation Domain IPv4 Blacklist - IP
and when at least 3 events are seen with the same Identity IP and
different Identity MAC in 2 hours.

Q|BDfrvbT4TzD wifi DHCP ~qwO;PDU>4DB~# *@9 wifi

DHCP B~-z|_:D}C/MP*VvbT,z9+KbTFAbTQ;D%?

JzO"

JzO"G;vJzDE"km;vJzDE"xPiOD}L(0aG=vJz5

JG,;omJz)#

1Jz|B|,k=v;,JzE*D~%dDm]}]1,a"zJzO"# }g,

g{%v|B|,k;vJzE*D~%dD NetBIOS wz{Mkm;vJzE*D

~%dD MAC X7,G4C|BI\a%"JzO"#

3)53a<Bs?JzO",r*|G_PaZ^bd+=v;,omJzDm]

E"iOI%vJz|BDJz}]4# b)53D;)>}|(TB73:

v d1B~zmDPk53U>~qw

v ibz

v T//2073

v G(;wz{,k iPad M iPhone .`DJz(C#

v _P2m MAC X7Dib(Cx

v U>4)9,dPm]VN* OverrideAndAlwaysSend=true

_P`v IP X7"MAC X7rwz{DJzZJzv$PT>+n,"Ra%"5

3(*#

`XEn:

Z 1023D:6pJzv$+n;

P1,Jz}]4azzXkxPV/9Hs IBM Security QRadar E\}7&mD

|B#y]l#Jzv$D-r,zIT^}}pJbDJz}]4,r_h94T

C}]4DJz|B#
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6pJzv$+n

P1,Jz}]4azzXkxPV/9Hs IBM Security QRadar E\}7&mD|

B#y]l#Jzv$D-r,zIT^}}pJbDJz}]4,r_h94TC

}]4DJz|B#

1%vh8DJz|B},}X(`Mm]E"D#t1dP5yhCD^F1,4

"zJzv$+n#}7&mJzv$+nTZ,$<7DJz#MxTG#X|#

?nJzv$+nDy4G;vJz}]4,d}];IE,;&C4|BJz#

M#6p1ZDJzv$+n.s,zXkliE"4,T7(\qOmbMCJz

*N}[s?m]}]#Jzv$+nD-rf73;,xl#

JzE*D~Pl#}]v$D DHCP ~qw>}

YgZ/,wzdC-i (DHCP) xgPP;vib(Cx (VPN) ~qw# C VPN

~qwdC*(}zmM'z+ DHCP ksTzmN="M=CxgD DHCP ~qw

4+ IP X7VdxkV VPN M'z#

S DHCP ~qwDGHxT,,; MAC X7X4ksm` IP X7Vd# ZxgY

wDOBDP,VPN ~qw+ IP X7/IxM'z,+G DHCP ~qwZksGI

;vJzzmm;vJz"v1^(xPxV#

DHCP ~qwU>(dC* QRadar U>4)azI DHCP &p (DHCP ACK) B~,

CB~+ VPN ~qwD MAC X7kVdx VPN M'zD IP X7X*# 1"z

Jz-w1,534 MAC X7-wKB~,Sx<B%vVPJzkTybvD?v

DHCP ACK B~4;v IP X7xPv$#

nU,;vJzE*D~a|,Vdx VPN ~qwD?v IP X7# KJzv$+n

I|,PX`vJzDE"DJz|By<B#

P5hC

1}]bPDJzo=X(DtT}?(g`v IP X7r MAC X7)1,G4

QRadar ah9CJzSU|`|B#

JzE*VvLrP5hC8(h9Jz|By&Du~# JzD|B}(#n`*P

5# 153U/c;D}]x,}P51,JzaT>Jzv$+n# bah9Jz

D44|B,1A^}v$+n*9#

8>Jzv$+nD53(*

IBM Security QRadar zI53(*4ozzj6M\m73PDJzv$+n#

TB53{"8> QRadar Q6p1ZJzv$+n:

v The system detected asset profiles that exceed the normal size threshold

v The asset blacklist rules have added new asset data to the asset black-

lists

53(*{"|,8rCZoz6p_Pv$+nDJzD(fD4S#
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51|DDJz}]

Jzv$I\GIs?O(|DDJz}]yB,}gBPivBD|D:

v ;(F/h851XS;dl+R*=m;dl+R,"R?NG<1<;3hB

D IP X7#

v ,S=ICOL IP X7b<D+C Wi-Fi(}gs'#0PD+C Wi-Fi)Dh8

Z;v'ZZI\aU/=s?Jz}]#

>}:U>4)9DdCmsgN<BJzv$+n

dC;}7D(FU>4)9a<BJzv$+n#

(}bv;ZPkU>~qwODB~P'Z]PDC'{,ITdC(FU>4)

94r QRadar a)Jz|B# +U>4)9dC*2GB~wz{tT,Tc(FU

>4zIDJz|B<U8(PkU>~qwD DNS wz{#

U>4azIm`+<_P,;wz{DJz|B,x;GI QRadar SU_PC'Q

G<=DJzDwz{D|B#

ZKivB,Jzv$+nI;v|,m` IP X7MC'{DJzE*D~<B#

T,}}#s!P5DJzE*D~xPJOoO

1%vJzBD}][F,}ydCDm]}]P5^F1,IBM Security QRadar a

zITB53(*#

The system detected asset profiles that exceed the normal size threshold

5w

(*DP'Z]T>;vPm,dP|,ev+nn51DJzT053+?vJz

jG*v$+nD-r# gTB>}Py>,P'Z]9T>Jz"Tv$,}Jzs

!P5DN}#

Feb 13 20:13:23 127.0.0.1 [AssetProfilerLogTimer]
com.q1labs.assetprofile.updateresolution.UpdateResolutionManager:
[INFO] [NOT:0010006101][9.21.118.83/- -] [-/- -]
The top five most frequently deviating asset profiles between
Feb 13, 2015 8:10:23 PM AST and Feb 13, 2015 8:13:23 PM AST:
[ASSET ID:1003, REASON:Too Many IPs, COUNT:508],
[ASSET ID:1002, REASON:Too many DNS Names, COUNT:93],
[ASSET ID:1001, REASON:Too many MAC Addresses, COUNT:62]

1Jz}],}ydCDP51,QRadar ah9Jz+4xP|B# KI$@953

SU|`p5D}],"R5MZ53"TkTl#sDJzE*D~4-wkV|

B1I\vVDT\0l#

XhC'Yw

9C(*P'Z]PDE"46plIJzv$+nDJz"7(<Bl#v$D-

r# (*a)8rZ}% 24 !1bvJzv$+nDyPJzD(fD4S#

bv73PDJzv$+ns,ITYNKP(f#

1. %wU>n/!n(,;s%wQw > B(Qw#

2. !q#fDQw+nJzv$:Jz(f#
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3. 9C(f6p"^4Z+nZd4(D;<7Jz}]#

g{Jz}]P',G4 QRadar \m1ITZ QRadar \m !n(ODJzE*V

vLrdCPvs IP X7"MAC X7"NetBIOS wz{M DNS wz{DP5^F#

rJzZ{%PmSKBJz}]

13vJz}]N9VklIJzv$+n;BDP*1,IBM Security QRadar az

ITB53(*#

The asset blacklist rules have added new asset data to the asset blacklists

5w

JzE}fr`SJz}]D;BTMj{T# fr$ZzYX(Jz}]N,T7#

ZOm1dZ(}k,;}]S/;BD==TdxP[l#

}g,g{Jz|B|, MAC X7M DNS wz{,G4 MAC X7Z3vVx1

dNkC DNS wz{X*# 1Jz|BP|, DNS wz{1,|,C MAC X7

DsxJz|B2|,,; DNS wz{# g{ MAC X7;;LZkd{ DNS w

z{X*,G4a`S|D#g{ MAC X7LZZYN|D,G4a+ MAC X7j

G*IlIJzv$+nrl#iv#

XhC'Yw

9C(*P'Z]PDE"46pCZ`SJz}]Dfr# %w(*PDJz+n

(4U>4.V)4SIi4}% 24 !1"zDJz+n#

g{Jz}]P',G4 QRadar \m1ITdC QRadar 4bvJb#

v g{Z{%Dnd}Z$R,G4ITw{CZndb)Z{%DJz-wE}f

r#

v g{*+}]mS=Jz}]bP,G4ITSZ{%P}%Jz}]"+dmS

=T&DJzW{%# +Jz}]mS=W{%I@9dZZ{%ObbXBvV#

JzZ{%MW{%

IBM Security QRadar 9C;iJz-wfr47(Jz}]GqIE#Jz}]fI
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\mi %w\miI\mQwi# v1z_P\mm

I(1,EaT>K!n#

+QwVd=i !P*+bvQ#fDQwVd=DiD4!

r# g{4!qi,G41!ivB,bvQ

#fDQw+Vd=d{i#

|(ZlYQwP !PK4!rIT+KQw|,ZJz!n(

$_8ODlYQwPmrP#

hC*1!5 !PK4!rIT+KQwhC*CJJz!

n(1D1!Qw#

kyPK2m !PK4!rITkyPC'2mb)Qwh

s#

JzQwi

(}9C“JzQwi”0Z,IT4(M\mJzQwi#

hzb)i,zITZJz!n(PaIR=Q#fDQwu~#

i4Qwi

9C“JzQwi”0Zi4iMSiPm#

XZKNq

zIT(}“JzQwi”0Zi4PX?viDj8E",dP|(hvT0n|;

N^DiDUZ#

yP4Vd=iDQ#fDQw;Zd{iP#

“JzQwi”0ZT>K?viDBPN}:
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m 36. “JzQwi”0Z$_8&\

&\ hv

B(i *4(BDQwi,zIT%wB(i# kN

D4(BDQwi#

`- *`-VPQwi,zIT%w`-# kND

`-Qwi#

4F *+Q#fDQw4F=m;QwiP,zI

T%w4F# kND+Q#fDQw4F=m

;i#

}% *}%Qwir_SQwiP}%Q#fDQ

w,k!q*}%Dn,;s%w}%# kN

D}%ir_SiP}%Q#fDQw#

}L

1. %wJz!n(#

2. Z<=K%P,%wJzE*D~#

3. !qQw > B(Qw#

4. %w\mi#

5. i4Qwi#

4(BDQwi

Z“JzQwi”0ZO,IT4(BDQwi#

}L

1. %wJz!n(#

2. Z<=K%P,%wJzE*D~#

3. !qQw > B(Qw#

4. %w\mi#

5. !q*ZdB4(BiDiDD~P#

6. %wB(i#

7. Z{FVNP,dkBiD(;{F#

8. I!# ZhvVNP,dkhv#

9. %w7(#

`-Qwi

zITTQwiD{FMhvVNxP`-#

}L

1. %wJz!n(#

2. Z<=K%P,%wJzE*D~#

3. !qQw > B(Qw#

4. %w\mi#

5. !q*`-Di#
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6. %w`-#

7. Z{FVNPdkB{F#

8. ZhvVNPdkBhv#

9. %w7(#

+Q#fDQw4F=m;iP

zIT+Q#fDQw4F=m;iP# mb,9IT+Q#fDQw4F=`vi

P#

}L

1. %wJz!n(#

2. Z<=K%P,%wJzE*D~#

3. !qQw > B(Qw#

4. %w\mi#

5. !q*4FDQ#fDQw#

6. %w4F#

7. Z“ni”0ZO,!P*+Q#fDQw4F=DiD4!r#

8. %wVdi#

}%ir_SiP}%Q#fDQw

zIT9C}%<jSiP}%Qwr}%Qwi#

XZKNq

S3viP}%Q#fDQw1,Q#fDQw;aS53P>}#Q#fDQw+

SCiP}%,"T/F/Ad{i#

;\+BPiS53P}%:

v JzQwi

v d{

}L

1. %wJz!n(#

2. Z<=K%P,%wJzE*D~#

3. !qQw > B(Qw#

4. %w\mi#

5. !q*SiP}%DQ#fDQw:

v !q*SiP}%DQ#fDQw#

v !q*}%Di#

JzE*D~\mNq

(}9C“Jz”!n(,IT>}"<kM<vJzE*D~#
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XZKNq

(}9CJz!n(,IT>}"<kM<vJzE*D~#

>}Jz

zIT>}X(JzryPPvDJzE*D~#

}L

1. %wJz!n(#

2. Z<=K%P,%wJzE*D~#

3. !q*>}DJz,;sSYwPmrP!q>}Jz#

4. %w7(#

<kJzE*D~

zIT<kJzE*E"#

*<.0

Q<kDD~XkGTBq=D CSV D~:

ip,name,weight,description

dP:

v IP - 8(NNICcV.xFq=DP' IP X7# }g:192.168.5.34#

v {F - 8(KJzD{F,d$H;C,} 255 vV{# :EZKVNP^',

"R+9<k}L''# }g:WebServer01 }7#

v (X - 8(}V 0 - 10,C}V8>KJzZxgPDX*T#5 0 m>MX*

T,5 10 m>G#_DX*T#

v hv- 8(KJzDD>hv,d$H;C,} 255 vV{# K5GI!D#

}g,TBu?I\|,Z CSV D~P:

v

192.168.5.34,WebServer01,5,Main Production Web Server

v

192.168.5.35,MailServ01,0,

<k}L+Q<kDJzE*D~k53P10f"DJzE*E"xPO"#

}L

1. %wJz!n(#

2. Z<=K%P,%wJzE*D~#

3. SYwPmrP,!q<kJz#

4. %w/@TiR"!q*<kD CSV D~#

5. %w<kJzT*<<k}L#

<vJz

zIT+PvDJzE*D~<v*)9jGoT (XML) r:EVt5 (CSV) D~#
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}L

1. %wJz!n(#

2. Z<=K%P,%wJzE*D~#

3. SYwPmrP,!qBPdP;v!n:

v <v* XML

v <v* CSV

4. Z4,0ZPi4<v}LD4,#

5. I!: g{*Z<v}ZxP19Cd{!n(M3f,k%wjI1"M(*4

S#

<vjIs,+T>“D~BX”0Z#

6. Z“D~BX”0ZO,!qBPdP;v!n:

v r* - !qK!nITy!/@wr*<va{#

v #f - !qK!nIT+a{#f=@f#

7. %w7(#

P?Jz)4

“JzE*D~”3fOD“)4”0qT>KJzDQ"VD)4Pm#

XZKNq

zIT+w)44T>|`)4j8E"#

“P?)4j8E"”0Za)KTBj8E":

N} hv

)4j6 8()4Dj6# )4j6GI)4E"53

(VIS) zID(;j6#

"<UZ 8(Z OSVDB O"<)4j8E"DUZ#

{F 8()4D{F#

Jz 8(xgP_PK)4DJz}# %wK4S

Ii4JzPm#

Jz(|(l#) 8(xgP_P)4l#DJz}# %wK4

SIi4JzPm#

CVE 8()4D CVE j6# CVE j6I NVDB

a)#

%wK4SIq!|`E"# %wK4S1,

+ZBD/@w0ZPT> NVDB Web >

c#

xforce 8()4D X-Force j6#

%wK4SIq!|`E"# %wK4S1,

+ZBD/@w0ZPT> IBM Internet Secu-

rity Systems Web >c#
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N} hv

OSVDB 8()4D OSVDB j6#

%wK4SIq!|`E"# %wK4S1,

+ZBD/@w0ZPT> OSVDB Web >

c#

e~j8E" 8( QRadar Vulnerability Manager j6#

%w4SITi4 Oval (e"Windows *6

bu?r)4D UNIX (i#

K&\a)KPX QRadar Vulnerability Man-

ager gNZ9!(h}LPli)4j8E"

DE"# zIT9CK&\47(JzvV)

4r4vV)4D-r#

CVSS V}b
T>KJzOD)4D(C)4@V53

(CVSS) \V# CVSS CVG)4OXTD@@

8j#9C CVSS CVITb?3v)4kd

{)4`H5CX"DLH#

CVSS CV9CBPC'(eN}xPFc:

v 1ZdSp&

v z\Ths

v ICThs

v j{Ths

PXgNdCb)N}D|`E",kNDZ

1113D:mSr`-JzE*D~;#

PX CVSS D|`E",kND ht tp : / /

www.first.org/cvss/#

0l T>K)4;x81IT$ZDp&rF5`

M#

CVSS y>H?
T>CZFc CVSS y>V}DH?,dP|

(:

v CJr?

v CJ4ST

v O$

v z\T0l

v j{T0l

v ICT0l

hv 8(lb=D)4Dhv# v153/IK

VA $_1,Kaa)K5#

X" 8()4I\aTxglID0l#

bv=8 4Ua)D8>E"YwITbv)4#
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N} hv

ib^9 T>kK)4`X*Dib^9E"(g{

P)#ib^9GkTn|"VD)4DLZ

:b=8# KE"y]kV@y53 (IPS) B

~xIz# g{*20ib^9,kND IPS

)&LE"#

N<
T>b?}CPm,dP|(:

v }C`M - 8(PvD}CD`M,}gI

/ URL rJDPm#

v URL - 8(I%wTi4}CD URL#

%wK4SIq!|`E"#%wK4S1,

+ZBD/@w0ZPT>b?J4#

z7
T>kK)4`X*Dz7Pm#

v )&L - 8(z7D)&L#

v z7 - 8(z7{F#

v f> - 8(z7Df>E#

}L

1. %wJz!n(#

2. Z<=K%P,%wJzE*D~#

3. !qJzE*D~#

4. Z“)4”0qP,%w*wiD)4Dj6r)4N}5#
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Z 8 B <m\m

zIT9Cwv<mdC!n4i4}]#

9CU>n/Mxgn/!n(OD<m,zIT9CwV<mdC!n4i4}

]#

<m\m

zIT9Cwv<mdC!n4i4}]#

g{z!q1d6'rVi!n4i4}],G4<m+T>ZB~rwPmO=#

Zw==B,;aT><m#

zITT<mxPdC,T!qy*fFD}]#ITKK@"XdC<m,TcS

;,GHT>Qwa{#

<m`M|(:

v uN< - ZuN<PT>}]#K!nvJCZQViDB~#

v }< - Z}<PT>}]#K!nvJCZQViDB~#

v m - ZmPT>}]#K!nvJCZQViDB~#

v 1drP - T>;%=[_<,K<m>8(D1ddty%dDG<#PXdC1

drPQwu~DE",kND1drP<mEv#

dC<ms,z4PBPYw1,+#t<mdC:

v 9CT>Pmr|DS<#

v &C}Kw#

v #fQwu~#

4PBPYw1,;a#t<mdC:

v t/BDQw#

v CJlYQw#

v ZV'0ZPi4QVia{#

v #fQwa{#

":g{z9C Mozilla Firefox Web /@w,"R20Kcf9Xw/@w)9,

G4<m^(T>#*T><m,Xk}%Ccf9Xw/@w)9#PX|`E

",kND/@wD5#

1drP<mEv

1drP<mG;N1dZDn/D<Nm>#

<mPT>De5MH5CZhfs?n/M!?n/# xPLZM$Z}]wFVv

1,1drP<mG#PC#
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(}9C1drP<m,zIT(}wvS<M8S<CJ"/@T0wiU>rx

gn/#

":zXk_P`&DG+mI(E\\mMi41drP<m#

*T>1drP<m,zXk4(M#f|,1drP0Vi!nDQw# zIT#f

`o 100 v1drPQw#

#fD1!1drPQwITSB~rwQw3fOa)DICQwPmPxPC

J#

zIT(}lYQwK%aI7(Q#fD1drPQw,bGr*,Qw{F)2

7SKQwu~P8(D1d6'#

g{QwN}H0#fDP(e0Vi!nQw`%d,G4TZQwa{,I\a

T/T>1drP<m# TZ4#fDQwu~,g{4T/T>1drP<m,G4

;fZNNH0#fDkQwN}%dDQwu~# g{"zbViv,G4XktC

1drP}]6q"#fQwu~#

zITEs"(h1drP<mPD1d_Twin/# Bma)ICZi41drP

<mD&\#

m 37. 1drP<m&\

&\ hv

|j8Xi4}] (}9CuE&\,ITwiB~w?DO!

1dN#

v +sj8kF/=<mO,;s9Csjv

VEs<m(rOv/sjvV)#

v ;vT>*EsD<mxr# MEsj4|

1,<m+T>O!D1dN#VZ,zI

T%w"O/<m,T(h<m#

Es1drP<m1,<m+xP"B,TT

>|!D1dN#

i4OsD}]1d6' (}9CuE&\,ITwi|sD1dNr

V4*ns1d6'# IT9CBPdP;v

!n49*1d6':

v %w<msOGD“uEXC”#

v +sj8kF/=<mO,;s9Csjv

V9*S<(rBv/sjvV)#

(h<m Es1drP<ms,IT%w<m,"rs/

rRO/<mT(h1d_#

<m<"

?v<m<a)K<",<"G;vISN<,CZozz9<mTskdm>DN

}`X*#

(}9C<"&\?~,IT4PBPYw:

v +sj8kF=<"nr<"+iO=,Ti4PXdym>DN}D|`E"#
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v R|%w<"n,TcTCnxPx;=wi#

v %w}<ruN<<"n,TcZ<mP~XCn#YN%wC<"n+T>~X

Dn#z2IT%wT&D<NnT~XMT>Cn#

v g{*S<mT>P}%<",k%w<"rdT_D}7#

dC<m

zIT9CdC!n4|D<m`M"*f<DTs`M,T0<mOT>DTs

}# TZ1drP<m,z9IT!q1d6'"tC1drP}]6q#

*<.0

T51==(w==)i4B~rw1,;aT><m#*T><m,zXkCJU

>n/rxgn/!n(,;s!qBPdP;v!n:

v SS<MT>PmrP!q!n,;sZ$_8O%w#fu~# kND#fQwu

~#

v Z$_8O,SlYQwPmP!qQ#fDQw#

v 4PViQw,;sZ$_8O%w#fu~#

g{*dC1drP<m,k7#Q#fDQwu~xPKVi"8(K1d6'#

XZKNq

}]ITxP[},Tc1z4P1drPQw1,}]D_Y:fICZT>O;

1dND}]# Ty!N}tC1drP}]6qs,Z“*f<D5”PmrP,CN

}T_+T>;vGE (*)#

}L

1. %wU>n/rxgn/!n(#

2. Z“<m”0qP,%wdC<j#

3. *BPN}dC5:

!n hv

N} hv

*f<D5 ZKPmrP,k!q*Z<mD Y aOfF

DTs`M#

!n|(QwN}P|,DyPf6/T0(

FB~rwN}#

T>E{?0Dn ZKPmrP,k!q*Z<mPi4DTs

}# 1!5* 10# TNN 10 vTOnxP

F<I\<B<m}];IA#

<m`M ZKPmrP,k!q*i4D<m`M#

g{uN<"}<rmq<yZ1d6',} 1

!1DQ#fDQwu~,G4Xk%w|B

j8E"4|B<m"ndB~j8E"#

Z 8 B 9Cwv<mdC!ni4}] 125



!n hv

6q1drP}] g{*tC1drP}]6q,k!PK4!

r# !PK4!rs,<m&\+*<[}1

drP<mD}]# 1!ivB,K!n&Z

{C4,#

K!nvZ“1drP”<mOIC#

1d6' ZKPmrP,k!q*i4D1d6'#

K!nvZ“1drP”<mOIC#

4. g{z!PK1drP<m!n,"RtCK6q1drP}]!n,kZ$_8

O%w#fu~#

5. g{1d6'sZ 1 !1,k%w|Bj8E"Ti4B~rw#
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Z 9 B }]Qw

ZU>n/"xgn/M%w!n(O,zIT9CX(u~4QwB~"wM%

w#

zIT4(BDQw,2IT0kH0#fDQwu~/#zIT!q*ZQwa{

PT>D}]P,"ITTdxPi/MVi

B~MwQw

ITZU>n/Mxgn/!n(O4PQw#

4PQws,IT#fQwu~MQwa{#

Qwzcu~Dn

zITQwzcQwu~D}]#

XZKNq

IZT{v}]b4PQw,rKQwI\a(QO$D1d,_e!vZ}]bD

s!#

9ClY}KQwN}ITQwkB~P'Z]PDD>V{.`%dDn#

BmhvKzICZQwB~Mw}]DQw!n:

m 38. Qw!n

!n hv

i !q*ZICDQ#fQwPmPi4DB~

QwirwQwi#

dkQ#fDQwr_SPmPxP!q dkQ#fDQwD{FrX|V,T}KI

CDQ#fQwPm#

ICDQ#fQw }Gz9CirdkQ#fDQwr_SPm

xP!q!nTKPm&CK}Kw,qrK

Pm+T>yPICDQw# zITZKPm

P!qQ#fDQwTxPT>r`-#

Qw “Qw”3fD`v0qPa)KQw<j# g

{zQjIdCQw"#{i4a{,G4I

T%w“Qw”#

|(ZlYQwP !PK4!rIT+KQw|,ZlYQwK

%P#

|(ZGmeP !PK4!rIT+Q#fDQwPD}]#

fZGme!n(P# PXGme!n(D|

`E",kNDGme\m#

":v1TQwxPKVi1,EaT>KN

}#
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m 38. Qw!n (x)

!n hv

hC*1!5 !PK4!rIT+KQwhC*1!Qw#

kyPK2m !PK4!rITkyPd{C'2mKQ

w#

51(w==() Tw==T>a{# PXw==D|`E",

kNDi4w=B~#

":tC51(w==()s,z+;\TQ

wa{xPVi# g{Z“P(e”0qP!q

KNNVi!n,G4+r*;ums{"#

ON1ddt(T/"B) TT/"B==T>Qwa{#

ZT/"B#=B,U>n/Mxgn/!n

(?VS"B;N,TT>nBE"#

n| *Qw!q$(eD1d6'#!qK!n

s,XkSPmrP!q1d6'!n#

X(D1ddt *Qw!q(F1d6'#!qK!ns,X

kS*<1dMax1dUzP!qUZM1

d6'#

}][} v10kQ#fDQw1,EaT>K0q#

TZM\`d{Q#fDQwM(f2mD[

}}],tCkTK}]D(;F}I\a5

M53T\#

0kQ#fDQw1,K0q+T>BP!

n:

v g{4kTbvQ#fDQw[}NN}

],G4+T>TBN<{":4kTKQ

w[}NN}]#

v g{kTbvQ#fDQw[}K}],G

4+T>BP!n:

– P - %wr+sj|#ZK4SO=1,

+r*[}}]DPDPm#

– tC(;F}/{C(;F} - (}K4

S,zITtCr{CQwa{TT>;

N1dZD(;B~MwF},x;GT

>=yF}#%wtC(;F}4Ss,

+r*;vT0r,KT0r8>D)Q

#fDQwM(f2m[}}]#

10}Kw KPmT>&CZKQwD}Kw# CZmS

}KwD!n;Z10}KwPmO=#

jIQws#fa{ !PK4!rIT#f"|{Qwa{#

T> !qKPmIT8(;v$(eP,KPhC

*ZQwa{PT>#
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m 38. Qw!n (x)

!n hv

dkPrSPmxP!q zIT9CKVN}K“ICP”PmPPvD

P#

dk*iRDPD{F,r_dk3vX|V

TT>P{FPm# }g,dk Device IT

T>P{FP|, Device DPDPm#

ICP KPmT>ICP# 10QCZbvQ#fD

QwDP+ZPPmP;vT>#

mSM}%P<j(%?/) 9C%?D<j/IT(FVi@]Pm#

v mSP - SICPPmP!q;vr`v

P,;s%wmSP<j#

v }%P - SVi@]PmP!q;vr`v

P,;s%w}%P<j#

mSM}%P<j(W?/) 9CW?D<j/OIT(FPPm#

v mSP - S“ICP”PmP!q;vr`v

P,;s%wmSP<j#

v }%P - S“P”PmP!q;vr`vP,

;s%w}%P<j#

Vi@] KPm8(Q#fDQwTa{xPViD@

]# 9CBP!nITx;=X(F“Vi@]

”Pm:

v rOF/ - !q;vP,;s9CrOF/

<jZEH6PmPrOF/KP#

v rBF/ - !q;vP,;s9CrBF/

<jZEH6PmPrBF/KP#

EH6Pm8(a{DVi3r# Qwa{4

Vi@]PmPDZ;PxPVi,;s4K

PmPDB;PxPVi#

P} 8(!(D*QwDP#ITSICPPmP

!q`P#IT9CBP!nx;=X(FP

Pm:

v rOF/ - ZEH6PmPrOF/y!

P#

v rBF/ - ZEH6PmPrBF/y!

P#

g{P`MG}VryZ1d,"RVi@]

PmPfZu?,G4P+|,;vPmr#

9CKPmrIT!q#{TP4PDVi=

=#

g{P`MGi,G4P+|,;vPmr,

CZ!q*kTia)D6p}#

Er@] SZ;vPmrP,!q*w*Qwa{DE

r@]DP# ;s,SZ~vPmrP,!q

Qwa{DT>3r#!n|(5rM}r#
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m 38. Qw!n (x)

!n hv

a{^F zITZ“`-Qw”0ZP8(Qw5XDP

}# mb,a{^FVN9+T>Z“a{”0

ZP#

v TZQ#fDQw,^Ff"ZQ#fDQ

wP,"Z0kQw1XB&C#

v Z_PP^FDQwa{Py]3P4PE

r1,Er+Z}]xqPT>DP^PZ

jI#

v TZtCK1drP<mDVi@]Qw,

P^FvJCZ}]xq# 1drP<mP

DE{0 N ;B-PmT;XF<mPfF
D1drP}#

}L

1. !qBPdP;v!n:

v *QwB~,k%wU>n/!n(#

v *Qww,k%wxgn/!n(#

2. SQwPmrP,!qB(Qw#

3. *!qH0Q#fDQw,kjIBP=h:

a. !qBPdP;v!n:S“ICDQ#fQw”PmP,!q*0kDQ#f

Qw# Z“dkQ#fDQwr_SPmPxP!q”VNP,dk*0kDQw

D{F#

b. %w0k#

c. Z“`-Qw”0qP,!q*CZKQwD!n# kNDm 1#

4. *4(Qw,kZ“1d6'”0qP,!q*kTKQw6qD1d6'!n#

5. I!# Z“}][}”0qP,tC(;F}:

a. %wtC(;F}#

b. Z“/f”0ZO,DA/f{",;s%wLx# PXtC(;F}D|`E

",kNDm 1#

6. Z“QwN}”0qP,(eQwu~:

a. SZ;vPmrP,!q*QwDN}# }g,h8"4KZrB~{F#

b. SZ~vPmrP,!q*CZQwD^N{#

c. ZdkVNP,dkkQwN}`XDX(E"#

d. %wmS}Kw#

e. T*mS=Qwu~Dwv}KwX4=h a = d#

7. I!# *ZQwjIsT/#fQwa{,k!PjIQws#fa{4!r,;

sdkQ#fDQwD{F#

8. Z“P(e”0qP,(e*CZi4a{DPMP<V:

a. ST>PmrP,!qhC*kKQw`X*D$dCP#

b. %w_6S<(eT_D}7TT>_6QwN}#
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c. (F*ZQwa{PT>DP#kNDm 1#

d. I!# Za{^FVNP,dk#{Qw5XDP}#

9. %w}K#

a{

ROGP+T>}ZxPP(<percent> jIYVH)4,#

.

i4?VQwa{1,Qw}f+Zs($wTjIQw,""B?Va{T|BS

<#

QwjIs,ROG+T>QjI4,#

#fQwu~

zIT#fQdCDQwu~,TcZ(f.`Dd{i~P4CKu~T09CQ

#fDQwu~# #fDQwu~;a=Z#

XZKNq

g{z*Qw8(K1d6',G48(D1d6'+7S=Qw{Fsf# }g,{

*“x8(444EP)”R1d6'*}% 5 VSD#fDQw+dI“x8(444

EP)- }% 5 VS”#

g{z|DKZH0#fDQwPhCDP,;s9C,;{F#fQwu~,G4

1drP<mDH0[}+a*'#

}L

1. !qBPdP;v!n:

v %wU>n/!n(#

v %wxgn/!n(#

2. 4PQw#

3. %w#fu~#

4. dkN}D5:

!n hv

N} hv

Qw{F dk*VdxKQwu~D(;{F#

+QwVd=i !P*+bvQ#fDQwVd=DiD4!

r# g{4!qi,G41!ivB,bvQ

#fDQw+Vd=“d{”i# PX|`E

",kND\mQwi#

\mi %w\miIT\mQwi# PX|`E",

kND\mQwi#
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!n hv

1d6'!n: !qBPdP;v!n:

v 51(w==()) - !qK!n+Zw==

B}KQwa{#

v ON1ddt(T/"B) - !qK!n+

ZT/"B==B}KQwa{# U>n/

Mxgn/!n(?VS"B;N,TT>

nBDE"#

v n| - !qK!n,;sSKPmrP!q

*4P}KD1d6'#

v X(D1ddt - !qK!n,;sSUz

P!q*4P}KDUZM1d6'#

|(ZlYQwP !PK4!rIT+KQw|,Z$_8OD

lYQwPmrP#

|(ZGmeP !PK4!rIT+Q#fDQwPD}]#

fZGme!n(P# PXGme!n(D|

`E",kNDGme\m#

":v1TQwxPKVi1,EaT>KN

}#

hC*1!5 !PK4!rIT+KQwhC*1!Qw#

kyPK2m !PK4!rITkyPC'2mb)Qwh

s#

5. %w7(#

wHQw

9C“wHQw”!nITwHQw"i4a{#

zITTZWlr9mDX(1dKPDQwxPwH#

>}:

g{+QwwH*Z9mKP,G4zITZg?xPwi# k(f;,,zIT!q

TQwa{xPVi"4Px;=Dwi# zITZxgiPTm`'\DG<xPQ

w# g{a{(#* 10 RQwa{* 100,G4zITTQwa{xPViT=cw

i#*i4DvC'DG<'\N}n`,zIT4C'{Vi# zITLx4Px;

=Dwi#

zITS(f!n(wHTB~rwDQw#zXk!qH0#fD;iQwu~T

xPwH#

1. 4((f

Z(fr<0ZP8(TBE":

v <m`M*B~/U>rw#

v C(fyZ#fDQw#

v zI%w#

zIT!q4(%v%w!nr+a{mS=VP%w!n#
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z9ITzIV/Qw#

2. i4Qwa{

zITS%w!n(i4wHQwDa{#

v wHQw%wI%w`MPj6#

g{z4(%v%w,G4?1(fKP1+zI%w# g{+#fDQwa{mS

=VP%w,G4Z(fWNKP14(%w# sx(fKP=S=K%w# g{

45Xa{,G453;a=Sr4(%w#

v *Z“%w**0ZPi4n|DQwa{,k+w%wPmPDwHQw%w# *

i4yPwHQwKPDPm,k%wns 5 vQwa{0qPDQwa{#

zITrC'VdwHQw%w#

`XNq:

Z 1273D:Qwzcu~Dn;

zITQwzcQwu~D}]#

Z 373D:+%wVdxC';

(}9C%w!n(,IT+%wVdxC'TxPwi#

_6Qw!n

9C_6QwVNITdk Ariel Query Language (AQL),KoTCZ8(zh*DV

NT0#{gNTb)VNxPViTKPi/#

_6QwVN_PT/n4Mo(;vT>&\#

9CT/n4Mo(;vT>&\IToz4(i/#PX\'VD Web /@wDE

",kNDZ 63D:'V Web /@w;

CJ_6Qw

S;Zxgn/MU>n/!n(PDQw$_8CJ_6Qw!nTdk AQL i/#

SQw$_8ODPmrP!q_6Qw#

(}TB=h49*_6QwVN:

1. O/;ZVNR`D9*<j#

2. 4 Shift + Enter |T0xAB;P#

3. 4 Enter |#

zITR|%wQwa{PDNN5"TC5xP}K#

+wQwa{PDNNPITi4|`j8E"#

|( AQL QwZZDyPQw+|,ZsFU>P#
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AQL QwV{.>}

Bma)K AQL QwV{.D>}#

m 39. AQL QwV{.D>}

hv >}

SB~P!q1!P#

SwP!q1!P#

SELECT * FROM events

SELECT * FROM flows

!qX(P# SELECT sourceip, destinationip FROM events

!qX(P"Ta{xPEr# SELECT sourceip, destinationip FROM events

ORDER BY destinationip

KP[/Qwi/# SELECT sourceip, SUM(magnitude) AS magsum

FROM events GROUP BY sourceip

Z SELECT SdPKP/}wC# SELECT CATEGORYNAME(category) AS

namedCategory FROM events

9C WHERE Sd}KQwa{# SELECT CATEGORYNAME(category) AS

namedCategory, magnitude FROM events WHERE

magnitude > 1

Qw%"X(frDB~,KfryZfr{

Frfr{FPD?VD>#

SELECT LOGSOURCENAME(logsourceid), * from

events where RULENAME(creeventlist) ILIKE

'%suspicious%'

(}C+}E+VN{F}p4,}C|,X

bV{(}g,c}V{rUq)DVN{

F#

SELECT sourceip, destinationip, ″+field/

name+″ FROM events WHERE ″+field/name+″ LIKE

'%test%'

Bma) X-Force D AQL QwV{.D>}#

m 40. X-Force D AQL QwV{.>}

hv >}

9CCEH5y] X-Force `pli IP X7# s e l e c t * f r o m e v e n t s w h e r e

XFORCE_IP_CONFIDENCE('Spam',sourceip)>3

Qwk URL X*D X-Force URL `p# select url, XFORCE_URL_CATEGORY(url) as

m y C a t e g o r i e s f r o m e v e n t s w h e r e

XFORCE_URL_CATEGORY(url) IS NOT NULL

lwk IP X*D X-Force IP `p# select sourceip, XFORCE_IP_CATEGORY

(sourceip) as IPcategories from events

where XFORCE_IP_CATEGORY(sourceip) IS NOT

NULL

PX/}"QwVNMKc{D|`E",kND6Ariel i/oT8O7#

AQL QwV{.>}
9C Ariel Query Language (AQL) ITS Ariel }]bPDB~"wT0 simarc m

PlwX(VN#
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":9( AQL i/1,g{+|,%}EDD>SNND54F3y= IBM Secu-

rity QRadar P,G4+^(bvKi/#d(=(*I+KD>3y= QRadar P,

"XBdk%}E,r_ITS IBM Knowledge Center 4F3yKD>#

(fJ'C>

;,DC'gxav=;,D~2"_P;,DC>8j#

9CN<}]IT(f`vC'tT,}g?E";Cr-m#

zIT9Cb?N<}]#

TBi/aSC'DG<B~P5XC'D`X*}]E"#

SELECT
REFERENCETABLE('user_data','FullName',username) as 'Full Name',
REFERENCETABLE('user_data','Location',username) as 'Location',
REFERENCETABLE('user_data','Manager',username) as 'Manager',
UNIQUECOUNT(username) as 'Userid Count',
UNIQUECOUNT(sourceip) as 'Source IP Count',
COUNT(*) as 'Event Count'
FROM events
WHERE qidname(qid) ILIKE '%logon%'
GROUP BY 'Full Name', 'Location', 'Manager'
LAST 1 days

g`vJ'j6D4l

ZK>}P,wvC'ZxgPP`vJ'# i/h*XZC'n/D%;S<#

9CN<}]IT+>XC'j63d=+Vj6#

TBi/+5X+Vj6TjG*“II”DB~9CDC'J'#

SELECT
REFERENCEMAP('GlobalID Mapping',username) as 'Global ID',
REFERENCETABLE('user_data','FullName', 'Global ID') as 'Full Name',
UNIQUECOUNT(username),
COUNT(*) as 'Event count'
FROM events
WHERE RULENAME(creEventlist) ILIKE '%suspicious%'
GROUP BY 'Global ID'
LAST 1 days

TBi/+T>I+Vj6jIDn/#

SELECT
QIDNAME(qid) as 'Event name',
starttime as 'Time',
sourceip as 'Source IP', destinationip as 'Destination IP',
username as 'Event Username',
REFERENCEMAP('GlobalID_Mapping', username)as 'Global User'
FROM events
WHERE 'Global User' = 'John Doe'
LAST 1 days

j6IID$ZEj

m`~29C|nMX~Z}l"}\M}BD1dZ(ZxP(E#

_6QwITf1dFF6p,S#=# }g,zITZ IP X7.dr IP X7kX

m;C.di/?l/\/BD;B"LZ"M]?,S0,S}#
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9C IBM Security QRadar REST API ITzI$_rnd}C/r}Cm#

TBi/+lb?!1"vDEjD1Z5}#

SELECT sourceip, destinationip,
UNIQUECOUNT(DATEFORMAT(starttime,'hh')) as 'different hours',
COUNT(*) as 'total flows'
FROM flows
WHERE flowdirection = 'L2R'
GROUP BY sourceip, destinationip
HAVING 'different hours' > 20
AND 'total flows' < 25
LAST 24 hours

a>:zIT^DKi/T&mzmU>0d{B~`M#

TBi/+lb?l"vDEjD1Z5}#

SELECT sourceip, destinationip,
UNIQUECOUNT(DATEFORMAT(starttime,'dd'))as 'different days',
COUNT(*) as 'total flows'
FROM flows
WHERE flowdirection='L2R'
GROUP BY sourceip, destinationip
HAVING 'different days' > 4
AND 'total flows' < 14
LAST 7 days

TBi/+lb4 IP M?j IP .d?l"vDEj# ?l"EjD1d;,# E

j.dwED1dOL#

SELECT
sourceip,
DATEFORMAT(starttime,'hh') as hourofday,
(AVG( hourofday*hourofday) - (AVG(hourofday)^2))as variance,
COUNT(*) as 'total flows'
FROM flows
GROUP BY sourceip, destinationip
HAVING variance < 01 and 'total flows' < 10
LAST 7 days

TBi/+9CzmU>B~4lb?l"M=rDEj# ?l"EjD1d;,# E

j.dwED1dOL#

SELECT
sourceip,
DATEFORMAT(starttime,'hh') as hourofday,
(AVG(hourofday*hourofday) - (AVG(hourofday)^2)) as variance,
COUNT(*) as 'total events'
FROM events
WHERE LOGSOURCEGROUPNAME(devicegrouplist) ILIKE '%proxy%'
GROUP BY url_domain
HAVING variance < 0.1 and 'total events' < 10
LAST 7 days

url_domain tTGzmU>PD(FtT#

b?~2i(

kb?~2i(`X*D9CivM2+TITa)X*D~28j#

_6QwIT;f}Cb?~2i(8j0d{2+B~09Civ}]#
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Ki/+T>g{T}l"}\r}BDb?~2}]xPE*Vv,T7(JzM

J'DgU6p".VEH6#

Select
REFERENCETABLE('ip_threat_data','Category',destinationip) as 'Category',
REFERENCETABLE('ip_threat_data','Rating', destinationip) as 'Threat Rating',
UNIQUECOUNT(sourceip) as 'Source IP Count',
UNIQUECOUNT(destinationip) as 'Destination IP Count'
FROM events
GROUP BY 'Category', 'Threat Rating'
LAST 1 days

Jzi(MdC

~2MC>8jfJz`M"Yw53")4iN"~qw`M"V`0d{N}D

;,xPyd/#

ZKi/P,_6QwMJz#Ma)KT;CDYw4l#

Assetproperty /}CZSJzPlwtT5,b9zITZa{P|,Jz}]#

SELECT
ASSETPROPERTY('Location',sourceip) as location,
COUNT(*) as 'event count'
FROM events
GROUP BY location
LAST 1 days

TBi/T>KgNZJz#MP9C_6QwMC'm]zY#

AssetUser /}CZSJz}]bPlwC'{#

SELECT
APPLICATIONNAME(applicationid) as App,
ASSETUSER(sourceip, now()) as srcAssetUser,
COUNT(*) as 'Total Flows'
FROM flows
WHERE srcAssetUser IS NOT NULL
GROUP BY App, srcAssetUser
ORDER BY 'Total Flows' DESC
LAST 3 HOURS

Network LOOKUP /}

zIT9C Network LOOKUP /}lwk IP X7X*Dxg{#

SELECT NETWORKNAME(sourceip) as srcnet,
NETWORKNAME(destinationip) as dstnet
FROM events

Rule LOOKUP /}

zIT9C Rule LOOKUP /}4frj6lwfr{F#

SELECT RULENAME(123) FROM events

TBi/+5X%"X(fr{FDB~#

SELECT * FROM events
WHERE RULENAME(creEventList) ILIKE '%my rule name%'
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+DQw

zIT9C TEXT SEARCH Kc{(}_6Qw!n44P+DQw#

ZK>}P,fZm`P'Z]P,P%J“firewall”DB~# zIT9CU>n/!n

(ODlY}K!nM_6Qw!n4Qwb)B~#

v *9ClY}K!n,kZlY}KrPdkTBD>:'firewall'

v *9C_6Qw!n,kZ_6QwrPdkTBi/:

SELECT QIDNAME(qid) AS EventName, * from events where TEXT SEARCH 'firewall'

(FtT

zITZ9C_6Qw!n1CJB~MwD(FtT#

TBi/9C(FtT“MyWebsiteUrl”4X( Web URL TB~xPEr:

SELECT "MyWebsiteUrl", * FROM events ORDER BY "MyWebsiteUrl"

`XEn:

:lY}KQw!n;

(}dk9Cr%%JrLoDD>QwV{.4QwB~MwP'Z]#

`XNq:

Z 1563D:4(yZ}rmo=D(FtT;

zIT4(yZ}rmo=D(FtT,CZ+B~rwP'Z]k}rmo=%

d#

lY}KQw!n
(}dk9Cr%%JrLoDD>QwV{.4QwB~MwP'Z]#

zITSTB;CTQwxP}K:

U>n/$_8Mxgn/$_8

SQw$_8ODPmrP!qlY}KTdkD>QwV{.#%wlY}

K<jTc+lY}K&CZB~rwDPm#

mS}KwT0r

%wU>n/rxgn/!n(ODmS}Kw<j#

!qlY}Kw*}KN},;sdkD>QwV{.#

wQw3f

+lY}KmS=}KwPmP#

T51(w==()rn|1ddt==i4w1,z;\ZlY}KVNPdkr

%%JrLo#i41d6'ZDB~rw1,kq-TBo(<r:

m 41. lY}Ko(<r

hv >}

|,zZ{ZP'Z]PR=DNN?D># Firewall

(}Z+}EP|,`vn4Qw<7DL

o#

″Firewall deny″
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m 41. lY}Ko(<r (x)

hv >}

|,%V{M`V{(d{#Qwn;\T(

d{*7#

F?rewall r F??ew*

9C_-mo=(}g,AND"OR M NOT)

TnxPVi#o(MKc{Xk9Cs4E

\;6p*_-mo=x;GQwn#

(%PIX* AND (″Accessed URL″ OR ″Deny udp

src″) AND 10.100.100.*)

4(|, NOT _-mo=DQwu~1,Xk

AY|,m;V_-mo=`M,qr;a5

XNNa{#

(%PIX* AND (″Accessed URL″ OR ″Deny udp

src″) NOT 10.100.100.*)

ZBPV{0fmS41\T8>CV{GQ

wnDiI?V:+ - && || ! () {} [] ^ ″ ~

* ? : \#

″%PIX\-5\-304001″

QwnSP'Z]%JrLoPDZ;vV{*<@NxP%d#Qwn user k

user_1 M user_2 %d,+kBPLo;%d:ruser"myuser r anyuser#

lY}KQw9C"ooT73#oT73hCj6oTrXmxr"7(q=<

(,g{mfr"s!4*;"V{V`"{"oT"UZM1dm>T0}Vm

>#

oT73IzDYw53hC#zITdC QRadar T2GYw53oT73hC#}

g,zIT+oT73hC*"o"RIT+ QRadar Console hC* Italiano(bs
{o)#

g{ZlY}KQwi/P9C Unicode V{,I\a5XbbDQwa{#

g{!qG"ooT73,zIT9C QRadar PD“_6Qw”!n4QwB~MP'

Z]}]#

`XEn:

Z 1273DZ 9 B, :}]Qw;

ZU>n/"xgn/M%w!n(O,zIT9CX(u~4QwB~"wM%

w#

Z 1333D:_6Qw!n;

9C_6QwVNITdk Ariel Query Language (AQL),KoTCZ8(zh*D

VNT0#{gNTb)VNxPViTKPi/#

Z 1343D:AQL QwV{.>};

9C Ariel Query Language (AQL) ITS Ariel }]bPDB~"wT0 simarc m

PlwX(VN#

`XNq:

Z 153D:|BC'W!n;

Zw* IBM Security QRadar SIEM C'gfP,zIThCC'W!n,}g,o

T73#
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%wQw

zIT9CX(u~4Qw%w,TcZa{PmPT>kCQwu~%dD%w#

zIT4(BDQw,2IT0kH0#fDQwu~/#

Z“RD%w”M“yP%w”3fOQw%w
Z%w!n(D“RD%w”M“yP%w”3fO,ITQwzcu~D%w#

XZKNq

BmTITC4ZRD%wMyP%w3fOQw%w}]DQw!nxPKhv#

PX`pDE",kND IBM Security QRadar SIEM Administration Guide#

m 42. “RD%w”M“yP%w”3fQw!n

!n hv

i (}KPmr,zIT!q*ZICDQ#f

QwPmPi4D%wQwi#

dkQ#fDQwr_SPmPxP!q (}KVN,zITdkQ#fDQwD{F

rX|V,T}KICDQ#fQwPm#

ICDQ#fDQw }Gz9C“i”r_“dkQ#fDQwrSP

mxP!q”!nTKPm&CK}Kw,q

rKPm+T>yPICDQw# zITZK

PmP!qQ#fDQwTxPT>r`-#

yP%w (}K!n,zITQwyP%w,xk1d

6'^X#

n| (}K!n,zIT!q}K1*9CD$(

e1d6'# !qK!ns,XkSPmrP

!q1d6'!n#

X(1ddt (}K!n,zIT*QwdC(F1d6

'# !qK!ns,zXk!qBPdP;v

!n#

v *<UZD6' - !PK4!rITQwZ

X(1dNZt/D%w#!PK4!r

s,k9CPmr4!q*QwDUZ#

v ns;vB~/w6' - !PK4!rITQ

wX(1dNZkTd"zn|QlbB~

D%w#!PK4!rs,k9CPmr4

!q*QwDUZ#

Qw “Qw”3fD`v0qPa)KQw<j# g

{zQjIdCQw"#{i4a{,G4I

T%wQw#

%wj6 ZKVNP,ITdk*QwD%wj6#

hv ZKVNP,ITdk*QwDhv#

8(xC' SKPmrP,IT!q*QwDC'{#
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m 42. “RD%w”M“yP%w”3fQw!n (x)

!n hv

=r SKPmrP,IT!q*QwD%w=r#

!n|(:

v >X=>X

v >X=6L

v 6L=>X

v 6L=6L

v S>X=6Lr>X

v S6L=6Lr>X

4 IP ZKVNP,ITdk*QwD4 IP X7r

CIDR 6'#

?j IP ZKVNP,ITdk*QwD?j IP X7r

CIDR 6'#

f# SKPmrP,IT8(f#,;s!qvT

>f#HZ"!ZrsZdC5D%w# 6'

G 0 - 10#

OXT SKPmrP,IT8(OXT,;s!qv

T>OXTHZ"!ZrsZdC5D%w#

6'G 0 - 10#

IET SKPmrP,IT8(IET,;s!qv

T>IETHZ"!ZrsZdC5D%w#

6'G 0 - 10#

`XT SKPmrP,IT8(`XT,;s!qv

T>`XTHZ"!ZrsZdC5D%w#

6'G 0 - 10#

|,C'{ ZKVNP,ITdk;v}rmo= (regex)

od,TQw|,X(C'{D%w# (e(

F}rmo=#=1,kqX Java™ `LoT

(eD}rmo=fr# PX|`E",zI

TND Web Oa)D}rmo=LL#

4xg SKPmrP,IT!q*QwD4xg#

?jxg SKPmrP,IT!q*QwD?jxg#

_6p`p SKPmrP,IT!q*QwD_6p`

p#.

M6p`p SKPmrP,IT!q*QwDM6p`

p#

E} (}K0qPD!n,zIT+%wSQwa

{PE}# !n|(:

v &Zn/4,D%w

v ~XD%w

v XUD%w

v &ZGn/4,D%w

v \#$D%w
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m 42. “RD%w”M“yP%w”3fQw!n (x)

!n hv

XU(4C'EP) v1“E}”0qP!{!PKXUD%w4!

r1,EaT>KN}#

SKPmrP,IT!q*ZXUD%wPQ

wDC'{,r_!q Any TT>yPXUD

%w#

XU-r v1“E}”0qP!{!PKXUD%w4!

r1,EaT>KN}#

SKPmrP,IT!q*ZXUD%wPx

PQwD-r,r_!q Any TT>yPXU
D%w#

B~} SKPmrP,IT8(B~F},;s!q

vT>B~F}HZ"!ZrsZdC5D%

w#

w SKPmrP,IT8(wF},;s!qv

T>wF}HZ"!ZrsZdC5D%w#

B~/w\} ZKPmrP,zIT8(B~Mw\F},

;s!qvT>B~Mw\F}HZ"!Zr

sZydC5D%w#

?j SKPmrP,IT8(?j IP X7F},;

s!qvT>?j IP X7F}HZ"!Zrs

ZdC5D%w#

U>4i SKPmrP,IT!q*QwDU>4yZ

DU>4i# U>4PmrT>KyPVd=

y!U>4iDU>4#

U>4 SKPmrP,IT!q*QwDU>4#

fri SKPmrP,IT!q*QwDmSZ]D

fryZDfri# frPmrT>KyPV

d=y!friDfr#

fr SKPmrP,IT!q*QwDmSZ]D

fr#

%w`M SKPmrP,IT!q*QwD%w`M#

PX%w`MPmrPD!nD|`E",k

NDm 2#

BmT%w`MPmrPa)D!nxPKhv:

m 43. “%w`M”!n

%w`M hv

;^ K!nCZQwyP%w4#

4 IP *Qw_PX(4 IP X7D%w,zIT!q

K!n,;sdk*QwD4 IP X7#

?j IP *Qw_PX(?j IP X7D%w,zIT!

qK!n,;sdk*QwD?j IP X7#
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m 43. “%w`M”!n (x)

%w`M hv

B~{F *Qw_PX(B~{FD%w,zIT%w

/@<jTr*“B~/@w”,;s!q*Q

wDB~{F (QID)#

zIT9CBPdP;v!nQwX( QID:

v *4`pQw QID,k!P4`p/@4!

r,;sSPmrP!q_6prM6p`

p#

v *4U>4`MQw QID,k!P4U>4

`M/@4!r,;sSU>4`MPmr

P!qU>4`M#

v *4U>4`MQw QID,k!P4U>4

`M/@4!r,;sSU>4`MPmr

P!qU>4`M#

v *4{FQw QID,k!P QID Qw4!
r,;sZ QID/{FVNPdk{F#

C'{ *Qw_PX(C'{D%w,zIT!qK

!n,;sdk*QwDC'{#

4 MAC X7 *Qw_PX(4 MAC X7D%w,zIT

!qK!n,;sdk*QwD4 MAC X

7#

?j MAC X7 *Qw_PX(?j MAC X7D%w,zI

T!qK!n,;sdk*QwD?j MAC

X7#

U>4 SU>4iPmrP,IT!q*QwDU>

4yZDU>4i# U>4PmrT>KyP

Vd=y!U>4iDU>4#

SU>4PmrP,!q*QwDU>4#

wz{ *Qw_PX(wz{D%w,zIT!qK

!n,;sdk*QwDwz{#

4KZ *Qw_PX(4KZD%w,zIT!qK

!n,;sdk*QwD4KZ#

?jKZ *Qw_PX(?jKZD%w,zIT!q

K!n,;sdk*QwD?jKZ#

4 IPv6 *Qw_PX(4 IPv6 X7D%w,zIT!

qK!n,;sdk*QwD4 IPv6 X7#

?j IPv6 *Qw_PX(?j IPv6 X7D%w,zIT

!qK!n,;sdk*QwD?j IPv6 X

7#

4 ASN *Qw_PX(4 ASN D%w,zITS4

ASN PmrP!q4 ASN#

?j ASN *Qw_PX(?j ASN D%w,zITS?

j ASN PmrP!q?j ASN#
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m 43. “%w`M”!n (x)

%w`M hv

fr *QwkX(fr`X*D%w,zITSf

riPmrP!q*QwDfryZDfr

i# friPmrT>KyPVd=y!fr

iDfr# SfrPmrP,IT!q*Qw

Dfr#

&CLrj6 *Qw_P3v&CLrj6D%w,zIT

S&CLrj6PmrP!qK&CLrj

6#

}L

1. %w%w!n(#

2. SQwPmrP,!qB(Qw#

3. !qBPdP;v!n:

v *0kH0Q#fDQw,k*A=h 4#

v *4(BQw,k*A=h 7#

4. 9CBPdP;v!n!qH0Q#fDQw:

v SICDQ#fQwPmP,!q*0kDQ#fDQw#

v ZdkQ#fDQwrSPmxP!qVNP,dk*0kDQwD{F#

5. %w0k#

6. I!# Z“`-Qw”0qP!PhC*1!54!rIT+KQwhC*1!Q

w#g{+KQwhC*1!Qw,G4KQw+Zz?NCJ%w!n(1T

/4P"T>a{#

7. Z“1d6'”0qP,!q*kTKQw6qD1d6'!n# kNDm 1#

8. Z“QwN}”0qP,(eX(Qwu~# kNDm 1#

9. Z“%w4”0qP,8(*QwD%w`MM%w4:

a. SPmrP,!q*QwD%w`M#

b. dkQwN}# kNDm 2#

10. Z“P(e”0qP,(e*Ta{4PDEr3r:

a. SZ;vPmrP,!q*w*Qwa{DEr@]DP#

b. SZ~vPmrP,!qQwa{DT>3r# !n|(“5r”M“}r”#

11. %wQw#

B;=v24

Z%w!n(O#fQwu~

Z“44 IP”3fOQw%w
>wba)PXgNZ%w!n(D44 IP 3fOQw%wD}L#
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XZKNq

BmTITC4Z“44 IP”3fOQw%w}]DQw!nxPKhv:

m 44. “44 IP”3fQw!n

!n hv

yP%w zIT!qK!n4QwyP4 IP X7,xk

1d6'^X#

n| zIT!qK!n,;sSKPmrP!q*

QwD1d6'#

X(D1ddt *8(*QwD1ddt,zIT!q“X(

1ddt”!n,;s!qBPdP;v!

n:

v *<UZD6' - !PK4!rITQwk

X(1dNZt/D%w`X*D4 IP X

7# !PK4!rs,k9CPmr4!q

*QwDUZ#

v ns;vB~/w6' - !PK4!rITQ

wkX(1dNZkTd"zn|QlbB

~D%wX*D4 IP X7#!PK4!r

s,k9CPmr4!q*QwDUZ#

Qw “Qw”3fD`v0qPa)KQw<j# g

{zQjIdCQw"#{i4a{,G4I

T%wQw#

4 IP ZKVNP,ITdk*QwD4 IP X7r

CIDR 6'#

f# SKPmrP,IT8(f#,;s!qvT

>f#HZ"!ZrsZdC5D%w# 6'

G 0 - 10#

VA gU SKPmrP,IT8( VA gU,;s!q

vT> VA gUHZ"!ZrsZdC5D%

w# 6'G 0 - 10#

B~/w ZKPmrP,zIT8(B~rwF},;

s!qvT>?6HZ"!ZrsZydC5

D%w#

E} zIT!P*SQwa{PE}D%wD4!

r# !n|(:

v &Zn/4,D%w

v ~XD%w

v XUD%w

v &ZGn/4,D%w

v \#$D%w

}L

1. %w%w!n(#

2. %w44 IP#
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3. SQwPmrP,!qB(Qw#

4. Z“1d6'”0qP,!q*kTKQw6qD1d6'!n# kNDm 1#

5. Z“QwN}”0qP,(eX(Qwu~# kNDm 1#

6. Z“P(e”0qP,(e*Ta{4PDEr3r:

a. SZ;vPmrP,!q*w*Qwa{DEr@]DP#

b. SZ~vPmrP,!qQwa{DT>3r# !n|(5rM}r#

7. %wQw#

B;=v24

Z%w!n(O#fQwu~

Z“4?j IP”3fOQw%w
Z%w!n(D4?j IP 3fO,ITQw4?j IP X7ViD%w#

XZKNq

BmTITC4Z“4?j IP”3fOQw%wDQw!nxPKhv:

m 45. “4?j IP”3fQw!n

!n hv

yP%w zIT!qK!n4QwyP?j IP X7,x

k1d6'^X#

n| zIT!qK!n,;sSKPmrP!q*

QwD1d6'#

X(1ddt *8(*QwDX(1ddt,zIT!qX

(1ddt!n,;s!qBPdP;v!

n:

v *8(*QwDX(1ddt,zIT!q

X(1ddt!n,;s!qBPdP;v

!n:

v ns;vB~/w6' - !PK4!rITQ

wkX(1dNZkTd"zn|QlbB

~D%wX*D?j IP X7#!PK4!r

s,k9CPmr4!q*QwDUZ#

Qw “Qw”3fD`v0qPa)KQw<j# g

{zQjIdCQw"#{i4a{,G4I

T%wQw#

?j IP zITdk*QwD?j IP X7r CIDR 6

'#

f# SKPmrP,IT8(f#,;s!qvT

>f#HZ"!ZrsZdC5D%w#

VA gU SKPmrP,IT8( VA gU,;s!q

vT> VA gUHZ"!ZrsZdC5D%

w# 6'G 0 - 10#
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m 45. “4?j IP”3fQw!n (x)

!n hv

B~/w ZKPmrP,zIT8(B~rwF}?

6,;s!qvT>B~rwF}HZ"!Z

rsZydC5D%w#

}L

1. %w%w!n(#

2. Z<=K%P,%w4?j IP#

3. SQwPmrP,!qB(Qw#

4. Z“1d6'”0qP,!q*kTKQw6qD1d6'!n# kNDm 1#

5. Z“QwN}”0qP,(eX(Qwu~# kNDm 1#

6. Z“P(e”0qP,(e*Ta{4PDEr3r:

a. SZ;vPmrP,!q*w*Qwa{DEr@]DP#

b. SZ~vPmrP,!qQwa{DT>3r# !n|(5rM}r#

7. %wQw#

B;=v24

Z%w!n(O#fQwu~

Z“4xg”3fOQw%w
Z%w!n(D4xg3fO,ITQw4X*DxgViD%w#

XZKNq

BmTITC4Z“4xg”3fOQw%w}]DQw!nxPKhv:

m 46. CZZ“4xg”3fOQw%w}]DQw!n

!n hv

xg SKPmrP,IT!q*QwDxg#

f# SKPmrP,IT8(f#,;s!qvT

>f#HZ"!ZrsZdC5D%w#

VA gU SKPmrP,IT8( VA gU,;s!q

vT> VA gUHZ"!ZrsZdC5D%

w#

B~/w ZKPmrP,zIT8(B~rwF},;

s!qvT>B~rwF}HZ"!ZrsZ

ydC5D%w#

}L

1. %w%w!n(#

2. %w4xg#

3. SQwPmrP,!qB(Qw#

4. Z“QwN}”0qP,(eX(Qwu~# kNDm 1#

Z 9 B }]Qw 147



5. Z“P(e”0qP,(e*Ta{4PDEr3r:

a. SZ;vPmrP,!q*w*Qwa{DEr@]DP#

b. SZ~vPmrP,!qQwa{DT>3r# !n|(5rM}r#

6. %wQw#

B;=v24

Z%w!n(O#fQwu~

Z%w!n(O#fQwu~
Z%w!n(O,IT#fdCDQwu~,Tc+44PQw1IT4CCu~# #

fDQwu~;a=Z#

}L

1. }L

2. 4PQw# kND“%wQw”#

3. %w#fu~#

4. dkBPN}D5:

!n hv

N} hv

Qw{F dk*VdxKQwu~D{F#

\mi %w\miI\mQwi# kND\mQw

i#

1d6'!n: !qBPdP;v!n:

v yP%w - !qK!n+QwyP%w,x

k1d6'^X#

v n| - !qK!n,;sSKPmrP!q

*QwD1d6'#

v X(1ddt - *8(*QwDX(1dd

t,k!qX(1ddt!n,;s!qB

PdP;v!n:*<UZD6' - !PK

4!rITQwZX(1dNZt/D%

w# !PK4!rs,k9CPmr4!q

*QwDUZ#ns;vB~/w6' - !P

K4!rITQwX(1dNZkTd"z

n|QlbB~D%w#!PK4!rs,

k9CPmr4!qz*QwDUZ#ns

;vB~6' - !PK4!rITQwX(

1dNZkTd"zn|QlbB~D%

w#!PK4!rs,k9CPmr4!q

*QwDUZ#

hC*1!5 !PK4!rIT+KQwhC*1!Qw#

5. %w7(#
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>}Qwu~

zIT>}Qwu~#

XZKNq

>}Q#fDQws,kbvQ#fQw`X*DTsI\^(}#$w# (fMl#

lbfrMG9CKQ#fDQwu~D QRadar Ts# +#fDQw>}s,k`-

`X*DTs,T7#dLx}#$w#

}L

1. !qBPdP;v!n:

v %wU>n/!n(#

v %wxgn/!n(#

2. SQwPmrP,!qB(Qwr`-Qw#

3. Z“Q#fDQw”0qP,SICDQ#fQwPmrP!qQ#fDQw#

4. %w>}#

v g{Q#fDQwu~4kd{ QRadar Ts`X*,G4+T>7O0Z#

v g{Q#fDQwu~kd{Ts`X*,G4+T>“>}Q#fDQw”0

Z#K0ZPvKky*>}DQ#fQw`X*DTs# kG<`X*DT

s#

5. %w7(#

6. !qBPdP;v!n:

v %w7(TLx#

v %w!{TXU“>}Q#fDQw”0Z#

B;=v24

g{Q#fDQwu~kd{ QRadar Ts`X*,kCJyG<D`X*Ts,;s

`-b)Ts,T}%rf;k>}DQ#fQwDX*#

9CSQwE/Qwa{

9CSQwITZ;iQjIDQwa{PxPQw# SQwCZE/Qwa{,x;

XYNQw}]b#

*<.0

(e*CwSQwy!DQw1,k7#{C“51(w==()”!n,"R;*T

CQwxPVi#

XZKNq

K&\;JCZViQw"xPPDQwr_w==BDQw#

}L

1. !qBPdP;v!n:

v %wU>n/!n(#
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v %wxgn/!n(#

2. 4PQw#

3. QwjIs,kmSm;}Kw:

a. %wmS}Kw#

b. SZ;vPmrP,!q*QwDN}#

c. SZ~vPmrP,!q*CZQwD^N{# ICD^N{Pm!vZZ;v

PmP!qDtT#

d. ZdkVNP,dkkKQw`XDX(E"#

e. %wmS}Kw#

a{

“-<}Kw”0q8(&CZy>QwD-<}Kw# “10}Kw”0q8(&CZS

QwD}Kw# zITe}SQw}Kw,x;XBt/y>Qw# k%w*e}D

}KwT_De}}Kw4S# g{S“-<}Kw”0qPe}K}Kw,G4+XB

t/y>Qw#

>}Q#fDSQwu~Dy>Qwu~s,TITCJQ#fDSQwu~# g{m

S}Kw,G4SQw+Z{v}]bPxPQw,bGr*Qw&\;YTH0Q

wD}]/w*Qwy!#

B;=v24

#fQwu~

\mQwa{

zITt/`vQw,;sQwZs(4PZd,zIT/@=d{!n(T4Pd

{Nq#

ITTQwxPdC,9QwZjI1rz"MgSJ~(*#

ZQw4PZdDNb1L,zIT5X=U>n/rxgn/!n(,Ti4?V

rj{DQwa{#

!{Qw

1QwQESr}ZxPP1,zITZ“\mQwa{”3fO!{Qw#

XZKNq

g{zZQw}ZxP1!{CQw,G4+T!{Yw.0[}Da{xP,$#

}L

1. !qBPdP;v!n:

v %wU>n/!n(#

v %wxgn/!n(#

2. SQwK%P,!q\mQwa{#

3. !q*!{DQESrxPPDQwa{#
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4. %w!{#

5. %wG#

>}Qw

g{;Yh*3vQwa{,zITS“\mQwa{”3fP+d>}#

}L

1. !qBPdP;v!n:

v %wU>n/!n(#

v %wxgn/!n(#

2. SQwK%P,!q\mQwa{#

3. !q*>}DQwa{#

4. %w>}#

5. %wG#

\mQwi

(}9C“Qwi”0Z,zIT4(M\mB~"wM%wQwi#

hzb)i,zITZU>n/"xgn/M%w!n(T0“(f”r<PaIR=

Q#fDQwu~#

i4Qwi
a)K;i1!iMSi#

XZKNq

zITi4“B~Qwi”"“wQwi”r“%wQwi”0ZODQwi#

yP4Vd=iDQ#fDQw;Zd{iP#

“B~Qwi”"“wQwi”M“%wQwi”0ZT>KwviDBPN}#

m 47. “Qwi”0ZN}

N} hv

{F 8(QwiD{F#

C' 8(4(QwiDC'{#

hv 8(QwiDhv#

^DUZ 8(QwiD^DUZ#

“B~Qwi”"“wQwi”M“%wQwi”0Z$_8a)KBP&\#

m 48. “Qwi”0Z$_8&\

&\ hv

B(i *4(BDQwi,zIT%wB(i# kN

D4(BDQwi#
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m 48. “Qwi”0Z$_8&\ (x)

&\ hv

`- *`-VPQwi,zIT%w`-#kND

`-Qwi#

4F *+Q#fDQw4F=m;QwiP,zI

T%w4F# kND+Q#fDQw4F=m

;iP#

}% *}%Qwir_SQwiP}%Q#fDQ

w,k!q*}%Dn,;s%w}%# kN

D}%ir_SiP}%Q#fDQw#

}L

1. !qBPdP;v!n:

v %wU>n/!n(#

v %wxgn/!n(#

2. !qQw >`-Qw#

3. %w\mi#

4. i4Qwi#

4(BDQwi

zIT4(BDQwi#

}L

1. !qBPdP;v!n:

v %wU>n/!n(#

v %wxgn/!n(#

2. !qQw `-Qw#

3. %w\mi#

4. !q*ZdB4(BiDiDD~P#

5. %wB(i#

6. Z{FVNP,dkBiD(;{F#

7. I!# ZhvVNP,dkhv#

8. %w7(#

`-Qwi

zITTQwiD{FMhvVNxP`-#

}L

1. !qBPdP;v!n:

v %wU>n/!n(#

v %wxgn/!n(#

2. !qQw > `-Qw#

3. %w\mi#
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4. !q*`-Di#

5. %w`-#

6. `-N}:

v Z{FVNPdkB{F#

v ZhvVNPdkBhv#

7. %w7(#

+Q#fDQw4F=m;iP

zIT+Q#fDQw4F=;vr`viP#

}L

1. !qBPdP;v!n:

v %wU>n/!n(#

v %wxgn/!n(#

2. !qQw > `-Qw#

3. %w\mi#

4. !q*4FDQ#fDQw#

5. %w4F#

6. Z“ni”0ZO,!P*+Q#fDQw4F=DiD4!r#

7. %wVdi#

}%ir_SiP}%Q#fDQw

zIT9C}%<jSiP}%Qwr}%Qwi#

XZKNq

S3viP}%Q#fDQw1,Q#fDQw;aS53P>}# Q#fDQw+S

CiP}%,"T/F/Ad{i#

;\+BPiS53P}%:

v B~Qwi

v wQwi

v %wQwi

v d{

}L

1. !qBPdP;v!n:

v %wU>n/!n(#

v %wxgn/!n(#

2. !qQw > `-Qw#

3. %w\mi#

4. !qBPdP;v!n:

v !q*SiP}%DQ#fDQw#
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v !q*}%Di#

5. %w}%#

6. %w7(#
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Z 10 B (FB~MwtT

(}9CB~MwD(FtT,ITT QRadar (#4f6/"T>DU>E"xPQ

w"i4M(f#

ITSU>n/rxgn/!n(OD`v;C4(B~MwD(FtT:

v ZU>n/!n(P,+w;vB~,;s%wi!tT#

v Zxgn/!n(P,+w;vw,;s%wi!tT#

v zITS“Qw”3fP4(r`-B~rwD(FtT#S“Qw”3f4((Ft

T1,;aSNNX(B~rwIzCtT;rK,;a$Hnd“(FB~tT”

0Z#zITSd{444F"3yP'Z]E"#

yhmI(

*4((FtT,zh*P}7DmI(#

zXk_P“C'(eDB~tT”r“C'(eDwtT”mI(#

g{z_P\mmI(,G49IT(}“\m”!n(4(M^D(FtT#

%w\m > }]4 > (FB~tT > r\m > }]4 > (FwtT#

kk\m1xPKT,T7#z_P}7DmI(#

PX|`E",kND IBM Security QRadar SIEM Administration Guide#

(FtT`M

zIT4((FtT`M#

4((FtT1,IT!q4(}rmo=tT`MrFcDtT`M#

(}9C}rmo= (Regex) od,ITSB~rwP'Z]Pi!Gf6/}]#

}g,z4(K;v(f,CZ(fyPZ Oracle ~qwOxPKC'mI(|DDC

'#(fKC'Pm0b)C'|Dm;J'mI(DN}#+G,(#^(T>|

DD5JC'J'rmI(#zIT4(;vCZSU>Pi!KE"D(FtT,

;sZQwM(fP9CKtT#9CK&\*sz+(}rmo= (Regex)#

}rmo=(eK*Cw(FtTDVN#dk}rmo=ods,ITy]P'Z

]TdxPi$#(e(F}rmo=#=1,kqX Java `LoTy(eD}rm

o=fr#

PX|`E",zITND Web Oa)D}rmo=LL#;v(FtTITk`v

}rmo=X*#
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bvB~rw1,+kTCB~rwbTwv}rmo=#=,1=3v}rmo=

#=kP'Z]%d*9#Z;vkB~rwP'Z]%dD}rmo=#=v(K

*i!D}]#

(}9CyZFcD(FtT,ITTVPD}VB~rwtT4PFc,TzIF

ctT#

}g,(}C;v}VtT}Tm;}VtT,IT4(T>YVHDtT#

4(yZ}rmo=D(FtT

zIT4(yZ}rmo=D(FtT,CZ+B~rwP'Z]k}rmo=%

d#

XZKNq

dCyZ}rmo=D(FtT1,“(FB~tT”r“(FwtT”0Z+a)N}#

Bma)K?VN}DN<E"#

m 49. “(FB~tT”0ZN}(}rmo=)

N} hv

bTVN

BtT BtT{;\Gf6/tT(}g,C'{"

4 IP r?j IP)D{F#

kTfr"(fMQwE/bv
ZWNSUB~rw1bv"f"tT#!P

K4!rs,CtT^hx;=bv4ICZ

(f"QwrfrbT#

g{!{!PK4!r,G4?N&C(f"

QwrfrbT1,<aTCtTxPbv#

U>4
g{`vU>4kKB~`X*,G4KVN

+T>“`v”;JT0U>4}#

}rmo=
bGCZSP'Z]Pi!}]D}rmo

=# }rmo=xVs!4#

BP>}T>Ky>}rmo=:

v gSJ~:(.+@[^\.].*\.[a-z]{2,}$)

v URL:(http\://[a-zA-Z0-9\-\.]+\.[a-zA-

Z]{2,3}(/\S*)?$)

v r{:(http[s]?://(.+?)["/?:])

v !c}:([-+]?\d*\.?\d*$)

v {}:([-+]?\d*$)

v IP X7:(\b\d{1,3}\.\d{1,3}\.\d{1,3}\

.\d{1,3}\b)

6qiXk(Z2(EZ#

6qi 6qi+`vV{w*%;%*xP&m# Z

6qiP,V{(};i2(ExPVi#
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m 49. “(FB~tT”0ZN}(}rmo=) (x)

N} hv

QtC
g{!{!PK4!r,G4K(FtT;a

T>ZQw}KwrPDPmP,"R;ay

]P'Z]bvtT#

}L

1. %wU>n/!n(#

2. g{z*Tw==i4B~rw,k%w]#<jT]#w#

3. +w*Cw(FtTy!DB~rw#

4. +w*Cw(FtTDy!DB~#

5. %wi!tT#

6. ZtT`M!q0qP,!PyZ}rmo=!n#

7. dC(FtTN}#

8. %wbTTy]P'Z]bT}rmo=#

9. %w#f#

a{

(FtT+w*;v!nT>ZQw3fOICPDPmP# *ZB~rwPmP|,

(FtT,zXkZ4(Qw1SICPDPmP!q(FtT#

`XEn:

Z 1343D:AQL QwV{.>};

9C Ariel Query Language (AQL) ITS Ariel }]bPDB~"wT0 simarc m

PlwX(VN#

4(yZFcD(FtT

zIT4(;vyZFcD(FtT,CZ+P'Z]k}rmo=%d#

XZKNq

dCyZFcD(FtT1,“(FB~tT”r“(FwtT”0Za)TBN}:

m 50. “(FtT(e”0ZN}(Fc)

N} hv

tT(e

tT{ dkK(FtTD(;{F# BtT{;\G

f6/tT(}gC'{"4 IP r?j IP)

D{F#

hv dkK(FtTDhv#

tTFc(e
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m 50. “(FtT(e”0ZN}(Fc) (x)

N} hv

tT 1
SKPmrP,!q*ZFcP9CDZ;v

tT# !n|(yP}Vf6/tTM}V(

FtT#

z9IT8(X(D}V5# StT 1 Pmr
P,!PC'(e!n#b+T>}VtTN

}#dkX(D}V5#

Kc{
SKPmrP,!q*&CZFcPDy!t

TDKc{# !n|(:

v S

v u

v K

v }

tT 2
SKPmrP,!q*ZFcP9CDZ~v

tT# !n|(yP}Vf6/tTM}V(

FtT#

z9IT8(X(D}V5# StT 1 Pmr
P,!PC'(e!n#b+T>}VtTN

}#dkX(D}V5#

QtC
!PK4!rItCK(FtT#

g{!{!PC4!r,G4K(FtT;a

T>ZB~rwQw}KwrPDPmP,"

R;ay]P'Z]bvB~rwtT#

}L

1. !qBPdP;n:%wU>n/!n(#

2. I!# g{z*Tw==i4B~rw,k%w]#<jT]#w#

3. +w*Cw(FtTy!DB~rw#

4. %wi!tT#

5. Z“tT`M!q”0qP,!PyZFc!n#

6. dC(FtTN}#

7. %wbTTy]P'Z]bT}rmo=#

8. %w#f#

a{

(FtTVZ+w*;v!nT>ZQw3fOICPDPmP# *ZB~rwPmP

|,(FtT,zXkZ4(Qw1SICPDPmP!q(FtT#
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^D(FtT

zIT^D(FtT#

XZKNq

IT9C“(FB~tT”r“(FwtT”0Z4^D(FtT#

BmT(FtTxPKhv#

m 51. (FtT0ZP

P hv

tT{ 8(K(FtTD(;{F#

`M
8(K(FtTD`M#

tThv 8(K(FtTDhv#

U>4`M
8(K(FtTy&CZDU>4`MD{

F#

KPvZ“(FB~tT”0ZOT>#

U>4
8(K(FtTy&CZDU>4#

g{fZ`vkKB~rwX*DU>4,G

4KVN+T>“`v”;JT0U>4}#

KPvZ“(FB~tT”0ZOT>#

mo=
8(K(FtTDmo=# Kmo=S(Ft

T`Mx(:

TZyZ}rmo=D(FtT,KN}8(

*CZSP'Z]Pi!}]D}rmo=#

TZyZFcD(FtT,KN}8(*CZ

4((FtT5DFc#

C'{ 8(4(K(FtTDC'D{F#

QtC 8(GqQtCK(FtT# KVN8( true

r false#

4(UZ 8(K(FtTD4(UZ#

^DUZ 8(K(FtTDn|;N^D1d#

“(FB~tT”MM“(FwtT”$_8a)KBP&\:

m 52. (FtT$_8!n

!n hv

mS %wmSITmSBD(FtT#

`- %w`-ITTy!(FtTxP`-#

4F %w4FIT4Fy!(FtT#

>} %w>}IT>}y!(FtT#
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m 52. (FtT$_8!n (x)

!n hv

tC/{C %wtC/{CITtCr{Cy!PtT,T
cZQw}KwrPDPmPxPbvMi

4#

}L

1. !qBPdP;n:

v %wU>n/!n(#

v %wxgn/!n(#

2. SQwPmrP,!q`-Qw#

3. %w\m(FtT#

4. !q*`-D(FtT,;s%w`-#

5. `-yhN}#

6. I!# g{z`-K}rmo=,k%wbTTy]P'Z]bT}rmo=#

7. %w#f#

4F(FtT

*y]VP(FtT4(BD(FtT,zIT4FVP(FtT,;s^DN}#

}L

1. !qBPdP;n:

v %wU>n/!n(#

v %wxgn/!n(#

2. SQwPmrP,!q`-Qw#

3. %w\m(FtT#

4. !q*4FD(FtT,;s%w4F#

5. `-yhN}#

6. I!# g{z`-K}rmo=,k%wbTTy]P'Z]bT}rmo=#

7. %w#f#

>}(FtT

zIT>}(FtT,0aGC(FtT4kd{(FtT`X*#

}L

1. !qBPdP;n:

v %wU>n/!n(#

v %wxgn/!n(#

2. %wU>n/!n(#

3. SQwPmrP,!q`-Qw#

4. %w\m(FtT#
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5. !q*>}D(FtT,;s%w>}#

6. %wG#
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(}U>n/"xgn/M%w!n(,ITi4M,$fr#

>wbJCZ_Pi4(Ffrr,$(FfrC'G+mI(DC'#

frmI("bBn

g{z_P“i4(Ffr”M“,$(Ffr”C'G+mI(,G4ITi4M\mz

P(CJDxgxrDfr#

*4(l#lbfr,zXkT*ZdP4(frD!n(_P`&D,$(Ffr

mI(# }g,*\;Z“U>n/”!n(P4(l#lbfr,zXk_PU>n/

> ,$(FfrmI(#

PXC'G+mI(D|`E",kND IBM Security QRadar SIEM Administration

Guide#

frEv

frTB~"wr%w4PbT,"RZzcyPbTu~1zIl&#

?ufrPDbT9IT}Cd{9(iMfr# z^h4NNX(3r4(fr,b

Gr*?NmS"`-r>}Bfr1,53<ali@5X5# g{>}r{CKI

m;fr}CDfr,G4+T>/f,"R;a4PNNYw#

*q!1!frDj{Pm,kND IBM Security QRadar SIEM Administration Guide#

fr`p

frV*=v`p,4(FfrMl#fr#

(FfrTB~"wM%w4PbT,TlbxgPDl#n/#

l#lbfrTQ#fDwrB~QwDa{4PbT,w*lbxgPN1"zl

#w?#=D;V=(#

l#lbfrTQ#fDwrB~QwDa{4PbT,w*lbxgPN1"zl

#w?#=D;V=(#Kfr`p|,BPfr`M:l#"P5MP*#

l#frTB~MwDw?xPbTT7(l#n/,}gfZBw?r4*w?

(;;#9Dw?,r_Ts&Zn/4,D1d$HfZYVHd/Dw?)# }

g,zIT4(;ul#fr,CZ+}% 5 VSD=yw?k}%;!1D=yw?

xPHO# g{d/yH,} 40%,G4Kfr+zIl&#

P5frTB~MwDw?4PbT,T7(!Z"HZrsZydCP5r_Z8

(6'ZDn/#P5ITyZyU/DNN}]# }g,IT4(;uP5fr,8

(Og 8 c=Bg 5 c.d;CP 220 vTODM'zG<~qw# Z 221 vM

'z"TG<1,KP5fr+zI/(#
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P*frTB~MwDw?xPbT,Sx7(4PfID>ZT#="zDP*D

?d/#}g,g{J~~qwZg9(#?kk 100 (wzxP(E,;s;;*<

?kk 1,000 (wzxP(E,G4P*fr+zI/(#

fr`M

PDV;,`MDfr;B~"w"+2M%w#

B~fr

B~&mwT51==&mB~1,B~fr+Tb)B~4PbT#zIT4(B

~fr,CZlb%vB~(Z3)tTZ)rB~rP# }g,g{*`SxgP;

I&DG<"T"CJ`(wzr_fsxPx8DllB~,G4IT4(B~f

r# B~fr4(%ww*l&.V#{#

wfr

QFlow Collector T51==&mw1,wfr+Tb)w4PbT# zIT4(wf

r,CZlb%vw(Z3)tTZ)rwrP# wfr4(%ww*l&.V#{#

+2fr

+2frCZTB~MwG<y2PDVN4PbT#}g,zIT4(+2frT

lb_PX(4 IP X7DB~Mw#+2fr4(%ww*l&.V#{#

%wfr

v1T%wxPK|D(}g,mSKBB~r_53wH%wTxPX@)1,%

wfrEa&m%w# %wfr(}gSJ~"M(*w*l&.V#{#

fru~

?ufr<I\|,/}"9(irbT#

hz/},zIT9C9(iMd{fr44(`B~"`wr`%w/}#IT9

C'V<{Kc{(}g OR M AND)D/}4,Sfr# }g,g{*,SB~f

r,G4ITZB~kBPNb/+?fr/}%dG9C#

9(iG;,l&Dfr,Cw`ufrPD+2d?,r_CZ9(*Zd{fr

P9CD4Sfrr_-# zIT+;ibT#f*9(i,Tckd{/}dO9

C# hz9(i,ITZd{frP4CX(DfrbT# }g,IT#f;vdP

|,xgPyPJ~~qwD IP X7D9(i,;s9CC9(iSd{frPE}

b)J~~qw# a)K1!9(iw*<r,z&Cy]xghsTb)9(ixP

4iM`-#

":1!ivB,40k9(i# (efrTcT9(ixP9(#

*q!9(iDj{Pm,kND IBM Security QRadar SIEM Administration Guide#

ITTB~"wr%wDtT(}g4 IP X7"B~OXTrB~JVv)KPbT#

164 QRadar C'8O



frl&

zcfru~1,frITzI;vr`vl&#

frITzIBPdP;vr`vl&:

v 4(%w#

v "MgSJ~#

v Z“Gme”&\?~OzI53(*#

v r}C/mS}]#

v r}C}]/OmS}]#

v Tb?53zIl&#

v rITZfrbTP9CD}C}]/OmS}]#

v KP(FYwE>Tl&B~#

}C}]/O`M

XkH9C|nPgf (CLI) 4(}C}]/O,;sE\+frl&dC*r}C}

]/O"M}]# QRadar 'VBP}]/O`M:

}C/ bG;iIzTxgP"zDB~MwD*X,}g IP X7rC'{DPm#

}C3d

}]f"ZG<P,s_+|3d=5# }g,*X*xgPDC'n/,z

IT4(;v9C Username N}w*|,R9CC'D Global ID w*5D
}C3d#

/OD}C3d

}]f"ZG<P,s_+|3d=`v5# }g,*bTT3n({ZhD

CJ(,k9C Patent ID D(FB~tTw*|,"9C Username N}w
*5# 9C/O3d4ndZ(C'Pm#

3dD}C3d

}]f"ZG<P,CG<+;v|3d=m;v|,s;v|SE3d=%

v5# }g,*Txgxm%}xPbT,zIT4(3dD3d# 9C

Source IP N}w*Z;v|,9C Application N}w*Z~v|,"9C
Total Bytes N}w*5#

}Cm Z}CmP,}]f"ZmP,bvm+;v|3d=m;v|,s;v|S

E3d=%v5# TZZ~v|,8(K`M# K3d`FZ}]bm,Cm

PD?vP<k3V`M`X*# }g,zIT4(;v}Cm,bvmf"

K Username N}w*Z;v|,_P`v(|(TZb)(|,8(KC'(
eD`M,}g IP `M),"9C Source IP r Source Port N}w*5#

zITdCfrl&,TmSKmP(eD;vr`v|# mb,9ITrf

rl&mS(F5# (F5XkT(|D`MP'#

":PX}C/M}C}]/ODE",kNDz7D6\m8O7#

i4fr

zITi4frDj8E",|(bT"9(iMl&#
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*<.0

y]C'G+mI(,zITS%w"U>n/rxgn/!n(CJfr3f#

PXC'G+mI(D|`E",kND IBM Security QRadar SIEM Administration

Guide#

XZKNq

“fr”3fT>|,fr0dX*N}DPm#*iRz#{r*"i4dj8E"

Dfr,IT9C$_8OD“i”PmrrQwfrVN#

}L

1. !qBPdP;v!n:

v %w%w!n(,;sZ<=K%O%wfr#

v %wU>n/!n(,;sS$_8ODfrPmrP!qfr#

v %wxgn/!n(,;sS$_8ODfrPmrP!qfr#

2. ST>PmrP,!qfr#

3. +w*i4Dfr#

4. i4frj8E"#

a{

g{z_Pi4(FfrmI(,+;P,$(FfrmI(,G4+T>fr**

3f,"Rfr;I`-# g{z_P,$(FfrmI(,G4+T>frbTQ;

`-w3f# zITi4"`-frj8E"#

4(fr

fry]frbTu~4@@+kD}],TcS53PzIl&#frDu~{O

1,IT4P`nYw#}g,zIdC53TfrDl&,b|(zI%w""M

gSJ~"t/(h"mSN<}]r_a_r5MOXT.`D5#

*<.0

*4(Bfr,zXk_P%w > ,$(FfrmI(#

XZKNq

(efrbT1,k4&mQwD==&mfr,"!I\kTn!D}]4Pb

T#TK==4PbTPzZa_frbTT\,"7#;a4(I>_:Dfr#

*KE/T\,kTuYfrbTy@@}]Dce`pkV#}g,kTkTX(

U>4`M"xg;C"w4rOBDDfrbT(R2L"L2R M L2L)kV#z4P

DNNPH6pbTI\|( IP X7"KZw?rNNd{`X*DbT#k+P'

Z]bTM}rmo=bTCwnsDfrbT#

s?VfrbT@@%vu~,}gN<}]/OPGqfZ3v*X,r_kTB

~DtT4bT3v5#TZ4SHO,zI(}9(xP WHERE Sdu~D Ariel

i/oT (AQL) i/4bTB~fr#zI9CyPD WHERE Sd/}4`44S
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u~,byM;h*KPm`%@DbT#}g,9C AQL WHERE Sd4liGq

TN</zYKk> SSL r Web w?#

}L

1. Z%w"U>n/rxgn/!n(P,%wfr#

2. SYwPmP,!qfr`M#

?Vfr`M<T51==T4T;,44D+k}]4PbT#}g,B~fr

bT+kU>4}],x%wfrbT%wN}T%"|`l&#

3. Z“frbTQ;`-w”3fOD“fr”0qP,Z&CD>rPdk*TKfr

8(D(;{F#

4. SPmrP,!q>Xr+V#

V?fr+B~Mw"M=V?B~&mwT%"fr#bG1!Yw#

+Vfr+B~Mw"M=PkB~&mw,bI\a5MXF(DT\#XF(

OD(Ffr}f (CRE) zYB~%dn,b)%dnI?pPD?(\\wza

)#(";j{%dnr_h*|BF}w1,?(\\wz<rXF(OD CRE

"M|B#1{ufrd* true 1,XF(+%"frl&#

PXV?M+VfrbTD|`E",kND IBM Security QRadar SIEM Admin-

istration Guide#

5. SbTiPmP,!q;vr`v*mS=KfrDbT#CRE +43rpP@@

frbT#4,H@@Z;nbT,KbTI&1,Y@@B;P,1Ao=ns

;nbT*9#

TZBDB~fr,g{!P1B~kK AQL }Kwi/%d1bT,kZdk
AQL }Kwi/D>rPdk AQL WHERE Sdi/#

KbPXkT4lb=DB~9CfrD|`E":

TBfrbTI%@%",+G;ay]`,frbTQ;PDsxfrbTI!

P/#

v 1;Vr`VU>4`M-}K1d(TkF)T^(lb=B~1

v 1;vr`vU>4-}K1d(TkF)T^(lb=B~1

v 1;vr`vU>4i-}K1d(TkF)T^(lb=B~1

+kB~;a$nb)frbT,D*1ZdCDX(1ddtZ4vVX(B~

DivB$nb)frbT#QRadar 9C;v[lLrNq(Zi/n|;NvV

3;B~D1d(ONvV1d),"kT?vU>4f"CB~Db;1d#1

ONvV1dk101d``,vfrPdCD1d(TkF)1%"Kfr#

6. *+dCDfr<v*9(i,Tckd{frdO9C,k%w<v*9(i#

9(iG;PNNl&DfrbTDS/#zI+9(ikqIITZd{frP

9CDfrbTDI4C/O#;v#{D>}G,Z“BB:wz(e”9(iPn

d~qwX7#;s,\m1IT4X(~qw`M(}g VPN ~qw"J~~q

wr LDAP ~qw)4E}r|(frbT#

7. Z“frl&”3fO,dC#{KfrzIDl&#
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frl&GyPfrbTy* true 1,QRadar h84PDYw#frd* true 1,

frl&(}ggSJ~"53U>{"M*"B~)Z&mwOkTV?fr"

z,"ZXF(OkT+Vfr"z#

`XEn:

Z 1763D:“frl&”3fN};

dC“frl&”3fDN},T8(z#{ IBM Security QRadar gNZfr%"1

vvl&#
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*<.0

*4(BDl#lbfr,zXkzcBPhs:

v _P“,$(Ffr”mI(#

v 4PViQw#

4PViQw"#fQwu~s,+T>l#lb!n#

XZKNq

zXk_P`&DG+mI(E\4(l#lbfr#

*ZU>n/!n(O4(l#lbfr,zXk_PU>n/,$(FfrG+m

I(#

*Zxgn/!n(O4(l#lbfr,zXk_Pxg,$(FfrG+mI

(#

l#lbfr9CCfryyZDQ#fQwu~PDyPViM}Ku~,+;9

CQwu~PDNN1d6'#
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TrbTQ;mSbT# bTQ;PXkAY|,;v“[}tT”bT#

1!ivB,%@XbTwv [i] D [y![}tT] 5!nZ“frbTQ;`-w

”3fO&Z!P4,#

b+<Bl#lbfrT?vB~irwiDy![}tTxP%@bT#}g,g

{y![}5* UniqueCount(sourceIP),G4Kfr+T?vB~irwiD?v(
;4 IP X7xPbT#

%@XbT?v [i] D [y![}tT] 5!nG/,D# [y![}tT] 5!vZ
z*1!bTQ;DK[}tTbTVN!qD!n# [i] 5!vZQ#fDQwu~
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3. SfrK%P,!q*4(Dfr`M# !n|(:

v mSl#fr

v mSP5fr

v mSP*fr

4. DA“fr”r<ODi\TD># %wB;=# Q!PzH0!qDfr#
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6. ZkZK&dkfr{FVNP,dk*VdxKfrD(;{F#

7. *rfrmSbT,kjIBP=h:
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NPdk*}KDD>#

b. S“bTi”PmrP,!q*mS=KfrDbT`M#

c. TZ*mS=frD?vbT,!PCbTT_D + {E#

d. I!# *+3vbTj6*QE}DbT,kZ“fr”0qPCbTD*7?
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N};
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2. Z<=K%P,%wfr#
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4. !q*>}Dfr#
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8. I!# *|DBiD;C,k%wBi,"+D~PO/=<=wPDB;C#

+nVdxi
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3. %wi#
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5. %w`-#
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v {F - kdk*VdxBiD(;{F# {F$HIo 255 vV{#

v hv - kdk*VdxbviDhv# hv$HIo 255 vV{#

7. %w7(#

8. I!# *|DCiD;C,k%wBi,"+D~PO/=<=wPDB;C#

+n4F=m;iP

zIT+frr9(iS;vi4F=d{iP#

}L

1. %w%w!n(#

2. Z<=K%P,%wfr#

3. %wi#
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3. %wi#
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3. %wi#
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XZKNq
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“fr”3fN}
T“fr”3fODN}Dhv#

Q?pDfrDPma)K?ufrDTBE":

m 53. “fr”3fN}

N} hv

fr{ T>fr{F#

i T>KfryVd=Di#PXiD|`E

",kNDfri\m#

fr`p T>frDfr`p# !n|(“(Ffr”M“

l#lbfr”#

fr`M T>fr`M#

fr`M|(:

v B~

v w

v +2

v %w

v l#

v P5

v P*

PXfr`MD|`E",kNDfr`M#

QtC 8>GQtC9GQ{CKfr#PXtCM

{CfrD|`E",kNDtCM{Cf

r#

l& T>frl&(g{P)# frl&|(:

v VIBB~

v gSJ~

v U>(*

v SNMP

v }C/

v }C}]

v IF-MAP l&

PXfrl&D|`E",kNDfrl&#

B~/wF} T>Kfr<Bzz%w1,kKfrX*D

B~rwD}?#

%wF} T>IKfrzID%w}#

44 T>KfrG1!fr(53)9G(Ffr

(C')#

4(UZ 8(KfrD4(UZM1d#

^DUZ 8(KfrD^DUZM1d#
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“fr”3f$_8
zIT9C“fr”3f$_84T>fr"9(iri# zIT\mfri"&mf

r#

“fr”3f$_8a)KBP&\:

m 54. “fr”3f$_8D&\

&\ hv

T> ZKPmrP,k!qG*ZfrPmPT>

fr9G9(i#

i ZKPmrP,k!q*ZfrPmPT>D

fri#

i %wiIT\mfri#

Yw %wYw"!qBPdP;v!n:

v B(B~fr - !qK!nIT4(BDB

~fr#

v B(wfr - !qK!nIT4(BDwf

r#

v B(+2fr - !qK!nIT4(BD+

2fr#

v B(%wfr - !qK!nIT4(BD%

wfr#

v tC/{C - !qK!nITtCr{Cy!

fr#

v 4F - !qK!nIT4Fy!fr#

v `- - !qK!nIT`-y!fr#

v >} - !qK!nIT>}y!fr#

v Vdi - !qK!nIT+y!frVd=

fri#

9-fr %w9-frIT+-}^DD53fr9-

*1!5# z%w9-fr1,+T>7O0

Z# 9-fr1,+@C}%H0DyP^

D#

*9-fr",$^DsDf>,k4FKf

r,"T^DsDfr9C9-fr!n#
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m 54. “fr”3f$_8D&\ (x)

&\ hv

Qwfr kZQwfrVNPdkQwu~,;s%w

Qwfr<j,r_4|LOD Enter |# y

PzcQwu~Dfr<+T>ZfrPm

P#

+QwBPN}TiRQwu~D%dn:

v fr{

v fr(hv)

v 8"

v l&

“Qwfr”&\+"TiR1SD>V{.%

dn# g{R;=NN%dn,G4“Qwfr

”&\+"TiR}rmo= (regex) %dn#

“frl&”3fN}
dC“frl&”3fDN},T8(z#{ IBM Security QRadar gNZfr%"1v

vl&#

":9( AQL i/1,g{+|,%}EDD>SNND54F3y= IBM Secu-

rity QRadar P,G4+^(bvKi/#d(=(*I+KD>3y= QRadar P,

"XBdk%}E,r_ITS IBM Knowledge Center 4F3yKD>#

Bma)K“frl&”3fN}#

m 55. B~"wM+2frl&3fN}

N} hv

TB~mS"M g{*TKB~mS"M,k!PK4!r,"dk*TKB

~mSD"M#

*zlb=DB~
!PK4!rIT9}#ivB"M= Magistrate i~DB~

?F"M= Ariel }]b,TCZ(frQw#*zDB~+

4kf"w,"F}frbT#

KB~;aT>Z%w!n(P#

VIBB~
g{!PK4!r,G4}VI-<B~rwTb,G49+

VIBB~,"RBB~+q53PDyPd{B~;yxP

&m#

g{!PK4!r,G4}VI-<B~Tb,9+VIBB

~,"RBB~+q53PDyPd{B~;yxP&m#

!PK4!rs,+T>VIBB~N}# 1!ivB,K4

!r&Z4!P4,#

B~{F
kdk*Z%w!n(PT>DB~(;{F#
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m 55. B~"wM+2frl&3fN} (x)

N} hv

B~hv kdkB~hv# Khv+T>ZB~j8E"D“"M”0q

P#

OXT ZKPmrP,k!qB~OXT# 6'* 0(nM)= 10

(n_),R1!5* 0#OXT+T>ZB~j8E"D“"

M”0qP#

IET ZKPmrP,k!qB~IET# 6'* 0(nM)= 10

(n_),R1!5* 10# IET+T>ZB~j8E"D

“"M”0qP#

`XT ZKPmrP,k!qB~`XT# 6'* 0(nM)= 10

(n_),R1!5* 10# `XT+T>ZB~j8E"D

“"M”0qP#

_6p`p ZKPmrP,k!q&mB~1*CKfr9CD_6pB

~`p#

M6p`p ZKPmrP,k!q&mB~1*CKfr9CDM6pB

~`p#

TK%wmS"M *TK%wmS"M,k!PK4!r"dk"M#

gSJ~ !PK4!rITT>gSJ~!n#

":*|DgSJ~oT73hC,kZ\m!n(O!q5

3hC#

dk*(*DgSJ~X7 kdkKfrzI(*1*+d"M=DgSJ~X7# 9C

:EITVt`vgSJ~X7#

!qB~/wgSJ~#e *KfrDX*gSJ~!qgSJ~#e#PXdC(Fg

SJ~(*D|`E",kND IBM Security QRadar SIEM

Administration Guide#

SNMP ]e
v1Z53hCPdCK“SNMP hC”N}1,EaT>KN

}#

!PK4!r+9Kfr\;"M SNMP (*(]e)#

SNMP ]edv|,I MIB (eD531d"]e OID M

(*}]#

"M=>X53U>
g{*Z>XG<B~rw,k!PK4!r#

1!ivB,K4!r&Z4!P4,#

":;Pf6/B~E\T>X==G<Zh8O# g{*"

M-<B~}],G4Xk9C“"M=*"?j”!n+C}

]"M=6L53U>wz#

"M=*"?j
g{*Z*"?jPG<B~rw,k!PK4!r#*"?

jG)&L53,}g SIEM">%"Er(/53#!PK4

!rs,+T>*"?jPm# kT*rd"MKB~rwD

*"?j!PK4!r#

*mS"`-r>}*"?j,k%w\m?j4S#
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m 55. B~"wM+2frl&3fN} (x)

N} hv
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g{z#{w*KfrDa{zIDB~T>Z“Gme”!n

(D“53(*”nP,k!PK4!r#

g{tCK(*,kdCl&^FwN}#

mS=}C/
g{z#{w*KfrDa{zIDB~r}C/mS}],

k!PK4!r#

*r}C/mS}],kjIBP=h:

1. 9CZ;vPmr!q*mSD}]#!n|(yPf6

/r(F}]#

2. 9CZ~vPmr!q*+8(}]mS=D}C/#

mS=}C/frl&a)KBP&\:

"B %w"BIT"BZ;vPmr,T7#PmnB#

dC}C/

%wdC}C/ITdC}C/# v1z_P\mm

I(1,K!nEIC#

mS=}C}]
XkH9C|nPgf (CLI) 4(}C}]/O,;sE\9

CKfrl&# PXgN4(M9C}C}]/OD|`E

",kNDz7D6\m8O7#

g{z#{w*KfrDa{zIDB~mS=}C}]/

O,k!PK4!r# !PK4!rs,k!qBPdP;v

!n:

mS=}C3d

!qK!nI+}]"M=“%v|/`v5”TD/

O# zXk!q}]G<D|M5,;s!q*+}

]G<mS=D}C3d#

mS=/OD}C3d

!qK!nI+}]"M=“|/%v5”TD/O# z

Xk!q}]G<D|M5,;s!q*+}]G<

mS=D/O}C3d#

mS=3dD}C3d

!qK!nI+}]"M=“`v|/%v5”TD/

O# Xk@N!qZ;v3dD|"Z~v3dD|

T0}]G<D5# mb,9Xk!q*+}]G<

mS=D3d}C3d#

mS=}Cm

!qK!nI+}]"M=“`v|/%v5”TD/

O,ZK/OP,T(|8(K`M# k!q*+}

]mS=D}Cm,;s!qw|# *}]G<!q

Z?|((|)0d5#
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m 55. B~"wM+2frl&3fN} (x)

N} hv

4P(FYw zIT`4E>T4PX(Yw,Sxl&xgB~#}g,

zIT`4E>T4(CZh9xgPDX(4 IP X7l&X

4G<JOD@p=fr#

!PK4!r,;sS*4PD(FYwPmP!q(FY

w#

(}9C\m!n(OD(eYw<j,zITmSMdC(

FYw#

Z IF-MAP ~qwO"< g{Z53hCPdC"?pK IF-MAP N},k!qK!

n,T"<PX IF-MAP ~qwDB~E"#

l&^Fw !PK4!rs,IT9CPmr4dCzZ{KfrxPl

&D5J#

tCfr !PK4!rITtCKfr#

Bma)Kfr`M*“%w”1D“frl&”3fN}#

m 56. “%wfrl&”3fN}

N} hv

Tlb=D%wxP|{/mS

"M

!PK4!rITT>“{F”!n#

B%w{F kdk*TK%w8(D{F#

%w"M kdk*Z“%w”!n(PT>D%w"M#

%w{F k!qBPdP;v!n:

KE"&CmS=%w{FP

g{z#{+B~{FE"mS=%w{FP,k!

qK!n#

KE"&ChCrf;%w{F

g{z#{+dCDB~{FCw%w{F,k!q

K!n#

gSJ~ !PK4!rITT>gSJ~!n#

":*|DgSJ~oT73hC,kZ\m!n(O!q5

3hC#

dk*(*DgSJ~X7 kdkKB~zI(*1*+d"M=DgSJ~X7# 9C

:EITVt`vgSJ~X7#

SNMP ]e v1Z53hCPdCK“SNMP hC”N}1,EaT>KN

}#

!PK4!r+9Kfr\;"M SNMP (*(]e)# T

Z%wfr,SNMP ]edv|,I MIB (eD531d"

]e OID M(*}]#
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m 56. “%wfrl&”3fN} (x)

N} hv

"M=*"?j g{*Z*"?jPG<B~rw,k!PK4!r#*"?

jG)&L53,}g SIEM">%"Er(/53#!PK4
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*"?j!PK4!r#
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Z IF-MAP ~qwO"< g{Z53hCPdC"?pK IF-MAP N},k!qK!

n,T"<PX IF-MAP ~qwD%wE"#

l&^Fw !PK4!rs,IT9CPmr4dCzZ{KfrxPl

&D5J#

tCfr !PK4!rITtCKfr# 1!ivB,K4!r&Z!
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m 57. “l#lbfrl&”3fN}
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B,K4!r&Z!P4,"R^(!{!P#

B~{F kdk*Z“%w”!n(PT>DB~(;{F#

B~hv kdkB~hv# Khv+T>ZB~j8E"D“"M”0q

P#

%w|{ k!qBPdP;v!n:

KE"&CmS=`X*%wD{FP

g{z#{+B~{FE"mS=%w{FP,k!

qK!n#

KE"&ChCrf;`X*%wD{F

g{z#{+dCDB~{FCw%w{F,k!q

K!n#

":f;%w{F.s,{F|DZXU%w.sE

az'#}g,g{3n%wk`nfr`X*,"

Rns;NB~4%"dC*2G%w{FDfr,

G4ns;NB~;a|BK%w{F#%w{F+

D*#t2GfryhCD{F#

KE";&mS=`X*%wD{FP

g{z;#{+B~{FE"mS=%w{FP,k

!PK!n#

OXT 6'* 0(nM)= 10(n_),R1!5* 5#OXT+T

>ZB~j8E"D“"M”0qP#

IET zIT9CPmr4!qB~DIET# 6'* 0(nM)=

10(n_),R1!5* 5#IET+T>ZB~j8E"D“

"M”0qP#
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m 57. “l#lbfrl&”3fN} (x)
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~`p#

M6p`p ZKPmrP,k!q&mB~1*CKfr9CDM6pB
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7#VIDB~G%wDiI
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T>D!ngBy>:

T%w`Fw}D@]

8(B%wyZB~{F# 1!ivB,KN}&Z

tC4,#

+“B~{F”SVZ*< X kZlb=DB~|(Z%wP
!PK4!r,"dkz#{Z%w!n(O|,4

PQlb=DB~rwDk}#

gSJ~ !PK4!rITT>gSJ~!n#

":*|DgSJ~oT73hC,kZ\m!n(O!q5

3hC#

dk*(*DgSJ~X7 kdkKfrzI(*1*+d"M=DgSJ~X7# 9C

:EITVt`vgSJ~X7#

!qB~gSJ~#e *KfrDX*gSJ~!qgSJ~#e#PXdC(Fg

SJ~(*D|`E",kND IBM Security QRadar Admin-
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(* g{z#{w*KfrDa{zIDB~T>ZGme!n(

D“53(*”nP,k!PK4!r# g{tCK(*,kd

Cl&^FwN}#

"M=>X53U> g{*Z>XG<B~rw,k!PK4!r#1!ivB,

K4!r&Z4!P4,#

":;Pf6/B~E\T>X==G<Z QRadar h8O#
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m 57. “l#lbfrl&”3fN} (x)

N} hv

mS=}C/ g{z#{w*KfrDa{zIDB~r}C/mS}],

k!PK4!r#

*r}C/mS}],kjIBP=h:

1. 9CZ;vPmr!q*mSD}]#!n|(yPf6

/r(F}]#

2. 9CZ~vPmr!q*+8(}]mS=D}C/#

mS=}C/frl&a)KBP&\:

"B %w"BIT"BZ;vPmr,T7#PmnB#

dC}C/

%wdC}C/ITdC}C/# v1z_P\mm

I(1,K!nEIC#

mS=}C}]
XkH9C|nPgf (CLI) 4(}C}]/O,;sE\9

CKfrl&# PXgN4(M9C}C}]/OD|`E

",kNDz7D6\m8O7#

g{z#{w*KfrDa{zIDB~mS=}C}]/

O,k!PK4!r# !PK4!rs,k!qBPdP;v

!n:

mS=}C3d

!qK!nI+}]"M=“%v|/`v5”TD/

O# zXk!q}]G<D|M5,;s!q*+}

]G<mS=D}C3d#

mS=/OD}C3d

!qK!nI+}]"M=“|/%v5”TD/O# z

Xk!q}]G<D|M5,;s!q*+}]G<

mS=D/O}C3d#

mS=3dD}C3d

!qK!nI+}]"M=“`v|/%v5”TD/

O# Xk@N!qZ;v3dD|"Z~v3dD|

T0}]G<D5# mb,9Xk!q*+}]G<

mS=D3d}C3d#

mS=}Cm

!qK!nI+}]"M=“`v|/%v5”TD/

O,ZK/OP,T(|8(K`M# k!q*+}

]mS=D}Cm,;s!qw|# *}]G<!q

Z?|((|)0d5#
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m 57. “l#lbfrl&”3fN} (x)

N} hv

4P(FYw zIT`4E>T4PX(Yw,Sxl&xgB~#}g,

zIT`4E>T4(CZh9xgPDX(4 IP X7l&X

4G<JOD@p=fr#

!PK4!r,;sS*4PD(FYwPmP!q(FY

w#

(}9C\m!n(OD(eYw<j,zITmSMdC(

FYw#

Z IF-MAP ~qwO"< g{Z53hCPdC"?pK IF-MAP N},k!qK!

n,T"<PX IF-MAP ~qwD%wE"#

l&^Fw !PK4!rs,IT9CPmr4dCzZ{KfrxPl

&D5J#

tCfr !PK4!rITtCKfr# 1!ivB,K4!r&Z!

P4,#

SNMP (*I\`FZ:

"Wed Sep 28 12:20:57 GMT 2005, Custom Rule Engine Notification -
Rule 'SNMPTRAPTst' Fired. 172.16.20.98:0 -> 172.16.60.75:0 1, Event Name:
ICMP Destination Unreachable Communication with Destination Host is
Administratively Prohibited, QID: 1000156, Category: 1014, Notes:
Offense description"

53U>dvI\`FZ:

Sep 28 12:39:01 localhost.localdomain ECS:
Rule 'Name of Rule' Fired: 172.16.60.219:12642
-> 172.16.210.126:6666 6, Event Name: SCAN SYN FIN, QID:
1000398, Category: 1011, Notes: Event description

`XNq:

Z 1663D:4(fr;

fry]frbTu~4@@+kD}],TcS53PzIl&#frDu~{O

1,IT4P`nYw#}g,zIdC53TfrDl&,b|(zI%w""M

gSJ~"t/(h"mSN<}]r_a_r5MOXT.`D5#
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Z 12 B z7X*

9Cz7X*I(}(Ffr}f (CRE) KP}%DB~Mw,Tj6Q"zD~2r

2+B~#

^F: z;\Z IBM Security QRadar Log Manager P9Cz7X*#PX IBM Secu-

rity QRadar SIEM k IBM Security QRadar Log Manager .dDnlD|`E",k

ND Z 53D:2+i(z7PD&\;#

1!ivB,IBM Security QRadar SIEM ?pTS|51D==VvSU>4Mw4

U/DE"# 9Cz7X*,zIT4*<1drh81dxPX*#*<1dG

QRadar U=B~D1d#h81dGZh8O"zB~D1d#

z7X*ZTBivP\PC:

Vvz?}]

g{+}]Iz0k= QRadar ?p,G4IT9Cz7X*y]51U/D

}]4X*}]#}g,*\bT\Z}#*51dB5,ITZ?mg9S

`vU>40kB~#zIT9CX*}]4h81dX*}],Ti4}%

24 !1Z"zDxgB~rP#

bTBfr

zITKPz7X*4bTBfr#}g,zD3v~qwn|b=BDqb

m~D%w,xz;PkTCqbm~DMwfr#zIT4(*kTCqb

m~bTDfr#rK,g{Z%w1hCKfr,zIT9Cz7X*y]

z7}]lifr,Ti4CfrGqa%"l&#,yX,zIT9Cz7

X*47(%wWN"zD1dr%wD5J#zITLxw{fr,;s+

|Fkzz73#

XVQ*'re}D%w

g{zD53r*#Krd{-rx*'%w,G4zIT(}TZGN1d

xkDB~MwKPz7X*4XV%w#

6pH0~XD~2

KbPXnB2+~2DE"s,zIT9Cz7X*46pQ"z+P4%

"B~DxgB~#zITlYbTQp&zyZi/D53r}]D~2#

z7X*Ev

zIdCz7X*E*D~,T8(*VvDz7}]T0CZ4PbTDfr/#

%"fr1,+4(%w#zIVdC%w,TxPwiM9H#

}]!q

E*D~9C#fDQw4U/*ZKPP9CDz7B~Mw}]#k7#zD2

+E*D~Z(i4*|(Zz7X*KPPDB~Mw#
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fr!qM&m

QRadar XF(vy]z7X*E*D~P8(Dfr4&m}]#

B~MwP,1fZD+2frbT}]#zXk_P,1i4B~MwDmI(,

;sE\++2frmSAE*D~#E*D~I^(,1i4B~MwDC'xP

`-1,+SKE*D~PT/}%+2fr#

zITZz7X*E*D~P|,Q{CDfr#KE*D~KP1,Q{CDfr

+y]+kB~MwxP@@#g{%"Cfr,"RfrYwGzI%w,G4+

4(C%w,49Cfr&Z{C4,2GgK#*K\bzz;X*DIE,Zz

7X*Zd+vTfrl&,}g(fzIMJ~(*#

IZz7X*&m"zZ%v;C,rKa+E*D~P|,DfrS*+Vfr#

&m;a+frS>X|D*+V,+Zz7X*KPZdTCfrD&mg,dG

+Vfr;y#3)fr(gP4,fr)I\;akdZ>XB~&mwOKPD

#fX*P;y%"`,l&#}g,3v>XP4,frCZzY,;C'{Z 5 V

SZDeN'\G<,CfrDP*==Z#fX*Mz7X*KPB;,#Z#f

X*B,C>Xfr,$;vF}w,CZG<?v>XB~&mwU=D'\G<

N}#Zz7X*P,CfrkT{v QRadar 53,$%vF}w#ZKivB,`

HZ#fX*KP,I\aT;,==4(%w#

%w4(

v1%"fr"RfrYw8(Xk4(%w1,z7X*KPEa4(%w#z7

X*KPH;amS=51%wP,2;amS=ZgZz7X*KPP4(D%

w,499CK,;E*D~2GgK#

z7X*KPI4(Dns%w}* 100#Z=oC^F1,z7X*KP+#9#

Z4i51%wD,1,zITZ“~2M2+T`S”GmeM%w!n(Oi4z

7%w#

4(z7X*E*D~

4(z7X*E*D~T(}(Ffr}f (CRE) XBKP}%DB~Mw#KE*D

~|,*ZKPZd9CD}]/MfrD`XE"#

^F: z;\Z IBM Security QRadar SIEM P4(z7E*D~#;\Z IBM Secu-

rity QRadar Log Manager P4(z7E*D~#

*<.0

B~MwP,1fZD+2frbT}]#zXk_P,1i4B~MwDmI(,

;sE\++2frmSAE*D~#E*D~I^(,1i4B~MwDC'xP

`-1,+SKE*D~PT/}%+2fr#

XZKNq

zIT+E*D~dC*(}*<1drh81dxPX*#*<1dGB~=oB

~U/wD1d#h81dGZh8O"zB~D1d#B~ITZ*<1drh8

1dxPX*# w;\Z*<1dxPX*#
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zITZE*D~P|(Q{CDfr#Q{CDfrZfrPmPTfr{FsD

(Q{C)m>#

z7X*KPH;amS=51%wP,2;amS=ZgZz7X*KPP4(D

%w,499CK,;E*D~2GgK#

}L

1. r*“z7X*”T0r#

v ZU>n/!n(O,%wYw > z7X*#

v Zxgn/!n(O,%wYw > z7X*#

v Z%w!n(O,%wfr > Yw > z7X*#

2. %wmS,;s!qB~E*D~rwE*D~#

3. dkE*D~D{F"!q#fDQw# z;\9CGc\DQ#fQw#

4. Zfr!n(O,!q*Tz7}]KPDfr,;s!qX*1d#

g{z!PK9CyPQtCDfr4!r,G4z;\ZE*D~P|(Q{C

Dfr#g{z*ZE*D~P,1|(QtCMQ{CDfr,G4XkVpS

frPmP!q|G,;s%wmSy!n#

5. ZwH!n(P,dky#fQwD1d6',;sh(E*D~wHhC#

6. Z**!n(O,4sdC"!qGq"4KPE*D~#

7. %w#f#

+E*D~EkSPPTH}&m# yZwHDQESE*D~EHZV/KP#

i4z7X*KPD`XE"

i4z7X*E*D~Dz7G<,Ti4PXCE*D~D}yKPivDE"#

zITi4KPZd4(D%wPm,T0kE*D~PQ%"Dfr%dDB~r

wD?<#zITi4QSkSP"}ZKP"QjI"QjI+"zmsT0Q!

{Dz7X*KPDz7G<#

XZKNq

kTKPZd*?v(;D4 IP X7%"D?uG<,+4(z7X*?<,494

4(%w2GgK#K?<|,j+r?V%dy%"frDB~rw#

z;\S QRadar 1S9(PXz7X*}]D(f#g{z*9CZ}=Lr49(

(f,G4zIT<v QRadar PD}]#

}L

1. r*“z7X*”T0r#

v ZU>n/!n(O,%wYw > z7X*#

v Zxgn/!n(O,%wYw > z7X*#

v Z%w!n(O,%wfr > Yw > z7X*#

2. !q3vE*D~,;s%wi4z7G<#

a. g{z7X*KP4,*QjI"R%wF}* 0,G4E*D~fr4%"N

N%w#
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b. g{z7X*KP4(K%w,G4kZ%wF}PP%w4S,Ti4y4

(D%wDPm# g{v4(K;N%w,G4+T>%w**#

3. Z?<PP,%w4STi4j+r?V%dE*D~frDB~DPm#

B~PmP*<1dPm> QRadar SUB~D1d#

4. %wXU#
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Z 13 B X-Force Threat Intelligence )D4/I

IBM Security X-Force Threat Intelligence )D4a)1Zqb IP X7M URL DnB

Pm#KE"ITO"=fr"%wMB~P,"ITZxg73PNN;<n/~

2xgH(T.06pb)n/#

zXk_P QRadar mI$)9E\+ X-Force Threat Intelligence )D4k QRadar d

O9C#

T X-Force Threat Intelligence )D4PDZ]8(K~2@V,zIT9CC@V4

oz.V(}KZ]yyFDB~M%wDEH6#4Tb)i(4D}]+T/O

"= QRadar X*MVv&\P,"TrXx~2}]4v?d~2lb&\#NNf

0b)X7D2+B~rxgn/}]+T/xPjG,Sx+P[5DOBDmS

=2+BJVvMwiP#

*T~2.VEH6"6ph*|`li2+BJ,zIT!q*O"= QRadar fr

"%wMB~PD X-Force )D4# }g,zIT9C)D446pTB`MDBJ:

v T/, IP X76'D;5PG<"T

v k5qOwoiE'x>Dd{zm,S

v Z?KckQ*),xg|nMXF.dD,S

v KckQ*qbm~V">c.dD(E

X-Force Threat Intelligence )D4+T IP X7xPV`,;sTKV`8(CEH@

65#TZ IP y~}]DV`,+8( 0 = 100 DCEHrS5#KCEH5m>

X-Force 7ET4TK IP X7D}]xPK<7V`DLH#CEHrS5* 0 D,

xJ~ IP y~V`m>4 IP w?7(;G,xJ~,x5 100 m>7(D,xJ~

4#1z"wfr1,I9CCEHrS54w{fr%"wDtPH#(}w{K

CEHrS5,zIw{yzID%w}#

IP X7+V*TB`p:

v qbm~wz

v ,xJ~4

v /, IP X7

v d{zm

v ),xg|nMXF

v (h IP X7

X-Force Threat Intelligence )D49aT URL X7xPV`# }g,URL X7I\

aV`*<a"D)r+i>c# *i4 URL V`Dj{`pPm,kCJ IBM

X-Force Exchange Web >c (https://exchange.xforce.ibmcloud.com/faq)#

zXkH4((FB~tTTcSP'Z]Pi! URL,;sE\9CyZ URL Df

r# Q-*4T`v4(}g,Blue Coat SG M Juniper Networks Secure Access)

DB~(eK URL (FtT#
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PX4((FB~tTD|`E",kND(FB~MwtT#

X-Force Threat Intelligence |BM~qw
+ IBM Security X-Force Threat Intelligence )D4mS= QRadar P.s,zIT"

4S\_6~2}]#

\exT,4T X-Force D}]/? 3 VS|B;N,"R QRadar Console :p&

myPDb?(E#

TZ X-Force }]|B"mI"Gme0Z!?~)D4M QRadar T/|B,<a*

5BP~qw:

m 58. X-Force ~qw

*5D~qw ~qwhv

www.iss.net QRadar D X-Force Threat Intelligence Gme0Z!?~

(AlertCon/RSS )D4)

update.xforce-security.com IP y~M URL }]D X-Force Threat Intelligence )D4|B

~qw

license.xforce-security.com X-Force Threat Intelligence mI~qw

qmmunity.q1labs.com QRadar T/|B#PXT/|B~qwD|`E",kND

www.ibm.com/support (http:/ /www-01.ibm.com/support/

docview.wss?uid=swg21958881)#

Z IBM Security QRadar PtC X-Force fr
(}+ X-Force IP y~i()D4mI$mSA QRadar 53,ImSv?M X-Force

fr#

}L

1. %wU>n/!n(#

2. Z$_8O,%wfr > fr#

3. SiK%P,%w XForce Premium#

iPI\a,1T>InfrMv?Mfr#1!ivB,X-Force Infr&Z{

C4,#+G,zI\a4=&ZtC4,DInfr#k9COBDv?Mf

r,x;*9C{C6LxgDInfr#Q}%6Lxg!n#

4. (}!PfrP"%wYw > tC/{C,{CNNInfrM X-Force Premium f

r#

v?D X-Force Threat Intelligence fr
+ X-Force Threat Intelligence )D4mS= QRadar .s,zIT*<9Cv? X-Force

friPDfr#

TBfr|,Zv?M X-Force friZ# IT4-y9C|G,2ITT|GxP

(F#

190 QRadar C'8O

http://www-01.ibm.com/support/docview.wss?uid=swg21958881


TBfryZ IP:

X-Force Premium:kI\Dqbm~wzDZ?,S
K(E8>\I\xPKP>M'z53rBXKqbm~D"T#

X-Force Premium:kd{zmxP(EDZ?wz
d{zmGQ*CZZNm]DX7# |G(#Iqbm~9CrZ_6Vx

~2ZdCZ~Xkb?4D(ED4# b)X7I\kqbm~(Er}]

b9.`Dn/`X#

X-Force Premium:Z?J~~qwrI\D,xJ~wz"MJ~
(#,k,xJ~wzxP(EDJ~~qw+;CZ;}1C>#

X-Force Premium:kQ*,xJ~"MwzxP(EDGJ~~qw
KP*?P&X8>~qwQ\=p&"R+;Cw,xJ~PLh8#

X-Force Premium:kb?/, IP xP(EDG~qw
/,VdD IP X7(#krXxODO(~qw;`X# k/,X7xP(

EDZ?$w>I\m>fZIIDZ?n/r_qbm~r),xgn/#

X-Force Premium:~qwt/Dk/,wzD,S
(#,~qwk_PL(m]xG/, IP X7DwzxP(E#

IZ URL GQ+d}]D|_eD8>{,rKyZ URL DfrHyZ IP Dfr

|<7#

TBfryZ URL:

X-Force Premium:k),xg|nMXF URL xP(EDZ?wz
O(~qwP1I\a;CZZX(D URL X7a)),xg,S#

X-Force Premium:kqbm~ URL DZ?wz(E
O(~qwP1I\a;CZZX( URL X7a)qbm~#

4(9C URL V`4`STX(`M Web >cDCJDfr
zIT4(CZZZ?xgDC'CJV`*“D) Web >c”D URL X71"Mg

SJ~(*Dfr#

*<.0

*9C URL V`fr,zXk$) X-Force Threat Intelligence )D4#

*4(Bfr,zXk_P%w > ,$(FfrmI(#

}L

1. %w%w!n(#

2. Z<=K%P,%wfr#

3. SYwPmP,!qB(B~fr#

4. DA“fr”r<ODi\TD>,;s%wB;=#

5. %wB~,;s%wB;=#

6. SbTiPmrP,!q X-Force bT#

7. %w1 X-Force +K URL tTV`*BPdP;V`p1bTT_DSE (+)#
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8. Z“fr”0qDkZK&dkfr{FVNP,dk*VdxKfrD(;{

F#

9. SPmrP,!q>Xr+V#

10. %wxB._DIdCN},T(FbTDd?#

a. %w URL((F)#

b. !q|,SP'Z]Pi!D URL D URL tT,;s%wa;#

c. %wBPdP;P`p#

d. S X-Force URL `pP!qD)/J1,%wmS + "%wa;#

11. *+dCDfrw*9(i<v,Tckd{frdO9C,kjIBP=h:

a. %w<v*9(i#

b. dkK9(iD(;{F#

c. %w#f#

12. Z“i”0qP,!P*+KfrVd=DiD4!r#

13. Z8"VNP,dk*kTKfra)D8",;s%wB;=#

14. Z“frl&”3fO,%wgSJ~,;sdkSU(*DgSJ~X7# PXB

~frDd{l&N}DE",kNDB~"wM+2frl&3fN}#

15. %wB;=#

16. g{fr<7,k%wjI#

Z X-Force Exchange PiR IP X7M URL E"
9C IBM Security QRadar PDR|%wK%!n4iRZ IBM Security X-Force

Exchange OR=DPX IP X7M URL DE"#zIT9C QRadar Qw"%wMf

rPDE"4x;=Qwr+PX IP X7M URL DE"mS= X-Force Exchange /

O#

XZKNq

Qw2+TJb1,zITmS+2r(CE"4zY/OPD}]#

/OGCZf"wiZdR=DE"Df"b# IT9C/O4#f X-Force Exchange

(f""MrNNd{Z]# X-Force Exchange (f,1|,#fC(f1D(ff

>,T08r(fD10f>D4S# /O9|,_P wifi y=GB>DN(1d

_),ITZdPmSk/O`XD"M#

PX X-Force Exchange D|`E",kND X-Force Exchange (ht tps : / /

exchange.xforce.ibmcloud.com/)#

}L

1. *S QRadar iR X-Force Exchange PD IP X7,kq-TB=h:

a. !qU>n/rxgn/!n(#

b. R|%w*Z X-Force Exchange Pi4D IP X7,;s!q|`!n > e~

!n > X-Force Exchange iR4r* X-Force Exchange gf#

2. *S QRadar iR X-Force Exchange PD URL,kq-TB=h:

a. !q%w!n(r%w!n(Oa)DB~j8E"0Z#
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b. R|%w*Z X-Force Exchange PiRD URL,;s!qe~!n > X-Force
Exchange iR4r* X-Force Exchange gf#

\ms(

zI9C X-Force Threat Intelligence 4\mfr%"wDtPH,TuYxgPDs

(}#9Cs(w{&\IT@9B~MwX*=%w#

CEHrS

X-Force +T IP y~}]xPV`,"TCV`8( 0 = 100 DCEHrS5,d

P 0 m>;EN,x 100 m>7E#}g,X-Force I\a+3v4 IP X7V`*

(h IP,"8(CEHrS* 75,bGP_H6pDCEH#

gNdkCEH5?

kZ QRadar PDTB X-Force frbTPdkCEH5:1 X-Force +KwztT
V`*K`pRCEH5HZK}?1

PXhCCEH5D<r

CEHrSGdP;vIC4oz^F%"Dfry4(D%w}Dw*$_#y]

zyhD#$6p,zI+CEH5w{*kzDxg73n*%dD6p#

Z DMZ P,zI\#{!qO_DCEH5,}g,95% r|_D5,r*z;h*

wiKxrPDm`%w#9CK6pDCEH1,IP X7\PI\kP>D`p%

d#g{P 95% DLH7E3(wza)qbm~,G4zh*KbCwz#

TZ|*2+Dxgxr,}g~qwX,zI5MCEH5#(}5MCEH6

p,PI\6p|`~2,"Rzh*xPDwi$wOY,r*~2kX(DxN

`X#

*KxPnEDs(w{,k4VN4\mfr%"w#ki4xgy!a9,"7

(D)Jzh*O_6pD#$,xD)Jz;h*#zIT*;,DxN&C;,

DCEH5#9C9(iITT#CDbTxPVi,TcITZfrP9Cb)b

T#

yZ URL Dfr

zI\a4=4T2mibP\>cDs(,bGr*;v>cI\a)O(Z],

x,; IP X7Dm;>cI\a)qbm~#Z2mibP\hCP,URL E"HO

Poz,bGr* URL Gy+d}]D|_e8>{#yZ URL DfrI\HyZ

IP Dfr|*<7#

TZyZ URL Dfr,zXk4((FB~tTTcSP'Z]Pi! URL#

PXw{s(D|`E",kND Tuning Guide#
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Z 14 B (f\m

zIT9C(f!n(44("`-"V"M\m(f#
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2. %w\mi#

3. S<=wP,!q*4FD(f#

4. %w4F#

5. !q*+(f4F=Di#

6. %wVdi#

7. XU“(fi”0Z#

}%(f

9C}%<jITSiP}%(f#

XZKNq

SiP}%(fs,C(f+T;Z(f!n(PfZ# C(f;aS53P}%#

}L

1. %w(f!n(#

2. %w\mi#

3. S<=wP,/@=*}%D(fyZDD~P#

4. SiPmP,!q*}%D(f#

5. %w}%#

6. %w7(#

7. XU“(fi”0Z#
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yw

KE"*Z@za)Dz7M~qx*"#

IBM I\Zd{zRrXx;a)>D5PV[Dz7"~qr&\XT# PXzy

Zxr10IqCDz7M~qDE",krz1XD IBM zmI/# NNT IBM

z7"Lrr~qD}C"GbZw>r5>;\9C IBM z7"Lrr~q# ;*

;V8 IBM D*6z(,NN,H&\Dz7"Lrr~q,<ITzf IBM z7

"Lrr~q# +G,@@Mi$NNG IBM z7"Lrr~qDYw,IC'TP

:p#

IBM I\Q5Pr}Zjkk>D5Z]PXDwn({# a)>D5";b6EZ

hC'9Cb)({DNNmI# zITCifN=+mIi/Dy:

IBM Director of Licensing

IBM Corporation

North Castle Drive

Armonk, NY 10504-1785 U.S.A.

PX+VZV{/ (DBCS) E"DmIi/,kkzyZzRrXxD IBM *6z(

?E*5,rCif==+i/Dy:

Intellectual Property Licensing

Legal and Intellectual Property Law

IBM Japan Ltd.

19-21, Nihonbashi-Hakozakicho, Chuo-ku

Tokyo 103-8510, Japan

>un;JC"zrNNbyDunk1X(I;;BDzRrXx:

International Business Machines Corporation“4V4”a)>vfo,;=PNNV`D

(^[Gw>D9G5,D)#$,|(+;^Z5,DPXGV("JzMJCZ

3VX(C>D#$# 3)zRrXxZ3);WP;Jmb}w>r5,D#$# r

K>unI\;JCZz#

KE"I\|,<uOr!"ODms# +TKE"xP(ZD|D;b)|D+`k

CvfoDB^)fP# IBM ITf1T>vfoPhvDz7M/rLrxPDxM/

r|D,x;mP(*#

>E"PTNNG IBM Web >cD}C<;G*K=cp{Ea)D,;TNN==

d1TG) Web >cD#$# G) Web >cPDJO;G IBM z7JOD;?V,

9CG) Web >cx4DgU+IzTPP##

IBM IT4|O*J1DNN==9CrV"zya)DNNE"x^kTzP#NN

pN#
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>LrD;mI=g{*KbPXLrDE"To=gB?D:(i) 9d\;Z@"4(

DLrMd|Lr(|(>Lr).dxPE";;,T0 (ii) 9d\;TQ-;;D

E"xP`%9C,kkBPX7*5:

IBM Corporation

170 Tracer Lane,

Waltham MA 02451, USA

;*qXJ1Du~Mun,|(3)iNBD;(}?D6Q,<IqCb=fD

E"#

>D5PhvDmILr0dyPICDmIJOyI IBM @] IBM M'-i"IBM

zJLrmI-irNN,H-iPDuna)#

K&|,DNNT\}]<GZ\X73PbCD# rK,Zd{Yw73PqCD}

]I\aPwTD;,# P)b?I\GZ*"6D53OxPD,rK;#$k;c

IC53OxPDb?a{`,# Kb,P)b?G(}Fcx@FD, 5Ja{I

\aPnl# >D5DC'&1i$dX(73DJC}]#

f0G IBM z7DE"ISb)z7D)&L"dvf5wrd{I+*qCD44

Pq!# IBM ;PTb)z7xPbT,2^(7OdT\D+7T"f]TrNN

d{XZG IBM z7Dyw# PXG IBM z7T\DJb&1rb)z7D)&L

av#

yPXZ IBM 44=rrbrDyw<If1|DrUX,x;mP(*,|Gvv

m>K?jMb8xQ#

T>DyP IBM D[qyG IBM 10D(ic[[,If1|Dx;mP(*# -

zLD[qIkK;,#

>E"|,U#5qKwy9CD}]M(mD>}# *K!I\j{X5wb)>

},>}PI\a|(vK"+>"7FMz7D{F# yPb){V<Gi9D,g

{k5JL5s59CD{FMX7PNN`F.&,?tIO#

g{z}Zi4>E"Dm=4,<,MJ+<}I\^(T>#

Lj

IBM"IBM UjM ibm.com® G International Business Machines Corp., Z+rm`\

=xrDLjr"aLj#d{z7M~q{FI\G IBM rd{+>DLj#10

D IBM LjPm,IS Web >c www.ibm.com/legal/copytrade.shtml O“f(MLj

E"”?Vq!#

Microsoft"Windows"Windows NT M Windows UjG Microsoft Corporation Z@z

M/rd{zRrXxDLj#

UNIX G The Open Group Z@zMd{zRrXxD"aLj#

Java MyPyZ Java DLjMUjG Oracle M/rdS+>DLjr"aLj#
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d{+>"z7M~q{FI\Gd{+>DLjr~qjG#

~=_T"bBn

IBM m~z7,|(m~4~qbv=8(“m~z7”),I9C cookie rd{<u

U/z79CE""ozDFnUC'ei"(FknUC'D;%rCZd{C

># Zm`ivB,m~z7;U/vKIj6E"# ?Vm~z7IozzU/v

KIj6E"# g{Cm~z79C cookie 4U/vKIj6E",G4PXCz7

9C cookie D_eE"gByv#

y]?pDdC,“m~z7” I\9Ca0 cookie 4U/?vC'Da0 ID,TC

Za0\mMO$C># IT{C cookie,+Gb2+>} cookie tCD&\#

g{*Km~z7?pDdCa)zTM'm](} cookie rd{<uSnUC'U/

vKIj6E"D&\,G4z&CiRXZJCZK`}]U/DyP(IDzT

:DO((i(|(ywMmI)#

PX9CwV<u(|( cookie)4o=b)?DD|`E",kND IBM ~=_T

(http://www.ibm.com/privacy) M IBM Z_~=yw (http://www.ibm.com/privacy/

details) Pjb*“Cookies, Web Beacons and Other Technologies”D?V,T0“IBM Soft-

ware Products and Software-as-a-Service Privacy Statement”(http://www.ibm.com/software/

info/product-privacy)#
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Jcm

>Jcma) IBM Security QRadar SIEM m~0z

7DuoM(e#

Z>JcmP,9CKBP;f}C:

v N{SGW!uo}CW!uo,r_Su4}

Cj{N=#

v m{}<zN<`XDr_T"Duo#

*Kbd{uoM(e,kND IBM Terminology

Web >c(ZB0ZPr*)#

:(B); :(C); :(D); Z 2143D:(F); Z 214

3D:(G); Z 2143D:(H); Z 2143D:(J);

Z 2153D:(K); Z 2153D:(L); Z 2153D

:(M); Z 2153D:(P); Z 2153D:(Q); Z

215 3D:(R); Z 216 3D:(S); Z 216 3D

:(T); Z 2163D:(W); Z 2163D:(X); Z

216 3D:(Y); Z 217 3D:(Z); Z 217 3D

:A; Z 2173D:C; Z 2183D:D; Z 2183

D:F; Z 2183D:H; Z 2183D:I; Z 218

3D:L; Z 2183D:M; Z 2183D:N; Z

2183D:O; Z 2183D:Q; Z 2183D:R;

Z 219 3D:S; Z 219 3D:T; Z 219 3D

:W;

(B)
(f (report)

Zi/\mP,bGKPi/"Td&C3

Vq=xzIDq=/}]#

(f1ddt (report interval)
bG;vIdCD1ddt,ZK1ddt

ax1,B~&mwXk+6q=DyPB

~Mw}]"M=XF(#

8C53 (standby system)
bGZn/53"zJO1T/xkn/4

,D53#g{tCKEL4F,G4K5

3+Sn/534F}]#

j<xg{F (fully qualified network name,
FQNN)

ZxgcNa9P,bG|,yP?EDT

s{F#BfGj<xg{FD;v>}:

CompanyA.Department.Marketing#

j<r{ (fully qualified domain name, FQDN)
ZrXx(Elr,bGwz53D{F,

dP|,r{DyPS{F#BfGj<r

{D;v>}:rchland.vnet.ibm.com#

(C)
,w (superflow)

bGI`v_P`FtTDwiID%v

w,<Z(}uYf"<x4vS&m\

&#

X4w (duplicate flow)
bGS;,w4SU=D,;}]+dD`

v5}#

+dXF-i (Transmission Control Protocol,
TCP) bGZrXxT0NN{OrXx$LNq

i/ (IETF) %*xg-ij<DxgP9C

D(E-i#TCP Z|;;(ExgT0b

`xgD%,53Pa)KI?Dwz=w

z-i#m{rXx-i (Internet Proto-

col)#

S>X=>X (Local To Local, L2L)
k;v>Xxg=m;>XxgDZ?w?

`X#

S>X=6L (Local To Remote, L2R)
k;v>Xxg=m;6LxgDZ?w?

`X#

S6L=>X (Remote To Local, R2L)
bGS6Lxg=>XxgDb?w?#

S6L=6L (Remote To Remote, R2R)
bGS6Lxg=m;6LxgDb?w

?#

(D)
X7bv-i (Address Resolution Protocol,
ARP) bG;V-i,CZ+ IP X7/,3d=V

rxPDxgJdwX7#
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/,wzdC-i (Dynamic Host Configuration
Protocol, DHCP)

bG;V(E-i,CZ/P\mdCE

"#}g,DHCP rxgPDFczT/V

d IP X7#

Kc (endpoint)
73PD API r~qDX7#API T>;v

Kc",1wCd{~qDKc#

(F)
GV!?j (offsite target)

bG6kw>cDh8,CZSU4TB~

U/wDB~r}]w#

GV!4 (offsite source)
bG6kw>cDh8,CZ+f6/}]

*"=B~U/w#

(z HA wz (secondary HA host)
bG,S= HA /:D8CFcz#w*

HA wz"zJO1,(z HA wz+P#

w* HA wzD0p#

(G)
_ICT (high availability, HA)

8"zZcrX$LrJO1XBdC/:

53,Tc+$w:XXBVd=/:PD

d`Zc#

%w (offense)
bGw*T\`Su~Dl&x"MD{"

rzIDB~#}g,%w+a)PXGq

%4K3v_TrxgGqb\%wDE

"#

\m2m (administrative share)
T;P\mX(DC'~XDxgJ4#\

m2m*\m1a)Txg53ODyPJ

4DCJ(#

f# (magnitude)
bGTX(%wD`TX*TDH?#f#

Gy]`XT"OXTMIETFcxCD

S(5#

fr (rule)
bG;iu~od,b)od9Fcz53

\;6pX5"`&XKPT//l&#

(H)
n/53 (active system)

Z_ICT (HA) /:P,bGdyP~q

<&ZKP4,D53#

(J)
yZ"PD{"O$zk (Hash-Based Message
Authentication Code, HMAC)

bG;VS\zk,|9CS\"P/}M

\?#

/OD}C3d (reference map of sets)
bG+;v|3d=`v5D}]G<#}

g,+X(C'Pm3d=;vwz#

/:ib IP X7 (cluster virtual IP address)
bGZw*wzr(zwzk HA /:.d

2mD IP X7#

S\ (encryption)
ZFcz2+Tlr,bG+}]d;*3

VQTmbDq=D}L,K}L9C-<

}];Iq!r_;\(}b\}Lq!#

r%xg\m-i (Simple Network Manage-
ment Protocol, SNMP)

bG;i-i,CZ`S4SxgPD53

Mh8#PX\\h8DE"Z\mE"b

(MIB) PxP(eMf"#

aO1ddt (coalescing interval)
bGTB~xP&sD1ddt#B~&s

? 10 k"z;N,"SZ;vk10aO

DNNB~<;%dDB~*<#ZaO1

ddtZ,0}v%dB~+xP&s""

M=B~&mw#

bv3r (parsing order)
bGU>4(e,C'ITZdP(e2m

,;v IP X7rwz{DU>4DX*T3

r#

Vrx (local area network, LAN)
bG;Vxg,CZ,SP^xr(}g%

;(~or#0)PD`vh8,"RIT

,S=|sMDxg#
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(K)
*E=53%, (open systems interconnec-
tion, OSI)

bG{OzJj</i/ (ISO) E";;j

<D*E=53%,#

*E=4zk)4}]b (Open Source Vulner-
ability Database, OSVDB)

bGxg2+gx*xg2+gx4(D*

E=4zk}]b,CZa)PXxg2+

)4D<uE"#

IET (credibility)
bGiZ 0 k 10 .dD}V@6,CZ7

(B~r%wDj{T#fE`v4(f,

;B~r%w,IET+vS#

M'z (client)
bG;vm~LrrFcz,CZks~q

wa)~q#

XF( (console)
bG;vT>>,Yw1ITSPXF"[

l53Yw#

(L)
[Sw (accumulator)

bG;vDfw,ITZdPf"KcDd

P;vYw},CYw}fs+;CKcD

a{f;#

w (flow)
bGT0Zd(}47+]D%;}]+

d#

wU> (flow log)
bGwG</O#

w4 (flow sources)
bGy6qDwD44#g{w4T\\w

zO20D2~,G4+i`*Z?w;g

{w+"M=wU/w,G4+i`*b?

w#

)4 (vulnerability)
Yw53"53m~r&CLrm~i~P

D2+~<#

7Ifr (routing rule)
bG;vu~,B~}]zcKu~1,+

4Pu~U/Ma{7I#

(M)
ve. (burst)

+kB~rwDYH$v,<B,vmID

wrB~YH^F#

\?D~ (key file)
ZFcz2+TP,|,+C\?"(C\

?"IEyM$iDD~#

(P)
>$ (credential)

bG;iE",CZ+X(DCJ(ZhC

'rxL#

(Q)
a?6?<CJ-i (Lightweight Directory
Access Protocol, LDAP)

bG;V*E=-i,|9C TCP/IP 4a

)TG)'V X.500 #MD?<DCJ,"

R;q|*4SD X.500 ?<CJ-i

(DAP) Gy_PJ4hs#}g,IT9C

LDAP ZrXxrZ?x?<PiRK1"

i/Md{J4#

(R)
U>4 (log source)

bGB~U>y44ZD2+h8rxgh

8#

U>4)9 (log source extension)
bG;V XML D~,||,TB~P'Z

]PDB~xPj6MV`yhDyP}r

mo=#=#

kV@y53 (intrusion prevention system, IPS)
bG;V53,CZ"T\x1ZDqbn

/#\xzFI\f0}K"zYrhCY

J^F#

kVlb53 (intrusion detection system, IDS)
bG;Vm~,CZlbTxgrwz53

PD\`SJ4xPD%w"TrI&%

w#
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(S)
(hLr (scanner)

Z Web &CLrPQwm~)4DT/4P

D2+Lr#

h8'V#i (Device Support Module, DSM)
bG;vdCD~,CZbvS`vU>4

SU=DB~,"+b)B~*;*ITT

>*dvDj<V`(q=#

m] (identity)
bG4T}]4DtT/O,b)tTm>

K1"i/"!yrn#

51(h (live scan)
yZa0{FS(ha{zI(f}]D)

4(h#

}]c (datapoint)
bGZ3v1dcFcxCDH?5#

}]b6Ts (database leaf object)
bG}]bcNa9PDUKTsrZc#

"BF1w (refresh timer)
bGV/%"r_48(1ddtT/%"

DZ?h8,CZ|B10xgn/}]#

(T)
(C)4@V53 (Common Vulnerability Scor-
ing System, CVSS)

bG;v@V53,CZT)4DOXTx

Pb?#

(W)
b?(h0C (external scanning appliance)

,S=xgTU/xgPJzD`X)4E

"Dzw#

xX (gateway)
bG;Vh8rLr,CZ,S_P;,x

ge5a9Dxgr53#

xgc (network layer)
Z OSI e5a9P,bG;vc,|a)C

ZZ*E=53kI$b~qJ?.d("

76D~q#

xgcNa9 (network hierarchy)
bG;V]w,CwxgTsDVc/O#

xgX7*; (Network Address Translation,
NAT) Z@p=P,bGS2+rXx-i (IP) X

7=b?"aX7D*;#b+tCkb?

xgD(E,+AN@p=Z`9CD IP X

7#

xgTs (network object)
bGxgcNa9D;vi~#

%} (violation)
bGF}r%4s5_TDP*#

^`rd7I (Classless Inter-Domain Routing,
CIDR) bGCZmS C `rXx-i (IP) X7D

=(#b)X7a)xrXx~qa)L

(ISP),T)dM'9C#CIDR X7u!K

7ImDs!,"9|` IP X7Zi/ZI

C#

s( (false positive)
bGV`*O((m>>cW\%w),+

C'7(5J*q((;G)4,;W\%

w)DbTa{#

(X)
53S< (system view)

bGT9I53Dw*wzM\\wzDI

Sm>#

`XT (relevance)
bGTxgPB~"`pr%wD`T0l

Db?#

-i (protocol)
bG;ifr,CZXF(ExgP=vr

=vTOh8r53.dD(EM}]+

d#

ENbD~ (truststore file)
|,IE5eD+C\?D\?}]bD

~#

P* (behavior)
bGYwrB~DI[l'{,|(da

{#

(Y)
OXT (severity)

bG4T?jzzD`T~2Db?#

6 (leaf)
ZwP,bG;PSzDu?rZc#
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l# (anomaly)
bGkxgD$ZP*D+n#

rXx~qa)L (Internet service provider, ISP)
bGa)rXxCJDi/#

rXxXF(D-i (Internet Control Message
Protocol, ICMP)

bG;VrXx-i,xX9CK-ik4

wzxP(E,}g(f}](PDms#

rXx-i (Internet Protocol, IP)
bG;V-i,CZ(}xgr%,xg7

I}]#K-id1O_-ickomxg

.dDPi#m{+dXF-i (Transmis-

sion Control Protocol)#

}Cm (reference table)
ZbvmP,}]G<+QVd`MD|3

d=d{|,;s+3d=Db)|3d=

%;5#

}C/ (reference set)
bGxgODB~rwIzD%;*XDP

m#}g,IP X7PmrC'{Pm#

}C3d (reference map)
bG+;v|1S3d=;v5D}]G

<#}g,+;vC'{1S3d=;v+

Vj6#

&CLrXw{ (application signature)
bG;i(;V{,b)V{(}li|P

'Z]xqC,CZj6X(&CLr#

3dD}C3d (reference map of maps)
bG+=v|3d=`v5D}]G<#}

g,+&CLrD\VZ}3d=4 IP#

P'Z]}] (payload data)
bG IP wP|,D}7E"M\mE"Tb

D&CLr}]#

r{53 (Domain Name System, DNS)
bG;VV<=}]b53,CZ+r{3

d= IP X7#

(Z)
ll (recon)

N{ll (reconnaissance, recon)#

ll (reconnaissance, recon)
U/kxgJ4m]PXDE"D=(#+

xg(hMd{=(CZ`kxgJ4B~

Pm"*dVdOXT6p#

wzOBD (host context)
bG;n~q,CZ`Si~,T7#wv

i~4$Z==Yw#

w* HA wz (primary HA host)
bG,S= HA /:DwFcz#

*"?j (forwarding destination)
bG;vr`v)&L53,CZSU4T

U>4Mw4D-<f6/}]#

Jz (asset)
ZK*73PQ?pr+*?pDI\mT

s#

SQw (sub-search)
bG;V&\,|JmZ;iQjIDQw

a{P4PQwi/#

Sx (subnet)
N{Sx (subnetwork)#

Sx (subnetwork, subnet)
bG.V*O!D@"Si(b)SiT;

%,)Dxg#

SxZk (subnet mask)
TZrXxSx.V,bG;v 32 ;Z

k,CZj6 IP X7Dwz?VPDSxX

7;#

TN53E (autonomous system number, ASN)
Z TCP/IP P,bGIVd IP X7DPk(

~z9VdxTN53D`E#TN53E

9T//7Ic(\;xVTN53#

A
ARP X(r (ARP Redirect)

bG;V ARP =(,CZZxgPfZJ

b1(*wz#

ARP N{X7bv-i (Address Resolution Pro-

tocol)#

ASN N{TN53E (autonomous system num-

ber)#

C
CIDR N{^`rd7I (Classless Inter-Domain

Routing)#
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CVSS N{(C)4@V53 (Common Vulnerabil-

ity Scoring System)#

D
DHCP N{/,wzdC-i (Dynamic Host Con-

figuration Protocol)#

DNS N{r{53 (Domain Name System)#

DSM N{h8'V#i (Device Support Mod-

ule)#

F
FQDN N{j<r{ (fully qualified domain name)#

FQNN N{j<xg{F (fully qualified network

name)#

H
HA /: (HA cluster)

bG;V_ICTdC,dP|,w~qw

M;v(z~qw#

HA N{_ICT (high availability)#

HMAC N{yZ"PD{"O$zk (Hash-Based

Message Authentication Code)#

I
ICMP N{rXxXF(D-i (Internet Control

Message Protocol)#

IDS N{kVlb53 (intrusion detection sys-

tem)#

IP `cc% (IP multicast)
bG;V+d==,4,+rXx-i (IP)

}](+d=%v`cc%iPD;i5

3#

IP N{rXx-i (Internet Protocol)#

IPS N{kV@y53 (intrusion prevention sys-

tem)#

ISP N{rXx~qa)L (Internet service pro-

vider)#

L
L2L N{S>X=>X (Local To Local)#

L2R N{S>X=6L (Local To Remote)#

LAN N{Vrx (local area network)#

LDAP N{a?6?<CJ-i (Lightweight Direc-

tory Access Protocol)#

M
Magistrate

bG;vZ?i~,CZy]Q(eD(F

frTxgw?M2+B~xPVv#

N
NAT N{xgX7*; (Network Address Trans-

lation)#

NetFlow
bG;V Cisco xg-i,CZ`Sxgw

?w}]#NetFlow }]|(M'zM~q

wE""9CDKZT0(},S=xgD

;;zM7Iww/DVZ}M|}#b)
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