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= IBM QRadar Master Console W=_] admin~

Managed Hosts View Deployment

All Deployments » Large Offenses 2
Tenants  Domains ‘

Deployment Details ‘

Radar Version 7.25

Managed Hosts

SystemMemorylUsed @ SystemCPU SystemMemorylUsed @ SystemCPU

100 100

z z

z E‘

a 500 o 500

= =

= o

a o ke aesaiies g
VE e o = 0.00!— _
13:35 13:53 14:35 13:35 13:53 14:35

Time(s) Time(s)

Notifications

Memory usage on {2} has surpassed a threshold. Current value: 3,814,854 655 Bytes gavmi94-115
Heap Memory has surpassed a threshold. Current value: 63,143 448 Bytes gavm194-115
Memory usage on {2} has surpassed a threshold. Current value: 955 037 504 Bytes gavm194-115
Used dizk space on /boot has surpassed a threshold. Current value: 44 551 168 Bytes gavm194-115 -
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mARBE
5/ Master Console MZ%“> IBM Security QRadar ZPEFENK L. FIEIHEFH
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BEFRUTIRFHRF: 8% BEMSIEHEE,
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Offenses (6959)
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Multiple Login Failures for the Same User containing Check password i;l
Deployment Name  Updated Deplov. AssignedTo  admin LastEventFlow  4m:33s Source Count 1 A i
Offense id 1274 Status OPEN Source Network  Net-10-172-192.Net... Local Destination Count 1
Domain NIA Offense Type Username Magnitude 8 Remote Destination Count 0
Offense Source unknown Start Date Feb 25 2016 01:04: EventsiFlows 505212/0 Username Count 1

Multiple Login Failures for the Same User preceded by Multiple Login Failures to the Same Desti...

Deployment Name Updated Deploy. Assigned To admin Last Event/Flow 3m: 558 Source Count 20
Offense id 1445 Status OPEN Source Network other Local Destination Count 1
Domain WA Offense Type Destination IP Magnitude L Remote Destination Count ]
Offense Source 172.16.158.160 Start Date Feb 28, 2016 01:44: EventsiFlows 929367/0 Username Count 5
Buffer Overflow
Deployment Name Updated Deplov... Assigned To NiA Last Event/Flow 8m:39s Source Count 1
Offense i d 1454 Status OPEN Source Network Net-10-172-192.Net. Local Destination Count 55
Domain MA Offense Type Source IP Magnitude 6 Remote Destination Count ]
Offense Source 172.16.60.200 Start Date Mar 2, 2016 02:58.4... EventsiFlows 248810 Username Count ]
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MR ERATAL— N AMKE, SREREHIE— BB,
KXFIUES

ERRENE LNEXNEARRFTER, EBRELRIIXANIEHILENRE, HUF
RIRF 2R, BAUEERUER —IF. FH—MD. BHEMFNZIFHE
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EE B RIRIATT R4/ MEZRSERE,
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TR LB fEE BERW G~ ENMEFERE NMERTEE, TRERTHERLEF

BB FEEARIR

xR 4. BFAERE R EERBUENFERIRRA

WE-FiEk FERATIR

W& ER description
BB deployment_name
WEHRIR offense_id

b} domain_id

RER offense_source

pa) il assigned_to

K& status
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*® 4. BTFERG R ERRBUENFRITIR (80

WE-kiaA FEARIR

WA offense_type
TEEEABICFTIEZER offense_typeo WREE
WHIEE TN AN,

FroaEER start_time

RENEHLR last_updated_time

TRMILE source_network

2% magnitude

E AL event_count
flow_count

Btk source_count

At B ARt local_destination_count

2 BinitE remote_destination_count

BAR&iti username_count

UK

Bt NSRS E (

), RIEBHRE.

ARRFERD, BAHNERRINENERENR.
BREARG R EHIRERESE, BERRERBNZ D,
BRFBEFRTIVEE, FRAFRIFNA, FRESHEEWHARIE,

[P, avi—rrl
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& 5. Master Console EEFRER

232 BEREN
HREMAFEDE text I test MK, te?t
HEE test. tests T tester MK, testx
EREMFEFE password FIKE, *passwords

BRERITRN 2. 3 5 4 KT,

magnitude:[2 to 4]

RREBRTRN 3 3 5 KT,

magnitude: (3 OR 5)

BERWEHHEAS Event Name AR,

offense_type: "Event Name"

BRI E 10 RREHHK S,

Tast_update_time: [NOW-10DAYS to NOW]

1BZKE Bishop BEBEEBLN 3 HIK T,

deployment_name:Bishop AND magnitude:3

3.
BiFEE,
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INYREERFIRE, FH1E Master Console FIENZET,

A e

& BETE Master Console FEEE{ LDAP # Active Directory ZH3,

UK
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R

EREAPEO LA ER.
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AN
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BR, BEARS (7). EEAZIMFMERMTHEITER, BEAES (x). ERILE
WIEEERRNAR FRRENEZEE.

oz

BHEFANNERER ( ), AlaBHigE.,

BHAFREE,

ARRFRD, BAHNERRINENERENR.

« BREREBABAXE, BERRERFBANZ S, EEEBIERS, SIHfE
F5eEiE. NREEMRIRN—ERD @A .

- ERRBVEFRPNVYE, BRANERESHFRIFR, ZAEBAZEZTHNR
Eo

BRERTA:

TRERTARTERAFRKIENEIRRA:
= 6. APHIRRRTRER

iR BERFHH
FERRBFEPIEEREXL, name:John
HEE—HNERE. ZFERPIEEREXS KA/ | 1ogin:Coopl

B,

R F oL, email:coopl@ca.ibm.com

B TR M BB FE i, REE@EI B
FHERA AL —BR D HITIR R

ERAZ LG T ENRSHNEF, status:ACTIVE
HEFEAGEESNMAR, role_name:admin
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xR 6. AP#UBERFA &Y
iR HERFRES
EEREDSE 14 RNEBHRTHEXHAEF, |last_modified: [NOW-14DAYS TO NOW]

£ Master Console HEZE Active Directory #1 LDAP AL
$5—/RECE Microsoft Active Directory Bf LDAP TAMERRSSIRMER, HIURKXKEL]
M BEAINE) /opt/qradar/masterconsole/conf/shiro.realms X{FH,

MNREFIEFHRKET Master Console V0.10.0, ABARMFIM shiro.ini FHXH
XIS EEHE] /opt/qradar/masterconsole/conf/shiro.realms X&EH, K
EF+2k Master Console BYRHREEXIGHI 2 1E Eo

Friazal

JEHAMR shiro.ini.<timestamp> & XHFFET /opt/qradar/masterconsole/conf/ B
Ro NRAEFE, BLIRLIEH X,

BETINERSSH LHNERE, RIBEEENINERSRHENEE, rTeFRIRMHEL

TEEHE:

xR 7. INESEIER

2 230

searchBase FEHPELAFB Active Directory 3 LDAP BERMIRE
Fo

searchFilter FTF&EH, Active Directory 3y LDAP AFBI LT, kP2
AEHRSREANRENRE, BEBIBIEEN Active
Directory 3 LDAP FRSZ2ECE, MFKRERIRERFAREL

groupAttribute #5718 Active Directory 3 LDAP FAFFTERRAF 4,

groupRolesMap Active Directory 3 LDAP 2% Apache Shiro ftBRIBRET,

userDnTemplate M Active Directory 3§ LDAP ARS32810ZMAFH DN &1k,

contextFactory.url Active Directory 3 LDAP fR$52§ IP #bhtflizOS,

principalSuffix BEEHESR, UEMAFRRITIEENERER.
a0, APALEIERA canada AP EEKELSR, FHHEAN
username@canada, MAZEEHWA
username@this.is.my.long.domain.name.in.canada.como

UK

1. B¥BEZREXAN /opt/qradar/masterconsole/conf/o
2. E#l shiro.realms Xf4:

cp shiro.realms.default shiro.realms

FTFF shiro.realms Xf¥,
EFLE Microsoft Active Directory, 1HHITUATHE:
a. BRUTHAHBEREAEERAERFABFMRENE:

# following section is for configuring ActiveDirectory realm. Replace example
# values before add to securityManager.realm
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adRealm = org.apache.shiro.realm.activedirectory.ActiveDirectoryRealm

adRealm.url = 1dap://{ad_server}:389

adRealm.groupRolesMap = "CN=the_users,CN=Users,DC=department,DC=company,DC=com":"admin"
adRealm.searchBase = "DC=department,DC=company,DC=com"

adRealm.systemUsername= user_name

adRealm.systemPassword= password

adRealm.principalSuffix= @company.com

b. ¥ $adRealm HMZE securityManager.realms 5B :
securityManager.realms = $localRealm, $adRealm
5. EEE LDAP, BHITUTHE:
a. BRUTERHRROESERAERTIMNBAMENE:
# following section is for configuring OpenlLdap realm. Replace example

# values before add to securityManager.realm

1dapRealm = com.ibm.si.mc.security.shiro.realm.LdapRealm
1dapRealm.searchBase = "dc=company,dc=com"
TdapRealm.searchFilter = (&(objectClass=account) (uid={0}))
1dapRealm.groupAttribute = ou
1dapRealm.groupRolesMap = "Manager":"admin"
TdapRealm.userDnTemplate = uid={0},dc=company,dc=com
1dapRealm.contextFactory.url = ldap://{1dap_server}:389
b. ¥ $1dapRealm #HNZE) securityManager.realms 58 :
securityManager.realms = $TocalRealm, $1dapRealm
{R7Z /opt/qradar/masterconsole/conf/shiro.realms {4t
7. BALUTES, BEEXDEERNE shiroini XH:
/opt/qradar/masterconsole/bin/generateShiroIni.py

8. FERLUTHSENRBE Tomcat IRS3S:

service tomcat restart
T—FHHtA

BIEA Microsoft Active Directory 3 LDAP JAMEERE| Master Console, AXF
FRE#H 1T,
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MR BANEEEER MR @A ARS MRS Yo

IBM AJRETEFE BRI MR EAR X FIHERN ™ m. BRSZ IR BXEZA
FREKIEM ™ RMRSHES, BREHMAY IBM KKEH, EEXS IBM ~am. 12
FERS S| BHIERERTRATREER BM mm. EFERS. RBRRIE
IBM BIRIRFAY, EAEFIRERY ™ . 2P EiRSS, &RAJLUAE IBM M. 12FE
ARs5. B2, HEMIIEEMAIF IBM . ZFHARSEVIRE, HAFBITH

IBM AEFIREEMBEHIEEFRIESAXEFMARNBTE XML, REEXEHRE
FERTRAPERXESTHNEMTFR. EAUAPELIRTFIEREFE:

IBM Director of Licensing

IBM Corporation

North Castle Drive

Armonk, NY 10504-1785 U.S.A.

BXNFHFE (DBCS) ERIFAEN, BSEMMEERSBBXR IBM HIRF1X
HIER, IAPELSARERFE:

Intellectual Property Licensing

Legal and Intellectual Property Law
IBM Japan Litd.

19-21, Nihonbashi-Hakozakicho, Chuo-ku
Tokyo 103-8510, Japan

International Business Machines Corporation"{ZIK" A H ke, RHIEEMAFHA
B (RIRATRHNERITH) RIE, SFEERRTFRTINEXIFEN. EHMNER
TFEMEERARNRIE, FLEERKEARERZPARITRFRATREERRIRIE
A ZRATREREAF &

HERAIREBEERALSENR LAVEIR, RXTIERHITENERN, XEFEXRFREAN
ZEMRBFEITARF.  IBM B LARERS RS A AR R IR 897 il / S Rt 1T B
M/=HER, MABITER.

EEFIFIE IBM Web IhRBUERISIBEREBN T AERRARMD, FUEAAR
FEHL Web IHRRIRIE, ARLE Web IHmFRIERIAZLL IBM PR RHy—3f
73, ERHIRLE Web hmmRENEIFGHEBITHAE,

IBM AL EINNIE SR ERAG N ER T R EPi BV EME S M SR ER

=it

FIEFHNFIFRIAINRE T REXEFNES AR TERN: () EHEBEMRIIEIR
WIEFMHETER (BEXER) ZBE#HITERRM, Uk (i) EHAEBBEEM
ERHITHEEMEA, B5 T IR

© Copyright IBM Corp. 2015, 2016 17



IBM Director of Licensing

IBM Corporation

North Castle Drive, MD-NC119
Armonk, NY 10504-1785

us

BETEIANFAHNER, SREEBELTH—ERENNE, HAIRSXHZE
B2

o

o >0

AR BRI 2R M EFFE T BVFRI A RBYHE IBM 4&1E IBM EF MY, IBM
E PR B TN SRR R F MY R B & FiR

3| A AEIEN B A REA T EREMN. S R ARIES R R EIET
S IR ETIREL

WIAE IBM mBE B AT MXE P mBI VR, E RS E MR ARSI ER
IREY, IBM AL TN, B AMIARMEREREHIE. REMSERH
fthxF3F IBM FmBIEER, BXIF IBM =t aerYin) - S X L= m Ay LY i
tHo

XF IBM RKABHERVAEREHAIMEITENRSWRE, MABTERN, BT TR
T EMERME.

FRrE IBM BIfEIIZ IBM SRIVENTEN, AIBNERmASTEN. ZHEEHN
MgR SR E,

FMEEEE BB USEEAERNEBIENRENTG. 7T RAIGETEMIRAXLER
Bl, REIPAEREENA. A8 mENFmIETR. AAEXERFEHEEDN, &
BSSEERRAMAML S SRR, ARI5E.

=]
IBM. IBM ##5#l ibm.com® 2 International Business Machines Corp., fE£IKiF
ZERXEBEREUEMET. Bt RMARS 2RI ER IBM SAHMATIAIET.
IBM BEITHRHTIRAIM Web Ui www.ibm.com/legal/copytrade.shtml| L£#Y
"Copyright and trademark information"$XE%,

Microsoft. Windows. Windows NT #1 Windows #{#5& Microsoft Corporation 1£
SEEM / HEME R X BT

= a X AEBY R IR
IR T AR A T )X L RRYIRO RV T4

&R
XEEZMRMEFHZEXS IBM Web i FE(AIER ZFMRATHN 7o
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http://www.ibm.com/legal/copytrade.shtml

TAfER

BEILATDAERAMIFBLEERAERIXLERRY), ERREREMBTENS
B. K% IBM PRHRIFR], EARDL. BERXELRYEERED B, BAREH
EEUEZFano

ek fER

TREFERABRNRBER. DAMETRXELRY), ErRERREMEZTHENER,
R IBM BYBRIITR], ENSHRIEXE LRI ESFm, WASERARINIES
7R E X RS E AR 7 H AR

AF

PRAEASIFAINFBRHE T, SURAERFNXEHRIIEPESHERMEE.
B RS EMANR A E IR, FRIESF], TIERARANIE R IR,

4 IBM INEARHRYIBERIRE 7 HAENY, SifE LR SR ERRKERETH,
IBM 1R BB FERTHOH A% T BITF BT A BIAH ),

RELT2BEFEERERNEM, SEMENERDERNENR, EA AL
TE. HORB/HOZER.

IBM S XEHMRIBIAB AMEEARIE, XEHMRY RIDR TRE, FHBEAFE
(BIERATHNERIATH) RIE, SFEEFRRFRARHNEXREHFE. FFHENNER
TEMAEFE SRR,

IBM 7E4k2FAREBA

IBM 4=, BIERGEIRSERAAR ("R~ R") , AR cookie HEMEA
WEFREREE. BPRERKLBLAR. THSRELBFPFNREZETEMA
& MTIFZERT, MEF@AREDNATFRIRER. SR RG~mAIFEBEIREN
ATRRER. MEBRZMRERER cookie RIWENARIFRIRER, BABFZ ™M
£ cookie FIEMAE EW AR,

RIESNENRE, "HE~R" rleeEASIE cookie RIWESMAHPHRIE ID, LA
FEFEEENIANERR, BIUER cookie, BEXMIEMRIFE cookie ERBRITHAE,

MRAURA = mEPBHEERHBEUZFFFPET cookie EMBZAMRLRF IR
ENATRRAEERIEE, BABNZERXTERTIEBIERENPIEZRNE
BOR&ZEEN (BEFRMFA) -

BXEASMEAR (81 cookie) RAFXLBMMEZER, FSH IBM RIAKREK
(http:/ /www.ibm.com/privacy) 1 IBM 1EZ&B2FAREEE (http://www.ibm.com /|
[privacy/details) 4R A"Cookies, Web Beacons and Other Technologies"HIEB43
LAKZ"IBM Software Products and Software-as-a-Service Privacy Statement”(http://
[www.ibm.com /software/info/product-privacy).o
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http://www.ibm.com/software/info/product-privacy
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R REEEEI

IBM B (BERHEIRSHERS R, UTFEMARE™R") AR cookie 3
HEARE=RERER. BEPNERLAFR AR, EH5SRLBAPIXEFHAT
HA®R. TFZERT, REFRTIBREDATFIRER. SRR~ mAIHEEE
WENATRIRER. MRIZMREFTMmER cookie RWENMARIIRRESR, BAEX
ZEmEA cookie WA BIITFAMR,

BIENENERE, "HEF~R" AleeFERSIE cookie RWESTHEFRNSIE ID, LA
FEIESEMIEAR, TR cookie, BEXWIEMIE cookie B HAMIIIAEE,

SNRPUER A BB R BERMEUE R B8 cookie SEMAMBRLRF I
ENATRRAE RN, BABNIZERXTER T IHEBIERENPIEZRNE
BOR&ZEEN (BEFRMNFA) -

BXFEAZMEA (83F cookie) RIAFXLEEMWNELEL, 1B5SH IBM FRFARES
(http:/ /www.ibm.com /privacy) # IBM TE£FaFAREBR (http://www.ibm.com /|
|Erivacy/ detaﬂs|D FRAREE /9 "Cookies, Web Beacons and Other Technologies"HIE843
LAK"IBM Software Products and Software-as-a-Service Privacy Statement”(http://
[www.ibm.com /software/info/product-privacy)o
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