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IBM I\Zd{zRrXx;a)>D5PV[Dz7"~qr&\XT#PXzyZ

xr10IqCDz7M~qDE",krz1XD IBM zmI/# NNT IBM z

7"Lrr~qD}C"GbZw>r5>;\9C IBM z7"Lrr~q# ;*;

V8 IBM D*6z(,NN,H&\Dz7"Lrr~q,<ITzf IBM z7"

Lrr~q# +G,@@Mi$NNG IBM z7"Lrr~qDYw,IC'TP:

p#

IBM +>I\Q5Pr}Zjkk>D5yvZ]PXDwn({#a)>D5";b

6EZhC'9Cb)({DNNmI# zITCifN=+mIi/Dy:

IBM Director of Licensing

IBM Corporation

North Castle Drive

Armonk, NY 10504-1785 U.S.A.

PX+VZV{/ (DBCS) E"DmIi/,kkzyZzRrXxD IBM *6z(

?E*5,rCif==+i/Dy:

Intellectual Property Licensing

Legal and Intellectual Property Law

IBM Japan Ltd.

19-21, Nihonbashi-Hakozakicho, Chuo-ku

Tokyo 103-8510, Japan

>un;JC"zrNNbyDunk1X(I;;BDzRrXx:

International Business Machines Corporation“4V4”a)>vfo,;=PNNV`D

(^[Gw>D9G5,D)#$,|(+;^Z5,DPXGV("JzMJCZ

3VX(C>D#$# 3)zRrXxZ3);WP;Jmb}w>r5,D#$# r

K>unI\;JCZz#

KE"I\|,<uOr!"ODms# +TKE"xP(ZD|D;b)|D+`k

CvfoDB^)fP# IBM ITf1T>vfoPhvDz7M/rLrxPDxM/

r|D,x;mP(*#

>E"PTNNG IBM Web >cD}C<;G*K=cp{Ea)D,;TNN==

d1TG) Web >cD#$# G) Web >cPDJO;G IBM z7JOD;?V,

9CG) Web >cx4DgU+IzTPP##

IBM IT4|O*J1DNN==9CrV"zya)DNNE"x^kTzP#NN

pN#
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>LrD;mI=g{*KbPXLrDE"To=gB?D:(i) 9d\;Z@"4(

DLrMd|Lr(|(>Lr).dxPE";;,T0 (ii) 9d\;TQ-;;D

E"xP`%9C,kkBPX7*5:

IBM Corporation

170 Tracer Lane,

Waltham MA 02451, USA

;*qXJ1Du~Mun,|(3)iNBD;(}?D6Q,<IqCb=fD

E"#

>JOPhvDmILr0dyPICDmIJOyI IBM @] IBM Customer

Agreement"IBM M'-i"IBM zJm~mI-irNN,H-iPDuna)#

K&|,DNNT\}]<GZ\X73PbCD# rK,Zd{Yw73PqCD}

]I\aPwTD;,# P)b?I\GZ*"6D53OxPD,rK;#$k;c

IC53OxPDb?a{`,# Kb,P)b?G(}Fcx@FD, 5Ja{I

\aPnl# >D5DC'&1i$dX(73DJC}]#

f0G IBM z7DE"ISb)z7D)&L"dvf5wrd{I+*qCDJO

Pq!# IBM ;PTb)z7xPbT,2^(7OdT\D+7T"f]TrNN

d{XZG IBM z7Dyw# PXG IBM z7T\DJb&1rb)z7D)&L

av#

yPXZ IBM 44=rrbrDyw<If1|DrUX,x;mP(*,|Gvv

m>K?jMb8xQ#

yP IBM D[qyG IBM 10D(ic[[,If1|Dx;mP(*# -zLD

[qIkK;,#

>E"|,U#5qKwy9CD}]M(mD>}# *K!I\j{X5wb)>

},>}PI\a|(vK"+>"7FMz7D{F# yPb){V<Gi9D,g

{k5JL5s59CD{FMX7PNN`F.&,?tIO#

g{z}Zi4>E"Dm=4,<,MJ+<}I\^(T>#

Lj

IBM"IBM UjM ibm.com® G International Business Machines Corporation Z@zM/

rd{zRrXxDLjr"aLj# g{b)uoMd{ IBM LjuoZ>JOP

WNvV1=xLj{E(® r ™),G4m>CuoG>JO"<1 IBM y5PD

@z"aLjrU((Lj# b)Lj2I\GZd{zRrXxD"aLjrU((

Lj# IBM LjDnBPmISTB Web >cqC Copyright and trademark infor-

mation (www.ibm.com/legal/copytrade.shtml)#
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Java T0yPyZ Java DLjMUjG Sun Microsystems, Inc. Z@zM/rd{zR

rXxDLjr"aLj#

Microsoft"Windows"Windows NT M Windows UjG Microsoft Corporation Z@z

M/rd{zRrXxDLj#

d{+>"z7M~q{FI\Gd{+>DLjr~qjG#

~=_T"bBn

IBM m~z7,|(m~4~qbv=8(“m~z7”),I9C cookie rd{<u

U/z79CE""ozDFnUC'ei"(FknUC'D;%rCZd{C

># Zm`ivB,m~z7;U/vKIj6E"# ?Vm~z7IozzU/v

KIj6E"# g{Cm~z79C cookie 4U/vKIj6E",G4PXCz7

9C cookie D_eE"gByv#

y]?pDdC,“m~z7” I\9Ca0 cookie 4U/?vC'Da0 ID,TC

Za0\mMO$C># IT{C cookie,+Gb2+>} cookie tCD&\#

g{*Km~z7?pDdCa)zTM'm](} cookie rd{<uSnUC'U/

vKIj6E"D&\,G4z&CiRXZJCZK`}]U/DyP(IDzT

:DO((i(|(ywMmI)#

PXwV<u(|( cookie)D|`E",vZb)?D,kND http://www.ibm.com/

software/ info/product-privacy Pjb*“Cookies, Web Beacons and Other

Technologies”M“IBM Software Products and Software-as-a-Service Privacy Statement”D

?VPD“IBM’s Privacy Policy”(;Z http://www.ibm.com/privacy)M“IBM’s Online Pri-

vacy Statement”(;Z http://www.ibm.com/privacy/details)#
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Jcm

>Jcma) IBM Security QRadar SIEM m~0z

7DuoM(e#

Z>JcmP,9CKBP;f}C:

v N{SGW!uo}CW!uo,r_Su4}

Cj{N=#

v m{}<zN<`XDr_T"Duo#

*Kbd{uoM(e,kND IBM Terminology

Web >c(ZB0ZPr*)#

:(B); :(C); :(D); Z 263D:(F); Z 263

D:(G); Z 263D:(H); Z 263D:(J); Z 27

3D:(K); Z 273D:(L); Z 273D:(M); Z

273D:(N); Z 273D:(P); Z 273D:(Q);

Z 27 3D:(R); Z 28 3D:(S); Z 28 3D

:(T); Z 283D:(W); Z 283D:(X); Z 29

3D:(Y); Z 293D:(Z); Z 293D:A; Z

303D:C; Z 303D:D; Z 303D:F; Z

303D:H; Z 303D:I; Z 303D:L; Z

303D:M; Z 303D:N; Z 303D:O; Z

303D:Q; Z 313D:R; Z 313D:S; Z

313D:T; Z 313D:W;

(B)
(f (report)

Zi/\mP,bGKPi/"Td&C3

Vq=xzIDq=/}]#

(f1ddt (report interval)
bG;vIdCD1ddt,ZK1ddt

ax1,B~&mwXk+6q=DyPB

~Mw}]"M=XF(#

8C53 (standby system)
bGZn/53"zJO1T/xkn/4

,D53#g{tCKEL4F,G4K5

3+Sn/534F}]#

j<xg{F (fully qualified network name,
FQNN)

ZxgcNa9P,bG|,yP?EDT

s{F#BfGj<xg{FD;v>}:

CompanyA.Department.Marketing#

j<r{ (fully qualified domain name, FQDN)
ZrXx(Elr,bGwz53D{F,

dP|,r{DyPS{F#BfGj<r

{D;v>}:rchland.vnet.ibm.com#

(C)
,w (superflow)

bGI`v_P`FtTDwiID%v

w,<Z(}uYf"<x4vS&m\

&#

X4w (duplicate flow)
bGS;,w4SU=D,;}]+dD`

v5}#

+dXF-i (Transmission Control Protocol,
TCP) bGZrXxT0NN{OrXx$LNq

i/ (IETF) %*xg-ij<DxgP9C

D(E-i#TCP Z|;;(ExgT0b

`xgD%,53Pa)KI?Dwz=w

z-i#m{rXx-i (Internet Proto-

col)#

S>X=>X (Local To Local, L2L)
k;v>Xxg=m;>XxgDZ?w?

`X#

S>X=6L (Local To Remote, L2R)
k;v>Xxg=m;6LxgDZ?w?

`X#

S6L=>X (Remote To Local, R2L)
bGS6Lxg=>XxgDb?w?#

S6L=6L (Remote To Remote, R2R)
bGS6Lxg=m;6LxgDb?w

?#

(D)
X7bv-i (Address Resolution Protocol,
ARP) bG;V-i,CZ+ IP X7/,3d=V

rxPDxgJdwX7#
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/,wzdC-i (Dynamic Host Configuration
Protocol, DHCP)

bG;V(E-i,CZ/P\mdCE

"#}g,DHCP rxgPDFczT/V

d IP X7#

Kc (endpoint)
73PD API r~qDX7#API T>;v

Kc",1wCd{~qDKc#

(F)
GV!?j (offsite target)

bG6kw>cDh8,CZSU4TB~

U/wDB~r}]w#

GV!4 (offsite source)
bG6kw>cDh8,CZ+f6/}]

*"=B~U/w#

(z HA wz (secondary HA host)
bG,S= HA /:D8CFcz#w*

HA wz"zJO1,(z HA wz+P#

w* HA wzD0p#

(G)
_ICT (high availability, HA)

8"zZcrX$LrJO1XBdC/:

53,Tc+$w:XXBVd=/:PD

d`Zc#

%w (offense)
bGw*T\`Su~Dl&x"MD{"

rzIDB~#}g,%w+a)PXGq

%4K3v_TrxgGqb\%wDE

"#

\m2m (administrative share)
T;P\mX(DC'~XDxgJ4#\

m2m*\m1a)Txg53ODyPJ

4DCJ(#

f# (magnitude)
bGTX(%wD`TX*TDH?#f#

Gy]`XT"OXTMIETFcxCD

S(5#

fr (rule)
bG;iu~od,b)od9Fcz53

\;6pX5"`&XKPT//l&#

(H)
n/53 (active system)

Z_ICT (HA) /:P,bGdyP~q

<&ZKP4,D53#

(J)
yZ"PD{"O$zk (Hash-Based Message
Authentication Code, HMAC)

bG;VS\zk,|9CS\"P/}M

\?#

/OD}C3d (reference map of sets)
bG+;v|3d=`v5D}]G<#}

g,+X(C'Pm3d=;vwz#

/:ib IP X7 (cluster virtual IP address)
bGZw*wzr(zwzk HA /:.d

2mD IP X7#

S\ (encryption)
ZFcz2+Tlr,bG+}]d;*3

VQTmbDq=D}L,K}L9C-<

}];Iq!r_;\(}b\}Lq!#

r%xg\m-i (Simple Network Manage-
ment Protocol, SNMP)

bG;i-i,CZ`S4SxgPD53

Mh8#PX\\h8DE"Z\mE"b

(MIB) PxP(eMf"#

aO1ddt (coalescing interval)
bGTB~xP&sD1ddt#B~&s

? 10 k"z;N,"SZ;vk10aO

DNNB~<;%dDB~*<#ZaO1

ddtZ,0}v%dB~+xP&s""

M=B~&mw#

bv3r (parsing order)
bGU>4(e,C'ITZdP(e2m

,;v IP X7rwz{DU>4DX*T3

r#

Vrx (local area network, LAN)
bG;Vxg,CZ,SP^xr(}g%

;(~or#0)PD`vh8,"RIT

,S=|sMDxg#
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(K)
*E=53%, (open systems interconnec-
tion, OSI)

bG{OzJj</i/ (ISO) E";;j

<D*E=53%,#

*E=4zk)4}]b (Open Source Vulner-
ability Database, OSVDB)

bGxg2+gx*xg2+gx4(D*

E=4zk}]b,CZa)PXxg2+

)4D<uE"#

IET (credibility)
bGiZ 0 k 10 .dD}V@6,CZ7

(B~r%wDj{T#fE`v4(f,

;B~r%w,IET+vS#

M'z (client)
bG;vm~LrrFcz,CZks~q

wa)~q#

XF( (console)
bG;vT>>,Yw1ITSPXF"[

l53Yw#

(L)
[Sw (accumulator)

bG;vDfw,ITZdPf"KcDd

P;vYw},CYw}fs+;CKcD

a{f;#

w (flow)
bGT0Zd(}47+]D%;}]+

d#

wU> (flow log)
bGwG</O#

w4 (flow sources)
bGy6qDwD44#g{w4T\\w

zO20D2~,G4+i`*Z?w;g

{w+"M=wU/w,G4+i`*b?

w#

)4 (vulnerability)
Yw53"53m~r&CLrm~i~P

D2+~<#

7Ifr (routing rule)
bG;vu~,B~}]zcKu~1,+

4Pu~U/Ma{7I#

(M)
\?D~ (key file)

ZFcz2+TP,|,+C\?"(C\

?"IEyM$iDD~#

(N)
Z]6q (content capture)

bG;v}L,CZ6q}?IdCDP'

Z],;s+}]f"ZwU>P#

(P)
>$ (credential)

bG;iE",CZ+X(DCJ(ZhC

'rxL#

(Q)
a?6?<CJ-i (Lightweight Directory
Access Protocol, LDAP)

bG;V*E=-i,|9C TCP/IP 4a

)TG)'V X.500 #MD?<DCJ,"

R;q|*4SD X.500 ?<CJ-i

(DAP) Gy_PJ4hs#}g,IT9C

LDAP ZrXxrZ?x?<PiRK1"

i/Md{J4#

(R)
U>4 (log source)

bGB~U>y44ZD2+h8rxgh

8#

U>4)9 (log source extension)
bG;V XML D~,||,TB~P'Z

]PDB~xPj6MV`yhDyP}r

mo=#=#

kV@y53 (intrusion prevention system, IPS)
bG;V53,CZ"T\x1ZDqbn

/#\xzFI\f0}K"zYrhCY

J^F#

kVlb53 (intrusion detection system, IDS)
bG;Vm~,CZlbTxgrwz53

PD\`SJ4xPD%w"TrI&%

w#
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(S)
(hLr (scanner)

Z Web &CLrPQwm~)4DT/4P

D2+Lr#

h8'V#i (Device Support Module, DSM)
bG;vdCD~,CZbvS`vU>4

SU=DB~,"+b)B~*;*ITT

>*dvDj<V`(q=#

m] (identity)
bG4T}]4DtT/O,b)tTm>

K1"i/"!yrn#

51(h (live scan)
yZa0{FS(ha{zI(f}]D)

4(h#

}]c (datapoint)
bGZ3v1dcFcxCDH?5#

}]b6Ts (database leaf object)
bG}]bcNa9PDUKTsrZc#

"BF1w (refresh timer)
bGV/%"r_48(1ddtT/%"

DZ?h8,CZ|B10xgn/}]#

(T)
(C)4@V53 (Common Vulnerability Scor-
ing System, CVSS)

bG;v@V53,CZT)4DOXTx

Pb?#

(W)
b?(h0C (external scanning appliance)

,S=xgTU/xgPJzD`X)4E

"Dzw#

xX (gateway)
bG;Vh8rLr,CZ,S_P;,x

ge5a9Dxgr53#

xgc (network layer)
Z OSI e5a9P,bG;vc,|a)C

ZZ*E=53kI$b~qJ?.d("

76D~q#

xgcNa9 (network hierarchy)
bG;V]w,CwxgTsDVc/O#

xgX7*; (Network Address Translation,
NAT) Z@p=P,bGS2+rXx-i (IP) X

7=b?"aX7D*;#b+tCkb?

xgD(E,+AN@p=Z`9CD IP X

7#

xgTs (network object)
bGxgcNa9D;vi~#

xg(X (network weight)
bG&CZwvxgD}V5,CZ8>x

gDX*T#xg(XIC'(e#

%} (violation)
bGF}r%4s5_TDP*#

^`rd7I (Classless Inter-Domain Routing,
CIDR) bGCZmS C `rXx-i (IP) X7D

=(#b)X7a)xrXx~qa)L

(ISP),T)dM'9C#CIDR X7u!K

7ImDs!,"9|` IP X7Zi/ZI

C#

s( (false positive)
bGV`*O((m>>cW\%w),+

C'7(5J*q((;G)4,;W\%

w)DbTa{#

(X)
53S< (system view)

bGT9I53Dw*wzM\\wzDI

Sm>#

`XT (relevance)
bGTxgPB~"`pr%wD`T0l

Db?#

-i (protocol)
bG;ifr,CZXF(ExgP=vr

=vTOh8r53.dD(EM}]+

d#

ENbD~ (truststore file)
|,IE5eD+C\?D\?}]bD

~#

P* (behavior)
bGYwrB~DI[l'{,|(da

{#
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(Y)
OXT (severity)

bG4T?jzzD`T~2Db?#

6 (leaf)
ZwP,bG;PSzDu?rZc#

l# (anomaly)
bGkxgD$ZP*D+n#

rXx~qa)L (Internet service provider, ISP)
bGa)rXxCJDi/#

rXxXF(D-i (Internet Control Message
Protocol, ICMP)

bG;VrXx-i,xX9CK-ik4

wzxP(E,}g(f}](PDms#

rXx-i (Internet Protocol, IP)
bG;V-i,CZ(}xgr%,xg7

I}]#K-id1O_-ickomxg

.dDPi#m{+dXF-i (Transmis-

sion Control Protocol)#

}Cm (reference table)
ZbvmP,}]G<+QVd`MD|3

d=d{|,;s+3d=Db)|3d=

%;5#

}C/ (reference set)
bGxgODB~rwIzD%;*XDP

m#}g,IP X7PmrC'{Pm#

}C3d (reference map)
bG+;v|1S3d=;v5D}]G

<#}g,+;vC'{1S3d=;v+

Vj6#

&CLrXw{ (application signature)
bG;i(;V{,b)V{(}li|P

'Z]xqC,CZj6X(&CLr#

3dD}C3d (reference map of maps)
bG+=v|3d=`v5D}]G<#}

g,+&CLrD\VZ}3d=4 IP#

P'Z]}] (payload data)
bG IP wP|,D}7E"M\mE"Tb

D&CLr}]#

r{53 (Domain Name System, DNS)
bG;VV<=}]b53,CZ+r{3

d= IP X7#

(Z)
ll (recon)

N{ll (reconnaissance, recon)#

ll (reconnaissance, recon)
U/kxgJ4m]PXDE"D=(#+

xg(hMd{=(CZ`kxgJ4B~

Pm"*dVdOXT6p#

wzOBD (host context)
bG;n~q,CZ`Si~,T7#wv

i~4$Z==Yw#

w* HA wz (primary HA host)
bG,S= HA /:DwFcz#

*"?j (forwarding destination)
bG;vr`v)&L53,CZSU4T

U>4Mw4D-<f6/}]#

Jz (asset)
ZK*73PQ?pr+*?pDI\mT

s#

SQw (sub-search)
bG;V&\,|JmZ;iQjIDQw

a{P4PQwi/#

Sx (subnet)
N{Sx (subnetwork)#

Sx (subnetwork, subnet)
bG.V*O!D@"Si(b)SiT;

%,)Dxg#

SxZk (subnet mask)
TZrXxSx.V,bG;v 32 ;Z

k,CZj6 IP X7Dwz?VPDSxX

7;#

TN53E (autonomous system number, ASN)
Z TCP/IP P,bGIVd IP X7DPk(

~z9VdxTN53D`E#TN53E

9T//7Ic(\;xVTN53#

A
ARP X(r (ARP Redirect)

bG;V ARP =(,CZZxgPfZJ

b1(*wz#

ARP N{X7bv-i (Address Resolution Pro-

tocol)#
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ASN N{TN53E (autonomous system num-

ber)#

C
CIDR N{^`rd7I (Classless Inter-Domain

Routing)#

CVSS N{(C)4@V53 (Common Vulnerabil-

ity Scoring System)#

D
DHCP N{/,wzdC-i (Dynamic Host Con-

figuration Protocol)#

DNS N{r{53 (Domain Name System)#

DSM N{h8'V#i (Device Support Mod-

ule)#

F
FQDN N{j<r{ (fully qualified domain name)#

FQNN N{j<xg{F (fully qualified network

name)#

H
HA /: (HA cluster)

bG;V_ICTdC,dP|,w~qw

M;v(z~qw#

HA N{_ICT (high availability)#

HMAC N{yZ"PD{"O$zk (Hash-Based

Message Authentication Code)#

I
ICMP N{rXxXF(D-i (Internet Control

Message Protocol)#

IDS N{kVlb53 (intrusion detection sys-

tem)#

IP `cc% (IP multicast)
bG;V+d==,4,+rXx-i (IP)

}](+d=%v`cc%iPD;i5

3#

IP N{rXx-i (Internet Protocol)#

IPS N{kV@y53 (intrusion prevention sys-

tem)#

ISP N{rXx~qa)L (Internet service pro-

vider)#

L
L2L N{S>X=>X (Local To Local)#

L2R N{S>X=6L (Local To Remote)#

LAN N{Vrx (local area network)#

LDAP N{a?6?<CJ-i (Lightweight Direc-

tory Access Protocol)#

M
Magistrate

bG;vZ?i~,CZy]Q(eD(F

frTxgw?M2+B~xPVv#

N
NAT N{xgX7*; (Network Address Trans-

lation)#

NetFlow
bG;V Cisco xg-i,CZ`Sxgw

?w}]#NetFlow }]|(M'zM~q

wE""9CDKZT0(},S=xgD

;;zM7Iww/DVZ}M|}#b)

}]+"M= NetFlow U/w,}]VvZ

C;C4P#

O
OSI N{*E=53%, (open systems intercon-

nection)#

OSVDB
N{*E=4zk)4}]b (Open Source

Vulnerability Database)#

Q
QID 3d (QID Map)

bG;VV`(,CZj6wv(;B~,

"+B~3d=M6pM_6p`p,Sx

7(B~DX*==Mi/==#
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R
R2L N{S6L=>X (Remote To Local)#

R2R N{S6L=6L (Remote To Remote)#

S
SNMP N{r%xg\m-i (Simple Network

Management Protocol)#

SOAP bG;VyZ XML Da?6-i,CZZ

V"DV<=73P;;E"#9C SOAP

IT(}rXxi/M5XE"T0wC~

q#

T
TCP N{+dXF-i (Transmission Control Pro-

tocol)#

W
Whois ~qw (whois server)

bG;V~qw,CZlwPXQ"aDr

XxJ4DE",}gr{M IP X7Vd#
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