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Fiffi QRadar Packet Capture 1GHER] H, WAZAKEADIKM Sy (GGEE A eth2, eth3 %
ethd) ZrfC TP #uhk,  BRETELALT, K RSACE VMM DHCP, (HRZ, XTI E,
TTRE T B VGA Wil Rds. TEAMBINRS, SRt hE CHIMSE EifS
IP Mk, 7TERZhARSE, DL root HF B 03f HDLT FEIEE

username: root
password: P@ck3t08..)

X FWIRECE, AT T R

1. #EH#:Y5 VGA AR L.

2. ¥TJF QRadar Packet Capture %',

3. Db root JHF B85k Linux #:4E R4,

FA&: root
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5. ABHCHMSE BEffA P Mk
a. EF|5E MAC Hihtak eth? 300, &AL R s

ifconfig | grep eth2

ethO Fll ethl IOAR ., 5% eth2 i T M4 xSeries fff4,
b. i3 MAC ik,
c. Y% /etc/sysconfig/network-scripts/ifcfg-eth2 LA Y% &:
WIMPLN SUAAE % —47: DEVICE=eth2
o HUWHTERE eth2 ST H) MAC Hbilk: HWADDR=XX:XX:XX:XX:XX
WAL E DL Fi% E: BOOTPROTO=static
T DA S5 0 28 A G ) A 20 FL S 4 5 DT 8 2 19 A A0
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DEVICE=eth?2
#HWADDR=XX : XX : XX : XX : XX
BOOTPROTO="static"
BROADCAST="192.168.1.255"
DNS1="0.0.0.0"
DNS2="0.0.0.0"
GATEWAY="192.168.1.2"
IPADDR="192.168.1.1"
NETMASK="255.255.255.0"
NM_CONTROLLED="no"
ONBOOT="yes"

6. FRAFCHF.

7. BN RIS E, EIBfTLLT A
service network restart

8. BATLA T ar A kg ik

ifconfig | more

DHCP 7Rf5]: £ Cent0S6.2 W, fE /etc/sysconfig/network-scripts/ifcfg-ethd 3
48§ /etc/sysconfig/network-scripts/ifcfg-ethl U dwia Dl ik,

BOOTPROTO="dhcp"
NM_CONTROLLED="no"
ONBOOT="yes"
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ke P A ZUAE 1 VB SIS B B 4% A
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1. i SSH DI root FHF Bk,

root [ P B %88 PEck3t08. .
2. BEE continuum I root F /K AYEEAY, i {# ] passwd username 5.

{£ QRadar Packet Capture fi553ht[8]5 QRadar Console Z%:h[g][g]
+
ELffiff IBM Security QRadar #B% HAT — B 1A] 15 & DA R0 5 500 A e py hagn
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sole % LMY iptables, #RJ5H AL E MmO 37 LRy rdate JH1F,
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UK ;-
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service crond start
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e. WL A T4 KT H QRadar Console [ iptables:

./opt/qradar/bin/iptables_update.pl
P
[ 9 GUAYEE 4 %, ¢ Capture JHVAMEA 1 |
B ARG B RE, IE SR R, SRR AL I i S R A B A ) E SR
o, YHEFE R EEAe S T, A S,

% 3 & QRadar Packet Capture it 7



8 IBM Security QRadar: Packet Capture FH /457



£ 4 & Capture BiEf#lid
PR R R, RS RN AR, IO SR A ALk o O A B A B E SR
., YHEE R EE RS NG, S E A S,

MIEISHT  WREE BRICEE M, TEM RN R, BN R, A
i}l Tap 5 SPAN (Hifg) i, ML BB SPAN i B, AR ZACHAL A
SPAN i 140 T 8RBk, B4 RS & FEHRFr 0.

N

FERERG G, HHRRLL TS5 IBM Security QRadar Packet Capture:

L. 4T Web WM &R JIFim A0 1P Mk,

2. EHLUT P E B %

FFA4%: continuum

4

220 POck3t08..
BAENT, BoRmgoRE mE, el DU BEiiE ik S I ORI e k.
Bon B DIEsE 04 EAFRD AR S,

RSN
ORI E AR T LT
- kRO

© HIRRE

. JBEME LA E

© WIRRGRIFHER E]
. HIEE

- WIRMBH

© WIRMNFETH

- ERNEH

« ATAFEEZE

FEEMICES, HXEAC R MBI SRR Ao, R k2 AL E ]

SRR E % S BOEIE VI QRadar Packet Capture A 19 ml, ABAZ ERPL N HEMA
RAAHAETHEE: NBTSREEM, BHE A,
P4 5 P R

A B A M2 A i i
BB B AR 2 kS e KA 10 Gbps,

© Copyright IBM Corp. 2012, 2015 9



10

WikRHBILR

BF O KA 8 IEAE AT B B A 1 SR,

S IER

3 R OIE AR, 65T LA R VR A B B0 18 00 R T T M LA B AR, 14 AR
0P A B I I, AT DA A P FE 4 T 26 QRadar Packet Capture

L 2R,

AR SABANE P EHUBN AR A K, #lin, IEPRABNERE 5% 1RSI0
W, BAJEAREEARY 13:1,  RAAAF AR RS AR R4 R/ S B A8 R /N2 T Y EE 3R

# 1. NERIEAIL#

EEENRFERNTNETLL (%) B4 TEEBKE
0 17:1

5 13:1

10 6:1

20 4:1

40 2.4:1

GEPS A

[55 3 Gif%5 2 &, rQRadar Packet Capture fij4) ! |

IBM Security QRadar Packet Capture &K% it & 4 H A48 2 . R R,

HEES:

%5 6 JLHY 1 fi QRadar Packet Capture M}t %5 #albf[i] 5 QRadar Console Z&%: M [H] [H]|

$
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% 6 & aE—MEeERERE ATHTIZENK

FEFARI QI (9 R 5 1 e AT 2R AR (peap) SCHF, SO 5 DL g i i )Y T 79
WA TR S

PR XM ROUT T2 H 8, 75 2T i bR DUl S il Uy X
iz
1 B ER .
BRAEHEC A,
2. BEFEERIHTON R AZA.

WEARAEGREORE, BasHhkhiEn,

3. BENT AR ZR A ORI [R] R 5 A (] 48 0 (B S0 B U (A

4. 155F Berkeley fidiE%s (BPF),
fii ] BPF ifikMifs & BPF djgds. B®BARBABET P EIE.
JERIBAEM A AND, OR Ml NOT zBEAFHIE Y.

PATR 2 Jit i o s 7 4

ether host 00:11:22:33:44:55
ether src host 00:11:22:33:44:55

R
v
£

ip host 192.168.0.1
ip dst host 192.168.0.1

ip6 host 2001:0db8:85a3:0042:0000:8a2e:0371:7334
ip6 src host 2001:0db8:85a3:0042:0000:8a2e:0371:7334

ip net 192.168.1.0/24
ip src net 192.168.1

port 80
udp port 9000
tcp src port 80

AN R A i i

ip host 192.168.1.1 and 192.168.1.2

ip src 192.168.1.1 and dst 192.168.1.2

ip host 192.168.1.1 and tcp port (80 or 443)

(ip host 192.168.1.1 or 192.168.1.2) and (port 80 or 443)

5. R BRI R HOH
SRR A H O 10,000, WARABLBCT SN 0, AR 2K ORI BL i TR £
A UEAR AT A AL,

6. PliFFRE R,

7. WHEER GO ARSI PR, RERA IR BN AR B, R ] DA
MERWSREIBTI Ui B, BT DLl E PCAP SUIFSiS, SRJG i TEk
PCAP TR R IER.
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B BA 128Mb, I H g — MR BT LA B D,
8. EEFMRINIIIVIRE, HEFERIFKEAG.
9. EAFMACEMERI I LILE, HEFFKAE.
10. W BRF 38 R AT A R 4% 002 8] T BOIE R e

a. DL root JH P B0y 65l

" 4: root

XA P@ck3t08..
T 4

[

b. iz
rm -r /extraction/<name_of search>

<name_of _search> 7% & 0 58 S AYAE R 0L 1 A 4R,
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% 7 E 3 QRadar Packet Capture [o)S0i#{T#[E12H

RS WO ML RS, SUEEIS T A4 F A i AR T AR 9 Jst AT A B s
Ry fife DR Az ]

BEERETRIAR QRadar Packet Capture x{4?

G TG BB Y o S ATRR. W DR AE R B B sl 3 A Ao 22 2 2 J S RIVER T J
hARGE, M AR, FERREACEF, SULH0RK AT A B R TH R 2A
[A] A

EEEEENN RAID 4 EFERIRHEE "

WRBE S 3650 M4 RAID 4 il #5 A 4 0K 2l 25 b 2228 1 [ 4448 1T RSURH 96 19 7] 5 1 B

PEREMIA, o PR B A AR BT R

o XIT 3650 M4, M5200 RAID ##I#8E A& ITRL: 2015 4E 5 F 27 HIY V24.7.0-
0052 B B mhRUAR,

M Red Hat Linux 4171547 .bin {4,
XfF IBM Lenovo, 2015 4 5 H 15 HEZJaHEITH.

M Red Hat Linux #r447i847 .bin SUfF.
50 EMERBRREO?
IBM Security QRadar Packet Capture 1% & HEETEIED 0 EATHizE.
2B IETREE KW M4 ERE?
FLRAR OO DRI 3 40 BE S TP Hiuhl, X CEH M 11817 ifconfig .

UNRRACEHNE, WA R ifcfg-eths SUAFRACE i,

» fElt. DHCP /rfilHr, 7E /etc/sysconfig/network-scripts/ifcfg-eth? H4mik L~
WEIFR eth2 B AN X E.

BOOTPROTO="dhcp"
NM_CONTROLLED="no"
ONBOOT="yes"

o (EMERA TP Ml RIt, 7E /etc/sysconfig/network-scripts/ifcfg-eth? T4k
DU VE 6 eth2 8 kM 3 B

BOOTPROTO="static"
BROADCAST="192.168.1.255"
DNS1="0.0.0.0"
DNS2="0.0.0.0"
GATEWAY="192.168.1.2"
IPADDR="192.168.1.1"
NETMASK="255.255.255.0"
NM_CONTROLLED="no"
ONBOOT="yes

HRR G, 817 ifconfig A DINCE ML,
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26 O IEME & RSt ?

BETEOLT, A RGN A E Oy R EARMERT R (UTC), K5 HL L 0 288 i (8] 380
(NTP) FI2s el 55 i A5 IE B ) R GE T[],

ERFERGE M)
1. R IE B0 R RO 25 B R (NIC) B2

EREREIED 0 EZAMMIERL. SRS 5, EfnERE,  TEHE
KT N KR, EFE ARG,
2. 1847 /usr/local/nc/bin/dpdk nic_bind.py -status 4.

i A 25 R 5 LU i AR

Network devices using DPDK-compatible driver

0000:0f:00.0 '82599ES 10-Gigabit SFI/SFP+ Network Connection' drv=igb_uio
unused=ixgbe

0000:0f:00.1 '82599ES 10-Gigabit SFI/SFP+ Network Connection' drv=igb_uio
unused=ixghe

Network devices using kernel driver

0000:07:00.0 'I350 Gigabit Network Connection' if=eth2 drv=igb unused=igbh _uio
*Active*

0000:07:00.1 'I350 Gigabit Network Connection' if=eth3 drv=igb unused=igb_uio
0000:07:00.2 'I350 Gigabit Network Connection' if=eth4 drv=igb unused=igbh_uio
Other network devices

<none>
ARG RIEERRKAE?
B e R SR ST G R R A LRI &, WM T A ke
s BAEREED 0 ERAMBIERLT.  DERFERIT VNG, Eieait & s,
o TECMZgRRET T b, KR RIEDE .
o M 1T, 1847 du -h /storaged/int® 44,

2 RS DU i AR AL

4.4G /storaged/int0/1 0
4.9G /storaged/int0/2_0
6.4G /storage0/int0/3 0
4.9G /storage0/int0/4_0
4.9G /storage0/int0/5 0
4.9G /storaged/int0/6_0

1.4T /storaged/int0/

WeR B Ia T2, B2k (8] 9 H S 80 R o3 B B0 K 38 .
REST #OREBIEET(E?
BATDL R A Ik il s 4 Ay continuum  FH P IEAS (AEBR ) 5AY:

curl -k -v -X POST -G -d "username=continuumé&password=password&action
=ping" https://localhost/rest/forensics_fetch.php

Si 5 LUT AR
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About to connect() to localhost port 443 (#0)
Trying ::1... connected
Connected to Tocalhost (::1) port 443 (#0)
Initializing NSS with certpath: sql:/etc/pki/nssdb
warning: ignoring value of ssl.verifyhost
skipping SSL peer certificate verification
SSL connection using TLS_DHE_RSA_WITH_AES_128_CBC_SHA
Server certificate:
subject: E=root@localhost.localdomain,CN=1ocalhost.localdomain,
0U=SomeOrganizationalUnit,
0=SomeOrganization,L=SomeCity,ST=SomeState,C=--
start date: Mar 27 17:10:01 2014 GMT
expire date: Mar 27 17:10:01 2015 GMT
common name: localhost.localdomain
issuer: E=root@localhost.localdomain,CN=1ocalhost.localdomain,
0U=SomeOrganizationalUnit,
0=SomeOrganization,L=SomeCity,ST=SomeState,C=--
> POST /rest/forensics_fetch.php?username=continuum&password=
test&action=ping HTTP/1.1
> User-Agent: curl/7.19.7 (x86_64-redhat-1inux-gnu) Tibcurl/7.19.7 NSS/3.15.3
z1ib/1.2.3 1ibidn/1.18 1ibssh2/1.4.2
> Host: Tocalhost
Accept: */x

L I

*
*
*
*

>
>
< HTTP/1.1 200 OK

< Date: Mon, 13 Oct 2014 20:08:20 GMT

< Server: Apache/2.2.15 (Red Hat)

< X-Powered-By: PHP/5.3.3

< Set-Cookie: PHPSESSID=54cf360tmg899b6baud31u6jh6; path=/

< Expires: Thu, 19 Nov 1981 08:52:00 GMT

< Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
< Pragma: no-cache

< Content-Length: 85

< Connection: close

< Content-Type: application/json

<

*

{II

Closing connection #0

status":"success","message":"QRadar Packet Capture (c), Version 7.2.4.209\n"}

WYAEE continuum ffAEE

TE QRadar Packet Capture FJF'H M ARER L continuum P %6, B HILEE
B, A reset default.sh BIAS,  RGESTEH SR ROBFEEE R A
MUY,

B5iafT reset_default.sh A<, i5LL root Fi P B BBk 2 i 47 M A LI T fr 4

sh /var/www/html/mysql/reset_default.sh continuum
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LA S DA 5 L B AR A 7= el R 55 1 02

IBM A fEFE A [ 5 sl XA @ (A SO R P Ig i 7= it g5 sl Redt. A R fsir
T DI I AT AR AR 7 AR 55 O R, i iy IBM UREIR, T {UX 1BM
P, RS B G FAEEAE W R BRR H A6 IBM = dh, BPEifisy, RE
AR BM BRI, AL SFDIRERY = dh, R sl Ss, #RATLIUE IBM 7
L BFEERS.  EE, PEHEFEIEEMEE IBM R, BFSURS EIE, AP AT

==
5.

IBM 74 w] ] REC A7 SUEAE HF S AU T N A A RIS LA, REASTHIFA
BWREE T AR L B vrar,  Gn] DUR A3 8 06V nl A i 7 A

IBM Director of Licensing

IBM Corporation

North Castle Drive

Armonk, NY 10504-1785 U.S.A.

BRIP4 (DBCS) 7 BMVFAT &, 5T EEZK 830X 1 1BM AR AL
AR, ST A I R A R A

Intellectual Property Licensing

Legal and Intellectual Property Law
IBM Japan Ltd.

19-21, Nihonbashi-Hakozakicho, Chuo-ku
Tokyo 103-8510, Japan

FERNEARE S TIHFAZFRS SHERT BRI ERSHX:

International Business Machines Corporation“FZ IR 42 LA iy, ARG AT f2ER)

(TLig R IE R SR ) Rk, BEFEEAR TS NALIERN, &SR T
FRREE IR AR, R0 E K X AR HE 52 R SR B BH 7 G 35 A PRIE.
A S5 AT RE R T T 18

A BT RE A A EOR s EROARR. R R T IR G XS R R g A
R TIRE,  TBM ] LIRS XA H R Fb o 1477 it A/ e P b A7 s st A
SOEE, WA B ATIE R,

AAF EHRALATAE IBM Web 3 s 195 #8017 (R WAL, ARUEAT7 5
FEHRRLE Web B BIPRIE, AR Web i iPAUBORIAGE IBM 7 i BERHT —FR 70,
i FHAIRLE Web uifi ity f (9 XU H £ 5 5 477K 8.

IBM A] DA% & WA D3 24 AT A 5 Al P s 00 2 A5 B i 3 19 4.2 A £ 8 0 TS 2500 SR SR AT: Ao
L.

© Copyright IBM Corp. 2012, 2015 19



AREFF IV R T IR B T A R R B LA RN H A () (I AERS e AL A
RARFMHREREF (BEARTF) 2R EESE, DKk (i) S C 258
FEBATAHIAEH, 155 T ALK R

IBM Corporation
170 Tracer Lane,
Waltham MA 02451, USA

BOH STl M MK, WA R IE TR — @ MR AR 3%, el AR AR O i Y

H
i 5.

ARG A R VE A R BT ] VR R BER B IBM K3 IBM & 7 EY, IBM
FE] B PV AT B AT AT [] 45 P80 1 ke 4

VAR AR AT PE RERCR AR AE Z A S AR AT, TR, FEH AR EERSE R R AR R AL
PR RE AW RAARRE, AR nl R AT A R LUEATRY, A PRIES — i
ARG LT SRAR,  SeAh, AR R AT, SEhRa A E]
REA 25, A SCRERY ™ R 96k H R 7 P05 03 P2

W RAE IBM 7= i B 5 6 P AIXE 7= i 1 RV 7, HG S RS0 Y R b ] 2% TR AT A SR
AR, IBM BOA XX 8 i AT IR, TGk i R R AR B T, e BT AT
HAhSeF4E IBM =S, A5 IBM 7= i RE 0 ] B0 24 i) 350 26 7= & () {3t 5 75
2.

FrA 5T IBM AR K T (i) 558 i) 4 7 W R T Bt o g sl [, T 5 A7 a8 0, BT
Fon THBMEEmE.

Frf IBM (9% K02 IBM SRTAY@E IR &0, TR oA SATE s, L
st al 5 BT,

AAF BT H FL S5 Ia R B BRI R A s Bl O 7T RE 5 B M i B X 2478
@, AEIRATRE S AN AL AT SRR, A XA TR A, 1
5 SR AR Y R AN A AL AT AR Z AL, SR T4,

IR EAE R/ A B REPE I, B AR (& il fE ok 2.

20

IBM Security QRadar:

IBM, IBM #brfll ibm.com® JZ International Business Machines Corp., 7E4EKVF£24
FEX B R AR SOE M R AR.  HA R 5% AR AT R IBM B 2 Rl AR AR. 24 HT
) IBM REiARiHANL, AT Web 3 & [www.ibm.com/legal/copytrade.shtml| b {1 R AR i
brAs BB 4R B

Hopb v w], 7= i AR 55 45 5K Al RE D Ho At 22 w69 b s 5 A e

Packet Capture JH 4574


http://www.ibm.com/legal/copytrade.shtml

PEFAREEIEEEM
IBM B 7= 5h, G EPFRI MR S5 e 8 <%tk ) , AT cookie mHAhHE A
o S TR A = S NN 011 5l = T o N A 1| 2 o £ s L O 1 R = X L9
w, EWZELT, O mAKEN ARG R, FR 8 5 5 B I A
ARG R, WRAZH A= 5 cookie RUEEAN NRTFRIRMGE B, IBAHE K%M
f# ] cookie [JEAAAFEUNT ik,

WRYESEE MBS, =5 aTREME i 216 cookie SRINERNH I M2iE 1D, DIA
S BRAGE %, ﬂUi”fFH cookie, {HZIX K MIER cookie J& It

SR DA L AR 7= ft 0 A i BAR LD P B (il i cookie miHAAE AR M2 T e
A NEER UG SR IRE, AR AR E R T8 A T SR BR U R 1 P A R R e B
CH kN (A Hﬁ%ﬂﬁﬁ) .

A RMHAFEAR (A4 cookie ) HKAFIXLLH M EZEE, 1S M IBM RFLHRI
(http://www.ibm.com/privacy) F1 IBM FEZ&pafLA B (http://www.ibm.com/privacy/
|details|b FRFRAE A“Cookies, Web Beacons and Other Technologies )&%, LA M “IBM Soft-
ware Products and Software-as-a-Service Privacy Statement”(http://www.ibm.com/software/|

info/product-privacy).

o 21


http://www.ibm.com/privacy
http://www.ibm.com/privacy/details/us/en/
http://www.ibm.com/privacy/details/us/en/
http://www.ibm.com/software/info/product-privacy
http://www.ibm.com/software/info/product-privacy

	目录
	关于 Packet Capture 用户指南
	第 1 章 QRadar Packet Capture V7.2.6 中为用户提供的新增功能
	第 2 章 QRadar Packet Capture 简介
	第 3 章 QRadar Packet Capture 设置
	更改操作系统帐户密码
	使 QRadar Packet Capture 服务器时间与 QRadar Console 系统时间同步

	第 4 章 Capture 用法概述
	第 5 章 启用数据节点
	第 6 章 在某一时间范围内搜索包用于进行诊断测试
	第 7 章 对 QRadar Packet Capture 问题进行故障诊断
	声明
	商标
	隐私策略注意事项


