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XZ Packet Capture C'8O

KD5*za)K20MdC IBM® Security QRadar® Packet Capture yhDE"# IBM

Security QRadar SIEM 'V QRadar Packet Capture#

?j\Z

4F20 QRadar Packet Capture D53\m1XkKbxg2+EnMh8dC#

<uD5

*R= QRadar z7bPD IBM Security QRadar z7D5,kNDCJ IBM Secu-

rity D5<u5w (www.ibm.com/support/docview.wss?rs=0&uid=swg21614644)#

kM''VK1*5

PXkM''VK1*5DE",kND'VkBX<u5w (http://www.ibm.com/

support/docview.wss?uid=swg21616144)#
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Z 1 B QRadar Packet Capture V7.2.6 P*C'a)DBv&
\

IBM Security QRadar Incident Forensics V7.2.6 }kYH|lD|6qlwM$6q}

KwTq!E/D}]U/Mf"#

QRadar Packet Capture \;|lR4Uk"D}]NQw5XDa
{#

+4Uk"DNBX|6q}],rK+d1d|L"RzIT|lX4=}]#z

IT|lXCJQwD}],r*}]pV*O!DN# Kb|`E"...

9C$6q|}Kwq!E/D}]U/Mf"

zIT(}(ek*6qDZ]4Z!ELUd#g{_PP^D|6qf"w,G

4zITv6qO*_Pn_gUDw?#zITE/|6qU/&\TJOzDf

"J4#
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Z 2 B QRadar Packet Capture ri

IBM Security QRadar Packet Capture Gxgw?6qMQw&CLr#

(}9C QRadar Packet Capture,zIT_o 10 Gbps DYH6q4T51xgSZ

Dxg|,"+d4kD~,x;avV*|# QRadar Packet Capture 9Cj< PCAP

D~q=4f"xgw?# PCAP D~q='VkVPZ}=Vv$_aI/I#

zIT9C QRadar Packet Capture 41dQwQ6qDxgw?"+|g}]r|#

(}{CdcDh8J4M-}"wDQw,zIT,19CQwMG<}],x;

avV}]*'# |9a)_T\D|=ELG<#

QRadar Packet Capture &\

QRadar Packet Capture =xD?V&\*:

j<D PCAP D~q=

CZf"xgw?DD~q=# CD~q=kVPDZ}=Vv$_/I#

_T\D|=ELG<

6q4Tn/xgDxg|#

`K'V

QRadar Packet Capture hFCZk`Ke5a9dO9C#

1S I/O ELCJ
QRadar Packet Capture 9CTELD1S IO CJ(4q!nsEL4LB?#

51("w}

QRadar Packet Capture ITZ|6qZdT/zIw}# IT9Cq BPF ;

yDo(4i/Cw}TZ8(D1ddtZlYlwP$D|#

\;vS6q}]]?D/:#

zITtC}]ZcT4(/:,CZvSDf"]?#

*"q=

9C"kVfJ1dAGTj< PCAP q=#f6qD~#6qD~4UD~s!D3

rf"# 6qD~f"Z?<P# y]$dCDG<N},1?<PDUd+?<C

s,+2G6qD~#

6qYH

TZ|6qh8,6qxgw?DYH!vZGqQ+}]Zc,S=wZc:

v TZ4,S}]ZcD|6qh8,ns6qYHI_o 7 Gbps#

v TZ+}]Zc,S=wZcD|6qh8,6qYHIa_= 10 Gbps#

`XEn:

Z 93DZ 4 B, :Capture C(Ev;

*6qELw?,kt/6q&CLr# G<wi~+w?}]#f=$dCD?<

P# 1?<PDUd+?<Cs,+2GVPD~#
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Z 3 B QRadar Packet Capture hC

Z9C IBM Security QRadar Packet Capture 0,h*;)y>Du<dC#

'V Web /@w

'VTB Web /@w:

v Google Chrome

v Mozilla Firefox

v Microsoft Internet Explorer V10 0|_f>

hCxg

*9 QRadar Packet Capture 6LIC,Xk*3vT+xKZ((#* eth2"eth3 r

eth4)Vd IP X7# 1!ivB,+53dC*9C DHCP# +G,TZu<dC,

zI\h*,Sf] VGA DT>w"Z>Xt/53"G="*T:DxgdC2,

IP X7# Zt/53s,T root C'm]9CTB>$G=:

username: root
password: P@ck3t08..)

TZu<dC,k4PTB=h:

1. ,Sk VGA f]D`Sw#

2. r* QRadar Packet Capture 0C#

3. T root C'm]G< Linux Yw53#

C'{:root

\k:P@ck3t08..

*|D1!\k,kNDZ 63D:|DYw53J'\k;#

4. *7#53GnBD,k&C IBM Fix Central (www.ibm.com/support/fixcentral/) O

DICm~^)#

5. *zT:DxgdC2, IP X7:

a. *=o MAC X7r eth2 SZ,kdkTB|n:

ifconfig | grep eth2

eth0 M eth1 SZ;IC# k+ eth2 CZ M4 xSeries 2~#

b. G< MAC X7#

c. `- /etc/sysconfig/network-scripts/ifcfg-eth2 D~PDhC:

v mSTBD>w*Z;P:DEVICE=eth2

v !{"M eth2 KZD MAC X7:HWADDR=xx:xx:xx:xx:xx

v 7#QdCTBhC:BOOTPROTO=static

v 7#9CkxgPXDE""RdvkTB2,>}`F:
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DEVICE=eth2
#HWADDR=xx:xx:xx:xx:xx
BOOTPROTO="static"
BROADCAST="192.168.1.255"
DNS1="0.0.0.0"
DNS2="0.0.0.0"
GATEWAY="192.168.1.2"
IPADDR="192.168.1.1"
NETMASK="255.255.255.0"
NM_CONTROLLED="no"
ONBOOT="yes"

6. #fD~#

7. *&Cb)hC,kKPTB|n:

service network restart

8. KPTB|n4i$SZhC:

ifconfig | more

DHCP >}:Z CentOS6.2 P,Z /etc/sysconfig/network-scripts/ifcfg-eth0 D

~r /etc/sysconfig/network-scripts/ifcfg-eth1 D~P`-TBhC#

BOOTPROTO="dhcp"
NM_CONTROLLED="no"
ONBOOT="yes"

6LG<

Z>XhC IP X7s,zITZKZ 4477 O9C SSH xP6LG<4\mh8#

|DYw53J'\k

ZhCh8s,|D IBM Security QRadar Packet Capture D1!Yw53\k#

zXkG root C'E\|DYw53J'#

QRadar Packet Capture \kkYw53\k^X# adminusername M continuum C'

J'XkZWNG<1|DwTD\k#

}L

1. 9C SSH T root C'm]G<#

root C'D1!\k* P@ck3t08..

2. *|D continuum M root C'J'D\k,k9C passwd username |n#

9 QRadar Packet Capture ~qw1dk QRadar Console 531d,
=

*7# IBM Security QRadar ?p_P;BD1dhCT9QwMk}]PXD&\I

T}#KP,yPh8Xkk QRadar Console h8,=#\m1Xk|B QRadar Con-

sole h8OD iptables,;s+ddC*S\KZ 37 OD rdate (E#
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*<.0

Xk*@ QRadar Console D IP X7rwz{# Cwz{Xk9C nslookup xP}

7bv#

1!ivB,+ QRadar Packet Capture h8D1xhC* UTC(+rj<1d)#

}L

1. 9C SSH T root C'm]G< QRadar Packet Capture h8#

2. *XUxg1d-i (NTP) ~q,kdkTB|n:service ntpd stop#

3. *XU NTP DlidC,kdkTB|n:chkconfig ntpd off#

4. (}`- crontab(I(1)D~,+,=wH*(1w5#

a. dkTB|n:crontab -e#

b. *+Ch8dC*?t 10 VSk QRadar Console ,=;N,kdkTB|n:

*/10 * * * * rdate -s Console_IP_Address#

+ IP X7rwz{CZ Console_IP_Address d?#

c. #fdC|D#

d. (}dkTB|n4r* crond:

service crond start
chkconfig crond on

5. |B QRadar Console OD iptables TS\4T QRadar Packet Capture h8D rdate

w?#

a. 9C SSH T root C'm]G< QRadar Console h8#

b. `- /opt/qradar/conf/iptables.pre D~#

c. dkTB|n:

-A QChain -m tcp -p tcp --dport 37 -j ACCEPT --src <PCAP_IP address>

g{z5P`v QRadar Packet Capture h8,k+?v IP X7w*%PmS#

>}:

QChain -m tcp -p tcp --dport 37 -j ACCEPT --src 100.100.1.10
QChain -m tcp -p tcp --dport 37 -j ACCEPT --src 100.100.1.11
QChain -m tcp -p tcp --dport 37 -j ACCEPT --src 100.100.1.12

d. #f iptables.pre D~#

e. (}dkTB|n4|B QRadar Console OD iptables:

./opt/qradar/bin/iptables_update.pl

`XEn:

Z 93DZ 4 B, :Capture C(Ev;

*6qELw?,kt/6q&CLr# G<wi~+w?}]#f=$dCD?<

P# 1?<PDUd+?<Cs,+2GVPD~#
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Z 4 B Capture C(Ev

*6qELw?,kt/6q&CLr# G<wi~+w?}]#f=$dCD?<

P# 1?<PDUd+?<Cs,+2GVPD~#

JOoO: g{z4=4U/NN}],k7#fZ,Sw?# *6qw?,zXk

9C Tap r SPAN(5q)KZ# 9C;;zOD SPAN KZ1,g{C;;z*

SPAN KZVdKOMEH6,G4I\a*z?V|#

kE

ZhC53s,k4UTB=hG< IBM Security QRadar Packet Capture:

1. r* Web /@w"dkh8D IP X7#

2. 9CTBC'E"4G<:

C'{:continuum

\k:P@ck3t08..

1!ivB,T>“6q4,”3f# zIT%wt/6qr#96q4XFG<#

a>:zITZ0ZROG4=z7f>E#

6q4,

“6q4,”3fOa)KTBE":

v 6qSZ

v 6q4,

v t//#91d

v 6q53DVx1d

v LBJ

v 6qD|}

v 6qDVZ}

v *zD|}

v ICf"Ud

Z/:dCP,kT?vQtCD}]ZcT>f"9Civ# g{IZxgdCJb

rms,S<B^(CJ QRadar Packet Capture }]Zc,G4aT>TB{"x;

Gf"3FE":StZcQtC,+10;ICJ#

xgXThv

T<qN=i4xgLB?#

1!D6q=ELnsLB?* 10 Gbps#
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6qz7G<

i4Q"zr_}ZxPPD|6qDz7G<#

Z*9u

*'V!$wi,zITZ;mSomELDivBvSICibf"]?,+-<

|Z]#t|$1d# zIT9CBDZ*9u!n4f" QRadar Packet Capture h

8OD|`}]#

9u?kP'Z]P9uS5Z]D}?PX#}g,g{P'Z]PP 5% D9uS

5,G49uHJ* 13:1# 9u:f"HJG49us!kQ9us!.dDHJ#

m 1. Z*9uHJ

Q9uDS5P'Z]DYVH (%) 9u:f"v$J

0 17:1

5 13:1

10 6:1

20 4:1

40 2.4:1

`XEn:

Z 33DZ 2 B, :QRadar Packet Capture ri;

IBM Security QRadar Packet Capture Gxgw?6qMQw&CLr#

`XNq:

Z 63D:9 QRadar Packet Capture ~qw1dk QRadar Console 531d,

=;

*7# IBM Security QRadar ?p_P;BD1dhCT9QwMk}]PXD&\

IT}#KP,yPh8Xkk QRadar Console h8,=#\m1Xk|B QRadar

Console h8OD iptables,;s+ddC*S\KZ 37 OD rdate (E#
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Z 5 B tC}]Zc

Z+ IBM Security QRadar Packet Capture wh8om,S= QRadar Packet Capture

}]Zcs,XktC QRadar Packet Capture }]Zc# tC QRadar Packet Cap-

ture }]Zca4(/:CZvSDf"]?#

PX,Sh8DE"k,kND:QRadar Packet Capture Quick Reference Guide#

^F:{C QRadar Packet Capture }]Zc1,;ICJCZcO6qD}]CZx

P!$V4#

}L

1. Z“Gme”!n(P,t/;s#9w?6q#

2. Z“/:”!n(P,TZ?v}]Zc,!qtC#4,T>Q,S#

3. YNt/6q

VZ+tC QRadar Packet Capture }]Zc#g{dCK QRadar Packet Capture

}]Zc"R}ZKP,G4/:P QRadar Packet Capture }]ZcD4,+|D

*“Q,S”#

g{ Data Node1 r Data Node2 qCmI,G4mI$P+T>@Cr@@,b

!vZ9CDmI$#

ZwZc,S=}]Zcs,GmeOT>D9u(ib)f"ws!+|,Q,

SD}]ZcDf"ws!#

© Copyright IBM Corp. 2012, 2015 11
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Z 6 B Z3;1d6'ZQw|CZxPoObT

Z6q14(Dw}}]CZzI|6q (pcap) D~,KD~|,%d8(1d6'D

|M|*}]E"#

^F:b)QwvCZoO?D# h*V/e}T\bnzi!Vx#

}L

1. %wQw3f#

1!5Qdk#

2. !q*QwD6qw?DSZ#

g{_P%SZdC,G4aT/!PKSZ#

3. kT*QwD*<1dMax1d8(5r_|D1!5#

4. 8( Berkeley |}Kw (BPF)#

9C BPF o(28( BPF }Kw# ?vmo=|,;vr`v-o# 4S}

Kmo=G9C AND"OR M NOT Kc{9(D#

TBG-o}Kw>}

ether host 00:11:22:33:44:55
ether src host 00:11:22:33:44:55

ip host 192.168.0.1
ip dst host 192.168.0.1

ip6 host 2001:0db8:85a3:0042:0000:8a2e:0371:7334
ip6 src host 2001:0db8:85a3:0042:0000:8a2e:0371:7334

ip net 192.168.1.0/24
ip src net 192.168.1

port 80
udp port 9000
tcp src port 80

TBG4S}K>}

ip host 192.168.1.1 and 192.168.1.2
ip src 192.168.1.1 and dst 192.168.1.2
ip host 192.168.1.1 and tcp port (80 or 443)
(ip host 192.168.1.1 or 192.168.1.2) and (port 80 or 443)

5. 8(*X!D|D}?#

*X!Dns|}?* 10,000# g{+K}V|D* 0,G4+X!%d1d_

M}KwDyP|#

6. %w*<Qw#

7. gQw3fDYwPPy>,Qwa{+pV*O!D}]N,rKzITZ{

vQwksTZKP1CJ}]#zIT(}8( PCAP D~`E,;s%wBX

PCAP D~4%4ksQw#

© Copyright IBM Corp. 2012, 2015 13



}]N* 128Mb,"Rns;v}]NIT*Nbs!#

8. *i4QwSPD4,,ki4QwksSP#

9. *i4yPQjIDQwDz7G<,ki4ksU>#

10. e}V/QwT7#Pc;DUdCZ!$V4wL:

a. T root C'm]G=#

C'{:root

\k:P@ck3t08..

b. KPTB|n:

rm -r /extraction/<name_of_search>

<name_of_search> d?G“QjIDQw”3fOD{FP#
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Z 7 B T QRadar Packet Capture JbxPJOoO

JOoOGbvJbD53=(# JOoOD?jG7(44$Z$wD-rT05w

gNbvCJb#

Gq20KnBf>D QRadar Packet Capture m~?

\G}6=m~DnB"Pf#7#Z&Cm~|Br_NNB20.s"4XBt

/53,Sx&C|D#Z/:dCP,\G7#+wMyP}]Zc53}6A`

,f>#

Gq_P(iD RAID XFwM2L}/wL~?

g{v=k 3650 M4 RAID XFwM2L}/wO20DL~^)f`XDI?Tr

T\Jb,7#_PnML~^)f:

v TZ 3650 M4,M5200 RAID XFwL~^)f:2015 j 5 B 27 UD V24.7.0-

0052 r|_f>#

S Red Hat Linux |nPKP .bin D~#

v TZ IBM Lenovo,2015 j 5 B 15 Ur.sD^)f#

S Red Hat Linux |nPKP .bin D~#

GqQ}7,S6qKZ?

IBM Security QRadar Packet Capture h8;\ZSZ 0 O4P6q#

GqQ}7dCT+xxg,S?

*7#Q+T+xSZVd= IP X7,kTQ,SDSZKP ifconfig |n#

g{4dCX7,k`-`&D ifcfg-eth* D~4dCX7#

v ZK DHCP >}P,Z /etc/sysconfig/network-scripts/ifcfg-eth2 P`-TB

hC"+ eth2 f;*`&DhC#

BOOTPROTO="dhcp"
NM_CONTROLLED="no"
ONBOOT="yes"

v ZK2, IP X7>}P,Z /etc/sysconfig/network-scripts/ifcfg-eth2 P`-

TBhC"+ eth2 f;*`&DhC#

BOOTPROTO="static"
BROADCAST="192.168.1.255"
DNS1="0.0.0.0"
DNS2="0.0.0.0"
GATEWAY="192.168.1.2"
IPADDR="192.168.1.1"
NETMASK="255.255.255.0"
NM_CONTROLLED="no"
ONBOOT="yes

|DhCs,KP ifconfig |nTdCxgSZ#
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GqQ}7dC531d?

1!ivB,+531dhC*+rj<1d (UTC),"+ddC*9Cxg1d-i

(NTP) M+2~qwT#V}7D531d#

GqfZ532~Jb?

1. 7#}7zIw?"IxgSZ( (NIC) SU#

i4?|SZ 0 ,SR`D8>F# W?8>FXk#A,|8>,S# %?8

>FXkA8,|8>w?n/#

2. KP /usr/local/nc/bin/dpdk_nic_bind.py –status |n#

|na{XkkTBdv`F:

Network devices using DPDK-compatible driver
============================================
0000:0f:00.0 ’82599ES 10-Gigabit SFI/SFP+ Network Connection’ drv=igb_uio
unused=ixgbe
0000:0f:00.1 ’82599ES 10-Gigabit SFI/SFP+ Network Connection’ drv=igb_uio
unused=ixgbe
Network devices using kernel driver
===================================
0000:07:00.0 ’I350 Gigabit Network Connection’ if=eth2 drv=igb unused=igb_uio
*Active*
0000:07:00.1 ’I350 Gigabit Network Connection’ if=eth3 drv=igb unused=igb_uio
0000:07:00.2 ’I350 Gigabit Network Connection’ if=eth4 drv=igb unused=igb_uio
Other network devices
=====================
<none>

53Gq}Z6qw??

*7(Zt/6qa0s53Gq}Z6qw?,k9CBP3V=(:

v i4?|SZ 0 ,SR`D8>F# %?8>FXkA8,|8>w?n/#

v Z“xgXT”3fO,+4=<Ndv#

v S|nP,KP du –h /storage0/int0 |n#

a{kTBdv`F:

4.4G /storage0/int0/1_0
4.9G /storage0/int0/2_0
6.4G /storage0/int0/3_0
4.9G /storage0/int0/4_0
4.9G /storage0/int0/5_0
4.9G /storage0/int0/6_0
.
.
.
1.4T /storage0/int0/

g{X4KPK|n,G4y5XDS?<}?MVd}?+vS#

REST SZGq}Z$w?

KPTB|n"+\kf;* continuum C'D}7(G1!)\k:

curl -k -v -X POST -G -d "username=continuum&password=password&action
=ping" https://localhost/rest/forensics_fetch.php

a{kTBdv`F:
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About to connect() to localhost port 443 (#0)
* Trying ::1... connected
* Connected to localhost (::1) port 443 (#0)
* Initializing NSS with certpath: sql:/etc/pki/nssdb
* warning: ignoring value of ssl.verifyhost
* skipping SSL peer certificate verification
* SSL connection using TLS_DHE_RSA_WITH_AES_128_CBC_SHA
* Server certificate:
* subject: E=root@localhost.localdomain,CN=localhost.localdomain,
OU=SomeOrganizationalUnit,
O=SomeOrganization,L=SomeCity,ST=SomeState,C=--
* start date: Mar 27 17:10:01 2014 GMT
* expire date: Mar 27 17:10:01 2015 GMT
* common name: localhost.localdomain
* issuer: E=root@localhost.localdomain,CN=localhost.localdomain,
OU=SomeOrganizationalUnit,
O=SomeOrganization,L=SomeCity,ST=SomeState,C=--
> POST /rest/forensics_fetch.php?username=continuum&password=
test&action=ping HTTP/1.1
> User-Agent: curl/7.19.7 (x86_64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.15.3
zlib/1.2.3 libidn/1.18 libssh2/1.4.2
> Host: localhost
> Accept: */*
>
< HTTP/1.1 200 OK
< Date: Mon, 13 Oct 2014 20:08:20 GMT
< Server: Apache/2.2.15 (Red Hat)
< X-Powered-By: PHP/5.3.3
< Set-Cookie: PHPSESSID=54cf36otmg899b6bau03lu6jh6; path=/
< Expires: Thu, 19 Nov 1981 08:52:00 GMT
< Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
< Pragma: no-cache
< Content-Length: 85
< Connection: close
< Content-Type: application/json
<
* Closing connection #0
{"status":"success","message":"QRadar Packet Capture (c), Version 7.2.4.209\n"}

gNXC continuum C'\k

Z QRadar Packet Capture C'gfP;\|D continuum C'\k# *+\kXC

*v'1!5,Xk9C reset_default.sh E># 53aZC'BNG=1a>C'

|D\k#

*KP reset_default.sh E>,kT root C'm]G=A|nP"dkTB|n:

sh /var/www/html/mysql/reset_default.sh continuum
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