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2. 9CTIq=Qw"}]8SM}]X9kE(-iM(IXFDD5D;f}

C#

3. 9CZ]}K"TIq=Qw4"VS\-i/XFk)D_e5}#

4. 9C“}V!G”"IS/}]8SMZ]}K4iRX*D5ej6#

5. 9Cb?Lr4X]5en/,=wI\D/z#

$]U/wi

9C QRadar Incident Forensics 4@@i/Z)4gU"?/6p~2r8o_DCE

H"E/2+5y#

T6p~2DED

ZK=8P,3vi/U=PX3)~2")4{Cr)4D/(# *w{>I\@<

}#s5K*D9H$w,{G#{?/NNX*gUDCExd#
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?j

*bvb)wiPDJb,Ci/_PTB?j:

v i$2+TgUDtPT#

v 7(GqfZ2+TgUD$]#

v @@2+TgUDcHM-C0l#

v Kb2+TgUD>J

wi

9C!$!n(OD$_4ozzxPwi#

1. 9CTIq=Qw"IIZ]M}]8S4(}9C1ZDkTT5ew*pc,

Qw~2")4{Cr)4#

2. 9CTIq=QwM}]8S4`k"zD4v#

3. 9CTIq=Qw4;f}CIa)T0lDN<DD5#

4. 9C“}V!G”MIS/46p\0lD5e#

5. 9Cb?Lr4Vvk~2r8o_X*Dn/#

XB(e2+5y

BP*MfZgUDP*DlbIL$i/@@VP2+5yGqdV# ZK=8P,

3Ri/#{kTTmfYDgU,TT:D2+TfrDP'TST(T#

?j

*bvb)wiPDJb,Ci/_PTB?j:

v 6pBP*rfZgUDP*#

v @@VP2+TfrDP'T#

v KbIZ/,Yw<BvVD2+T)4#

v @@(iD2+5yDP'T#

wi

9C!$!n(OD$_4ozzxPwi#

1. 9CTIq=Qw4(}9CrMi/*6QwBP*rfZgUDP*,}gF

/C'MyZFD~qDP*#

2. liIIZ],9CbTLr+b)P*kVP2+Tfrr5yxP;f}C#

3. 9CTIq=Qw"bTLr"Z]X9MIS/4Vv4T2+TfrD/(,

Kbs(D5J#

4. 9CTIq=Qw"bTLr"Z]X9"}]8SMIS/4"VVP2+Tf

rr5y4lb=Ds(#

gU@@

ZK=8P,;]E(K3))4")4{CrqbP*D2++fa>i/I!g

U@@# gU@@7(i/GqWZ\=F5r_Q\=F5#
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?j

*bvb)wiPDJb,Ci/_PTB?j:

v @@i/PGqfZQ7(D)4#

v lbGqfZqbDb?w=#

v "VNNb=F5D$]#

v 7(i/GqGb=)4{CD\&_#

v 7(C'm]#

wi

9C!$!n(OD$_4ozzxPwi#

1. 9CTIq=Qw4Qw2++fP8(D)4")4{Crd{qbP*DX

T#

2. 9CTIq=Qw4+P?rd{}];f}CTIzv8j#

3. 9Cb?Lr4wiI\{CKQ6pD)4D;%#

4. liz7jGDIIZ]#

5. 9C}]X94s~XZfZ1ZgUD;%BDZ]#

6. 9Cb?Lr4X]fZ1ZgUD5eDn/#
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Z 3 B t/!$wi

*Z IBM Security QRadar Incident Forensics Pt/wi!$,k9ClYt/K%4

/@M}K!$f"bPD}]#Kt/e|,$(eD**i/,zI9Cb)i

/4t/Qwr_q!5eDX5#

*t/wi!$,kq-TB8<E":

1. S%w!n(OD3v%w,t/wiV4rQw#

v g{R|%w%wrNN IP X7,"KP!$V4,G4!$aS6qh8lw

8(1d6'ZD-<6q}],i!"XB9(D5,;s+a{mS=!$

f"b#

v g{zR|%w3v%wrNb IP X7,;sKP!$Qw,G4aT!$f"

bxP}K"ZdPQwC IP X7#;saZ!$!n(ODw0qPT>a

{#zIT(}9(i/4E/Qw#

1 QRadar Incident Forensics U=Qwks1,a&m|6q}]"V4*b)}

]"M=$ZSU=1yICDq=#}g,a+ Microsoft Word D5V4* Word

D~#IP otg0tP+V4*t5D~#;s+9C*}]MD~Z]4TV4

sDD~("w},Sx9b)D~IQw#

2. Z!$!n(O,%wlYt/#

ZzKPV4rQw(x;GKPTIq=DQw"9(zT:Di/)s,IT

S!$!n(ODlYkEK%9C$(eDi/4lYt/wi#}g,zIT

i4IIZ]`p"KP3vi/(}g5e/()#IIZ]yZQ(eD;i

fr,b)frkTm>ITP*DZ]#5e/(j>vf0%42+_TDI

\qb5e#

Z]V`M}K&\PzZuY5XD}]?#

3. SxqP!q*i4DD5#

QRadar Incident Forensics +5X4EH6EPDQwa{#kQw}fE/TrX

xQw5XD>c.VEH6D==`F,vV5Jn_DD5+T>ZPm%

?#

zIT(}%w,SMQwkD5X*D*}]Tt/T}]D8S#}]8S&

\a)K`V;,DQwS<M}]**#

4. *wiyPYwM2+B~.dDX5,kZD5S<P!q;v4S"R|%w

q!X5#

ZzwitT.s,kT(},S5exU/=DE"xP}K#

5. %w}V!Gm]_w"q!;i-}c`DX*n#

}V!GG*}]Dw},I(}zYqbC'_w4oz7(II%wrw%m

~#Z9(b)X51,QRadar Incident Forensics 9C4Txg4(}g IP X7

"MAC X7T0 TCP KZM-i)D}]#|\;iRngDlj6.`DE
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",9\;SV&mrgSmq&CLrPA!ngw_j6.`DE"#}V!

G(}+5eDm]kd{C'r5eDj6E"`4S4ozR>=_.dDX

*#

QRadar Incident Forensics QwMi)
wi_9C IBM Security QRadar Incident Forensics ISxgw?MD5X!`X}]#

QwMjGG<

*tC1[D!$n/,QRadar Incident Forensics alw|}]"|!d{Z]# K

<ua)IQw}/D}]=w"a0X(M(Ii(4oz2+B~wi#

wi_(}V#HYw4/P4Pdwi,;sLx"wkT`XDnUa{/Dw

ia{# r%D_6p=(GWHQwMjGm`G<# ;s,XcX"QjGDG

<Tj6ns;iG<# 7(`XDO""wi/T|,M/rE}n# 9CKDO4

i$Yh#

ZzYB_w1,IT(}9Cd{=(4zxb)_w# zIT9CIS/MVv$

_4V/MT/@@`XTa{# Kb,z9IT9C;,i/4q!,;vJbDd

{=f#

&mjGDa{

1zR=TwiG#X*Da{s,zITjGb)a{TcZ4P|nkDliM

nU7(# jGTs;vvV^ZzO*h*jGDZ]# g{PJb,TdxPj

G# zk*E};`XDDO"XcX"zO*`XDZ]#

TzO*`XD;ia{xPjGs,zIT"wzDli#

1. (}IS/MVv$_li?vQjGDD5#

2. +8}"M=S=b)D5"nUv(?vD5k8}D`XT#

3. g{G<;`X,k}%Ci)#

Zwi}LP,z7(Kf"bPD`XDO,VZzQ_P;i`XDQjGD

G<#

4. r!"<vr&m`XG<#

D5QwMwi

wi_QwXZ2+B~gN"zD_wrYhD`XD5#

Qw

wi_9C!$f"b4X!zcX*XwDD5,x;GV/8!s?D5,s`

}D5k8}^X# }g,ZX(1dNZvVDkX*wbPXDD5,rIII%

w_"MrSUDD5#

QwITGw7D# }g,“iR<7DV{.‘Mission Alpha’”Gw7D# Qw2I

TGGXPD# }g,“iRfZZf"bPDyPga2+Ek”GGXPD#
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QwITGr%D,vyZ;vu~# 4SQwa{Xkzc`vu~# }g,iR

=vII%w_.dXZX(wbDyPgSJ~,"E}|,=~DgSJ~,t

Z4SQw# QwD?DGlY"<7X+G<uYAI\mD$w/# (}uYw

i_liDD5/}?,D5k8}`XDI\T|_#

T IP X7rKZKPV4

zITT;vr`v IP X7rKZKPV4#g{;dk IP X7rKZ,G4+V

4yP TCP M UDP w?#g{dk`v IP X7rKZ,Xk9C:ExPVt#

^F:(#,z;NIdk< 7 v IPv4 X7M 7 vKZ,rn`< 255 vV{# IP
X7MKZVN+kd{LoiOp4T4(}KwV{.#}KwV{.D$H;

\,} 255 vV{#

!$8}

8}GQ<kD5M|6qD~D/OD_-]w#

8}IP(4(8}D\m1rwi_4(#\m14("+8}Vdxwi_# 1w

i_S IBM Security QRadar PD IP X7lw|6q}]1,{GI\a4(BD8

}#

`XNq:

:+ PCAP D~MD5Sb?53OXA!$8};

zIT+b?}]OXAX(8}P#

/O

9C/OITng|6q (pcap) }]D~"PDF rxgw.`DX(4PD`X}]

xPVi#

/OCZj6M\m`X}]i#zITZjIwislY>}/OPDi}]#

/OI\m1rwi_4(# \m14(/OT+}]V/0k IBM Security QRadar

Incident Forensics# \m19+/OmS=8}# 1wi_S IBM Security QRadar P

D IP X7t/|6q}]lw1,{GI\a4(BD/O#

k<G/OM/O{FDTBfr:

v /O{FXk(;#

v 8}|,;vr`v/O#

v /OITmS=`v8}#

v wi_5P_P,;v/OD=v8}1,Qwa{5XX4}]#

v g{OXBD pcap 1,/O{F;G(;D,G4ZOXBD pcap 0>}-4D

/O#

+ PCAP D~MD5Sb?53OXA!$8}
zIT+b?}]OXAX(8}P#
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*<.0

\m1Xk*#{OXb?D~DC'tC2+D FTP mI(#

XZKNq

IBM Security QRadar Incident Forensics IT|U4TxgODNNICJ?<D<k

}]# }]IIC`Vq=,|(+;^ZTBq=:

v 4Tb?}]4Dj< PCAP q=D~

v D5,}g,D>D~"PDF D~"gSmqM]>De

v <qD~

v 4T&CLrDw=}]

v 4Tb? PCAP }]4Dw=}]

zIT+`vD~OXA8}#

^F:8}{FXk(;# z;\4(kVP8},{D8}#

}L

1. Z FTP M'zP,4PTB=h:

a. k7#++dc2+T (TLS) !w*-i#

b. mS QRadar Incident Forensics wzD IP X7#

c. 4(9C4(D QRadar Incident Forensics C'{M\kDG<#

2. ,SA QRadar Incident Forensics ~qw"4(B?<#

3. *(} FTP +dMf" PCAP D~,Z*8}4(D?<B,4({* singles

D?<,"+ PCAP D~O=C?<P#

4. *(} FTP +dMf"G PCAP D~Dd{D~`M,Z*8}4(D?<B,

4({* import D?<,"+D~O=C?<P#

5. *XBt/ FTP ~qw,kdkTB|n:

etc/init.d/vsftpd restart

6. *XBt/~qwT+D~SOXxrFA QRadar Incident Forensics ?<,kd

kTB|n:

a{

zITZ!$!n(OD3v$_P4=T:D8}#

!$f"bi/

wi_8(*S!$}]blwDD5DXw# `vi/CZiR;iD5T)wi#

T;!iD5D`vi/MV/liEHZ8!{vf"b# sxi/M+7i/D9

k(#GZli;`XD5ZdzzD#

i/nD}?vSMXlT<B_P|_X*TDa{/# zD?jG(eQ*D!I

\`Da{"RZI\DivB_Hw7#IrQwu~dkNN}?Di/n#T
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Uqr<{Kc{t*n# ;TUqt*Dn5><{_- OR Kc{# OR Kc{

m>iRNNn<G,yzch*D#zcs`}QwnDa{;ZPm%?T8>

i/nD%dLH#

%vQwu~2Fwi/n#Qw(#|,`vi/n# %vQwDi/n/O2Fw

i/V{.# l7XC+=m>i/h*70,+G";Q# |;|,;)i/nT

0KbgN4(Mq(*za)yhZ]DniO# IZi/V{.#fZ QRadar

Incident Forensics P,rKzITy]T}]D|`Kb;O"wzDQw#

`XNq:

Z 253D:9X5MX*IS/;

9C“IS/”0ZIi4QV4D5PDtT.dDX5#}g,zITlikX(

gSJ~X7(EDgSJ~X7#

TIq=i/n

wi_(}Z!$!n(ODQwu~VNP1Sdki/n4Qw<7DV{.%

dn# zIT9C%Ji/r`Ji/#

BmhvKIT9CDQwi/D`M#

m 1. TIq=i/D`M

Qwi/D`M hv >}

%Ji/ ZD5PQw;vn# puppies

_P(d{D%Ji/ *i/nPdr)2D;vr`vV{Q

w%dn#

^F:ZQwP,(d{;\CwZ;v

V{#

te?t

test*

te*t

`Ji/ 8(4i/n`XT3r5XDQwa

{# HPv|,b=vi/nDD5,Y

Pv;|,dP3vi/nDD5# ;|

,;vi/nDD54U%vi/nD"

zN}EP#

free puppies

x+}ED`Ji/ k<7DV{.%d# |,b=vJ+G

44UK3rEP"RG#?|DD54

w*a{5X# 5JO,+}E+b)=

vJ*d*%vV{.ri/n# TZQ

w}f,|G;Y;4w=v@"DJ#

″free puppies″

9C AND Kc{D`Ji/ 8(b=vi/nXkfZZD5PTz

z%dn# i/nIT9CNN3r"R

`%.d;h*G#?|#

free AND puppies

*}]jG

QjG+25e,Sx9wi_\;S`XD5lYlw<7Da{/#

y]a0"D5r-iD`M,m`*}]VNI\aCZ Incident Forensic w}#

8(*}]jG{F1,|XkG<7D"RfZZ!$f"bP#

BmPvK*}]jGQwD`M#
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m 2. *}]jGQw

*}]jGQwD`M q= >}

j< MetadataTag:<value> ApplicationProtocol:http

(d{ MetadataTag:* CreditCardNumber:*

6' MetadataTag:[<start value> TO

<end value>

Duration:[30 TO 56]

`XEn:

Z 183D:D5"M;

wi_TD5xPjG"+"MmS=D5TzYPXd8}PD5D9kM-m{

v#

<{5iO

9Cr%D<{Kc{I+`vi/n&sZ;pT4(P_HkTTDi/V{

.# (}hC}7Dq=,b)i/V{.IT5Xkwi_DiRTsj+%dDa

{#

y><{Kc{* AND"OR"NOT M ()# AND Kc{8(D5PD=vi/nX

k%d# OR Kc{8(IZD5PR=NN;vi/n# NOT Kc{q(r}%k

Qq(Di/n%dDa{# () Kc{Ti/nM5xPViT+/}&CZ/O,+

`v5&CZ%v/}r9o(|Sez#

<{Kc{Xks4#

BmPvK<{Kc{Mi/V{.D>}#

m 3. i/V{.D<{Kc{

<{Kc

{ i/V{.>} 5w>}

AND TcpPort:80 AND Protocol:http =vi/nCZiRyPj< Web w

?# g{ZKZ 8080 O"z Web b

T,G4|+;G%dn,r*b=v

i/n+;* true#

OR Collection:yahoo* OR Collection:cnn*

OR Collection:msn*

}vi/nCZ+a{^FZ!$f"

bP Yahoo"CNN M MSN D5/OP

Da{#

NOT ApplicationProtocol:http AND NOT

ServerTcpPort:(80 OR 8080 OR 81)

9CGj<KZQww?# Z;vi/

niRj< HTTP w?,Z~vi/n

}%9CQS\D HTTP KZDyPw

?#

() (ApplicationProtocol:http AND NOT

ServerTcpPort:(80 OR 8080)) OR

(ApplicationProtocol:pop* AND NOT

ServerTcpPort:110)

N O T ( C o l l e c t i o n : y a h o o * O R

Collection:cnn* OR Collection:msn*)

b)i/P'X9C(E45V4SD

?D# g{;P(E,G4*C+=m

>"wT,b)i/a|$"R|4

S#
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i/9(w$_

9Ci/9(w$_IT4(Qwr\m#fDQw#

i/9(w$_(}>}rwi_z/]>K4(9Ci/nV`PmD?sQwD

}L#

m 4. i/9(w$_DN}

N} hv

!q`p }K!qVNPmPa)D*}]jGPm#

!qVN CZjG!$f"bPDE"D*}]jG#

i/>} KPi/dkVNPDi/"(fa{}#

B( %weki/1,+VPi/f;*BDi

/#

AND %weki/1,+BDi/kVPi/a

O# D5Xkkb=vi/n%d#

OR %weki/1,+BDi/kVPi/a

O# D5XkkdP;n%d#

wi_IT#f"i/D~53OD~PPDQw,JmZwi_.d2m# wi_+

Q#fDi/Dhvr{FCZ}C"\mMmb#

i/!n(OD9Ci/&\CZ+Q#fDi/"M=Qwu~dkVNTc4

P#

wi_9CH0i/Pm4iRH0QKPDi/,"(}!q*KPDi/"%w

eki/4XB4Pb)i/#

i/}K$_

i/}K$_9Cn/}]4a)9(VC}KwDSu_w#

i/}KwGIuYi/V{.i/n/D5/DVCDs(}Kw# (}9C}K

w,zITZi/V{.40P}`2,i/nDivBuYICD5/# IK\;|

`XXFi/V{.#

IZi/}Kw_P8}@f}Kw`MPm"/,|BM51a{**,rK|G

*<wiDC!y# }Kw`MPmndKZzDIC8}PR=DyP5# zIT

lYi4T:5PD8}P|,D}]# !qre}}Kw`MPmnaT/|Ba{

**# zITlY4=}KwDP'T,T09C}Kw1#`D5/Ds!#

;(i"w1!i/}KwCZz*4CDi/# TZ*#tDi/,k4(BDi/

}Kw# g{zQ-^D1!i/}Kw,kZjI1+dXCT@9STsDQwi

/PmsXE}D5#

n/}KwDa{

wi_Zi/}Kw$_ODa{**?VPi4n/}KwDa{#
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fE}KwD|D,**xP|BTT>D5\}MICD5}# D5\}GZ&C}

Kw0wi_ICDD5}# ICD5}GZ&C}KwsICDD5}# wi_9

Cb)F}4POd}KwDP'T"Z9(1xPJ1w{#

Ti/}Kw$_Qw}Kw

wi_*dQVdD8}}K}]#}]4}Kw`MVIi,}g,IP X7r MAC

X7#

(}9C_-YwP;,wi_IT|,rE}SPmP!qDn#

?vQw}Ki<_P_-YwP;,IT+CP;hC*|,rE}ZPmP!q

Dn# 1hC*|,1,PmPDn9C_- AND ,S,bm>?vICD5<|

,yP!(n# 1hC*E}1,9C_- OR,bm>?vICD5<;|,NN!

(n#

wi_IT9C UserQuery i4m>*mS=}KwPDdT:Di/V{.#

^FQw5XDD5}

Ir IBM Security QRadar Incident Forensics i/mS}KwT^FZQwa{3fP

4=DD5}rD5`M#

}L

1. Z!$!n(O,%wi/}Kw<j#

}]+4}Kw`MVi#

2. Z“Qw}Kw”0ZP,%w|,rE}4*?v}Kw`M!qGq*ZQwa

{P|,D5#

3. *Z}KwPiR3vn,kq-TB=h:

a. Z}Kw`MPP,9*3v}Kwi#

b. Z“Qw”0ZP,!qu~"%wiR#

1zZ Web `p}KwiPQwG<1,+T>yP%dD`pVN#}g,

1zQw Web `p HZ chat"Chat M`X`p,G4+T>ng41{"
+]"Web J~/3;{"+]"Qw}f/Web ?</E'x>T0F.`D`
pVN#

D5"M

wi_TD5xPjG"+"MmS=D5TzYPXd8}PD5D9kM-m{

v#

IZw*a{A;T041d3rEPxqODb?Lr$_PjGD5,CxqT

>Z;%Zd;;DD5D3r# IZi/MwiI\HO4S,rKwi_TyPG

<(|(;X*DD5)xPjG# 9Ci)IT;h*XB4(4Si/Mwi6

'#IZjGG<s4("M#

ZwiZd,zx-`Nk*q-=vr`v76# 9C/@w&\I4Fzy&D1

0!n(# 4F!n(ITozz\bh*GC5X"q-d{76r_h*GCgN
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=oV'c# zITy]h*NbN}X4F10!n(# q-d{!n(T0ki

)PXDD5PD?v;,76# zITmS"M,T8(8r?vQjGD5D7

6#

"MGZwi1G<k(D;V==# "M;\I\m1}%# "MjPwi_DC

'j6Mdk1D1dAG# <vD5s,9CX(DD50dtTdv"M#

`XEn:

Z 153D:*}]jG;

QjG+25e,Sx9wi_\;S`XD5lYlw<7Da{/#
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Z 4 B wi$_

wi_9Cb?Lr$_"}V!G$_"<v$_MIS/$_T;,==\m}

]#

Qwa{3fG!$!n(OD1!3f#xq!n(Oa)KQwa{#wi_9

CxqODQwa{4lYQwMCJD5# Zxq!n(O,9Cb?Lr$_"}

V!G$_"<v$_MIS/$_4x;=4Pwi#

P8>{

P8>{a)a{/P5XD?vD5D(;j6# 9CP8>{+D5MyPXhD

`XD5"M=“X(S<”IS/$_#

PEr

zITTxqPT>DPxPEr# IZa{\}I\asZxqPT>Da{},r

K^(T{va{/xPEr#

D5i48>{

D5i48>{G;fT>l+ML+D!2&,CZ8>wi_Gqi4KD5#
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d{<uU/z79CE""ozDFnUC'ei"(FknUC'D;%rCZ

d{C># Zm`ivB,m~z7;U/vKIj6E"# ?Vm~z7Iozz

U/vKIj6E"# g{Cm~z79C cookie 4U/vKIj6E",G4PX

Cz79C cookie D_eE"gByv#

34 QRadar Incident Forensics C'8O

http://www.ibm.com/legal/copytrade.shtml


y]?pDdC,“m~z7” I\9Ca0 cookie 4U/?vC'Da0 ID,TC

Za0\mMO$C># IT{C cookie,+Gb2+>} cookie tCD&\#

g{*Km~z7?pDdCa)zTM'm](} cookie rd{<uSnUC'U/

vKIj6E"D&\,G4z&CiRXZJCZK`}]U/DyP(IDzT

:DO((i(|(ywMmI)#

PX9CwV<u(|( cookie)4o=b)?DD|`E",kND IBM ~=_T

(http://www.ibm.com/privacy) M IBM Z_~=yw (http://www.ibm.com/privacy/

details) Pjb*“Cookies, Web Beacons and Other Technologies”D?V,T0“IBM Soft-

ware Products and Software-as-a-Service Privacy Statement”(http://www.ibm.com/software/

info/product-privacy)#

yw 35

http://www.ibm.com/privacy
http://www.ibm.com/privacy/details/us/en/
http://www.ibm.com/privacy/details/us/en/
http://www.ibm.com/software/info/product-privacy
http://www.ibm.com/software/info/product-privacy


36 QRadar Incident Forensics C'8O



Jcm

>Jcma) IBM Security QRadar Incident Foren-

sics m~0z7DuoM(e#

Z>JcmP,9CKBP;f}C:

v N{SGW!uo}CW!uo,r_Su4}

Cj{N=#

v m{}<zN<`XDr_T"Duo#

*Kbd{uoM(e,kND IBM Terminology

Web >c(ZB0ZPr*)#

:(A); :(B); :(C); :(D); :(G); :(H);

Z 38 3D:(J); Z 38 3D:(L); Z 38 3D

:(M); Z 383D:(Q); Z 383D:(S); Z 38

3D:(X); Z 383D:(Y); Z 393D:(Z);

(A)
2+B~ (security incident)

}#xgYwb=V8"F5r%wDB

~#

8} (case)
|,Z}]bPDPXZX(wiDE"#

(B)
|6qh8 (packet capture appliance)

9XMG<;(}]D@"h8#

|6qE" (packet capture information)
I6qh8U/Dw?}]E"#

6qh8 (capture device)
kND|6qh8 (packet capture appli-

ance)#

<{Kc{ (Boolean operator)
ZC/},Z@@;iYw1,8(

AND"OR r NOT D_-Kc#<{Kc

{|( &&"|| M !#

(C)
bTLr$_ (surveyor tool)

ZIS/wPT>2+B~Pn/D1d3

rD$_#

,w (superflow)
bGI`v_P`FtTDwiID%v

w,<Z(}uYf"<x4vS&m\

&#

(D)
T0 (conversation)

Z=vr|`vxgKc.d(}!$==

X9D}]w#}g,g;xgT0#

(G)
%w (attack)

4-Z(DvKTm~Lrrxg53DK

PSTF5DNN"T#mkND%w_

(attacker)#

%w (offense)
bGw*T\`Su~Dl&x"MD{"

rzIDB~# }g,%w+a)PXGq

%4K3v_TrxgGqb\%wDE

"#

%w_ (attacker)
"TF5E"53rCJ"GCZ#fCJ

DE"DC'(KrFczLr)#mkN

D%w (attack)#

(H)
V4w5 (recovery job)

V4Qi/D6q}]"+d*"xbbh

8T)|UD}L#
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(J)
/O (collection)

k8}X*D(E8(D;i}]#}g,

;i43rEPD6qDxg|#

S\ (encryption)
ZFcz2+Tlr,bG+}]d;*3

VQTmbDq=D}L,K}L9C-<

}];Iq!r_;\(}b\}Lq!#

Yh (hypothesis)
B~D(ibM,yZ8}PU/DIC$

]#YhXkI-}bTM$1#

bb (decapping)
4`k|6q}]T9yP|UD}]zI

*a{(fD}L#

(L)
`p (category)

y]X(hvrV`ViZ;pD;in

?#`pITG3;,HZ;,DE"6

p#

,xU/DgSfZ (continuously collected elec-
tronic presence)

%w_D*zm],w*4SD}V!G/

O#

wG< (flow record)
=vwz.dDT0G<#

w? (traffic)
Z}](EP,+d(}3u76PX(c

D}]?#

)4 (vulnerability)
Yw53"53m~r&CLrm~i~P

D2+)4#

(M)
f|< (breadcrumb)

Web gf*X,T>CZZ>cPD;C#

|(#|,;5P,4S,T>Z3f%?

rW?#b)4S8>Qi4D3f,"'

VC'/@X*<;C#

(Q)
!$wi_ (forensic investigator)

Sxgw?PX!`X}]"G<Z!$f

"bPDC'#

(S)
m] (identity)

bG4T}]4DtT/O,b)tTm>

K1"i/"!yrn#

B~ (incident)
kND2+B~ (security incident)#

}V!G (digital impression)
|,%v8}ZKKX*Dj)j6D(

f#

}V!GX5 (digital impression relationship)
k8}X*Dj)j6.dDX5#

(X)
|UDxgw? (ingested network traffic)

6qDxgw?,Q-}!$bb}LD&

m#

-iliLr (protocol inspector)
(EDliLr,<ZSxg-i(}g,

HTTP r FTP)X!!$}]#

(Y)
l# (anomaly)

bGkxgD$ZP*D+n#

rliLr (domain inspector)
(EDliLr,<ZSX(r Web >c

(}g,Facebook r Gmail)b9"X!!

$}]#

*}] (metadata)
hv}]XwD}];hvT}]#

*}]X5< (metadata relational map)
T>4T8}D5D`X*}]D<#
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(Z)
PDj6 (centering identifier)

yPd{j6<k.;%D`pn?#PD

j6GwiPDPDn?#

Y# (trail)
+8}P#fDvK,S=8}bDvKD

}V!G#
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w}

[C]
i/ 17

i/9(w 17

Jcm 37

[K]
IS/ 21

[M]
#= 21

[S]
1di 22

}V!G

Ev 23

Qwu~ 17

[W]
D~

(}9C FTP OX 14

[X]
B&\?~, 1

Bv&\

V7.2.6 C' 1

[Y]
*}]jG 15

[Z]
"M 18

I
IP X7wi 31
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