
IBM Security QRadar Risk Manager
�� 7.2.4

J�ΓU

���



��

b���ΩT�Σ�Σ��ú�ºeA�\¬� 27��yn�zñ�ΩTC

ú�ΩT

�σ≤A�≤ IBM QRadar Security Intelligence Platform 7.2.4 � �ß≥oμ�A����σ≤�≤s���N�εC

© Copyright IBM Corporation 2012, 2014.



�²

IBM Security QRadar Risk Manager �� . . . . . . . . . . . . . . . . . . . . . v

� 1 � }l�� IBM Security QRadar Risk Manager . . . . . . . . . . . . . . . 1

� 2 � íp IBM Security QRadar Risk Manager . . . . . . . . . . . . . . . . . 3
w�ºe . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3
tm�⌡≡W�≡s� . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3
�O⌠⌠]w . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4
QRadar Risk Manager ñúⁿΣ��\α . . . . . . . . . . . . . . . . . . . . . . . . . . 4
Σ�� Web s²� . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4
b Internet Explorer ñ��σ≤�íMs²��í . . . . . . . . . . . . . . . . . . . . . . 5

s� IBM Security QRadar Risk Manager ����� . . . . . . . . . . . . . . . . . . . . . . 5
]w QRadar Risk Manager nΘX��m . . . . . . . . . . . . . . . . . . . . . . . . . . 5
N QRadar Risk Manager sW� QRadar D�x . . . . . . . . . . . . . . . . . . . . . . . 6
��qT . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7
sW Risk Manager ���ñΓ . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8

� 3 � ⌠⌠Ω�¼� . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9
{� . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9
tm{� . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9

���m . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10
�o�mtm . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10
�J�m . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11
�J CSV � . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11
�m�J��°�� . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12

� 4 � �zf� . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13
����Gtmf� . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13
�°�mtm�{ . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13
±�μ@�m��mtm . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14
±�úP�m��mtm . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14

����G�°��ñ�⌠⌠⌠� . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15
jM�� . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15

����G°��≡��≡�⌠� . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16
�°≡��≡�⌠� . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16

� 5 � ����G�°�h . . . . . . . . . . . . . . . . . . . . . . . . . . . 17
����G�qπ�i�tm�Ωú . . . . . . . . . . . . . . . . . . . . . . . . . . . 17
�qe\��IqT≤w��m . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18

����G�qπ�i�qT�Ωú . . . . . . . . . . . . . . . . . . . . . . . . . . . 18
MΣe\qT�Ωú . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18

����G�°�hHW . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19
tm�D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19

����G���}
]w�I�u²�� . . . . . . . . . . . . . . . . . . . . . . . . . 19
MΣ��}�Ωú . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20

����G����⌠⌠qT]wΩú�}�u²�� . . . . . . . . . . . . . . . . . . . . . 20
MΣ⌠⌠ñ��}�Ωú . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20

� 6 � ������� . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
����G��⌠⌠ΩúW�≡� . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
���� . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23

© Copyright IBM Corp. 2012, 2014 iii



����G��⌠⌠tm�≤��I . . . . . . . . . . . . . . . . . . . . . . . . . . . 24
�����¼ . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24
��≡� . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24

n� . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27
�� . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 28
⌠pv°��q . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 28

�� . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31

iv QRadar Risk Manager J�ΓU



IBM Security QRadar Risk Manager ��

�ΩTA�≤ IBM® Security QRadar® Risk ManagerCQRadar Risk Manager O@�n

ΘX��mAi�
�°�mtmB��∩⌠⌠⌠���≤AH�]w⌠⌠ñ�IP

�}�u²��C

¬�∩H

�ΓUA�≤tdb⌠⌠ñw��tm QRadar Risk Manager t��⌠⌠�z�C

�Ní�σ≤

Ynb Web WMΣ IBM Security QRadar �ú�í�σ≤A]A����ß�í�σ

≤A�s� IBM Knowledge Center (http://www.ibm.com/support/knowledgecenter/SS42VS/

welcome)C

p�p≤s� QRadar ú���wñ≤h�Ní�σ≤��÷ΩTA��\s� IBM

S e c u r i t y w�σ≤�Nσ≤ ( w w w . i b m . c o m / s u p p o r t / d o c v i e w . w s s ? r s = 0

&uid=swg21614644)C

p��ßΣ�ñ�

p�p��ßΣ�ñ
��÷ΩTA��\ Σ�PUⁿ�Nσ≤ (http://www.ibm.com/

support/docview.wss?uid=swg21616144)C

}nw�Ω��»z

IT t�w�A�zLw�B	����°����úϕs�
O@t�PΩTCúϕs

�iα�P�≤BlaBúϕ���ΩTA]iα�Pla���t�A]A�≤≡

�ΣLt�CS�⌠≤ IT t��ú���Q�@��w�ABS�μ�ú�BA
�

w�ΓqiH����w�úϕ���s�CIBM t�Bú��A
Y]p�Xk��

Φ	w�Φk�@íA]�	MNA�ΣL@�{�A�Biα�nΣLt�Bú

��A
�αoº�j��CIBM úO�⌠≤t�Bú��A
K≤�N²Q°�K≤

⌠≤@Φ�cN�Dkμ�C

��NG

���{íiα�Pík��kW�Φ�C]A⌠pvBΩ�O@B�
�qlq

TPxs�÷�k��kWCIBM Security QRadar 	�HXkº
��zLXkΦí

��C�ßPNbϕ�A�k�BkW��hA��ß��d⌠�eúU���{

íCQ�vΦNϕªN�o�w�oXk�� IBM Security QRadar ���PNB\i

v��vC

© Copyright IBM Corp. 2012, 2014 v

http://www.ibm.com/support/knowledgecenter/SS42VS/welcome
http://www.ibm.com/support/docview.wss?rs=0&uid=swg21614644
http://www.ibm.com/support/docview.wss?rs=0&uid=swg21614644
http://www.ibm.com/support/docview.wss?uid=swg21616144


vi QRadar Risk Manager J�ΓU



� 1 � }l�� IBM Security QRadar Risk Manager

IBM Security QRadar Risk Manager O�Ow��nΘX��mC�� QRadar Risk

Monitor i�°�mtmB��∩⌠⌠⌠���≤AH�]w⌠⌠ñ�IP�}�u²

��C

QRadar Risk Manager Oq IBM Security QRadar SIEM D�xW��I��iμs�C

QRadar Risk Manager zLV�z�úuπ
�¿UC@�Aq�[j QRadar SIEMG

v �ñ�I�zC

v ����
�°⌠⌠C

v tm��°⌠⌠�mC

v �°⌠⌠�mºí�suC

v jM�⌡≡WhC

v �°{�Wh��oWh��≤p�C

v jM�m�⌠⌠�m�⌠�C

v �°�f�⌠⌠HTO��	C

v b⌠⌠WwqB�w�⌡μcN����C

v jM�}C

�W[ΩT�z��ñí�I�z���	AúiαA�\h�í�ñ�X@C@�

π�ΣLu�I�zvnΘX��m�s@N SIEMA���ε��@N SIEM ú��

�n�BJ�C��w∩b QRadar SIEM ñ�z�ΩúAú⌠⌠����I�qC

b�⌠Bz{�	íAziHzLE�M�÷	
X�t�Bw�B�IR�⌠⌠

ΩTAq�∩⌠⌠⌠�ú�π�iú	Cz�iHwq⌠��Jf⌠�AHúL

k��Γ�Bz{��ΣLμIú��NF��iú	M��	C

© Copyright IBM Corp. 2012, 2014 1



2 QRadar Risk Manager J�ΓU



� 2 � íp IBM Security QRadar Risk Manager

QRadar Risk Manager nΘX��m�H�s��� QRadar Risk Manager nΘ@�

w�C

z	�w� IBM Security QRadar Risk Manager �⌠nΘX��mCnΘ�n��A

Bz	�N IP 	}ⁿú� QRadar Risk Manager nΘX��mC

pGz�n��nΘ�ⁿú IP 	}�≤UA�P�ßΣ�ñ
p�C

nΘX��mw�	�ⁿ
⌠⌠�m�ΩTC

p��� IBM Security QRadar Risk Manager ��÷ΩTA��\ IBM Security QRadar

Risk Manager User GuideC

Ynb⌠�ñíp QRadar Risk ManagerAz	�G

1. TOww��s��� IBM Security QRadar SIEMC

2. TO�X��emw��DC

3. ]w QRadar Risk Manager nΘX��mA�}�q�C

4. b QRadar SIEM D�xWw� QRadar Risk Manager ��{íC

5. b QRadar SIEM P QRadar Risk Manager nΘX��mºí��qTC

6. wq QRadar Risk Manager �������ñΓC

w�ºe

z	�²�¿ IBM Security QRadar SIEM D�x�w�Bz{�AMßAw� IBM

Security QRadar Risk ManagerC��Ω
ObP@⌠⌠μ½�Ww� QRadar SIEM M

QRadar Risk ManagerC

z	��\UCΩTG

v tm�⌡≡≡s�v

v �O⌠⌠]w

v QRadar Risk Manager ñúⁿΣ��\α

v ⁿΣ�� Web s²�

bw� IBM Security QRadar Risk Manager �⌠nΘX��mºeA�TOzπ�G

v Γ�μ��nΘX��m��í

v w�ⁿ��[�yP
[

ziαQn∩�	a�� USB ΣL��� VGA �°�A
s� QRadar SIEM D�

xC

tm�⌡≡W�≡s�

IBM Security QRadar D�xP IBM Security QRadar Risk Manager ºí��⌡≡	

�e\Y�≡W��ΘC

© Copyright IBM Corp. 2012, 2014 3



TO	≤ QRadar SIEM D�xP QRadar Risk Manager ºí�⌠≤�⌡≡úe\U

C≡W��ΘG

v ≡ 443 (HTTPS)

v ≡ 22 (SSH)

v ≡ 37 UDP]�í�

�O⌠⌠]w

z	�b��w�Bz{�ºeA¼�⌠⌠]w��÷ΩTC

¼�⌠⌠]w�UCΩTG

v D≈W�

v IP 	}

v ⌠⌠Bn	}

v l⌠⌠Bn

v w]hD	}

v Dnu⌠�W�t� (DNS)v°A�	}

v �n DNS °A�]∩��	}

v ��u⌠}α½ (NAT)vqll≤°A�W�º⌠⌠��� IP 	}

v qll≤°A�W�

v u⌠⌠�íqT≤w (NTP)v°A�]�¡D�x���í°A�W�

QRadar Risk Manager ñúⁿΣ��\α

�
		N IBM Security QRadar Risk Manager úΣ��\αC

QRadar Risk Manager ñúΣ�UC\αG

v ¬i�	 (HA)

v uΣ�hDqT≤w (BGP)vBuu²}±�u⌠� (OSPF)v�u⌠�ΩTqT≤

w (RIP)v��A�e

v IPv6

v Ds≥�⌠⌠Bn

v tⁿ¡���e

v ��∩M

v xs�α�

Σ�� Web s²�

�F IBM Security QRadar ú��\α�	B@A	���Σ�� Web s²�C

s� QRadar t��A�úzΘJ���W�MKXC���W�MKX	���z

��²iμtmC

UCϕμCXFΣ�� Web s²���C

4 QRadar Risk Manager J�ΓU



ϕ 1. QRadar ú�Σ�� Web s²�

Web s²� ⁿΣ����

Mozilla Firefox 17.0 
�Σ���

24.0 
�Σ���

32 	� Microsoft Internet Explorer]w��σ

≤�í�s²��í�

9.0

10

Google Chrome I� IBM Security QRadar 7.2.4 � ú�oμ

ºΘ�{μ��

b Internet Explorer ñ��σ≤�íMs²��í

pG
� Microsoft Internet Explorer s� IBM Security QRadar ú�A�≥	���

s²��íMσ≤�íC

{�

1. b Internet Explorer Web s²�ñA÷ F12 H}�u}o�uπv°íC

2. ÷@Us²��íA�∩� Web s²����C

3. ÷@Uσ≤�íC

v ∩≤ Internet Explorer V9.0A∩� Internet Explorer 9 ��

v ∩≤ Internet Explorer V8.0A∩� Internet Explorer 8 ��

s� IBM Security QRadar Risk Manager �����

IBM Security QRadar Risk Manager �� URLB���W��KX�w]nJΩTC

ziHzL QRadar D�xs� IBM Security QRadar Risk ManagerCϕznJ IBM

Security QRadar D�x�Ai��Uϕñ�ΩTC

ϕ 2. QRadar Risk Manager �w]nJΩT

nJΩT w]�

URL https://<IP address>AΣñ <IP address> O QRadar D�x� IP 	}C

���W� admin

KX w�Bz{�	íⁿú� QRadar Risk Manager �KXC

�v≈� w]�v≈�ú 5 g∩t��s�vC

]w QRadar Risk Manager nΘX��m

z	�s��z��A�TONq�s�uíJ� QRadar Risk Manager nΘX��

mC

}lºe

\¬BA���o	��
C

� 2 � íp QRadar Risk Manager 5



÷≤o�@�

IBM Security QRadar Risk Manager �⌠nΘX��mOΓ�μ���ⁿí°A�C�

⌠]���ú�[�yP
[C

QRadar Risk Manager nΘX��m]A��⌠⌠��Cw∩��⌠A���F ETH0

�⌠⌠��@��z��CΣL��úO�°��C����ú	≤ QRadar Risk Man-

ager nΘX��m�IOC

q�÷s	≤�OC

{�

1. N�z⌠⌠��s���F ETH0 �≡C

2. TOM�q�s�uwíJ�nΘX��mI�C

3. ∩��
CYns� QRadar SIEM D�xA�s� USB ΣLP�� VGA �°

�C

4. pGnΘX��mW�eOOA�εú�OOAΦkO�úΓ�≡�½A�NO

OqnΘX��m�XC

5. ÷U�OW�q�÷sAH}�nΘX��mC

�G

nΘX��m�}l}≈Bz{�C

N QRadar Risk Manager sW� QRadar D�x

z	�N IBM Security QRadar Risk Manager sW� IBM Security QRadar D�xA

@�ⁿ�zD≈C

}lºe

pGzQn��úYAhC@�ⁿ�zD≈���U¡ú	�O QRadar D�x 7.1 �

QRadar Risk Manager 7.1C

YnbuD�xvw NAT ��ND NAT ��ⁿ�zD≈sW�ípAh	�N

QRadar D�x�≤�w NAT ��D≈Cz	�²�≤D�xAMßANⁿ�z�D

≈sW�ípCp��÷ΩTA��\mIBM Security QRadar SIEM �zΓUnC

{�

1. }� Web s²�C

2. ΣJ URL https://<IP Address>AΣñ <IP Address> O QRadar D�x� IP 	

}C

3. ΣJz����W��KXC

4. b�z��WA÷@UípsΦ�C

5. q\αϕñ∩��@AMß∩�sWⁿ�zD≈C

6. ÷U@BC

7. ΘJUC����G

6 QRadar Risk Manager J�ΓU



∩� �z

ΘJnsWº°A��nΘX��m� IP QRadar Risk Manager � IP 	}C

ΘJD≈� root KX D≈� root KXC

T{D≈� root KX T{KXC

D≈w NAT � Yn��ⁿ�zD≈� NATANAT �⌠⌠	�

��RA NAT α½Cp��÷ΩTA��\

IBM Security QRadarSIEM Administration

GuideC

��[K ��D≈� SSH [KqDCYn��Γ�ⁿ�

zD≈ºí�[KAC@�ⁿ�zD≈ú	�

⌡μ QRadar D�x 7.1 � QRadar Risk Man-

ager 7.1C

��úY ��Γ�ⁿ�zD≈ºí�Ω�úYC

8. ∩�UCΣñ@�∩�G

v pGz∩�D≈w NAT ��∩�Ah	�ΘJ NAT ����C

∩� �z

ΘJnsWº°A��nΘX��m��� IP ⁿ�zD≈��� IP 	}Cⁿ�zD≈���

IP 	}AP�� NAT ºúP⌠⌠ñ�ΣLⁿ

�zD≈iμqTC

∩�w NAT ��⌠⌠ z
μ�ⁿ�zD≈���⌠⌠C

pGⁿ�zD≈P QRadar D�x	≤P@l⌠

⌠WA�∩�w NAT �⌠⌠�D�xC

pGⁿ�zD≈P QRadar D�x�S�	≤P

@l⌠⌠WAh∩�w NAT �⌠⌠�ⁿ�zD

≈C

v pGz�∩�D≈w NAT ��∩�A�÷U@BC

9. ÷@U�¿C �Bz{�iαnßO�����¿CpGíp]A�≤Ah	�

íp���≤C

10. ÷@UípC

U@B

Mú Web s²���AMßnJ QRadar D�xC{bA�I��wi��C

��qT

z	�²b QRadar Risk Manager nΘX��mP QRadar SIEM D�xºí��q

TAMßA]w�tm QRadar Risk ManagerC

÷≤o�@�

��qT�Bz{�iαnßO�����¿CpGzn�≤ QRadar Risk Man-

ager nΘX��m� IP 	}A���nN QRadar Risk Manager s��t@� QRadar

SIEM D�xAiH�� QRadar SIEM �z��W� Risk Manager ]wC

� 2 � íp QRadar Risk Manager 7



{�

1. }� Web s²�AMßMú Web s²���C

2. nJ QRadar SIEMCp� IP 	}B���W�� root KX��÷ΩTA��\s

� IBM Security QRadar Risk Manager �����C

3. ÷@U�I��C

4. ΣJUC����G

∩� �z

IP/D≈ QRadar Risk Manager nΘX��m� IP 	}

�D≈W�

Root KX QRadar Risk Manager nΘX��m� root K

XC

5. ÷@UxsC

U@B

wq���ñΓC

sW Risk Manager ���ñΓ

z	�ⁿú Risk Manager ���ñΓAHú∩ QRadar Risk Manager �s�vC

÷≤o�@�

�w]AQRadar SIEM �úw]�zñΓAiú∩ QRadar Risk Manager ñ��

�
�s�vCQⁿú�zM�v����]Σñ]Aw]�zñΓ�úαsΦL�

v�bßCt@��z���	�iμ⌠≤	n�≤C

p�����z���ñΓ��÷ΩTA��\mIBM Security QRadar SIEM �zΓ

UnC

{�

1. ÷@U�z��C

2. b�²\αϕWA÷@Ut�tmC

3. b����zíμñA÷@U���ñΓC

4. b¬íμñA∩�zQnsΦ����ñΓC

5. ∩� Risk Manager �∩�C

6. ÷@UxsC

7. ÷@U÷¼C

8. b�z��WA÷@Uíp�≤C

8 QRadar Risk Manager J�ΓU



� 3 � ⌠⌠Ω�¼�

z	�N QRadar Risk Manager tm�q⌠⌠ñ��m¬�tmΩTC

q⌠⌠�m¼��tmΩT�ú�⌠⌠���A�e\ QRadar Risk Manager A�⌠⌠

tmC

b QRadar Risk Manager ñ¼��Ω�AO�
b��ñ�J�÷⌠⌠⌠��DnΩ

TC

Ω�¼�OtT�BJ�Bz{�G

v � QRadar Risk Manager ú{�AHUⁿ⌠⌠�mtmC

v ���mAHbutm
��zvñ���mMμC

v �≈�mMμAH�o�mtmA�b��ñ�J�÷⌠⌠�Ω�C

{�

QRadar Risk Manager 	�tm{�AHs��Uⁿ�mtmC{�e\ QRadar Risk

Manager s���⌡≡B⌠��Bμ½��uJI�@t� (IPS)v�mC

�z���tm���z
ΘJ�m{�Ao�V QRadar Risk Manager ú∩Sw�

m�s�vCQRadar Risk Manager iHxsSw⌠⌠�m��O�m{�CpGh�

⌠⌠�m���P�{�AhziHN{�ⁿú�s�C�pApG��ñ����

⌡≡úπ��P����W�MKXAhziHN{�ⁿú�s�C{�P���⌡

≡�	}��÷pABi�
�≈��ñ���⌡≡��mtmC

�GpGSw�mú�n⌠⌠{�Ahtm���zñ���iHOd��C

tm{�

ziHtm⌠⌠�mA� QRadar Risk Manager ú∩�m�s�vC

{�

1. ÷@U�z��C

2. b�²\αϕWA÷@U��{íC

3. b Risk Manager íμWA÷@Utm���zC

4. b�²\αϕWA÷@U{�C

5. b⌠⌠s�íμWA÷@UsW⌠⌠s�C

6. ΣJ⌠⌠s��W�A�÷@UTwC

7. bsW�}μ	ñAΣJ�m� IP 	}A�÷@UsWCw∩z	�sW�C@

�	}½��BJC

�GTOzsW�	}πbsW�}Φ�	Σ�u⌠⌠	}v�qñC���

swsb≤tm���zñΣL⌠⌠s����m	}C

ziHΣJ IP 	}BIP 	}�d≥BCIDR l⌠⌠�U�r�C�pAYn��

U�r�A�ΣJ 10.1.*.*F��Yn�� CIDRA��� 10.2.1.0/24C
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8. b{�íμWA÷@UsW{��C

9. ΣJs{���W�A�÷@UTwC

10. ∩�z��º{���W�AMßtmUC����G

∩� �z

���W� �
nJt��������W�C

∩≤t��A���W��KX�n∩���

��s�vA�p

r u l e . CBo b j e c t s . CB i m p l i e d _ r u l e s . C �

Standard.PFC

KX �m�KXC

��KX ΣJ�Gh��O�KXC

ϕ{�úuMa��ív���{��A�

n�KXC

SNMP �o�s ∩��


SNMPv3 �O���W� ∩���C

SNMPv3 �OKX ∩���C

SNMPv3 OKKX ∩���C

zQn�
�K SNMPv3 ]��qT≤wC

11. ÷@UTwC

���m

��Bz{�zL��sW�{�AN⌠⌠�msW�����C

{�

1. ÷@U�z��C

2. b�²\αϕWA÷@U��{íC

3. b Risk Manager �qñA÷@Utm���zC

4. b�²\αϕWA÷@U���mC

5. ΣJ IP 	}� CIDR d≥AHⁿwzn����m	mC

6. ÷@UsW (+) �C

7. pGznqwwq� IP 	}� CIDR d≥ñjM⌠⌠ñ��mA�∩�qWΦw

q��}j�⌠⌠Φ�C

8. ÷@U⌡μC

�o�mtm

ziH�≈�mHUⁿ�mtmAq� QRadar Risk Manager iHb��ñ]A�mΩ

TC

}lºe

z	�²tm{��AMß�αUⁿ�mtmC

10 QRadar Risk Manager J�ΓU



÷≤o�@�

ziH�≈μ@�m����mC

p�qu@���w���≈�mtm��÷ΩTA��\ IBM Security QRadar Risk

Manager User GuideC

{�

1. ÷@U�z��C

2. b�²\αϕWA÷@U��{íC

3. b Risk Manager íμWA÷@Utm���zC

4. ÷@U�m��C

5. Yn�o���m�tmA�÷@U�²íμñ��í�≈C÷@UOH�≥C

6. Yn�oSw�m�tmA�∩��O�mCYn∩��≈h��mA�÷ϕ Ctrl

ΣC÷@U�≈C

�J�m

��u�m�JvAiQ�rI�j�� (.CSV) Nt��Mμ�Σ⌠⌠ IP 	}sW

�utm
��z{ívC

�m�JMμ�hi]t 5000 ��mA²OMμ	�w∩�J�ñ�C@�t���

Σ�÷p IP 	}]t@μC

�pA

<Adapter::Name 1>,<IP Address>
<Adapter::Name 2>,<IP Address>
<Adapter::Name 3>,<IP Address>

ΣñG

<Adapter::Name> ]tsy���mW�A�pACisco::IOSC

<IP Address> ]t�m� IP 	}A�pA191.168.1.1C

ϕ 3. �m�Jd�

sy� W� d� <Adapter::Name>,<IP Address>

Check Point SecurePlatform CheckPoint::SecurePlatform,10.1.1.4

Cisco IOS Cisco::IOS,10.1.1.1

Cisco Cisco Security Appli-

ance

Cisco::SecurityAppliance,10.1.1.2

Cisco CatOS Cisco::CatOS, 10.1.1.3

Cisco Nexus Cisco::Nexus

Generic SNMP Generic::SNMP,10.1.1.8

Juniper ⌠⌠ Junos Juniper::JUNOS,10.1.1.5

�J CSV �

ziH��rI�j� (CSV) �ANDn�mMμ�J�utm
��zvC

� 3 � ¼�⌠⌠�m�tmΩT 11



}lºe

pGz�J�mMμAMß∩ CSV �ñ� IP 	}iμ�≤Ahiα�N�a�sut

m
��zvMμñ��mC]�A�qutm
��zvñRú�mAMß½s�

JDn�mMμC

{�

1. ÷@U�z��C

2. b�²\αϕWA÷@U��{íC

3. b��{ííμñA÷@U�m�JC

4. ÷@Us².

5. ΣX CSV �A÷@U}�C

6. ÷@U�J�mC

�G

pGπ��Ahz�n�\ CSV �
≤���A�½s�J���CpG�mMμ

�cú�TA��pG�mMμ]tú�T�ΩTAh�J CSV �iα�ó�C�pA

CSV �iα≥��	�ⁿOAμ@μWiα�h��mA��t��W���rC

pG�m�Jñ�Ahú�N CSV �ñ�⌠≤�msW�utm
��zvC

�m�J��°��

pGzb�
�J�mºß¼���TºAiαO]��J CSV �ó�C

pG�mMμ�cú�TAh�J�miα�ó�C�pACSV �iα≥��	�ⁿ

OA��h��miα	≤μ@μWC

��ApG�mMμ]tú�T�ΩTAh�Jiα�ó�C�pAt��W��≈

r��C

pG�m�Jñ�Ahú�N CSV �ñ�⌠≤�msW�utm
��zvC�w�

t�����t��W�Mμ�πbTºñCpGπ��Ah	��\ CSV �H

≤�⌠≤��CziHb	���ºß½s�J��C

12 QRadar Risk Manager J�ΓU



� 4 � �zf�

IBM Security QRadar Risk Manager zL≤Uz�¬�DA�U≤���q⌠⌠w��

h���	�DC

��	f�Ow��z��	nB�°@�CQRadar Risk Manager �≤Uz�¬UC

�DG

v p≤tm��⌠⌠�mH

v ��⌠⌠Ω�p≤qTH

v ��⌠⌠�}b≤BH

����Gtmf�

ziH��� QRadar Risk Manager ���⌠⌠�mtmΩTAH�of���	��

wtm�≈C

tm�≈ú�ñ��ΦkA
O²�m�≤AH�of���	Ctm�≈�O

stm�≤A�ú�{��FziH���{O²A��w∩t@�⌠⌠�m±�

tmC

QRadar Risk Manager ñ�tmf��zúUC∩�G

v ⌠⌠�mtm��{O²C

v �W�°�Abz±�tm�π�m�≤C

v �
jM�mWWh�uπC

�m�tmΩTO¼�utm
��zvñ��m�≈CCϕ QRadar Risk Man-

ager �≈�mMμ�Aú�Os�mtm���AHú�{��Cz�wutm
�

�zv�WvV¬A�≤±���{���tmO²VhC

�°�mtm�{

ziH�°⌠⌠�m�tm�{C

÷≤o�@�

ziH�°w�≈º⌠⌠�m��{ΩTC�ΩTiHqtm�°���W��{í

μñiμs�C�{íμú⌠⌠�mtm��÷ΩTAH�e���utm
��

zv�≈�mtm�Θ	C

tm�πw∩ QRadar Risk Manager ñ⌠⌠�mxs����¼C@δtm�¼�G

v Standard-Element-Document (SED)AO]t⌠⌠�m�÷ΩT� XML Ω��C

�O SED �OHΣ�l XML μí�°CpG SED Pt@� SED ��±�Ah

��W�°�AHπWhtºC

v ConfigAO�Y�⌠⌠�mú�tm�Co����M≤�msy�C÷ΓU
config �AYi�°tm�C
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�G
�z��mAiα�π��ΣLtm�C÷ΓUo����H�σrμíπ

�eC�σr°�Σ� Web s²�°íñ�MΣ (Ctrl+F)BKW (Ctrl+V) ��s

(Ctrl+C) \αC

{�

1. ÷@U�I��C

2. b�²\αϕWA÷@Utm�°�C

3. ÷ΓUtmH�°����mΩTC

4. ÷@U�{C

5. b�{íμWA∩�tmC

6. ÷@U�°∩���C

±�μ@�m��mtm

ziH±�μ@�m��mtmC

÷≤o�@�

pGz±����O Standard-Element-Document (SED)AhiH�°tm�ºí�Wh

tºC

ϕz±��W�tm�Aσr�CΓⁿXUCWhG

v ±ΓIΩu��ⁿXwsW��m�Wh�tmC

v ⌡ΓΩu��ⁿXwq�mRú�Wh�tmC

v 	ΓΩu��ⁿXwb�mW	∩�Wh�tmC

{�

1. ÷@U�I��C

2. b�²\αϕWA÷@Utm�°�C

3. ÷ΓU⌠≤�mH�°��tmΩTC

4. ÷@U�{H�°��m��{C

5. ∩�DntmC

6. ÷U Ctrl ΣA�∩��G�tmHiμ±�C

7. b�{íμWA÷@U±�∩���C

8. ∩��
CYn�°�ltmtºA�÷@U�°�l±�C pGOw∩tm��

t@��≈�¼iμ±�Ah�π�l±�C

±�úP�m��mtm

ziH±�úP�m�Γ�tmC

÷≤o�@�

pGz±����O Standard-Element-Document (SED)AhiH�°tm�ºí�Wh

tºC

ϕz±��W�tm�Aσr�CΓⁿXUCWhG

v ±ΓIΩu��ⁿXwsW��m�Wh�tmC

14 QRadar Risk Manager J�ΓU



v ⌡ΓΩu��ⁿXwq�mRú�Wh�tmC

v 	ΓΩu��ⁿXwb�mW	∩Wh�tmC

{�

1. ÷@U�I��C

2. b�²\αϕWA÷@Utm�°�C

3. ÷ΓU⌠≤�mH�°��tmΩTC

4. ÷@U�{H�°��m��{C

5. ∩�DntmC

6. ÷@U�	n±�C

7. q�²\αϕñA∩����mH���mMμC

8. ÷ΓUn±���mA�÷@U�{C

9. ∩�t@�tm�≈AHP���tmiμ±�C

10. ÷@UP�	��iμ±�C

11. ∩��
CYn�°�ltmtºA�÷@U�°�l±�C pG±��≤tm�

�t@��≈�¼Ah�π�l±�C

����G�°��ñ�⌠⌠⌠�

QRadar Risk Manager ñ���H�ϕkπ⌠⌠�mC

��⌠�jMiHPw⌠⌠�mp≤iμqTAH�ª��
qT�⌠⌠⌠�C⌠�

jMe\ QRadar Risk Manager H°��Φíπ
�P
�aºí�⌠�AH�≡B

qT≤w�WhC

ziH�°�mp≤iμqTAo∩ⁿw�O@�ⁿ¡�s�ΩúD	½nC

Dn\α]AG

v �°⌠⌠W�mºíqT�αOC

v ��Lo�
jM��ñ�⌠⌠�mC

v �ts�H�°�mWh�tmC

v �°⌠�jMú�º�≤�αOC

jM��

ziHzLjM��
�°�mqTC

÷≤o�@�

⌠�jMO�
Lo���¼C⌠�jM]A��]t
� IP 	}� CIDR d≥�⌠

⌠l⌠⌠B]t
�a IP 	}� CIDR d≥�l⌠⌠]]e\Σ���tmqT≤w

�≡iμqT�C�jM��d{����¼A�]A
�P
�aºíqT⌠�ñ

A���mAH���suΩTC

pGz���]AuJI�@t� (IPS)vAhiH���}
LojMCp��÷Ω

TA��\ IBM Security QRadar Risk Manager User GuideC
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{�

1. ÷@U�I��C

2. b�²\αϕWA÷@U��C

3. qjMMμ�ñA∩�sjMC

4. bjM�híμñA∩�⌠�C

5. b�� IP/CIDR μ	ñAΣJznLo���¼�b� IP 	}� CIDR d≥C

���rI
jh��
C

6. b��a IP/CIDR μ	ñAΣJznLo���¼�b�
�a IP 	}� CIDR

d≥C���rI
jh��
C

7. ∩��
CqqT≤wMμñA∩�zn�
Lo���¼�qT≤wC

8. ∩��
Cb��a≡μ	ñAΣJznLo���¼�b�
�a≡C���

rI
jh�≡C

9. ÷@UTwC

10. N�½��s�uWΦAH�°su��÷��Ω�C pGjMs��]tWh�

�mAh�mWh���πb∩��ñC

����G°��≡��≡�⌠�

QRadar Risk Manager ñ�≡�Ot�ú���≤A�
Vz�⌠⌠¼p��≤C

≡�⌠�°���N≡�P��jMs�b@�Co�°��e\w�	@
�°≡

���Ω�AH�≡�zL⌠⌠
��⌠�C≡�⌠���zú°��ϕkC°

��ϕkiπ⌠⌠ñiμqTHe\≡�zL⌠⌠�Θ�ΩúC�Ω�bf�	

í	½nAi��∩≡�iμ�°A]i��≡�b⌠⌠ñS��N⌠�q½nΩ

úC

°���Dn\α�G

v Q� QRadar SIEM �{�Wh�≡�t�C

v π≡�
�P
�aºí���m�°��⌠�C

v �ts�e\≡���mtm�WhC

�°≡��≡�⌠�

ziH�°≡��≡�⌠�C≡�⌠��π
�B
�a��÷p��mC

{�

1. ÷@U≡���C

2. b�²\αϕWA÷@U��≡�C ��≡���Y�πz⌠⌠W�≡�MμC

t��q�¬j
}lCX≡�C

3. ÷ΓU≡�H}�≡�KnC

4. b≡�uπCWA÷@U�°≡�⌠�C
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� 5 � ����G�°�h

�hf�P�≤�εO≥�Bz{�Ae\�z�Pw�Ma�ε½n��Ωúºí

�s�PqTC

�h�°�hiH]A∩UCΩ
d��Ωú�qT��°G

v ��⌠⌠]tw∩ PCI � 1 íf�π��Itm�Ωú
H

v ��Ωúe\�� PCI � 10 íf����IqT≤wiμqT
H

v �p≤A��h�≤≤�²��⌠⌠HWH

v �p≤�°¡w�¬�IΩú��}H

v �p≤�°t�}P⌠�⌠⌠s�º⌠⌠ñ�ΩúH

��u�h�°�vAHwq≥≤�Iⁿ���
AMß¡ε�
�G
Lod

AH�oSw�GBHWBqT≤w��}C

IBM Security QRadar Risk Manager ]A��� PCI ����u�h�°�v�DC

�pAPCI 1BPCI 6 � PCI 10 �DCiHw∩Ωú��m�Wh���DAH�}

⌠⌠w��ICN�÷Ωú��m/Wh��Dúμ�u�h�°�vºßA����

G�ⁿw�Ih�CziH�πqΩú����GA��wq
μt�p≤����

π��GC

u�h�°�vúUCDn\αG

v w²wq�u�h�°�v�DAH≤Uu@y{C

v Pw���O���FTε�qT≤wiμqTC

v �qSw⌠⌠W����O�α≈PTε�⌠⌠�ΩúiμqTC

v �q�⌡≡WhO��X�q�hC

v s≥�°V�z�ú�≡�����hC

v zL�q��t�iα�≤�mtm�ⁿlA
]w�}�u²��C

v ≤U�O��	�DC

����G�qπ�i�tm�Ωú

�����qw��hA
wq�IH�ΩúP⌠⌠ºíe\�qTC�Fb��	

��q�h�H�Φ�ú≤UA�����u�h�°�v
�q��°iαú�

��IC

PCI ��	nDz�O]t�dHΩ���mAMß��Bτ�qT��°�⌡≡t

mAHO@]t≈KΩ��ΩúCu�h�°�v�úΦkAi²z�t�Xo�

�DA�i²�z�ϕq�q�hCε��I�@δΦkA]A�O��°P�ⁿO

@qT≤wiμqT�ΩúCo�qT≤w]�pA⌠��B�⌡≡�μ½��e\

FTP � Telnet suC��u�h�°�vAi�O��ñtm��I�ΩúC

PCI � 1 í��Diα]AUC�hG

v e\wTεqT≤w�ΩúC

v e\��IqT≤w�ΩúC
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v e\≤⌠⌠ºú�X�h��{í�ΩúC

v e\⌠⌠]Σ]tⁿO@�Ωú�ñú�X�h��{í�ΩúC

�qe\��IqT≤w��m

��u�h�°�v
�qe\��IqT≤w��mC

÷≤o�@�

QRadar Risk Manager ��⌠�DA�π��ñ⌠≤�X�
�D�Ωú�GCz⌠

⌠ñ�w�MaB�z��f�
AiH�πPSwΩú�L�IqTCL��iH

w∩μ���≡�C

{�

1. ÷@U�I��C

2. b�²\αϕñA÷@U�h�°�C

3. qus�vMμ�ñA∩� PCI 1C

4. ∩��
�D�qq⌠�⌠⌠� DMZ ñ⌠≤e\��IqT≤w]Y Telnet P

FTP �Θ - 
OO≡ 21 P 23���m]Y	⌡≡�C

5. ÷@Uúμ�DC

����G�qπ�i�qT�Ωú

��u�h�°�vAizLl�BOⁿ�π⌠⌠Ωú�s�A
�O PCI � 10 í

��	C

QRadar Risk Manager izL�O��ñe\i����IqT�ΩúA
≤U�O PCI

� 10 í��	CQRadar Risk Manager iH�do�ΩúñO��Ω�qT�iα

�qTCΩ�qT�πw���D�hiμqT�ΩúCiα�qT�πi��

�D�hiμqT�ΩúC

PCI � 10 í�DiH]AUC�hG

v e\N�DeJ�í⌠⌠�ΩúC

v q��H	mP�H	miμqT�ΩúC

v q VPN P�H	miμqT�ΩúC

v e\�H	m��[Kºú�X�hqT≤w�ΩúC

MΣe\qT�Ωú

ziHMΣe\q⌠�⌠⌠iμqT�ΩúC

÷≤o�@�

QRadar Risk Manager ��⌠�DA�πe\
⌠�⌠⌠ºJ≡su�⌠≤�íΩ

ú�GCz⌠⌠ñ�w�MaB�z��f�
AiH�πPúQ°�w��]t�

ßΩ��ΩúiμqTCH��ú��≤�WhAziHb QRadar SIEM ñ��≡�A

H�°��¼���IqTC
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{�

1. ÷@U�I��C

2. b�²\αϕñA÷@U�h�°�C

3. qus�vMμ�ñA∩� PCI 10C

4. ∩��
�D�qq⌠�⌠⌠��í⌠⌠⌠≤�m�⌠≤J≡suC

5. ÷@Uúμ�DC

����G�°�hHW

QRadar Risk Manager iH�≥�°u�h�°�vñ⌠≤w²wq����ú���

DCziH���°�íAHb QRadar Risk Manager ñú��≤C

ϕz∩�n�°��D�AQRadar Risk Manager �Cp�w∩z���R�DAH

PwΩú�Wh�≤O�ú���π��GCpG QRadar Risk Manager 	����π

��GAhiHú�≡�AH�z�÷�wq�hñ��tCb�°�íUA

QRadar Risk Manager iHPB�° 10 ��D��GC

�D�°úUCDn\αG

v Cp��°Wh�Ωú�≤O����π��GC

v ��¬Ñ�CÑ�≤��AN��π��G�C

v ∩��π��Gú�≡�Bqll≤Bsyslog Tº�÷ϕOq�C

v b QRadar SIEM ñ���≤�°B�÷	B�≤°iBqWh�÷ϕOC

tm�D

ziH��u�h�°�v
tmn�°��DC

{�

1. ÷@U�I��C

2. b�²\αϕñA÷@U�h�°�C

3. ∩�zn�°��DC

4. ÷@U�°�C

5. tm�°�D��n�⌠≤∩�C

6. ÷@Uxs�°�C

�G

Y�w∩�D���°A�
��°�hú��≤�≡�C

����G���}�]w�I�u²��

w�}��}O⌠⌠Ωú�½n�I]�C

QRadar Risk Manager �Q�u�h�°�vñ�ΩúΩT��}ΩTC�ΩTO�


PwΩúO�÷ⁿΘJ�¼≡�A�pASQL 	JB⌠	�μ	�I\j[C

bΩúW	����}Ai�⌠⌠	m���}�t@��m�suA]wu²�

�C
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�}Ωú�DiH]AUC�hG

v π�SwΘ	ºß°i�s�}�ΩúC

v π�Sw�}� CVSS ��ΩúC

v π�Sw�}�]�pAΘJ	aB²�A
�wτ�� OSVDB��ΩúC

MΣ��}�Ωú

ziHMΣ��}�ΩúC

÷≤o�@�

QRadar Risk Manager ��⌠�DA�π]t�}�Ωú�GCw�MaB�z��
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