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m�s�vCQRadar Risk Manager iHxsSw⌠⌠�m��O�m{�CpGh�

⌠⌠�m���P�{�AhziHN{�ⁿú�s�C�pApG��ñ����

⌡≡úπ��P����W�MKXAhziHN{�ⁿú�s�C{�P���⌡

≡�	}��÷pABi�
�≈��ñ���⌡≡��mtmC

�GpGSw�mú�n⌠⌠{�Ahtm���zñ���iHOd��C

tm{�

ziHtm⌠⌠�mA� QRadar Risk Manager ú
∩�m�s�vC

{�

1. ÷@U�z��C

2. b�²\αϕWA÷@U��{íC

3. b Risk Manager íμWA÷@Utm���zC

4. b�²\αϕWA÷@U{�C

5. b⌠⌠s�íμWA÷@UsW⌠⌠s�C

6. ΣJ⌠⌠s��W�A�÷@UTwC

7. bsW�}μ	ñAΣJ�m� IP 	}A�÷@UsWCw∩z	�sW�C@

�	}½��BJC

�GTOzsW�	}π
bsW�}Φ�	Σ�u⌠⌠	}v�qñC���

swsb≤tm���zñΣL⌠⌠s����m	}C

ziHΣJ IP 	}BIP 	}�d≥BCIDR l⌠⌠�U�r�C�pAYn��

U�r�A�ΣJ 10.1.*.*F��Yn�� CIDRA��� 10.2.1.0/24C
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8. b{�íμWA÷@UsW{��C

9. ΣJs{���W�A�÷@UTwC

10. ∩�z��º{���W�AMßtmUC����G

∩� �z

���W� �
nJt��������W�C

∩≤t��A���W��KX�n∩���

��s�vA�p

r u l e . CBo b j e c t s . CB i m p l i e d _ r u l e s . C �

Standard.PFC

KX �m�KXC

��KX ΣJ�Gh��O�KXC

ϕ{�ú
uMa��ív���{��A�

n�KXC

SNMP �o�s ∩��


SNMPv3 �O���W� ∩���C

SNMPv3 �OKX ∩���C

SNMPv3 OKKX ∩���C

zQn�
�K SNMPv3 ]��qT≤wC

11. ÷@UTwC

���m

��Bz{�zL��sW�{�AN⌠⌠�msW�����C

{�

1. ÷@U�z��C

2. b�²\αϕWA÷@U��{íC

3. b Risk Manager �qñA÷@Utm���zC

4. b�²\αϕWA÷@U���mC

5. ΣJ IP 	}� CIDR d≥AHⁿwzn����m	mC

6. ÷@UsW (+) �
C

7. pGznqwwq� IP 	}� CIDR d≥ñjM⌠⌠ñ��mA�∩�qWΦw

q��}j�⌠⌠Φ�C

8. ÷@U⌡μC

�o�mtm

ziH�≈�mHUⁿ�mtmAq� QRadar Risk Manager iHb��ñ]A�mΩ

TC

}lºe

z	�²tm{��AMß�αUⁿ�mtmC
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÷≤o�@�

ziH�≈μ@�m����mC

p�qu@���w
���≈�mtm��÷ΩTA��\ IBM Security QRadar Risk

Manager User GuideC

{�

1. ÷@U�z��C

2. b�²\αϕWA÷@U��{íC

3. b Risk Manager íμWA÷@Utm���zC

4. ÷@U�m��C

5. Yn�o���m�tmA�÷@U�²íμñ��í�≈C÷@UOH�≥C

6. Yn�oSw�m�tmA�∩��O�mCYn∩��≈h��mA�÷ϕ Ctrl

ΣC÷@U�≈C

�J�m

��u�m�JvAiQ�rI�j�� (.CSV) Nt��Mμ�Σ⌠⌠ IP 	}sW

�utm
��z{ívC

�m�JMμ�hi]t 5000 ��mA²OMμ	�w∩�J�ñ�C@�t���

Σ�÷p IP 	}]t@μC

�pA

<Adapter::Name 1>,<IP Address>
<Adapter::Name 2>,<IP Address>
<Adapter::Name 3>,<IP Address>

ΣñG

<Adapter::Name> ]tsy���mW�A�pACisco::IOSC

<IP Address> ]t�m� IP 	}A�pA191.168.1.1C

ϕ 3. �m�Jd�

sy� W� d� <Adapter::Name>,<IP Address>

Check Point SecurePlatform CheckPoint::SecurePlatform,10.1.1.4

Cisco IOS Cisco::IOS,10.1.1.1

Cisco Cisco Security Appli-

ance

Cisco::SecurityAppliance,10.1.1.2

Cisco CatOS Cisco::CatOS, 10.1.1.3

Cisco Nexus Cisco::Nexus

Generic SNMP Generic::SNMP,10.1.1.8

Juniper ⌠⌠ Junos Juniper::JUNOS,10.1.1.5

�J CSV �

ziH��rI�j� (CSV) �ANDn�mMμ�J�utm
��zvC
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}lºe

pGz�J�mMμAMß∩ CSV �ñ� IP 	}iμ�≤Ahiα�N�a�sut

m
��zvMμñ��mC]�A�qutm
��zvñRú�mAMß½s�

JDn�mMμC

{�

1. ÷@U�z��C

2. b�²\αϕWA÷@U��{íC

3. b��{ííμñA÷@U�m�JC

4. ÷@Us².

5. ΣX CSV �A÷@U}�C

6. ÷@U�J�mC

�G

pGπ
��Ahz�n�\ CSV �
≤���A�½s�J���CpG�mMμ

�cú�TA��pG�mMμ]tú�T�ΩTAh�J CSV �iα�ó�C�pA

CSV �iα≥��	�ⁿOAμ@μWiα�h��mA��t��W���rC

pG�m�Jñ�Ahú�N CSV �ñ�⌠≤�msW�utm
��zvC

�m�J��°��

pGzb�
�J�mºß¼���TºAiαO]��J CSV �ó�C

pG�mMμ�cú�TAh�J�miα�ó�C�pACSV �iα≥��	�ⁿ

OA��h��miα	≤μ@μWC

��ApG�mMμ]tú�T�ΩTAh�Jiα�ó�C�pAt��W��≈

r��C

pG�m�Jñ�Ahú�N CSV �ñ�⌠≤�msW�utm
��zvC�w�

t�����t��W�Mμ�π
bTºñCpGπ
��Ah	��\ CSV �H

≤�⌠≤��CziHb	���ºß½s�J��C
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� 4 � �zf�

IBM Security QRadar Risk Manager zL≤Uz�¬�DA�U≤���q⌠⌠w��

h���	�DC

��	f�Ow��z��	nB�°@�CQRadar Risk Manager �≤Uz�¬UC

�DG

v p≤tm��⌠⌠�mH

v ��⌠⌠Ω�p≤qTH

v ��⌠⌠�}b≤BH

����Gtmf�

ziH��� QRadar Risk Manager ���⌠⌠�mtmΩTAH�of���	��

wtm�≈C

tm�≈ú
�ñ�
�ΦkA
O²�m�≤AH�of���	Ctm�≈�O

stm�≤A�ú
�{��FziH���{O²A��w∩t@�⌠⌠�m±�

tmC

QRadar Risk Manager ñ�tmf��zú
UC∩�G

v ⌠⌠�mtm��{O²C

v �W�°�Abz±�tm�π
�m�≤C

v �
jM�mWWh�uπC

�m�tmΩTO¼�
utm
��zvñ��m�≈CCϕ QRadar Risk Man-

ager �≈�mMμ�Aú�Os�mtm���AHú
�{��Cz�wutm
�

�zv�WvV¬A�≤±���{���tmO²VhC

�°�mtm�{

ziH�°⌠⌠�m�tm�{C

÷≤o�@�

ziH�°w�≈º⌠⌠�m��{ΩTC�ΩTiHqtm�°���W��{í

μñiμs�C�{íμú
⌠⌠�mtm��÷ΩTAH�e���utm
��

zv�≈�mtm�Θ	C

tm�π
w∩ QRadar Risk Manager ñ⌠⌠�mxs����¼C@δtm�¼�G

v Standard-Element-Document (SED)AO]t⌠⌠�m�÷ΩT� XML Ω��C

�O SED �OHΣ�l XML μí�°CpG SED Pt@� SED ��±�Ah

��W�°�AHπ
WhtºC

v ConfigAO�Y�⌠⌠�mú
�tm�Co����M≤�msy�C÷ΓU
config �AYi�°tm�C
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�G
�z��mAiα�π
��ΣLtm�C÷ΓUo����H�σrμíπ


�eC�σr°�Σ� Web s²�°íñ�MΣ (Ctrl+F)BKW (Ctrl+V) ��s

(Ctrl+C) \αC

{�

1. ÷@U�I��C

2. b�²\αϕWA÷@Utm�°�C

3. ÷ΓUtmH�°����mΩTC

4. ÷@U�{C

5. b�{íμWA∩�tmC

6. ÷@U�°∩���C

±�μ@�m��mtm

ziH±�μ@�m��mtmC

÷≤o�@�

pGz±����O Standard-Element-Document (SED)AhiH�°tm�ºí�Wh

tºC

ϕz±��W�tm�Aσr�CΓⁿXUCWhG

v ±ΓIΩu��ⁿXwsW��m�Wh�tmC

v ⌡ΓΩu��ⁿXwq�mRú�Wh�tmC

v 	ΓΩu��ⁿXwb�mW	∩�Wh�tmC

{�

1. ÷@U�I��C

2. b�²\αϕWA÷@Utm�°�C

3. ÷ΓU⌠≤�mH�°��tmΩTC

4. ÷@U�{H�°��m��{C

5. ∩�DntmC

6. ÷U Ctrl ΣA�∩��G�tmHiμ±�C

7. b�{íμWA÷@U±�∩���C

8. ∩��
CYn�°�ltmtºA�÷@U�°�l±�C pGOw∩tm��

t@��≈�¼iμ±�Ah�π
�l±�C

±�úP�m��mtm

ziH±�úP�m�Γ�tmC

÷≤o�@�

pGz±����O Standard-Element-Document (SED)AhiH�°tm�ºí�Wh

tºC

ϕz±��W�tm�Aσr�CΓⁿXUCWhG

v ±ΓIΩu��ⁿXwsW��m�Wh�tmC
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v ⌡ΓΩu��ⁿXwq�mRú�Wh�tmC

v 	ΓΩu��ⁿXwb�mW	∩Wh�tmC

{�

1. ÷@U�I��C

2. b�²\αϕWA÷@Utm�°�C

3. ÷ΓU⌠≤�mH�°��tmΩTC

4. ÷@U�{H�°��m��{C

5. ∩�DntmC

6. ÷@U�	n±�C

7. q�²\αϕñA∩����mH���mMμC

8. ÷ΓUn±���mA�÷@U�{C

9. ∩�t@�tm�≈AHP��
�tmiμ±�C

10. ÷@UP�	��iμ±�C

11. ∩��
CYn�°�ltmtºA�÷@U�°�l±�C pG±��≤tm�

�t@��≈�¼Ah�π
�l±�C

����G�°��ñ�⌠⌠⌠�

QRadar Risk Manager ñ���H�
ϕ
kπ
⌠⌠�mC

��⌠�jMiHPw⌠⌠�mp≤iμqTAH�ª��
qT�⌠⌠⌠�C⌠�

jMe\ QRadar Risk Manager H°��Φíπ

�P
�aºí�⌠�AH�≡B

qT≤w�WhC

ziH�°�mp≤iμqTAo∩ⁿw�O@�ⁿ¡�s�ΩúD	½nC

Dn\α]AG

v �°⌠⌠W�mºíqT�αOC

v ��Lo�
jM��ñ�⌠⌠�mC

v �ts�H�°�mWh�tmC

v �°
⌠�jMú�º�≤�αOC

jM��

ziHzLjM��
�°�mqTC

÷≤o�@�

⌠�jMO�
Lo���¼C⌠�jM]A��]t
� IP 	}� CIDR d≥�⌠

⌠l⌠⌠B]t
�a IP 	}� CIDR d≥�l⌠⌠]]e\Σ���tmqT≤w

�≡iμqT�C�jM��d{����¼A�]A
�P
�aºíqT⌠�ñ

A���mAH���suΩTC

pGz���]AuJI�@t� (IPS)vAhiH���}
LojMCp��÷Ω

TA��\ IBM Security QRadar Risk Manager User GuideC
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1. ÷@U�I��C

2. b�²\αϕWA÷@U��C

3. qjMMμ�ñA∩�sjMC

4. bjM�híμñA∩�⌠�C

5. b�� IP/CIDR μ	ñAΣJznLo���¼�b� IP 	}� CIDR d≥C

���rI

jh��
C

6. b��a IP/CIDR μ	ñAΣJznLo���¼�b�
�a IP 	}� CIDR

d≥C���rI

jh��
C

7. ∩��
CqqT≤wMμñA∩�zn�
Lo���¼�qT≤wC

8. ∩��
Cb��a≡μ	ñAΣJznLo���¼�b�
�a≡C���

rI

jh�≡C

9. ÷@UTwC

10. N�½��s�uWΦAH�°su��÷��Ω�C pGjMs��]tWh�

�mAh�mWh���π
b∩��ñC

����G°��≡��≡�⌠�

QRadar Risk Manager ñ�≡�Ot�ú���≤A�
Vz�
⌠⌠¼p��≤C

≡�⌠�°���N≡�P��jMs�b@�Co�°��e\w�	@
�°≡

���Ω�AH�≡�zL⌠⌠
��⌠�C≡�⌠���zú
°��ϕ
kC°

��ϕ
kiπ
⌠⌠ñiμqTHe\≡�zL⌠⌠�Θ�ΩúC�Ω�bf�	

í	½nAi��∩≡�iμ�°A]i��≡�b⌠⌠ñS��N⌠�q
½nΩ

úC

°���Dn\α�G

v Q� QRadar SIEM �{�Wh�≡�t�C

v π
≡�
�P
�aºí���m�°��⌠�C

v �ts�e\≡���mtm�WhC

�°≡��≡�⌠�

ziH�°≡��≡�⌠�C≡�⌠��π

�B
�a��÷p��mC

{�

1. ÷@U≡���C

2. b�²\αϕWA÷@U��≡�C ��≡���Y�π
z⌠⌠W�≡�MμC

t��q�¬j
}lCX≡�C

3. ÷ΓU≡�H}�≡�KnC

4. b≡�uπCWA÷@U�°≡�⌠�C
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� 5 � ����G�°�h

�hf�P�≤�εO≥�Bz{�Ae\�z�Pw�Ma�ε½n��Ωúºí

�s�PqTC

�h�°�hiH]A∩UCΩ
d��Ωú�qT��°G

v ��⌠⌠]tw∩ PCI � 1 í
f�π��Itm�Ωú
H

v ��Ωúe\�� PCI � 10 í
f����IqT≤wiμqT
H

v �p≤A��h�≤≤�²��⌠⌠HWH

v �p≤�°¡w�¬�IΩú��}H

v �p≤�°t�}P⌠�⌠⌠s�º⌠⌠ñ�ΩúH

��u�h�°�vAHwq≥≤�Iⁿ
���
AMß¡ε�
�G
Lod


AH�oSw�GBHWBqT≤w��}C

IBM Security QRadar Risk Manager ]A��� PCI ��
��u�h�°�v�DC

�pAPCI 1BPCI 6 � PCI 10 �DCiHw∩Ωú��m�Wh���DAH�}

⌠⌠w��ICN�÷Ωú��m/Wh��Dúμ�u�h�°�vºßA����

G�ⁿw�Ih�CziH�πqΩú����GA��wq
μt�p≤����

π��GC

u�h�°�vú
UCDn\αG

v w²wq�u�h�°�v�DAH≤Uu@y{C

v Pw���O���FTε�qT≤wiμqTC

v �qSw⌠⌠W����O�α≈PTε�⌠⌠�ΩúiμqTC

v �q�⌡≡WhO��X�q�hC

v s≥�°V�z�ú�≡���
��hC

v zL�q��t�iα�≤�mtm�ⁿlA
]w�}�u²��C

v ≤U�O��	�DC

����G�qπ�i�tm�Ωú

�����qw��hA
wq�IH�ΩúP⌠⌠ºíe\�qTC�Fb��	

��q�h�H�Φ�ú
≤UA�����u�h�°�v
�q��°iαú�

��IC

PCI ��	nDz�O]t�dHΩ���mAMß��Bτ�qT��°�⌡≡t

mAHO@]t≈KΩ��ΩúCu�h�°�v�ú
ΦkAi²z�t�Xo�

�DA�i²�z�ϕq�q�hCε��I�@δΦkA]A�O��°P�ⁿO

@qT≤wiμqT�ΩúCo�qT≤w]�pA⌠��B�⌡≡�μ½��e\

FTP � Telnet suC��u�h�°�vAi�O��ñtm��I�ΩúC

PCI � 1 í
��Diα]AUC�hG

v e\wTεqT≤w�ΩúC

v e\��IqT≤w�ΩúC
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v e\≤⌠⌠ºú�X�h��{í�ΩúC

v e\⌠⌠]Σ]tⁿO@�Ωú�ñú�X�h��{í�ΩúC

�qe\��IqT≤w��m

��u�h�°�v
�qe\��IqT≤w��mC

÷≤o�@�

QRadar Risk Manager ��⌠�DA�π
��ñ⌠≤�X�
�D�Ωú�GCz⌠

⌠ñ�w�MaB�z��f�
AiH�πPSwΩú�L�IqTCL��iH

w∩μ���≡�C

{�

1. ÷@U�I��C

2. b�²\αϕñA÷@U�h�°�C

3. qus�vMμ�ñA∩� PCI 1C

4. ∩��
�D�qq⌠�⌠⌠� DMZ ñ⌠≤e\��IqT≤w]Y Telnet P

FTP �Θ - 
OO≡ 21 P 23���m]Y	⌡≡�C

5. ÷@Uúμ�DC

����G�qπ�i�qT�Ωú

��u�h�°�vAizLl�BOⁿ�π
⌠⌠Ωú�s�A
�O PCI � 10 í


��	C

QRadar Risk Manager izL�O��ñe\i����IqT�ΩúA
≤U�O PCI

� 10 í
��	CQRadar Risk Manager iH�do�ΩúñO��Ω�qT�iα

�qTCΩ�qT�π
w���D�hiμqT�ΩúCiα�qT�π
i��

�D�hiμqT�ΩúC

PCI � 10 í
�DiH]AUC�hG

v e\N�DeJ�í⌠⌠�ΩúC

v q��H	mP�H	miμqT�ΩúC

v q VPN P�H	miμqT�ΩúC

v e\�H	m��[Kºú�X�hqT≤w�ΩúC

MΣe\qT�Ωú

ziHMΣe\q⌠�⌠⌠iμqT�ΩúC

÷≤o�@�

QRadar Risk Manager ��⌠�DA�π
e\

⌠�⌠⌠ºJ≡su�⌠≤�íΩ

ú�GCz⌠⌠ñ�w�MaB�z��f�
AiH�πPúQ°�w��]t�

ßΩ��ΩúiμqTCH��ú��≤�WhAziHb QRadar SIEM ñ��≡�A

H�°��¼���IqTC
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{�

1. ÷@U�I��C

2. b�²\αϕñA÷@U�h�°�C

3. qus�vMμ�ñA∩� PCI 10C

4. ∩��
�D�qq⌠�⌠⌠��í⌠⌠⌠≤�m�⌠≤J≡suC

5. ÷@Uúμ�DC

����G�°�hHW

QRadar Risk Manager iH�≥�°u�h�°�vñ⌠≤w²wq����ú���

DCziH���°�íAHb QRadar Risk Manager ñú��≤C

ϕz∩�n�°��D�AQRadar Risk Manager �Cp�w∩z���
R�DAH

PwΩú�Wh�≤O�ú���π��GCpG QRadar Risk Manager 	����π

��GAhiHú�≡�AH�
z�÷�wq�hñ��tCb�°�íUA

QRadar Risk Manager iHPB�° 10 ��D��GC

�D�°ú
UCDn\αG

v Cp��°Wh�Ωú�≤O����π��GC

v ��¬Ñ�CÑ�≤��AN��π��G
�C

v ∩��π��Gú�≡�Bqll≤Bsyslog Tº�÷ϕOq�C

v b QRadar SIEM ñ���≤�°B�÷	B�≤°iB
qWh�÷ϕOC

tm�D

ziH��u�h�°�v
tmn�°��DC

{�

1. ÷@U�I��C

2. b�²\αϕñA÷@U�h�°�C

3. ∩�zn�°��DC

4. ÷@U�°�C

5. tm�°�D��n�⌠≤∩�C

6. ÷@Uxs�°�C

�G

Y�w∩�D���°A�
��°�hú��≤�≡�C

����G���}�]w�I�u²��

w�}��}O⌠⌠Ωú�½n�I]�C

QRadar Risk Manager �Q�u�h�°�vñ�ΩúΩT��}ΩTC�ΩTO�


PwΩúO�÷ⁿΘJ�¼≡�A�pASQL 	JB⌠	�μ	�I\j[C

bΩúW	����}Ai�⌠⌠	m���}�t@��m�suA]wu²�

�C

� 5 � �°�h 19



�}Ωú�DiH]AUC�hG

v π�SwΘ	ºß°i�s�}�ΩúC

v π�Sw�}� CVSS �
�ΩúC

v π�Sw�}
�]�pAΘJ	aB²�A
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