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}L

1. r* Web /@w#
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7. dkBPN}D5:

!n hv

dk*mSD~qwrh)D IP QRadar Risk Manager D IP X7#
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!n hv

dkwzD root \k wzD root \k#

7OwzD root \k 7O\k#

wzG NAT D **\\wztC NAT,NAT xgXk9C2

, NAT *;# PX|`E",kND IBM

Security QRadar SIEM Administration Guide#

tCS\ *wz4( SSH S\m@# *tC=v\\

wz.dDS\,?v\\wzXkKP

QRadar Console 7.1 r QRadar Risk Manager

7.1#

tC9u tC=v\\wz.dD}]9u#

8. !qBPdP;v!n:

v g{!qwzG NAT D4!r,G4Xkdk NAT N}D5#

!n hv

dk*mSD~qwrh)D IP \\wzD+2 IP X7# \\wz9CK IP

X7,kd{xgP9C NAT Dd{\\wz

(E#

!q NAT xg z#{C\\wz9CDxg#

g{\\wz;Zk QRadar Console `,DS

xO,G4!q NAT xgDXF(#

g{\\wz;Zk QRadar Console ;,DS

xO,G4!q NAT xgD\\wz#

v g{4!qwzG NAT D4!r,r%wB;=#

9. %wjI# jIK}LI\*D18VS# g{zD?p|,K|D,zXk?

pyP|D#

10. %w?p#

B;=v24

e} Web /@w:f,;sG< QRadar Console# VZgU!n(MICK#

("(E

XkZ QRadar Risk Manager h)M QRadar SIEM XF(.d("(E,;sE\

hCMdC QRadar Risk Manager#

XZKNq

("(ED}LI\*D18VSjI# g{*|D QRadar Risk Manager h)D IP

X7,r_h*+ QRadar Risk Manager ,S=m; QRadar SIEM XF(,zIT

9C QRadar SIEM \m!n(ODRisk Manager hC#

}L

1. r* Web /@w,;se} Web /@w:f#
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2. G< QRadar SIEM# PX IP X7"C'{r root \kDE",kNDCJ IBM

Security QRadar Risk Manager C'gf#

3. %wgU!n(#

4. dkBPN}D5:

!n hv

IP/wz QRadar Risk Manager h)D IP X7rwz{

Root \k QRadar Risk Manager h)D root \k#

5. %w#f#

B;=v24

(eC'G+#

mS Risk Manager C'G+
XkVd Risk Manager C'G+,E\a)T QRadar Risk Manager DCJ(^#

XZKNq

1!ivB,QRadar SIEM aa);v1!D\mG+,CG+Ia)T QRadar Risk

Manager PyPZ]DCJ(^# ;Vd\mX(DC'(|(1!D\mG+);\

`-T:DJ'# d{\mC'XkxPNNX*D|D#

PX4(M\mC'G+DE",kND IBM Security QRadar SIEM Administration

Guide#

}L

1. %w\m!n(#

2. Z<=K%P,%w53dC#

3. ZC'\m0q,%wC'G+#

4. Zs0qP,!q*`-DC'G+#

5. !q Risk Manager 4!r#

6. %w#f

7. %wXU#
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8 QRadar Risk Manager kE8O



Z 3 B xg}]U/

XkdC QRadar Risk Manager,TA!4TxgPh8DdCE"#

Sxgh8U/DdCE"azIxgDXK,"9 QRadar Risk Manager \mbzD

xgdC#

Z QRadar Risk Manager PU/D}],a,,kxg73PXDX|E"ndXK#

}]U/G;v}=hD}L:

v r QRadar Risk Manager a)>$,TBXxgh8dC#

v "Vh8,Z“dC4\m”P4(h8Pm#

v 8]h8PmTq!h8dC,"Ckxg`XD}]ndXK#

>$

Xk9C>$T QRadar Risk Manager xPdC,E\CJMBXh8dC# >$I

9 QRadar Risk Manager \,S=7Iw";;zrkV@y53 (IPS) h8#

\m1I9CdC4\mdkh8>$,b)>$r QRadar Risk Manager a)KTX

(h8DCJ(# QRadar Risk Manager I*X(Dxgh8#f%@Dh8>$#g

{`vxgh89C`,D>$,zI+>$Vd=;vi# }g,g{+>ZyP@

p=_P`,DC'{M\k,zMIT+>$Vd=;vi# b)>$kyP@p=

DX7/`X*,C48]+>ZyP@p=Dh8dC#

":g{3vX(h8;h*xg>$,rIZdC4\mP,+CN}#t*U#

dC>$

IdCxgh8,Tr QRadar Risk Manager a)Th8DCJ(^#

}L

1. %w\m!n(#

2. Z<=K%P,%we~#

3. ZRisk Manager 0q,dC4\m#

4. Z<=K%P,%w>$#

5. Zxgi0q,%wmSBDxgi#

6. dkxgiD{F,"%w7(#

7. ZmSX7VN,dkh8D IP X7,"%wmS# *?vXkmSDX7X4

K=h#

":7#zmSDX7T>ZmSX7rT_D“xgX7”?V# kpZdC4\

mPX4mSd{xgiQPDh8X7#

ITdk IP X7"IP X76'"CIDR Sxr(d{# }g,*9C(d{I

dk 10.1.*.*,r_*9C CIDR Idk 10.2.1.0/24#
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10. !qz4(D>$/D{F,;sdCTBN}D5:

!n hv

C'{ CZG<JdwDP'C'{#

TZJdw,C'{M\kh*5P8vD~

DCJ(^,}g

r u l e . C"o b j e c t s . C" i m p l i e d _ r u l e s . C M

Standard.PF#

\k h8D\k#

tC\k dkZ~6O$D\k#

1>$a>h*(R#=DC'>$1,h*

K\k#

SNMP q!gx I!

SNMPv3 O$C'{ I!N}#

SNMPv3 O$\k I!N}#
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bG*CZT SNMPv3 ]exPb\D-i#

11. %w7(#

"Vh8
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}L

1. %w\m!n(#

2. Z<=K%P,%we~#

3. Z Risk Manager ?V,%wdC4\m#

4. Z<=K%P,%w"Vh8#

5. dk IP X7r CIDR 6',T8(*"VDh8;C#

6. %wmS (+) <j#

7. g{*S(eD IP X7r CIDR 6'Qwh8,I!qSOf(eDX7Q0x
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8. %wKP#
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8]h8TBXh8dC,Tc QRadar Risk Manager \+h8E"|,ZXKP#

*<.0
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1. %w\m!n(#

2. Z<=K%P,%we~#

3. Z Risk Manager 0q,dC4\m#

4. %wh8!n(#

5. *qCyPh8DdC,kZ<=0qP%w8]yP# %wGLx#

6. *qCX(h8DdC,I!q%vh8# *!q`vh8xP8],I4! Ctrl

|;E# %w8]#

<kh8

9C“h8<k”,I(}:EVt5D~ (.CSV),+Jdw0dxg IP X7DPmm

S=dC4\mw#

h8<kPmIT|,`o 5000 vh8,+CPmXkZ<kD~P,*?vJdw

0dX*D IP X7|,;P#

}g,

<Adapter::Name 1>,<IP Address>
<Adapter::Name 2>,<IP Address>
<Adapter::Name 3>,<IP Address>

dP:

<Adapter::Name> |,FlLMh8{F,}g Cisco::IOS#

<IP Address> |,Ch8D IP X7,}g 191.168.1.1#

m 3. h8<k>}

FlL {F >} <Adapter::Name>,<IP Address>

lic SecurePlatform CheckPoint::SecurePlatform,10.1.1.4

Cisco IOS Cisco::IOS,10.1.1.1

Cisco Cisco 2+h) Cisco::SecurityAppliance,10.1.1.2

Cisco CatOS Cisco::CatOS, 10.1.1.3

Cisco Nexus Cisco::Nexus

Generic SNMP Generic::SNMP,10.1.1.8

Juniper xg Junos Juniper::JUNOS,10.1.1.5

<k CSV D~
zIT9C:EVt5 (CSV) D~,+wh8Pm<k=“dC4\m”#
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*<.0

g{z<kh8Pm,;sVT CSV D~PD3v IP X7xPK|D,G4I\a

;!D9C“dC4\m”PmPD3vh8"zX4# rK,ZXB<kwh8Pm.

0,kS“dC4\m”>}h8#

}L

1. %w\m!n(#

2. Z<=K%P,%we~#

3. Ze~0qP,%wh8<k#

4. %w/@#

5. R= CSV D~,%wr*#

6. %w<kh8#

a{

g{T>ms,G4zh*4i CSV D~T@}ms,"XB<kD~# g{h8P

ma9;}7r|,msDE",CSV D~D<kI\'\# }g,CSV D~I\1

Y0Er|n,`vh8I\;Z,;PO,r_Jdw{FI\P44ms#

g{h8<kl#P9,G4 CSV D~PDNNh8<;amS=“dC4\m”P#

Th8<kxPJOoO

g{zZ"T<kh8sU=ms{",rI\Gr* CSV D~D<k'\#

g{h8PmDa9;}7,rI\^(<kh8#}g,CSV D~I\1Y0Er|

n,r_`vh8I\;Z,;PO#

mb,g{h8Pm|,msDE",<k2I\'\# }g,3vJdw{FvV4

4ms#

g{h8<kl#P9,G4 CSV D~PDNNh8<;amS=“dC4\m”P#

{"PaT>Q20JdwDP'Jdw{FDPm# g{T>Kms,G4zXk4

i CSV D~T@}yPms# @}ms.s,zITXB<kCD~#
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Z 4 B \msF

IBM Security QRadar Risk Manager IozzXp;)Jb,SxPzZr/xg2+

_TkOfThsD@@#

OfTsFTZ2+T\m1xT,GX*x4SDNq# QRadar Risk Manager Io

zzXpTBJb:

v RDxgh8GgNdCD?

v RDxgJ4GgNxP(ED?

v RDxgD`ucZN&?

C}:dCsF

zIT+ QRadar Risk Manager 6qDxgh8dCE"CZsFOfT,T0CZ2

EdC8]#

dC8]a)KCZ*sFOfTG<h8|DD/PMT/D=(# dC8]TdC

|DxPi5,"a)z7N<;zIT6qz7G<,r_+dCkm;xgh8

xPHO#

QRadar Risk Manager PDdCsF*za)KTB!n:

v xgh8dCDz7G<#

v f6/S<,1zHOdC1,CS<T>h8|D#

v CZZh8OQwfrDh)#

h8DdCE"IS“dC4\m”PDh88]xPU/# ?N QRadar Risk Man-

ager 8]h8Pm1,|ai5h8dCD1>,Ta)z7N<# z2E“dC4\

m”=51,z5PDCZHOMz7N<DdCG<M=`#

i4h8dCz7G<
zITi4xgh8DdCz7G<#

XZKNq

zITi4Q8]Dxgh8Dz7G<E"# KE"ISdC`Sw3fODz7G

<0qPCJ# “z7G<”0qa)KPXxgh8dCDE",T0PXON9C“

dC4\m”8]xgdCDUZE"#

dCT>K* QRadar Risk Manager PDxgh8f"DD~`M# #{DdC`M

P:

v j<*XD5 (SED),|GG;)|,PXxgh8E"D XML }]D~#wv

SED D~I(}d-< XML q=i4# g{;v SED D~km;v SED D~

xPHO,G4aTS<xPf6/&m,TT>frnp#

v Config,|GG3)xgh8a)DdCD~# b)D~!vZh8FlL# I(

}+w config D~4i4dCD~#
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":y]zDh8,I\aT>d{8vdCD~# +wb)D~,aT?D>T>d

Z]# ?D>S<'V Web /@w0ZPDiR (Ctrl+f)"3y (Ctrl+v) M4F

(Ctrl+C) &\#

}L

1. %wgU!n(#

2. Z<=K%P,%wdC`Sw#

3. +wdCIi4j8Dh8E"#

4. %wz7G<#

5. Zz7G<0q,!qdC#

6. %wi4!(D#

HO%vh8Dh8dC

zITHO%vh8Dh8dC#

XZKNq

g{HODD~Gj<*XD5 (SED),G4ITi4dCD~.dDfrnp#

HOf6/DdC1,D>U+8>TBfr:

v L+ci_V*_8>mS=h8DfrrdC#

v l+L.i_V*_8>QSh8>}DfrrdC#

v F+5_V*_h8OQ^DDfrrdC#

}L

1. %wgU!n(#

2. Z<=K%P,%wdC`Sw#

3. +wNbh8Ii4j8DdCE"#

4. %wz7G<Ii4Ch8Dz7G<#

5. !qwdC#

6. 4! Ctrl |,"!q*HODZ~vdC#

7. Zz7G<0qO,%wHO!(D#

8. I!# *i4-<dCnp,k%wi4-<HO# g{HOGkT config D~

rm;8]`M,raT>-<HO#

HO;,h8Dh8dC

zITHO;,h8D=VdC#

XZKNq

g{HODD~Gj<*XD5 (SED),G4ITi4dCD~.dDfrnp#

HOf6/DdC1,D>U+8>TBfr:

v L+ci_V*_8>mS=h8DfrrdC#

v l+L.i_V*_8>QSh8>}DfrrdC#
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v F+5_V*_h8OQ^DDfrrdC#

}L

1. %wgU!n(#

2. Z<=K%P,%wdC`Sw#

3. +wNbh8Ii4j8DdCE"#

4. %wz7G<Ii4Ch8Dz7G<#

5. !qwdC#

6. %wjGxPHO#

7. S<=K%,!qyPh8T5Xh8Pm#

8. +w*HODh8,"%wz7G<#

9. !qm;dC8],kQjGDdCxPHO#

10. %wkQjGDxPHO#

11. I!# *i4-<dCnp,k%wi4-<HO# g{HOGkT config D~

rm;8]`M,raT>-<HO#

C}:i4XKPDxg76

QRadar Risk Manager PDXKT<Nm>(D==T>xgh8#

XK76QwIT7(xgh8xP(ED==,T0C4xP(EDxg76# 76

Qw9C QRadar Risk Manager \1[XT>4M?j.dD76,"RxPKZ"-

iMfr#

zITi4h8gN(E,bTZ\#$r\^FDCJJzG\X*D#

X|&\|(:

v \;i4xgOh8.dD(E#

v 9C}KwZXKPQwxgh8#

v lYCJTi4h8frMdC#

v \;i4S76QwzIDB~#

QwXK

zIT(}QwXK4i4h8(E#

XZKNq

I+76QwCZ}KXK#M# 76Qw|(:yP|,4 IP X7r CIDR 6'

DxgSx;|,?j IP X7r CIDR 6',R2Jm9CQdCD-iMKZxP

(EDSx# QwalizVPDXK#M,"|(4M?j.d(E76yf0Dh

8,T0j8D,SE"#

g{XK|(KkV$@53 (IPS),zIT9C`uT4}KQw# PX|`E",

kND IBM Security QRadar Risk Manager User Guide#
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}L

1. %wgU!n(#

2. Z<=K%P,%wXK#

3. SQwPmr,!qB(Qw#

4. ZQwu~0qP,!q76#

5. Z4 IP/CIDR VN,dk*ZOf}KXK#MD IP X7r CIDR 6'# C:

EVt`vu?#

6. Z?j IP/CIDR VN,dk*ZOf}KXK#MD?j IP X7r CIDR 6'#

C:EVt`vu?#

7. I!# S-iPm,!q*C4}KXK#MD-i#

8. I!# Z?jKZ VN,dk*ZOf}KXK#MD?jKZ# C:EVt`

vKZ#

9. %w7(#

10. +sjFA,S_O=,Ii4XZ,SDj8E"# g{Qw,S=|,frD

h8,raZT0rPT>h8fr4S#

C}:i4%wD%w76

QRadar Risk Manager PD%wGI53zIDB~,C4/fzxgvV4vrB~#

%w76IS/+%wkXKQw*5ZK;p#bVIS/9C2+TYw1\i

4%wj8E",T0%wZxgPICD76# %w76*za)K1[Dm># b

V1[Dm>rz9VKxgPD;)Jz,b)Jz}ZxP(Ex9C%wI)

=xg# K}]ZsFZdG#X|,I$wzZT%wxP`S,+,12$wC%

wZxgP;P8rX|JzD8C76#

IS/DX|&\P:

v {C QRadar SIEM PDVPfrM%w53#

v *yPh8T>%w4k?j.dDIS76#

v lYCJJmC%wDh8dCMfr#

i4%wD%w76
zITi4%wD%w76# %w76T>K4"?jkX*h8#

}L

1. %w%w!n(#

2. Z<=K%P,%wyP%w# yP%w3fT>xgP%wDPm# %wPv

1,?6n_D%wPZn0f#

3. +w%w,Ir*%w**#

4. Z%w$_8,%wi4%w76#
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Z 5 B C}:`S_T

_TsFM|DXFG;)y>wL,|G9\m1M2+(R\XFX|5qJz

.dDCJM(E#

_T`SDu~IT|(TB!0PDJzM(E`S:

v TZ PCI ?V 1 sF,RDxgGq|,_P_gUdCDJz?

v TZ PCI ?V 10 sF,RDJzGqJm9C_gU-ixP(E?

v 1_T|D9CRDxgvV%}1,RgN\*~?

v RgNi42/Jzr_gUJzD`uT?

v RgNi4xgP_P`uTM%*xCJ(^DJz?

9C_T`Sw(eyZgU8>wDbT,;sTbTa{xP^(,T}KX(

a{"%}"-ir`uTDi/#

IBM Security QRadar Risk Manager |,4 PCI `pViD8v_T`SwJb# }

g PCI 1"PCI 6 M PCI 10 Jb# IT*Jzrh8kfr4(Jb,T)6xg

2+TgU# Z+XZJzrh8/frDJba;=_T`Sw.s,5XDa{a

8(gU6p# zIz<SJz5XDa{,2I(e#{53l&4z<a{D=

=#

_T`Swa)KTBX|&\:

v $(e_T`SwJb,CT-z$wwL#

v 7(C'Gq9CK{9D-ixP(E#

v @@X(xgODC'Gq\k{9DxgrJz(E#

v @@@p=frGq{O+>_T#

v VxXT*\m1zI%wr/(D_TxP`S#

v (}@@D)53D2+Trh8dCx\=~2,4.V`uTDEH6#

v oz6pOfTJb#

C}:@@_PIIdCDJz

i/9C+>2+T_T,4(egUT0JzMxg.dJmD(E#*ozKb

Oqk+>_T%fDiv,i/9C_T`Sw4@@M`SI\4*DgU#

PCI OfTf(,z6p|,V(K}]Dh8,;sf<"i$(ET0`S@p=

dC,T#$,PtP}]DJz#_T`Swa)KlYzcb)hsD=(,"

9\m1\qX+>_T# 5MgUD#{=(|(,6p"`S9C4\#$D-i

xP(EDJz# b)-iD}SPJm FTP r telnet ,SD7Iw"@p=r;;

z#9C_T`SwI6pXKP_P_gUdCDJz#

PCI ?V 1 JbI|(TBu~:

v JmQ{9-iDJz#

v Jm_gU-iDJz#
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v JmgxgD_Tb&CLrDJz#

v Jm|,\#$JzDxgOP_Tb&CLrDJz#

TJm_gU-iDh8xP@@

9C_T`Sw,TJm_gU-iDh8xP@@#

XZKNq

QRadar Risk Manager TJbxP@@,"+XKPkbTJb`%dDyPJzDa

{T>v4# xgPD2+T(R"\m1rsF1ITz<TX(Jz;_PgUD

(E# {G9\*P*4(%w#

}L

1. %wgU!n(#

2. Z<=K%P,%w_T`Sw#

3. S“i”Pmr,!q PCI 1#

4. !qbTJbTS%*x= DMZ DJm_gU-i(4 telnet M FTP w? - V
p*KZ 21 M 23)DNNh8(4@p=)xP@@#

5. %wa;Jb#

C}:@@_PII(EDJz

(}zY"G<MT>TxgJzDCJ,9C_T`Sw6p PCI ?V 10 OfT#

QRadar Risk Manager I(}6pXKPJmxPPJbr_gU(EDJz,xoz

6p PCI ?V 10 OfT# QRadar Risk Manager IkT5JD(ErI\D(E4

lib)Jz#5JD(ET>9CKzDJbu~xP(EDJz# I\D(ErT

>I\9CzDJbu~xP(EDJz#

PCI ?V 10 JbI|(TBu~:

v JmJbxkZ?xgDJz#

v S;\EN;C+%=\EN;CDJz#

v S VPN +%=\EN;CDJz#

v Jm\EN;CZ?vV4S\_Tb-iDJz#

iRJm(EDJz

zITiRJm4T%*xD(EDJz#

XZKNq

QRadar Risk Manager TJbxP@@,"T>Jm4T%*xk>,SDNNZ?J

zDa{# 2+T(R"\m1rxgsF1ITz<T;O*;2+DJzr|,M

'}]DJzxPCJD({#fEyzIB~Dv`,zITZ QRadar SIEM P4

(%w4`SK`_PgUD(E#
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}L

1. %wgU!n(#

2. Z<=K%P,%w_T`Sw#

3. S“i”Pmr,!q PCI 10#

4. !qbTJb@@S%*x=Z?xNN;CDyPk>,S#

5. %wa;Jb#

C}:`S%}_T

QRadar Risk Manager \Z_T`SwPVxX`SNN$(erC'zIDJb# z

I9C`S#=,Z QRadar Risk Manager PzIB~#

g{!qK*`SDJb,QRadar Risk Manager ay]XK?!1VvJb,T7(

Jzrfr|DGqzIK4-z<Da{# g{ QRadar Risk Manager lb=4-

z<Da{,razI;v%w,T/fzk7(D_TfZ+n# Z`S#=B,

QRadar Risk Manager \,1`S 10 vJbDa{#

Jb`Sa)KTBX|&\:

v ?!1`SfrrJz|DT"V4-z<Da{#

v 9C_6pMM6pB~`p,+4-z<Da{V`#

v T4-z<Da{zI%w"gSJ~"53U>{"rGme(*#

v Z QRadar SIEM P9CB~i4"X*"B~(f"(FfrMGme#

dCJb

I9C_T`Sw4dC*`SDJb#

}L

1. %wgU!n(#

2. Z<=K%P,%w_T`Sw#

3. !q*`SDJb#

4. %w`S#

5. dC`SJb1h*DNN!n#

6. %w#f`Sw#

a{

byM*JbtCK`S,"yZzD`Su~zIB~r%w#

C}:9C`uTTgU.VEH6

)6D`uTTZxgJzG;nXsDgUrX#

QRadar Risk Manager {CK_T`SwPDJzE"M`uTE"#b)E"C47

(JzGqW\dkMD%w,}g:SQL "k"~XVNT0cwYV#

TZZJzOlb=D`uT,ITy]dxg;Crkd{`uh8D,ST4.

VEH6#
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`uTJzJbI|(TBu~:

v X(UZ.s(fKBD`uTDJz#

v _PX(`uTr CVSS CVDJz#

v _PX(`uTV`DJz,}gdkYw"~q\xT0Qi$D OSVDB#

iR_P`uTDJz

zITiR_P`uTDJz#

XZKNq

QRadar Risk Manager TJbxP@@,"T>|,`uTDJza{# 2+T(R"

\m1rsF1IT6pxgP|,Q* SQL "k`uTDJz# {G\8YX^9

k\#$xg,SDNNJz# fEyzIB~Dv`,zITZ QRadar SIEM P4

(B~r%w,4`S|, SQL "k`uTDJz#

}L

1. %wgU!n(#

2. Z<=K%P,%w_T`Sw#

3. SiPm,!q`uT#

4. !qbTJbTX(Vrx(4\#$~qwxg)O_P SQL "k`uTDJz
xP@@#

5. %wa;Jb#

C}:4xrrxg(E.VJz`uTEH6

k\#$Jz;Z,;xgP_P`uTD53,d}]*'DgU|_#

4xrrxglbJzD`uT,Gh9xgPvV*IDX|k)# PCI ?V 6.1 M

6.2 f(,&1Z`uT9!"<s;vBZ,4i"^953# QRadar Risk Man-

ager PzZ^9}LDT//MEH6.V# 1lbvJzfZ`uT.s,zIT

y]xg;Crkd{`uh8D,ST4.VEH6# TZI,S=IIxrD\#

$xg,r_ CVSS CV_ZZ?_TJm5DJz,.VEH6\X*#

`uJzJbI|(TBu~:

v _PM'K`uTDJz,dkIIXmxr(}E,"|,\#$Jz#

v ZX(xgP\x~q`uTDJz#

v ZX(xgP_PJ~`uTDJz#

v _P`uTMX(D+2`uT@V53 (CVSS) CVDJz#

iRxgP_P`uTDJz

zITiRX(xgP_P`uTDJz#

XZKNq

Qradar Risk Manager TJbxP@@,"+a{T>Z|,X(ZYw53`uTD

X(;C#2+T(R"\m1rxgsF1ITz<T;O*;2+DJzr|,
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M'}]DJzxPCJD({# fEyzIB~Dv`,zIT4(%w4`SK`

_PgUD(E#

}L

1. %wgU!n(#

2. Z<=K%P,%w_T`Sw#

3. SiPmr,!q`uT#

4. !qbTJbTX(VrxO_PX(ZYw53`uTDJzxP@@#

5. %wa;Jb#
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Z 6 B #bDC}

C}:#bTxgJzD%w

zIT9C#b,TbTzDxgTZwV44D`uT#

zIT9C%w#b,TsKxgPDh8dC#

#ba)KTBX|&\:

v #bT>TxgxP%w1II!Dm[76EP#

v #bT>%wgN\Zxgh8P+%x)"=d{Jz#

v #bJmxP`S,TlbBD)6>c#

4(#b

ITZ SSH -iO4(xg%wD#b#

}L

1. %wgU!n(#

2. Z<=K%P,!q#b > #b#

3. SYwPm,!qB(#

4. dk#bD{F#

5. !q10XK#

6. !q9C,S}]4!r#

7. Sz*SDo*<#bPm,!q#bD4#

8. mS#b%w,%wi<dP;vTB9C-iD*EKZ#

9. TZ>#b,%w*EKZ,;smSKZ 22#

10. %w-i,;s!q TCP# SSH 9C TCP#

11. %w7(#

12. %w#f#b#

13. SYwPm,!qKP#b# a{P|,;vPm,CPmI#bKPDUZ0C

4i4#ba{D4SiI#

14. %wi4a{#

a{

;v|, SSH `uTDJzPmaT>Za{P,9Cxg\m1\szxgPJm

rZ{vVD SSH ,S# ITT4-z<D,SxP`S,T"VB~r%w#

(}T>Da{,xg\m1r2+(RI1[XKb%wZxgPI\ICD%w

76M,S#}g,Z;=a)K\#b0lD1S,SJzDPm# Z~=PvKx

gP\k#bPZ;6JzxP(EDJz#

%wPa)DE"9z\;kT}'VI\D%w!0,4?/MbTzDxg#
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C}:#bxgdC|DDgU

IT9CXK#M,yZVPxg4(eibxg#M# IT4(xg#M,C#My

Z;5PITiOMdCD^D#

IT9CXK#M,(}#b47(dC|DTxgD0l#

XK#Ma)TBX|&\:

v 4(ibXK,TbTxg|D#

v #bTibxgD%w#

v (}bT5M\#$JzDgUM)6#

v ibxgVN9z\;^(xgrJzDtP?V,"xPbT#

*#bxgdC|D:

1. 4(XK#M#

2. #bTXK#MD%w#

4(XK#M

IT4(XK#MTbTxg|D"#b%w#

}L

1. %wgU!n(#

2. Z<=K%P,!q#b > XK#M#

3. SYwPm,!qB(#

4. dk#MD{F#

5. !qz*&C=XKDyP^D#

6. TmS=gBdC#M0qDbTxPdC#

7. %w#f#M#

B;=v24

*BDXK#M4(#b#

#b%w

zIT#bTKZM-iD%w#

}L

1. %wgU!n(#

2. Z<=K%P,!q#b > #b#

3. SYwPmr,!qB(#

4. dk#bD{F#

5. !q;vz4(DXK#M#

6. Sz*SDo*<#bPm,!q#bD4#

7. mS#b%w,%wi<dP;vTB9C-iD*EKZ#

8. TZ>#b,%w*EKZ,;smSKZ 22#
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9. %w-i,;s!q TCP# SSH 9C TCP#

10. %w7(#

11. %w#f#b#
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