
© 2015 IBM Corporation

Putting the Brakes on Mobile Insecurity

Tom Mulvehill
Mobile Security Strategist
IBM Security

October 6, 2015

IBM Mobile Security



2© 2015 IBM Corporation

by 2017

Mobile downloads

will increase to

268 billion
Gartner

by 2016

The number of smartphone 

users worldwide will surpass

2 billion
eMarketer

Enterprise mobile trends

“Enterprise mobility will continue to be one of the hottest topics in IT,
and high on the list of priorities for all CIOs.”

Ovum

“IT organizations will dedicate at least 25% of their software budget 

to mobile application development, deployment, and management by 2017.”
IDC

http://www.gartner.com/newsroom/id/2654115
http://www.emarketer.com/Article/2-Billion-Consumers-Worldwide-Smartphones-by-2016/1011694
http://www.ovum.com/press_releases/ovum-predicts-enterprise-mobility-to-be-top-of-the-cio-agenda-in-2015/
https://w3-03.sso.ibm.com/marketing/mi/compdlib.nsf/weball/36CD524158C756B985257DB700686316
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387new threats 

every minute or more 
than six every second

McAfee

As mobile grows, so do security threats

“With the growing penetration of mobile devices in the enterprise, security testing 

and protection of mobile applications and data become mandatory.” 
Gartner

“Enterprise mobility… new systems of engagement.

These new systems help firms empower their customers, partners, 

and employees with context-aware apps and smart products.”
Forrester

Arxan

Top mobile devices
and apps hacked 97%

Android

87%
iOS

http://www.mcafee.com/us/resources/reports/rp-quarterly-threat-q4-2014.pdf
https://w3-03.sso.ibm.com/marketing/mi/compdlib.nsf/weball/F5BFC64E9423A8E485257D2A005743E5
https://www.forrester.com/Enterprise-Mobility
https://www.arxan.com/wp-content/uploads/assets1/pdf/State_of_Mobile_App_Security_2014_final.pdf
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What concerns does this create for the enterprise?

Source: 2014 Information Security Media Group Survey, “The State of Mobile Security Maturity” 

32% are concerned about 
fraudulent transactions

Only 18% can detect 
malware / jailbreaks

52% worry about
application vulnerabilities

Only 23% have 
tamper-proofing capabilities

50% are content and data leakage 
are their top security concern

60% use secure containers
for data security

57% say a lost or stolen device 
is top concern

60% use passcodes
for device security

http://public.dhe.ibm.com/common/ssi/ecm/wg/en/wgl03065usen/WGL03065USEN.PDF
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MobileFirst

Protect (MaaS360)

AppScan, Arxan, Trusteer M; 

bile SDK

IBM Mobile Security Framework

AirWatch, MobileIron, Good, 

Citrix, Microsoft, Mocana
HP Fortify, Veracode, Proguard CA, Oracle, RSA

• Manage multi-OS BYOD 
environment 

• Mitigate risks of lost and 
compromised devices

• Separate enterprise 
and personal data

• Enforce compliance 
with security policies

• Distribute and control 
enterprise apps

• Build and secure apps 
and protect them 
“in the wild”

• Provide secure web, 
mobile, API access 
and identify device risk

• Meet authentication 
ease-of-use expectation

Extend Security Intelligence

• Extend security information and event management (SIEM) to mobile platform

• Incorporate mobile log management, anomaly detection, configuration and vulnerability management

Manage Access 
and Fraud

Safeguard
Applications and Data

Secure Content 
and Collaboration

Protect 
Devices
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IBM MobileFirst

IBM MobileFirst delivers 

apps, infrastructure and 

ways to engage that are 

designed exclusively for 

mobile users, personalized 

with data, highly secure 

and convenient. 
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IBM Mobile Security Portfolio

IBM 
Security 
Access 

Manager

IBM
DataPower 
Gateway

IBM
BigFix

IBM
MobileFirst 

Platform

IBM 
MobileFirst 

Protect
MaaS360

IBM
Security 
AppScan

Arxan
Application
Protection 

for IBM
Solutions

IBM QRadar
Security 

Intelligence
Platform

IBM
Security 
Trusteer

IBM
Mobile

Security 
Services
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Protecting devices
Every three minutes, a mobile device is wiped

Extend Security Intelligence

Manage
Access and Fraud

Safeguard
Applications and Data

Secure Content 
and Collaboration

Protect 
Devices

46%
say their smartphone 

is something they couldn’t  live without

Source: “6 facts about Americans and their smartphones” 

by Pew Research Center, April 2015

87%
By 2017, mobile devices will make up

of Internet-enabled 

technology total sales

Source: Lander Blog, “Five Online Marketing Trends for 2014, 

April 2014

Source: “55 US Mobile Facts Every Marketer Needs For 2015” by Heidi Cohen, December 2014

87%

have their smartphone
at their side,
day and night

78%

spend over 2 hours
a day using their
smartphones

68%

consider their 
smartphone to be 
a personal device

Millennials and their smartphones…

http://www.pewresearch.org/fact-tank/2015/04/01/6-facts-about-americans-and-their-smartphones/
http://blog.landerapp.com/five-online-marketing-trends-for-2014/
http://heidicohen.com/2015-mobile-marketing/
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How do you protect your devices?

 Identify devices at risk 

pre/post deployment?

 Ensure devices accessing 

the network are encrypted?

 Mitigate risks of lost and 

compromised devices?

 Identify and respond 

to any device accessing 

your corporate data?

 Deploy and manage a 

multi-OS environment with BYOD?

 Remotely provision 

policies and restrictions?
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Deploy, manage and secure devices while mitigating 
the risks of lost and compromised devices

Rapidly deploy devices
Streamline the device 

provisioning, configuration 

and enrollment process for 

enterprise use over the air

Centrally manage devices
Embrace BYOD, corporate, 

and shared device with 

centralized policy and 

control from a single console

Proactively secure devices
Implement dynamic policies 

and compliance rules to 

continuously monitor devices 

and take automated action
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Large manufacturer deploys successful BYOD program
with IBM MobileFirst Protect

Client securely enabled mobility from the corporate office worker 

to the field service representative to better serve customers while 

keeping sensitive data secure.
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Extend Security Intelligence

Manage
Access and Fraud

Safeguard
Applications and Data

Secure Content 
and Collaboration

Protect 
Devices

Securing content and collaboration

“Breaking Bad: The Risk of Unsecure File Sharing”, Ponemon Institute, October 2014

59% allow employees to share or collaborate on documents

if the company provides the mobile device

64%
"73 Astonishing E-Mail Marketing Statistics You Need to Know", Mark the Marketer, February 2014

of decision-makers read their 

e-mail via mobile devices

60% of employees access content 

from outside the office
“Productivity Anywhere, Anytime: Mobilize Your Business”, Box

http://img.en25.com/Web/IntraLinks/{6988b757-8c9f-4d09-9dd6-da59f4083f1f}_Intralinks_Ponemon_Research_Report_Q4_2014[1].pdf
https://markthemarketer.wordpress.com/2014/02/18/73-astonishing-e-mail-marketing-statistics-you-need-to-know
https://www.box.com/business/secure-enterprise-mobility/


13© 2015 IBM Corporation

How do you secure content and collaboration?

• Separate enterprise 

and personal data?

• Prevent data leakage?

• Provide secure access 

to sensitive data 

• Enforce compliance 

with security policies?
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Separate enterprise and personal data enforcing 
compliance with security policies

Enable the secure web

Provide access to intranet 

sites and web apps, URL 

filtering, and restrict cookies, 

downloads, copy / paste 

and print features

Separate work email

Contain email text and 

attachments to prevent 

data leakage, enforce 

authentication, copy / paste 

and forwarding restrictions

Collaborate on content

Ensure the availability of files

from repositories with 

authentication, DLP controls, 

secure edit and sync, 

and selective wipe
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A retail store chain uses IBM MobileFirst Protect 
for faster service to its customers

Client empowered in-store customer service representatives with 

shared smart devices to securely view inventory and merchandise 

information while on the store floor.



16© 2015 IBM Corporation

Extend Security Intelligence

Manage
Access and Fraud

Safeguard
Applications and Data

Secure Content 
and Collaboration

Protect 
Devices

Safeguarding applications and data

2.2
Kaspersky Lab “IT Threat Evolution Report for Q1 of 2015”

billion malicious attacks on 

computers and mobile devices 

were blocked during Q1 2015

Gartner Press Release, May 2014

of all mobile security

breaches are through apps75%overall mobile app usage 

grew in 201476%

Shopping, Productivity and Messaging Give Mobile

Another Stunning Growth Year”, Flurry Insights, January 2015

On average, a company tests less than 

half of the mobile apps they build and…
never test apps to ensure 

they are secure33%
Ponemon The State of Mobile Application Insecurity, February 2015

http://usa.kaspersky.com/about-us/press-center/press-releases/kaspersky-lab-reports-malicious-attack-increase-q1-it-threat-ev
http://usa.kaspersky.com/about-us/press-center/press-releases/kaspersky-lab-reports-malicious-attack-increase-q1-it-threat-ev
http://www.gartner.com/newsroom/id/2753017
http://flurrymobile.tumblr.com/post/115194992530/shopping-productivity-and-messaging-give-mobile
https://www-01.ibm.com/marketing/iwm/iwm/web/signup.do?source=swg-WW_Security_Organic&S_PKG=ov33432&dynform=17962&S_TACT=R05300DW
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How can you safeguard applications and data?

• Develop secure mobile apps 

and assess the security 

of existing apps

• Secure apps against reverse 

engineering and runtime 

attacks

• Prevent deployment 

of risky mobile apps

• Protect app data at rest 

and in motion 

• Distribute and control public 

and enterprise apps



18© 2015 IBM Corporation

Build, test and secure mobile apps before distributing 
to end users

Safely distribute apps

Deploy custom enterprise 

app catalogs; blacklist, 

whitelist and require 

apps; administer app 

volume purchase 

programs

Test app security

Identify vulnerabilities 

in development and 

pre-deployment; 

isolate data leakage 

risks; ensure proper 

use of cryptography

Protect apps

Harden mobile apps 

to defend against 

reverse engineering; 

prevent repacking 

of apps; protect apps 

from mobile malware

Secure app data

Protect enterprise apps 

with authentication, 

tunneling, copy / paste 

restrictions and prevent 

access from 

compromised devices
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A hospital uses IBM Mobile Security to build a secure 
and protected patient care app

Doctors, nurses, and non-hospital employees share timely patient 

information and test results on multiple devices to manage care 

while protecting sensitive information
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Manage access and fraud

“The CyberVor gang amassed over 4.5billionrecords,

mostly consisting of stolen credentials.

To get such an impressive number of credentials,

the CyberVors robbed over 420,000 web and FTP sites.”
Hold Security

$6.53 million
average cost of a U.S. data breach
2015 Cost of Data Breach Study, Ponemon Institute

95% of financial services incidents 

involve harvesting credentials 

stolen from customer devices
2015 Verizon Data Breech Report

Extend Security Intelligence

Manage
Access and Fraud

Safeguard
Applications and Data

Secure Content 
and Collaboration

Protect 
Devices

“The CyberVor gang amassed over  4.5 billion
records, mostly consisting of stolen credentials. To get such an impressive 

number of credentials, the CyberVors robbed over 420,000 web and FTP sites.”
Hold Security

$6.53 million
average cost of a U.S. data breach
2015 Cost of Data Breach Study, Ponemon Institute

95% of financial services incidents 

involve harvesting credentials 

stolen from customer devices
2015 Verizon Data Breech Report

http://www.holdsecurity.com/news/cybervor-breach/
https://w3-03.sso.ibm.com/sales/support/skp/s/e/e/n/sew03053wwen/SEW03053WWEN.PDF
http://www.verizonenterprise.com/DBIR/2015/
http://www.holdsecurity.com/news/cybervor-breach/
https://w3-03.sso.ibm.com/sales/support/skp/s/e/e/n/sew03053wwen/SEW03053WWEN.PDF
http://www.verizonenterprise.com/DBIR/2015/
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How can you manage access and fraud?

 How do you deliver mobile security 

capabilities in a consistent manner 

to address:

- Web services / APIs

- Traditional web access

 How do you maintain mobility 

authentication ease-of-use 

expectations?

 Can you ensure that security features 

are not being sacrificed as the pace 

of mobile development and 

deployment accelerates?

 Can you prevent access from high 

risk or compromised mobile devices?
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Prevent unauthorized access and transactions 
by mobile users 

Adaptive access 

polices

Dynamic and adaptive 

access policies provide risk 

and context aware policy 

enforcement while maintaining 

ease-of-use expectations

Consolidated 

enforcement point

A single point of secure 

access control and 

authentication for APIs 

and mobile apps enabling 

mobile single-sign-on

Integrated device 

risk management

Manage risk from rooted / 

jailbroken devices and from 

mobile malware integrated 

into access control polices and 

BYOD content management
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Company and independent agents access policy information in 

corporate offices or field, access policies dynamically change based 

on risk factors to ensure confidentiality and compliance

An insurance company uses IBM Security Access Manager
and Mobile Threat Management to keep customer data safe
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Extend Security Intelligence

Manage
Access and Fraud

Safeguard
Applications and Data

Secure Content 
and Collaboration

Protect 
Devices

Extend security intelligence

Annual Threat Report on Advanced Targeted Attacks, Mandiant

Attackers spend an estimated

243 days on a victim’s network
before being discovered

Annual U.S. cost of a cyber-crime is 

$11.56 million
per organization
Cyber-Crime Costs Continue to Rise: Study, eWeek

63%
of victims were made aware 

of breaches by an external organization
Annual Threat Report on Advanced Targeted Attacks, Mandiant

https://www.mandiant.com/news/release/mandiant-releases-annual-threat-report-on-advanced-targeted-attacks
http://www.eweek.com/security/cyber-crime-costs-continue-to-rise-study.html
https://www.mandiant.com/news/release/mandiant-releases-annual-threat-report-on-advanced-targeted-attacks
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How can you extend security intelligence?

 Increasingly 
sophisticated 
mobile attack methods

 BYOD resulting in 
disappearing 
perimeters

 Accelerating mobile
security breaches

 Infrastructure changing 
to support mobile

 Too many products from 
multiple vendors; costly 
to configure and manage

 Inadequate and 
ineffective tools

 Struggling security teams

 Mobile providing 
additional data sources 
with limited manpower 
and skills to manage it all

 Managing and monitoring 
increasing compliance 
demands
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Gaining insights across the entire security event timeline

Prioritize Events

Quickly analyze very large 

volumes of collected data 

(events and logs) to get to 

a manageably small number 

of true incidents to be further 

analyzed

Identify Threats

Detect configuration errors 

and other deviations from 

the norm in order to gain 

awareness of vulnerabilities 

and assess exposures

Take Corrective Action

Dramatically reduce the 

time to remediation and 

increase the thoroughness 

of that remediation
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A large international energy company parses billions 
of events per day to find those that should be investigated

An international energy firm analyzes 2 billion events per day, now 
extending analysis to the mobile platform and focusing on anomalies 
associated with key individuals
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Summary

 Enterprise mobility management is needed and necessary

 MDM is a good place to start but additional security required

 Need to account for device risk

 Must build secure mobile apps 

and must secure apps “in the wild”

 Identity and access security must be 

adaptive – contextually aware

Think of mobile security more holistically

• Broader than MDM

• Think… device, content, application, and access

• More than a collection of point or partner products

• Must scale to address enterprise requirements
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