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The Opportunities from Big Data & Analytics are Infinite
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Handling Higher Variety, Velocity and Volume Data as the
Biggest Opportunity for Data Security

~

“What is the biggest opportunity for new data security innovation at your company?”

Handling higher and variety, velocity and

0,
volume of data 34%

Improves operational and financial performance 23%

Encourages innovation/ new product

development 10%
Rapid analytical modeling and simulation 9%
None of the above 8%
Enables marketing and sales growth 8%

Monetizing data and coming out with new

g,
digital offerings 6%

Base: 200 security decision makers
Source: A commissioned study conducted by Forrester Consulting on behalf of IBM, June 2014
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Organizations are Jumping into Big Data with Both Feet

Departmental projects

Rogue IT teams

Using production data

Loose user controls

Impossible to audit

© 2015 IBM Corporation
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Big Data: Are You Ready for the Headaches?

~

Near Daily Leaks Relentless Use “Insane” Amounts of Records
of Sensitive Data of Multiple Methods Breached
40% increase 800,000,000+ records 42% of CISOs
in reported data were leaked, while the future claim the risk from external threats
breaches and incidents shows no sign of change increased dramatically from prior years.
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Attack types o L [ | Ll : » _ [ | [ | »
XSS Heartbleed Physical access Brute force Misconfig. Watering hole Phishing SQLi DDoS Malware Undisclosed

Size of circle estimates relative impact of incident in terms of cost to business.

A bistorical look at security incidents by attack type, time and impact, 2012 through 2014
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Are You Ready for the Costs?

The average cost of a A single lost or stolen data record cost on average
data breach increased

O/Oj
in 2013

A single breach of sensitive personal data cost 2014 Cost of Data Breach Study

From Ponemon Institute, sponsored by IBM

$3.5

million

in 2013
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Russia: Korea: Taiwan: Singapore:
Computerization & Protection of Information 3 Acts for Financial Computer- Processed Monetary Authority of
| Participation in Int'l Info Exchange Data Privacy Personal Data Singapore Act
Japan: Protection Law Vietnam:
Guidelines forthe Hong Kong: Banking Law

Protection|of Gomputer *Privacy Ordinance
Processed Pefye o iting; _ Philippines:

United Kingdom: Poland: Australia: Deposit Act Canada:

Data Protection Polish Federal Privacy Personal Information Protection
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Diregtiyf o Act & State [laws Banking Law Federal, Financial & Healthcaress s>
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Privlgy L SﬁgdBi: aArcdt o /ﬁ\;ﬁ, Constitution, Habeas Data &
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South Africa: Bank Secrecy . Chile: Colombia: Defense
Promotion of Access Regulation 8 Argentina: Protection.of Political Constitution —
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Sensitive Data is Common in Big Data Projects

Healthcare Customer Citizen

8 © 2015 IBM Corporation



vy
. 4

2 IBM Security

The same risks are magnified...
...and big data introduces new challenges

Brand Reputation New Users

Data Breach

Attractive Target

*$100M+ impact to the *Data sharing and new
business user access

*Data security hotspot
- It’s not if, it's when for internal/external

threat
BIG DATA PLATFORM

g )

Fewer Tools

Compliance

*Traditional tools no

*Changing and new
privacy legislation longer apply
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Big Data Technology Considerations in Security and Privacy

Unclear understanding of
sensitive data

USER ACCESS

Difficulty finding potentially REQUESTS

sensitive data and
relationships

SOURCE SYSTEMS,
DATA MARTS, SILOS

BIG DATA
PLATFORM
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Only about a Third of Firms Classify their Data

“How does your organization determine the value and/or sensitivity of data to the company?”
|

Any data that is subjectto compliance is

0,
considered valuable/sensitive 4r%

Formal data governance policy 41%

Via data classification (e.g., all data in the

g,
organization is tagged/labeled) 36%

Via a cost analysis (e.g., expected future
earnings from intellectual property, expected 24%
cost of a breach of customer data)

Itis up to individual departments or business
units to determine the value/sensitivity of the 24%
data they use/create/collect/have

Base: 200 security decision makers
Source: A commissioned study conducted by Forrester Consulting on behalf of IBM, June 2014
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A Lack of Awareness about What Data Is Sensitive

“What percentage of your data is sensitive?”
13%
12%
11% 11%
10% 10%
9%
8% 8% 8%

10 20 30 40 50 60 70 80 90 100

Base: 200 security decision makers

Source: A commissioned study conducted by Forrester Consulting on behalf of IBM, June 2014
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Big Data Technology Considerations in Security and Privacy

Lack tools to quickly and
effectively protect data on
sources or platfor

Unclear understanding of
sensitive data

USER ACCESS

Difficulty finding potentially REQUESTS

sensitive data and

relationships | )%/ \/

\ 51 DATA
3
//

PLATFORM
SOURCE SYSTEMS,
DATA MARTS, SILOS
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Big Data: Critical Data Security Capabillities

L i IBM Data
Critical Capabilities H NoSOL .
P adoop/NoSQ Securlty

-
4
-
N
PN

Auditing with minimal performance
impact

Real-time alerts, so you can take action
before it's too late.

,
Y“
Y

7.(

Separation of duties, so the
security/auditing person is not the same
as the Hadoop administrator

y

Data encryption & masking

Data scalability, performance & the
ability to integration across diverse
traditional and big data environments

000®

14
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Big Data Technology Considerations in Security and Privacy

Inability to track users/data
Lack tools to quickly and ~__access activity

effectively protect data on
sources or platfor

Unclear understanding of

sensitive data

USER ACCESS
REQUESTS

Difficulty finding potentially S
sensitive data and

relationships | = /‘“‘a\_&/ Inconsistent security
- C

ontrols among traditional

BIG DATA
PLATFORM

t

SOURCE SYSTEMS,
DATA MARTS, SILOS

:
~
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The Inability to Track Users and Data Access Leaves
Organizations Open to Attack

What can you do? Continuously monitor access to sensitive data including
databases, data warehouses, big data environments and file shares to...

1 Prevent data breaches
Nt  Avoiding disclosure or leakage of sensitive data
3/ Ensure the integrity of sensitive data

* Prevent unauthorized changes to data, database
structures, configuration files and logs

‘ Reduce cost of compliance
« Automate and centralize controls
« Simplify the audit review processes

© 2015 IBM Corporation
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Inconsistent Security Controls across Big Data and Tradltlonal
Environments Elevates Risk — A Lot

What can you do? Protect your data in an efficient,
scalable and cost-effective way to...

Increase operational efficiency

v'Automate & centralize internal controls

v Across heterogeneous & distributed environments

v'ldentify and help resolve performance issues & application errors
v'Highly-scalable platform, proven in most demanding data center

environments worldwide
v" Infrastructure & business processes perform consistently

.. while making your data security platform
smarter and more efficient at detecting

threats

oS st [ |
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IBM’s Approach to Data Security and Privacy for Big Data

4) Monitor Data Activity, Alerts,
Blocking, Advanced Analytics

3) Protect sources and data:
Mask, Redact, Encrypt

1) Define sensitive data and share

2) Discover and Classify sensitive data

USER ACCESS
REQUESTS

5) Expansion to the Enterprise

BIG DATA
(Hadoop, NoSQL
and Warehouse )

SOURCE SYSTEMS,
DATA MARTS,
DOCUMENTS

N NETE;ZA TERAD/\TA
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Pure Data Analytics

PureSystems|
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Guardium
Consistent, comprehensive data security across traditional and big data environments

Define and find sensitive data
and relationships so you know
what you need to protect

é Secure and protect sensitive
w structured and unstructured
from breach or misuse

a
Address both external attacks AND
block unauthorized access by

privileged users

~
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Guardium
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A Private Bank in the UAE
automates security
compliance reporting in a big
data environment

Need

* The bank processes several terabytes of data
daily and required a solution which addressed
the new security risks evolving around the
world, especially with respect to protecting big
data environments.

Benefits

» Achieves ROI in 8 months

» A scalable security monitoring solution that
supports diverse database environment and
does not impact application performance

* The time required to produce audit and
compliance reports has gone from two months
to near real-time
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Next Steps in Big Data Security?

Get Educated

— Download educational pieces:
Top Tips for Securing Big Data eBook
Planning a Hadoop Data Security Deployment

— Analyst Reports: Control and Protect Sensitive
Information in the Era of Big Data

— Visit the InfoSphere Data Security and Privacy ,‘_::__;_:,:,.

for Big Data webpages 7
{ wsuBLILD

WAYS 10

Big Data Needs Agile Information And
Integration Governance

A Forrester Research report

L

Schedule a Client Value Engagement (CVE)

. . . e CONFIDENCE
— Business and IT: Narrow the communication m
o (EM Wl DATA
— Easy to follow programmatic client-centric ,
approach — determine possible benefits from . — "Wl hfoSphere Guardium
solution y = @IBM_Guardium

Data Security and Compliance

— Fast time to completion: Less than 2 weeks — - | | Do
deliverables easy to follow and understand

© 2015 IBM Corporation
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Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response
to improper access from within and outside your enterprise. Improper access can result in information being altered, destroyed or misappropriated
or can result in damage to or misuse of your systems, including to attack others. No IT system or product should be considered completely secure
and no single product or security measure can be completely effective in preventing improper access. IBM systems and products are designed to
be part of a comprehensive security approach, which will necessarily involve additional operational procedures, and may require other systems,
products or services to be most effective. IBM DOES NOT WARRANT THAT SYSTEMS AND PRODUCTS ARE IMMUNE FROM THE
MALICIOUS OR ILLEGAL CONDUCT OF ANY PARTY.

www.ibm.com/security
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