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Number of products over time

85 security tools from

45 vendors
Source: IBM Client Example

Is this familiar?
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Cost and complexity rise

Complexity

Cost

Agility

Effectiveness

Number of products over time
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The security team sees noise
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CyberTap

IBM Security invests in best-of-breed technologies

“…IBM Security is making all the right moves...”
Forbes
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IBM Security
Systems

IBM Security
Services
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Upon close, Resilient Systems will advance the IBM Security strategy to 
help organizations succeed in an era of escalating cyber attacks

PREVENTION DETECTION RESPONSE

Help to continuously stop attacks and 

remediate vulnerabilities

Identify the most important threats 

with advanced analytics and forensics

Respond to incidents in integrated 

and organized fashion

Unites Security Operations 

and Incident Response

Resilient Systems will extend IBM’s 

offerings to create one of the industry’s 

most complete solutions to prevent, 

detect, and respond to threats

Delivers a Single Hub for 

Response Management

Resilient Systems will allow security 

teams to orchestrate response 

processes and resolve incidents faster, 

more effectively, and more intelligently

Integrates Seamlessly with 

IBM and 3rd Party Solutions 

Resilient Systems integrates with 

QRadar and other IBM and 3rd party 

solutions so organizations of various 

sizes can successfully resolve attacks
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IBM Security Strategy

SUPPORT the CISO agenda INNOVATE around key trends

IBM Security Capability Framework

LEAD in selected segments

Strategy, Risk and Compliance Cybersecurity Assessment and Response

Security Operations and Incident Response Platform (upon close)

Advanced Fraud 
Protection

Identity and Access 
Management

Data
Security

Application 
Security

Network, Mobile and 
Endpoint Protection

Advanced Threat and Security Research

CISO, CIO, and Line-of-Business

• Strategy and leadership

• Rapid transformation

• Integrated solutions

Advanced Threats

Cloud

Mobile and Internet of Things

Compliance Mandates

Skills Shortage
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Global Threat Intelligence

Consulting Services  |  Managed Services

Cloud

Establish security as an immune system

Firewalls

Incident and threat management

Virtual patching

Sandboxing

Network visibility

Data access control

Data monitoring

Malware protection

Antivirus

Endpoint patching and management

Criminal detection

Fraud protection

Security Research

Access management

Entitlements and roles

Identity management

Privileged identity management

Application security
management

Application scanning

Transaction protection

Device management

Content security

Log, flow and 
data analysis

Vulnerability
assessment

Anomaly detection
Security 

Intelligence

Application security
management

Application scanning

Incident and threat management

Device management

Transaction protection

Log, flow and
data analysis

Vulnerability
assessment

Security research

Sandboxing

Firewalls

Anomaly detection

Antivirus

Fraud protection

Criminal detection

Network visibility

Virtual patching

Content security

Data access control

Data monitoring
Identity management

Access management
Entitlements and roles

Privileged identity management

Endpoint patching and management

Malware protection
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Global Threat Intelligence

Consulting Services  |  Managed Services

IBM has the world’s broadest and deepest security portfolio

QRadar Risk Manager

QRadar Incident Forensics

SiteProtector

Network Protection XGS

Key Lifecycle Manager

Guardium

zSecure

BigFix

Trusteer Apex

MobileFirst Protect (MaaS360)

Trusteer Mobile

Trusteer Rapport

Trusteer Pinpoint

IBM Security
Research

Identity Manager

Access Manager

Identity Governance and Intelligence

Privileged Identity Manager

DataPower Web 
Security Gateway

AppScan
Security 

Intelligence

Cloud

Cloud Security Enforcer

QRadar SIEM

QRadar Vulnerability 
Manager

QRadar Log Manager
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Discover and block 
advanced threats

Detect malware, patch vulnerable 
endpoints, and wipe lost, stolen, 
or jailbroken devices

Discover and block 
advanced fraud

Monitor privileged users
to understand what, where and when

data is being accessed

Cloud

Security 
Intelligence

Scan web applications and block 
vulnerabilities with virtual 
patching on the network

Security 
Intelligence

Cloud

Security 
Intelligence

Scan web applications and block 
vulnerabilities with virtual 
patching on the network

Discover and block 
advanced threats

Discover and block 
advanced fraud

Monitor privileged users
to understand what, where and when

data is being accessed

Detect malware, patch vulnerable 
endpoints, and wipe lost, stolen, 
or jailbroken devices

Security 
Intelligence

Cloud

Security 
Intelligence

Scan web applications and block 
vulnerabilities with virtual 
patching on the network

Discover and block 
advanced threats

Detect malware, patch vulnerable 
endpoints, and wipe lost, stolen, 
or jailbroken devices

Monitor privileged users
to understand what, where and when

data is being accessed

Discover and block 
advanced fraudCloud

Security 
Intelligence

Scan web applications and block 
vulnerabilities with virtual 
patching on the network

Discover and block 
advanced threats

Detect malware, patch vulnerable 
endpoints, and wipe lost, stolen, 
or jailbroken devices

Discover and block 
advanced fraud

Monitor privileged users
to understand what, where and when

data is being accessed

Cloud

Security 
Intelligence

Cloud

Security 
Intelligence

Scan web applications and block 
vulnerabilities with virtual 
patching on the network

Detect malware, patch vulnerable 
endpoints, and wipe lost, stolen, 
or jailbroken devices

Discover and block 
advanced fraud

Monitor privileged users
to understand what, where and when

data is being accessed

Discover and block 
advanced threats

Security 
Intelligence

Security 
Intelligence

Scan web applications and block 
vulnerabilities with virtual 
patching on the network

Discover and block 
advanced threats

Security 
Intelligence

Detect malware, patch vulnerable 
endpoints, and wipe lost, stolen, 
or jailbroken devices

Security 
Intelligence

Discover and block 
advanced fraud

Monitor privileged users
to understand what, where and when

data is being accessed

Cloud

Security 
Intelligence

Integrated protection to optimize security posture
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The next era of security

Moats, 
Castles

Intelligence,
Integration

Cloud, Collaboration, 
Cognitive 
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Cloud
IBM Cloud Security Enforcer

RISKY APPS

APPROVED APPS

MOBILE

BYOD

ON PREM

EMPLOYEES
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Collaboration
IBM X-Force Exchange

https://exchange.xforce.ibmcloud.com
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Collaboration
IBM App Exchange

https://exchange.xforce.ibmcloud.com
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Evolving to Cognitive
Watson Security Advisor

Security that…

Understands

Reasons

Learns
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Learn more about IBM Security

V2016-02-15

countries where IBM delivers 
managed security services

industry analyst reports rank
IBM Security as a LEADER

fastest growing worldwide 
security software vendor

clients protected
including…

130+

24

No. 1

14K+

90% of the Fortune 100 
companies

Join IBM X-Force Exchange
xforce.ibmcloud.com

Visit our website
ibm.com/security

Watch our videos on YouTube
IBM Security Channel

Read new blog posts
SecurityIntelligence.com

Follow us on Twitter
@ibmsecurity

IBM.com/Security/CISO
http://xforce.ibmcloud.com/
http://www.ibm.com/security/
https://www.youtube.com/channel/UClAgZm2OXFpX8WoMsOpWoXA
http://securityintelligence.com/
http://www.twitter.com/ibmsecurity
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outthink threats


