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Is this familiar?

85 security tools from
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vendors

Source: IBM Client Example
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Cost and complexity rise

Number of products over time
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IBM Security invests in best-of-breed technologies
€

IBM Security
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“...IBM Security is making all the right moves...”

Forbes
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Upon close, Resilient Systems will advance the IBM Security strategy to
help organizations succeed in an era of escalating cyber attacks
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AT
PREVENTION DETECTION RESPONSE
Help to continuously stop attacks and Identify the most important threats Respond to incidents in integrated
| remediate vulnerabilities with advanced analytics and forensics | | and organized fashion |
| |
€ BV security 3 Resilient
Unites Security Operations Delivers a Single Hub for Integrates Seamlessly with
and Incident Response Response Management IBM and 3" Party Solutions
Resilient Systems will extend IBM'’s Resilient Systems will allow security Resilient Systems integrates with
offerings to create one of the industry’s  teams to orchestrate response QRadar and other IBM and 3rd party
most complete solutions to prevent, processes and resolve incidents faster,  solutions so organizations of various
detect, and respond to threats more effectively, and more intelligently sizes can successfully resolve attacks
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IBM Security Strategy

!.’ CISO, CIO, and Line-of-Business Advanced Threats I- Compliance Mandates
> S e (SR @ Cloud é Skills Shortage

* Rapid transformation

* Integrated solutions Mobile and Internet of Things

IBM Security Capability Framework

Strategy, Risk and Compliance Cybersecurity Assessment and Response

Security Operations and Incident Response Platform

Advanced Fraud Identity and Access Data Application Network, Mobile and
Protection Management Security Security Endpoint Protection

Advanced Threat and Security Research
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Establish security as an immune system

Identity management

Malware protection

Incident and threat management

Data monitoring
Device management
Transaction protection
. Access management .
Firewalls g Entitlements and roles
Data access control Privileged identity management
Security research
Sandboxing _ _
Endpoint patching and management
Vulnerability Content security
assessment
Criminal detection Antivirus Application security
management
Log, flow and o
data analysis Network visibility

Application scanning

Anomaly detection

Fraud protection
Virtual patching
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IBM has the world’s broadest and deepest security portfolio

Global Threat Intelligence BigFix
Trusteer Apex
e P
= . zSecure
QRadar Incident Forensics Endpoint

QRadar Risk Manager
Network Protection XGS
SiteProtector

QRadar SIEM
AppScan Security | QRadar Log Manager

g Intelligence
DataPower Web |, APplications g QRadar Vulnerability
Security Gateway Manager
IBM Security
Research

Guardium
. Data
Key Lifecycle Manager

Cloud Security Enforcer

Consulting Services | Managed Services

Mobile

Identity
and
Access

MobileFirst Protect (MaaS360)

Trusteer Pinpoint
Trusteer Mobile

Trusteer Rapport
Advanced
Fraud

Privileged Identity Manager
Access Manager

Identity Manager

Identity Governance and Intelligence
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Integrated protection to optimize security posture

Scan web applications and block
vulnerabilities with virtual
patching on the network

Detect malware, patch vulnerable
endpoints, and wipe lost, stolen,
or jailbroken devices

Endpoint

Mobile
" Security
Applicatlonntegence AdF";ﬂﬁed
Discover and block Identity Discover and block
advanced threats Data and advanced fraud
Access

Monitor privileged users
to understand what, where and when
data is being accessed

10 § IBM Security



The next era of security

11

Identity
and
Access

Intelligence
Adanced
Fraud

Intelligence, Cloud, Collaboration,
Integration Cognitive
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Cloud

IBM Cloud Security Enforcer

EMPLOYEES

&o BYOD
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Quick Insights

High Risk Applications

487

Total Applications

1.3k

Unique Users

10.2k

Past 30 Days v

High Offenses

89

Applications

Unknown

527 7

Connected

996 7

High Risk Appiications vs. Total Applications

Proxies

Proxy Users Proxies Online

1.4k N 5

Proxy Latoncy by Data Center

Offenses

Active Hidden

1.3k 2 37 N

High Offenses vs. Total Offenses

DA

ilm!l

Top Offenders
Application
¢ Zppy Share
Business

56 high alerts
1.2k total users

High Risk

723 N

Traffic

Rogue Activity Total Volume

149 ~ 1.8gp

Jessica Malastname
Marketing

24 high alerts
15 unapproved applications

Rules

Enabled

18

Offense

@ Threshold exceeded on
unapproved application in 24 hrs

17 applications affected
398 users affected

RISKY APPS
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Collaboration
IBM X-Force Exchange

Search

AlertCon™ Threat Level {1

Activity Collections

Current Threat Activity m Vulnerability rasearch

).233.187 186.3.44.230 190.253.187.144 197.27.87.111 41.143.58.200 186.56.134.65

i i WME il Mot overioy
a Ecuador Colombia Tunisia Morocco Argentina — S
Dynamic IPs Spam, Dynamic IPs Spam, Dynamic IPs Spam, Dynamic IPs Spam, Dynamic IPs Spam, Dynamic IPs

PCRE regular expression bufler

Secunty Inteligence
Organizatons Ramp Up on NoSOL Databases,

About Security? Vulnarabiity research
Comparing Free Online Malware Anatysis inerabilty research
Sandbores th me
tinuity: The Unsung Her of

2 N0 collecions shared wilh you yet
curity Intelligence

ible Wel
presontation
presentation

il Gates Bomnet

Malicious IP addresses in the last hour

1,606 1 a7 55

https://exchange.xforce.ibomcloud.com
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Collaboration
IBM App Exchange

IBM X-Force Exchange

Refine By

All Industries

Application
Custom Properties

Custom Qid Map
Entries

Custom Rule

+7 More

14

Search by Application

App Exchange

Featured

ﬂﬁl BrightPoint

BrightPoint Security
Sentinel
BrightPaint Security Inc

BPS Sentinel Analytics Tab shows
details for an 1OC

* ok ok ok ok

All Applications (27)

Bit9 Parity Custom
Properties
IBM QRadar

QRadar extension to add 22
custom event properties

Bit9

ARM YOUR ENDPOINTS.

Carbon Black App for
IBM QRadar

BitS + Carbon Black

Access process searches, endpoint

isolation and system status from
Carbo

* ok ok ok ok

Blue Coat Custom
Properties
IBM QRadar

QRadar extension to add a "URL"

custom event property for Blue
CoatSG

exabeam

Exabeam User Behavior
Analytics
Exabeam

Exabeam is a user behavior
analytics solution that leverages
existing lo

* Ak ok ok ok

ﬂﬁl BrightPoint

BrightPoint Security
Sentinel
BrightPoint Security Inc

BPS Sentinel Analytics Tab shows
details for an 10C

* ok ok ok ok

https://exchange.xforce.ibmcloud.com

1 RrResilient

SYSTEMS

Resilient Systems
Integration for QRadar

Resilient Systems, Inc.

Integrate the Resilient Incident
Response Platform (IRP) with IBM
QRadar

L g

Bit9 + Bilack

ARM YOUR ENDPOINTS.

Carbon Black App for
IBM QRadar
Bit8 + Carbon Black

Access process searches, endpoint

isolation and system status from
Carbo

ok ok ok ok
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Evolving to Cognitive
Watson Security Advisor

15

Security that...

Check your corpus that is deployed to test by asking questions.

W n
Watson Security Advisor

Security Analyst: What are common types of malware?

Watson Security Advisor: Malware, or malicious code/software, represents
one of the best-known types of threats to information systems. There are
numerous types of malware, some detailed in Table 7.2, that have evolved
over the years to continually cause stress to operations

Table 7.2

Types of Malware

Malicious Code Description

Virus A virus is malware that does not self
propagate: it requires a carrier, such as a
human manually moving an infected USB
device from one system to another

Macro virus A macro virus is malware that infects
Microsoft Office documents by means of
embedding malicious macros within them

IBMWATSON.

Responses that you see here come from searches of the corpus documents. The
responses do not include answers that are identified in the Expert Training tool.

Define the appearance and behavior of this window in the Configuration tool.
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Learn more about IBM Security

Visit our website

fastest growing worldwide
NO 1 ) J ibm.com/security

security software vendor

Watch our videos on YouTube

2 4 industry analyst reports rank \
IBM Security Channel

IBM Security as a LEADER

130+ countries where IBM delivers Read new blog posts
managed security services Securitylntelligence.com

Join IBM X-Force Exchange

+ clients protected
14K including. .. xforce.ibmcloud.com

Follow us on Twitter

0% of the Fortune 100
90 @ibmsecurity

companies

V2016-02-15
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IBM.com/Security/CISO
http://xforce.ibmcloud.com/
http://www.ibm.com/security/
https://www.youtube.com/channel/UClAgZm2OXFpX8WoMsOpWoXA
http://securityintelligence.com/
http://www.twitter.com/ibmsecurity

out threats
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