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≡Buπ°ÎΩ@AÈC

Boundary ServerOiπXì FirstSecureººú~M≤CªØßP⌠Ú⌠⌠ºÉ¡A

ziHÏÎ¹É¡ÊΩiα³`ºfr]ÏÎs²ºfr½yú~^BJava

ScriptBJava AppletBActiveX ±εAÆÜ]AUúqll≤]SPAM^CzL

Boundary ServerAziH¹þ±εþÇΩÆiHq⌠Ú⌠⌠iJzº⌠⌠CgÑ

SecureWay Policy DirectorAziHÞz Firewall proxyÏÎÌÎΣ²OFªC

SecureWay Boundary Server ³þÇ¸≤H

SecureWay Boundary ServerºTÓ¸≤]A IBM FirewallBMIMEsweeperÎ

SurfinGateC SecureWay Boundary ServerúÑM IBM SecureWay Policy Director

πXC

IBM SecureWay Boundary Server º[

IBM SecureWay Boundary Server∩j¼Õ´úÑBÎqlÓ~ÒÝnºO@Bs

ú±εÎºewþAª²Õ´iHwþa∩ÈßBÑ³ÓP≤OtÓ}±Σ°

~CΣSÊ]AG

v ⌠⌠¾⌡≡O@

v ΩÀMÎ⌠⌠]VPN^Aµù⌠⌠²ñ

v qll≤Î Web yqºe½yAO@zº½qºΩÆBv³Îd⌠PÍúO

SecureWay Boundary ServerNwþú~ºÌÎÞN°ñ¿@MπXºÑMΦ×A

ÃH IBM Σ©ÎAÈ@ßÞC¹ú~]A AIX Î Windows NT @~tÎΓØ

©»C

SecureWay Boundary Server º\α

SecureWay Boundary ServerÞÎÊ]LoBproxy Î socks°A¹ÞNPºew

þA⌠ÃÎO@zº⌠⌠tÎCoÇÞN²ÞzÌiúTawqþÇΩÆiiJ

ÎyXzº⌠⌠C¹\αi≤U¾εuÚ´AÈíº≡»vÎqúbÈÁÕIJ

⌠⌠AÃB¡εkßd⌠C SecureWay Boundary ServerúÑº VPN ÑMΦ×A

i²zH⌠Ú⌠⌠°≥ªººÑMΦ×AÓúN·Ý°A¹PÆÚñßC
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SecureWay Boundary ServerYP Policy Director@_GpÉAiÚÚ°ñíFª

pºAÓ²OÏÎÌC¾rnΘiHM SecureWay Boundary Server@_ÎÓúÑ

⌠¸frO@C

IBM SecureWay Policy Director º[

Policy DirectorO@MWßíÂvÎwþÞzÑMΦ×Aªα°²GUaº°~º

⌠⌠Î°~~⌠⌠úÑÝ∩ÝΩ½wþO@C°~~⌠⌠O@ØΩÀMÎ⌠⌠

]VPN^AÏÎsú±εÎwþSÊAÈ²SwºÎßN°~º⌠⌠sµÜ⌠Ú

⌠⌠C Policy DirectorúÑ²OBÂvBΩÆwþÎΩ½ÞzAÈC Policy Director

iMÐÇº⌠Ú⌠⌠¼³Î{í@_ÏÎAØmwþÎÞz}nº°~º⌠⌠M

°~í⌠⌠C

IBM SecureWay Policy Director º\α

IBM SecureWay Policy DirectorM SecureWay Boundary Server@_ÏÎÉAi

úÑÎÓxs proxy ÏÎÌFªÎ²OΩTºxsΘC

IBM SecureWay Firewall º[
IBM SecureWay FirewallO⌠⌠wþO@{íC¾⌡≡O¶≤@ÎhÓwþººí

MÎ⌠⌠ÎΣª⌠⌠Î⌠Ú⌠⌠ºíºÊΩC¾⌡≡i¾εúⁿw∩Î¼gÂv

ºqHiXwþ⌠⌠C

IBM SecureWay Firewall º\α
IBM SecureWay Firewalli¡εⁿO@º⌠⌠B⌠Ú⌠⌠ÎΣª⌠⌠°ºíºsú

@~Cª]iH⌡µUC@~G

v ¡εHûÑ´½±εºIiJ

v ¾ε≡»Ìa±Σª¾m

v ¡εHûÑ´½±εºI≈}

v ºí¾⌡≡iNÓPººíΩTP¼≥Âvºûuj≈

v ¡εiX⌠⌠ºyq

MIMEsweeper º[
MIMEsweeperúÑuºewþËdv\αAiÀRgÑqll≤ÎþyΩT⌠yg

Firewall ºΩÆCuºewþËdvi²°~³ÄaÞzPÏÎqll≤MþyΩ

T⌠Û÷ºÓ~ÝDCoÇÝDiÏÀ°⌠⌠¹πÊÎÓ~¹πÊC

⌠⌠¹πÊLoiHG

v ÑOÃB¾úiJÎeXºqll≤ñºfr

v LoúnºÉ×þ¼
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v ÞzLjºÉ×

v ¾ε]l≤µu≡»ÉPº⌠⌠ÖδÎAÈyó

Ó~¹πÊLoiHG

v ¾εI`≈KÎαóÓ~≈K

v εÖkßd⌠

v °C]ûu~Îqll≤ÎþyΩT⌠y¿ºló

v ¾ε]~ÎÎcN≡»y¿º⌠⌠AÈló

∩⌠⌠¹πÊºÂÙA|´lÎ°úΩÆBñεqll≤ºyqAÃBl`tÎ

wΘAoÇúiα|y¿⌠⌠GÙBlóÍúOÎMzP^_¿»L¬C

∩Ó~¹πÊÒc¿ºÂÙAhiα≤π³}aOAª|ÉPejºkß¿»B

ló¼z]úÎÓAⁿlCÓ~¹πÊÝDiα|ÏozºÓÈB@±yC

MIMEsweeperO~ÉΓ²ºwþú~AiHÏÕ´ú²±{]ÏÎqll≤Î⌠Ú

⌠⌠AÓlÍº⌠⌠PÓ~¹πÊÝDC

MIMEsweeper º\α
MIMEsweeperiHG

v bX≡l≤ñ[Jkßºú~nú

v O@≈Kσ≤ÎΩÆ

v ÂvÎ±εqll≤P Web ÏÎÌ

v j≈ÎÊΩ≡»ÊºΩT

v ÊΩUúqll≤

v ½yþ≤ÎUⁿÉ×ñO_]túAϕººe

v ²×frÎcNº{íX

v ÊΩúAϕº⌠¶Î⌠¸

v °iBOⁿÎOs

SurfinGate º[

SurfinGate 4.05O≈Ê{íXwþuπAMÑH⌠Ú⌠⌠B°~~⌠⌠Î°~º⌠

⌠iµÓ~µ÷º⌠≤°~ÏÎCzLËτ≈Ê{íXººeA]A JavaScriptb

ºASurfinGate³U≤²qú⌠⌠K≤cNÎLNºlaAÒpú~íÒBΩÆ×

∩ÎΩTRúÑC SurfinGateººeËτBz|bhDh¸M·≈½nΩ½ºBA

°ε JavaBJavaScriptÎ ActiveX ≈Ê{íXººeAÃⁿwß@º ID P Applet

wþ]wÉ ]ASP̂ ¹{íXBOU⌠≤iαºwþIÇÆµC SurfinGate|b

{íXiJ⌠⌠ºeAÑOτbºÝD{íXC
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SurfinGate 4.05]A|Ó¸≤G

v SurfinGate Server

v SurfinConsole

v SurfinGateΩÆw

v SurfinGate Plugin for WTE integration for Windows NT

SurfinGate Server\αpP HTTP proxy°A¹C SurfinGateiHM Firewall HTTP

proxy Î WEBsweeper proxy@_@° proxy ì²º@í≈CpGO Windows

NTAªiHÀNÊa@° Firewall HTTP proxyº pluginCϕ@° pluginÏÎÉA

SurfinGate|°úXnDº proxy ÏÎÌúosÕΩTC SurfinGateºLoFª

YiÚÚ¹sÕΩTiµC¹[cib≈Ê{íXoÍ≡»ºeA²±εÎ°ε

≈Ê{íXyqC¹¸≤iÚÚ°~wþFªúÑO@C

SurfinConsoleO@ÓËÁºÏÎÌ¶±AiÎÓÞzÎ]w≈Ê{íXºñí°~

wþFªC SurfinConsolei±ε⌠⌠Wºhí SurfinGate ServerAÃBiÚÚÓ

OÏÎÌBÓOsÕAÎzLÛqºúiµⁿPiµⁿ{íXMµAbπÓ½q

ºΩI≈Ê{íXWhC

SurfinGateΩÆwñxs Applet wþ]wÉ ]ASP̂ ºúÓA]A³÷ÏÎÌ

MsÕÎΣ∩³ºwþFªΩTC¹ΩÆwiHÏÎºØºsúΩÆwÞºA]

iHÏÎ{³º OracleΩÆwCÑ≤ SurfinGate|HÉ°εÒ³≈Ê{íXºº

eA]¹ÃúÝnoÓΩÆwÓTOwþAúLªbj¼@~ñTΩiWiÄ

αC

SurfinGate º\α

SurfinGateúÑG

v ∩ Java appletBActive X controlsBJavaScriptºhDh¸ºeËτ°A¹

v YÉÊ°BÊAËτ

v w∩H Web °Dº≈Ê{íXΩIwþFª

v Ëτu≈Ê{íXv]ÒpAJava appletBActiveX controlBJavaScriptBVisual

Basic scriptBplug-inBcookieŝ

SurfinGateiM proxy ì²ñº proxy @_ÏÎAÎzL Firewall for Windows

NT Wº WTE pluginÓB@C
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Ä3¹ bwË SecureWay Boundary Server ºe

»¹íúp≤ÏÎδFÓwË SecureWay Boundary ServerAÃB]AUCU`G

v yp≤ÇÆHz

v Ä13¶ºySecureWay Boundary Serverz

p≤ÇÆH

»`íúp≤ÇÆ SecureWay Boundary Serverº¸≤C

P SecureWay Policy Director πX

Ynb Windows NTÎ AIX W]w≥»º IBM SecureWay Policy DirectorAÐ

⌡µUCBJG

1. τÒzº@~tÎO_wAϕ[c°iΣ© Policy DirectorC

2. Mwþ@Ó°A¹¸≤ÌAXzºGp≥»nDAÎnbþÇ≈¹WwËoÇ

¸≤C

3. pGÙS³ºÜAÐwËÎ[c@Ó DCE ≥ª[cC

4. wËÎ[c SecureWay Directory]LDAP^C

5. pGz´ΓnµqÝ¸ÌÒ²OA[cuÌÒÂvAÈv]CAŜ C

6. wË NetSEATqÝ¸C

7. wË Policy Director°A¹¸≤C

8. wËuÞzD±xvC

pÝúo³÷ Policy DirectorºΣlΩTAÐÑ\ Policy Director ÒÊP⌡µ

3.0C

SecureWay Firewall
Ynb Windows NTÎ AIX W]w≥»º IBM FirewallAÐ⌡µUCBJG

1. Twzwgπ³Ä15¶ºySecureWay Boundary ServerwΘ≥»°≤zCXº

²ÆÝDC

2. Wºzº IBM Firewall ]wCÆ²MwnÏÎþÇ¾⌡≡\αÎnp≤ÏÎº

Ç\αC

3. iD FirewallAªºþ@Ó¶±sµÜwþ⌠⌠Cz²·n³@Ówþ¶±M@

ÓDwþ¶±Azº¾⌡≡~αAϕB@Cq[cqÝ¸É²≡¼²cñA}

© Copyright IBM Corp. 1999 11



ÒutÎÞzvΩÆ¿AMß÷@U¶±AYiÝìbz¾⌡≡Wº⌠⌠M

µCYnÜ≤¶±ºwþ¼AAÐ∩úÓ¶±AMß÷@UÜ≤C

ù: pGznsµÜ⌠Ú⌠⌠AÐóßzº⌠Ú⌠⌠AÈúÑÌ ]ISP̂ Aúo

¾⌡≡Dwþ¶±ºn² IP ì}C

4. súutÎÞzvΩÆ¿ñºwþFª∩ÜØAHK]w@δwþFªCpG

Oσ¼º Firewall [cG

v e\ DNS dß

v Ú´s½TºÜDwþ¶±

v Ú´ SocksÜDwþtµd

5. ]wΓìWÙAÈÎl≤AÈCpGz¼úÑ DNSÑRAqHú|³ÄvCo

Ç\αOq[cqÝ¸É²≡¼²cWºutÎÞzvΩÆ¿súC

6. ÏÎ[cqÝ¸É²≡¼²cWº⌠⌠½≤\αAwqzº⌠⌠÷Σ¸ÀÜ¾

⌡≡C⌠⌠½≤|±εgL FirewallºyqCwqUC÷Σ¸À@°⌠⌠½≤G

v Firewall ºwþ¶±

v Firewall ºDwþ¶±

v wþ⌠⌠

v zºwþ⌠⌠WºC@Ól⌠⌠

v pGAXºÜAzºuwþÊÊAv°A¹Îzº Windows NTΓì°A

¹ºDqú½≤C

7. ÒÎ Firewall WºAÈCoÇΦk]p socksÎ proxŷ ²bwþ⌠⌠ººÏ

ÎÌiHsúDwþ⌠⌠CΩÚWIµºAÈAOúM≤zbWºÑqÒµº

MwCΩIAÈq`Ýn]w@Çsµ[cA¹\Swºyqþ¼CÒpAY

n²zºwþ⌠⌠ÏÎÌzL HTTP proxys²⌠Ú⌠⌠Wº WebAzúuÝ

nb Firewall W[c HTTP proxy`n{íA]Ýn]w¹\ HTTP yqº

sµCpGz´Γn]w Policy DirectorAÐÑ\Ä11¶ºyP SecureWay

Policy DirectorπXz@`C

8. È Windows NT GÑ≤jÆBz|±Î NETBIOSA]¹pGznÏÎ

Windows NT ΓìKXHK²OAz²·[c Windows qÝ¸{íXAÏΣ

ΩIjMⁿH⌠º Windows NTΓìiµ²Oº\αCⁿH⌠º Windows NT

°A¹²·π³ TCP/IPDqúWÙÎì}AÃBπ³ªÌM Firewall ºíº

TCP/IPsqÊC¾⌡≡ÞzÌÝnØß Firewall PⁿH⌠º Windows NT°

A¹ºíºsµAÏyqibΓΣºíΩyC

9. pGznÏÎ⌠}α½AÐ²óßzº ISPúon²º⌠Ú⌠⌠ì}A@°h

∩@ì}α½ºÎC¹ì}OMbÄ11¶º3BJnDºB~ì}CMßA⌡

ÜsW NAT [ce±ANwn²º⌠Ú⌠⌠ì}sWÜh∩@ IP ì}µì

ñC
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ϕ`oÇBJA³i¹¿¾⌡≡º≥»[cÃ}l⌡µC IBM Firewall |úÑΣ

ª\αAptÎΘxAi≤UzTwzº⌠⌠ºwþÊC

ϕ Firewall ]@δÎº`]À÷¼ÉAzº[cΩÆú|ⁿvTA]°[cΩÆw

xsbwÐñAÃB|b½s}≈ÉAÛÊAÒÊCúLA|X{@Ç¾⌡≡Θ

xTºAⁿXí≈@ÎñºsuQÃ_AÒpA@Îñº FTP Ñq@~C

SecureWay Boundary Server
ziHÏÎ SecureWay Boundary ServerδFA]w Firewall ÏÎ IBM SecureWay

Policy Director@°ÏÎÌÞzAM Policy DirectorπXC¹δF]iN Firewall

HTTP Proxy[c°Ç¼²OΩTÜ SurfinGate plugin]È¡ Windows NT̂ C

° Firewall [c IBM SecureWay Boundary ServerÝnºΩTpUG

v Firewall NnÏÎº IBM SecureWay Directory°A¹ºDqúWÙÎΓìC

v IBM SecureWay Directory°A¹ÊÑºsµ≡¹XCw]≡¹O 389C

v IBM SecureWay Directory°A¹º SecurityMasterKXC

v ÎÓÏÀ¹ Firewall º proxy ÏÎÌºΓìWÙC⌠≤ÏÎ¹WÙº¾⌡≡ú

|ÞzP@ÕÏÎÌCq`z|ÏÎ Firewall ≈¹º¹πDqúWÙC

v ÎÓsú proxy ÏÎÌº Firewall ÞzÌWÙ|xsb SecureWay Directory

ñC¹WÙ|QÂP×∩b SecureWay Policy DirectorñØßºÒ³ proxy Ï

ÎÌºsúvCz³ÓÏÎ Firewall ≈¹º¹πDqúWÙC

v uÑOWÙvA² IBM SecureWay Directory@°_IAÃqÓB}ljMΩ

Æwñº Firewall ÏÎÌC¹ÑOWÙOzb SecureWay DirectoryñØßÎ

Óxs Policy DirectorÏÎÌºrÀC

v nsµ IBM SecureWay Directory°A¹ÉÏÎº Firewall ÞzÌ ID ºKXC

zÝnØß@ÓsµA²yqib Firewall Î SecureWay Directory°A¹ºíΩ

yC

Twzwgπ³Ä15¶ºySecureWay Boundary ServerwΘ≥»°≤zCXº²

ÆÝDC

SurfinGate
YnÇÆ}lÏÎ SurfinGateAz²·²wË Windows NT Service Pack 5CTw

zwgπ³Ä15¶ºySecureWay Boundary ServerwΘ≥»°≤zCXº²ÆÝ

DC

⌡µUCBJAÇÆÏÎ SurfinGateG

v pGzOÏÎ OracleΩÆwA²·²NΣ[cnC
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v pGzOÏÎ Windows NT FirewallAzÝnMwnÏÎ plugin Î proxy ÒíC

v Ynb WTE WÒÎ SurfinGate pluginAN SurfinGate pluginwËb Firewall

≈¹WAMß⌡µ SecureWay Boundary ServerδFC

v zÝnØß@ÓsµA²yqib SurfinGate pluginÎ SurfinGate°A¹ºí

ΩyC

MIMEsweeper
YnÇÆ}lÏÎ MIMEsweeperAzÝnAÑzº⌠⌠np≤B@CTwzwgπ

³Ä15¶ºySecureWay Boundary ServerwΘ≥»°≤zCXº²ÆÝDC

MAILsweeper
pGzn[c MIMEsweeperAMAILsweeperM WEBsweeper²·ìbúPº≈¹

WC

b}l[c MAILsweeperºeAÐ²⌡µUC@~G

v MwbºíÏÎºl≤ΓìC²·[c MAILsweeperÎ Firewall l≤µ½{í

HKµⁿÓÛoÇl≤Γìºl≤C

v MwþÇwþl≤°A¹nΣ©þÓΓìC²·[c MAILsweeperANⁿwe

¹⌠≤zºl≤Γìºl≤α¼Ü¿Tºwþl≤°A¹C

v Mw MAILsweeper°A¹ºì}C²·[czºC@Ówþl≤°A¹°Nq

ºíqÝ¸µ¼ìºl≤Aα¼Ü MAILsweeper°A¹C

v Mw Firewall ºì}C²·[c MAILsweeper°Nw}°~íΓìºl≤α¼

Ü Firewall l≤µ½{íC

WEBsweeper
b}l[c MAILsweeperºeAÐ²⌡µUC@~G

v Mw WEBsweeper°A¹ºì}Cbzº⌠⌠ñºC@ÓqÝ¸ Web s²¹

úÝn¹ì}Cs²¹²·[c°ÏÎ WEBsweeper°A¹@°Σ HTTPBFTP

Î HTTPSº proxyC

v Mw Firewall ºwþ¶±ì}C²·[c WEBsweeperHKα¼ proxy nDÜ

ìb Firewall Wº HTTP proxyC

v pGzúÆµqÝ¸ñL WebºeLo{ÇAzÝnb Firewall W]w@Ós

µA¡ε proxy súzº WEBsweeperÎ/Î SurfinGate°A¹C
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Ä4¹ IBM SecureWay Boundary Server ]SBS^ ≥»nD

»¹úÑ³÷ SecureWay Boundary Serverº≥»nDΩTC

SecureWay Boundary Server wΘ≥»°≤

Boundary Serveŗ ≤ú~ºwΘ≥»°≤πÜbHUϕµñC

ϕ 2. Boundary Serveŗ ≤ú~wΘ≥»°≤

Boundary
Server ¸≤

≈¼ ÏÐÅí OÐΘ Σª

Policy
Director

L 64 MB 16 MB L

IBM Firewall v W i n d o w s

NTG266 MHz

Î≤¬

v A I X GΣ©

4 . 3 . 2 º

RS/6000≈¹

Windows

NTG200 MB

AIXG200 MB

Windows

NTG64 MB

AIXG128 MB

2 i⌠⌠¶±d

]NIC^

ACE/Server v W i n d o w s

NTG166 MHz

Î≤¬]È¡

µ@Bz¹^

v A I X GΣ©

AIX 4.2 º≈

¹

v D°A¹n

ΘG 50 MB

v Æ≈°A¹G

22MB

v _lÏÎÌΩ

ÆwG 4 MB

v wËG 240

MB

ÌÖG 32 MB ΩÚxsΘÝD

ÚÚÏÎÌHÆ

Ów

MAILsweeper Windows

NTG400 MHz

Bz¹Î≤¬

1 GB 128 MB L

WEBsweeper Windows

NTG450 MHz

Bz¹Î≤¬

1 GB 128 MB L

WEBsweeper
tÎÝn¬eq

⌠Ò

Windows

NTG450 MHz

Bz¹Î≤¬

3 GB 512 MB L
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ϕ 2. Boundary Serveŗ ≤ú~wΘ≥»°≤ (~≥)

SurfinGate
4.05 Server

Windows

NTG233 MHz

Bz¹Î≤¬

20 MB 256 MB L

SurfinGate
4.05 Console

Windows

NTG233 MHz

Bz¹Î≤¬

15 MB 64 MB L

ù: ÐÑ\ IBM SecureWay Firewall for AIXÎ Windows NT ©]wPwËh

ΩyÑ©ñºúÓCNetscapes²¹]Ýn 138 MB ÏÐÅíC

SecureWay Boundary Server nΘ≥»nD

Boundary Serveŗ ≤ú~ºnΘ≥»nDπÜbHUϕµñC

ϕ 3. Boundary Serveŗ ≤ú~≥»nΘ≥»nD

ú~ Windows AIX Σª

Policy Director °

A¹

Windows NT©»

4.0 Aπ³ Service

Pack 5

4.3.1 L

IBM Firewall Windows NT©»

4.0 Aπ³ Service

Pack 5

4.3.2 L

SecureWay
Boundary Server

IBM SecureWay

Firewall 4.1

IBM SecureWay

Firewall 4.1

L

MAILsweeper Windows NT©»

4.0 π Service Pack

5F Internet Explorer

4.01 Î≤s©F

Microsoft

Management Console

1.1; NTFSÏÐ≈F

Windows Messaging

L z´ΓÏÎº¾ru

π

WEBsweeper Windows NT©»

4.0 Aπ³ Service

Pack 5

L z´ΓÏÎº¾ru

π

SurfinGate Server Windows NT©»

4.0 Aπ³ Service

Pack 5

L L
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ϕ 3. Boundary Serveŗ ≤ú~≥»nΘ≥»nD (~≥)

SurfinGate 4.05
Console

Windows NT©»

4.0 Aπ³ Service

Pack 5Î Windows

95

L L
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Ä5¹ wËÎ[c SecureWay Boundary Server

»¹íúp≤b Windows NTÎ AIX W[cÎwË SecureWay Boundary ServerC

v ywË SecureWay Boundary Serveŗ≤z

v Ä21¶ºy[c SecureWay Boundary Serveŗ≤z

v Ä29¶ºyIJÊΩz

wË SecureWay Boundary Server ¸≤

»`≤UzwË IBM SecureWay FirewallBSurfinGateÎ MIMEsweeper Windows

NT P AIX ©C

wË SecureWay Firewall
pÝúo³÷ SecureWay Firewall for Windows NT and AIX≥»[cºΣlΩ

TAÐÑ\Ä11¶ºyp≤ÇÆHzCΣñíúp≤wqwþ¶±Bp≤Mwz

ºwþFªÎp≤wq⌠⌠½≤CpÝúowË SecureWay FirewallºΣlΩTA

ÐÑ\ IBM SecureWay FirewallwËΓU AIX © Î IBM SecureWay Firewallw

ËΓU Windows NT©C

wË SecureWay Directory
pGznÏÎ SecureWay Boundary Serverº LDAP SÊAz²·wË SecureWay

DirectoryAÐÑ\ IBM SecureWay Policy DirectorÒÊP⌡µ 3.0 ©C

SecureWay Directory°A¹²·ìbzº Firewall ºwþÝAÎìb Firewall w

þD¾mÏ ]DMZ^ ºC

wË SecureWay Policy Director
pGznÏÎ SecureWay Boundary Serverº LDAP SÊAz²·wË SecureWay

Policy Director]ÐÑ\ IBM SecureWay Policy DirectorÒÊP⌡µ 3.0 ©^C

wË SecureWay Boundary Server
pGnb Windows NTWwË SecureWay Boundary ServerAÐ⌡µUCBJG

v wË SecureWay Firewall for Windows NT

v q SecureWay Boundary Server CDA⌡µ setup.exe

v ∩ÜzºyÑAMß÷@UTw
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v InstallShield|ßÝznN SecureWay Boundary ServerwËbþÌC Windows

NT ©ºw]Ø²OG C:\Program Files\IBM\SBS

v ½s}≈

pGnb AIX WwË SecureWay Boundary ServerAÐ⌡µUCBJG

v wË SecureWay Firewall for AIX

v ±J CD MßÏÎ SMITTY iµwË

v ∩úunΘºwËPû@v

v ∩úuwËP≤snΘv

v ∩úuwËP≤sÌsºnΘv

v ϕQnDúÑΘJËmÉAÐCX∩ÜAMß∩ÜuúÐ≈v

v CXnwËºnΘ∩µAMß∩Ü sbsC

v ÷ Enter }lwËnΘ

v ½s}≈

wË SurfinGate
SurfinGateπ³ΓÓ¸≤GSurfinGate ServerÎ SurfinGate ConsoleCYnwË

Surf inGate º⌠≤¸≤AÐÑ\ìb Surf inGate CDWºuwËvΓU

\docs\install.pdfC

SurfinGate plugin
YnN SurfinGate pluginwËb IBM SecureWay Firewall For Windows NTWA

ÐÑ\ SurfinGate CDW \docs Ø²ººwËΓUC

wË MIMEsweeper
MIMEsweeperπ³TÓ¸≤GMAILsweeperBWEBsweeperÎ WEBsweeper

HTTPSC

MAILsweeper 4.1²·wËb NTFS ÀÎÏñC

wË MAILsweeper
YnwË MAILsweeperAÐÑ\ìb MIMEsweeper CDWº

\install\MSW4_0_2\docs\qsg.pdf ººJùΓU C

ÐÅN MAILsweeperwËbM WEBsweeper HTTP proxyÛPº≈¹WC

ÐÅN MAILsweeperwËbM WEBsweeper HTTPS proxyÛPº≈¹WC
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pGzq Windows NT CDwË MAPI32.dllAMßq MIMEsweeper CDwË

Microsoft Management Console 1.1ÉA MAPI32.dll º¿T©»|QM Microsoft

Management Console@_wËºe@Ó©¸∩gCbwË Microsoft Management

ConsoleºßAÐTwnwË MAPI32.dll ©» 4.0 Î≤s©C dll q`ìb

Windows Messaginģ ≤ñC

wË WEBsweeper
nwË WEBsweeperÉAÐÑ\ìb MIMEsweeper CDº

\install\WSW3_2_5\docs\manual.pdf ºº Administrator’s GuideC

ÐÅN WEBsweeperwËbM MAILsweeperÛPº≈¹WC

wË WEBsweeper HTTPS
nwË WEBsweeper HTTPSÉAÐÑ\ìb MIMEsweeper CDº

\install\WSWHTTPS1_0_2\readme.txtºº ReadmeC

ÐÅN WEBsweeper HTTPS proxywËbM MAILsweeperÛPº≈¹WC

[c SecureWay Boundary Server ¸≤

[c SecureWay Firewall
≥»º IBM Firewall ]wG

1. Wºzº IBM Firewall ]wCÆ²MwnÏÎ Firewall ºþÇ\αÎnp≤

ÏÎºÇ\αC

2. iD Firewall Aªºþ@Ó¶±sµÜwþ⌠⌠Cz²·n³@Ówþ¶±M

@ÓDwþ¶±Azº¾⌡≡~αAϕB@Cq[cqÝ¸É²≡¼²cñA

}ÒutÎÞzvΩÆ¿AMß÷@U¶±AYiÝìbz¾⌡≡Wº⌠⌠M

µCYnÜ≤¶±ºwþ¼AAÐ∩úÓ¶±AMß÷@UÜ≤C

3. súutÎÞzvΩÆ¿ñºwþFª∩ÜØAHK]w@δwþFªCpG

Oσ¼º Firewall [cG

v e\ DNS dß

v Ú´s½TºÜDwþ¶±

v Ú´ socksÜDwþtµd

4. ]wΓìWÙAÈÎl≤AÈCpGz¼úÑ DNSÑRAqHú|³ÄvCo

Ç\αOq[cqÝ¸É²≡¼²cWºutÎÞzvΩÆ¿súC

5. ÏÎ[cqÝ¸É²≡¼²cWº⌠⌠½≤\αAwqz⌠⌠º÷Σ¸ÀÜ

FirewallC⌠⌠½≤|±εgL Firewall ºyqCwqUC÷Σ¸À@°⌠⌠½

≤G
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v Firewall ºwþ¶±

v Firewall ºDwþ¶±

v wþ⌠⌠

v zºwþ⌠⌠WºC@Ól⌠⌠

v pGAXºÜAzºuwþÊÊAv°A¹Îzº Windows NTΓì°A¹

ºDqú½≤C

6. ÒÎ Firewall WºAÈCoÇΦk]p socksÎ proxŷ ²wþ⌠⌠ººÏÎ

ÌiHsúDwþ⌠⌠CΩÚWIµºAÈOúM≤zbWºÑqµºMwC

ΩIAÈq`Ýn]w@Çsµ[cA¹\Swºyqþ¼CÒpAYzn²

zºwþÏÎÌH HTTP proxyÏÎ⌠Ú⌠⌠Wº WebAzúuÝnb Firewall

[c HTTP proxy`n{íAÙÝn]w² HTTP µyºsµC

7. ]w Firewall ÏÎÌCpGznDw∩X≡ WebsúÑ\αÎ Firewall Þz

Ìiµ²OAzÝnwqoÇÏÎÌÜ FirewallCpGznÏÎ SecureWay

Policy DirectorN proxy ÏÎÌxs≤ LDAP ñAÐÅb¹ÉØß proxy Ï

ÎÌCÐ≤[c Policy DirectorÉAÏÎ Policy DirectorD±xØß Firewall

proxy ÏÎÌC

oÇBJ³i≤Uz¹¿ Firewall º≥»[cÃ}l⌡µC IBM Firewall |úÑ

Σª\αAptÎΘxAi≤UzTwz⌠⌠ºwþÊC

ϕ Firewall ]@δÎº`]À÷¼ÉAzº[cΩÆú|ⁿvTA]°[cΩÆw

xsbwÐñAÃB|b½s}≈ÉAÛÊAÒÊCúLA|X{@Ç¾⌡≡Θ

xTºAⁿXí≈@ÎñºsuQÃ_AÒpA@Îñº FTP Ñq@~C

[c SecureWay Firewall iµ Policy Director πX

²·[c FirewallAN IBM SecureWay Policy DirectorM SecureWay Boundary

ServerδF@_ÏÎA~αúoM Policy DirectorπXºuICpGS³ÏÎ IBM

SecureWay Policy DirectorA proxyÏÎÌuαzLu FirewallÏÎíÏÎÌ¶±v

]GUI^wqCoþÏÎÌúαÑ SecureWay Policy DirectorÞzC

²·Øß@ÓsµA~α² SecureWay FirewallM SecureWay DirectoryqHC

SecureWay Directory²·ìb Firewall ºwþÝAoiHObwþ DMZ ºÎw

þ⌠⌠ºC

pÝ³÷p≤]wsµºΣlΩTAÐÑ\ IBM SecureWay Firewall for Windows

NTÏÎΓUÎ IBM SecureWay Firewall for AIXÏÎΓUC]wsµºΩTpUC

∩≤nDAHUO]wX≡WhÒÝºµØG

v Ó½° Firewall ºwþtµdì}C

v Øºa° SecureWay Directoryì}C
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v Ó½Ýsµ≡²·j≤ 1023C

v Øºasµ≡Ñ≤ 389C

v ¶±°wþ¶±C

v ¼e°»Ý¼eC

v ΦV°X≡C

∩≤^¬AHUO]wJ≡WhÒÝºµØG

v Ó½° SecureWay Directoryì}C

v Øºa° Firewall ºwþtµdì}C

v Ó½Ýsµ≡Ñ≤ 389C

v Øºasµ≡²·j≤ 1023C

v ¶±°wþ¶±C

v ¼e°»Ý¼eC

v ΦV°J≡C

sµdÒπÜpUG

# AÈ G ldap
# íú G

permit 9.67.130.153 255.255.255.255 9.67.141.85
255.255.255.255 tcp gt 1023 eq 389 secure both
outbound l=y f=y t=0 e=none a=none

permit 9.67.141.85 255.255.255.255 9.67.130.153
255.255.255.255 tcp/ack eq 389 gt 1023 secure local
inbound l=y f=y t=0 e=none a=none

⌡µ SecureWay Boundary Server]wδFC∩úÏ¾⌡≡M Policy Director@

_ÏÎº∩µCpÝΣlΩTAÐÑ\Ä25¶ºy[c SecureWay Boundary Server

iµ Policy DirectorπXzC

[c SecureWay Firewall ÏÎ SurfinGate Plugin ]È¡ Windows
NT^

²·Øß@ÓsµA~α² SecureWay FirewallM SurfinGate°A¹qHC

SurfinGate°A¹²·ìb Firewall ºwþÝC

pÝúop≤]wsµºΣlΩTAÐÑ\ IBM SecureWay Firewall for Windows

NT ÏÎΓUC]wsµºΩTpUC

∩≤nDAHUO]wX≡WhÒÝºµØG
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v Ó½° Firewall ºwþtµdì}C

v Øºa° SurfinGate°A¹ºì}C

v Ó½Ýsµ≡²·j≤ 1023C

v Øºasµ≡Ñ≤ 3141C

v ¶±°wþ¶±C

v ¼e°»Ý¼eC

v ΦV°X≡C

∩≤nDAHUO]wJ≡WhÒÝºµØG

v Ó½° SurfinGate°A¹ºì}C

v Øºa° Firewall ºwþtµdì}C

v Ó½Ýsµ≡Ñ≤ 3141C

v Øºasµ≡²·j≤ 1023C

v ¶±°wþ¶±C

v ¼e°»Ý¼eC

v ΦV°J≡C

¹ØsµºdÒπÜpUG

# AÈ G SurfinGate Plugin Communication
# íú G
permit 9.67.143.113 255.255.255.255 9.67.143.115 255.255.255.255 tcp gt 1023 eq 3141
secure local outbound l=y f=y
permit 9.67.143.115 255.255.255.255 9.67.143.113 255.255.255.255 tcp eq 3141 gt 1023
secure local inbound l=y f=y
þùGsµ³X{bP@µC

zÙÝn[c SurfinGate°A¹AHeÇNQ½ËºΩÆCb

SurfinConsole]SurfinGateÞz¶±^WAzÝnÄ∩u@δvÐÒUº Plugin Ò
í∩µCz]nb ProxyÐÒºuU@Ó ProxyvµìñAΘJ Firewall º HTTP

proxy ì}P≡¹C

[c SecureWay Firewall ÏÎ MAILsweeper
SecureWay Firewallñwqº Mail ExchangerÝnⁿV MAILsweeper≈¹AÓ

úOΩÚºwþl≤°A¹C MAILsweeper»¡|¼el≤Üwþl≤°A¹C

[c SecureWay Policy Director
TwwwËn SecureWay DirectoryCz²·¾DwË SecureWay Directory≈¹

ºì}BªÊÑºsµ≡B SecureWay Directory°A¹WºÞzÌ ID ÎÞzÌ

KXC
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N SecureWay Directory LDAPqÝ¸wËbM SecureWay Policy DirectorÛP

º≈¹WC]pGzº SecureWay DirectoryÎ SecureWay Policy Directorìb

ÛPº≈¹WANϕÜqÝ¸iαwgwËnFC^

z²·×∩ SecureWay Directoryº LDAP ⌡ØAHΣ© Policy Director

eProxyUsersC⌡ØsWΩTxsb Policy DirectorúÑºΓÓÉ×ñCz|Ýn

ìb Policy Director CDW /schema Ø²ºº secschema.def Î puschema.def

É×C

Yn×∩ SecureWay Directory°A¹Wº LDAP ⌡ØAÐb Policy Director≈

¹W⌡µHUⁿOG

ldapmodify -h <LDAPHOST> -p <LDAPPORT> -D <LDAPADMINUSER> -w <LDAPADMINPWD> -f secschema.def
ldapmodify -h <LDAPHOST> -p <LDAPPORT> -D <LDAPADMINUSER> -w <LDAPADMINPWD> -f puschema.def

ΣñG

v <LDAPHOST> O SecureWay Directory °A¹WÙ

v <LDAPPORT> O°A¹ÊÑºsµ≡

v <LDAPADMINUSER> OÞzÌ ID

v <LDAPADMINPWD> OÞzÌKX

ϕz×∩n LDAP ⌡ØHKΣ© proxy ÏÎÌºßAz²·ÒÎ Policy Director

Consoleº proxy ÏÎÌÞ@Cn⌡µ¹Ê@ÉAz²·Nìb \Program

Files\IBM\IVConsole Ø²ºAconsole.properties É×º Proxyusers TaskView

o@µú°ùÑÐÜC

[c SecureWay Directory
z²·wq@ÓrÀÜ SecureWay DirectoryA@°xs Policy DirectorÏÎÌº

ÚìmCYnsWrÀÜ LDAPAÐÑ\ IBM SecureWay DirectoryÞzΓUCÒ

pAσ¼ºrÀiαpUG

o=yourcompany,c=yourcountry

ϕzsWnÎÓxs Policy DirectorÏÎÌºrÀºßAz²·¿T]wΣsú±

εMµ ]ACL^Cz²·NsrÀºÒ³súvúÑ¹ Policy DirectorwþsÕC

Policy DirectorwþsÕºÑOWÙ ]DN^ OG

cn=securitygroup,secauthority=default

[c SecureWay Boundary Server iµ Policy Director πX

ziHÏÎδF[cÓ SecureWay Boundary°A¹C¹δF|ÉÞzgL@ÇB

JAHK]w FirewallAÏΣM Boundary ServerÎ Policy DirectorñºΣªú
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~@_ÏÎCµUÓX{ºe±|ßÝz³÷z LDAP °A¹ºÝDCϕz±J

Ò³²ÝºΩTºßAδF|]w Firewall ÏÎ Policy DirectorÎbÏÎÌMs

ÕFªºÛP LDAP ΩÆwC¹δF]iH[c Firewall HTTP ProxyAÏΣÇ¼

²OΩTÜ SurfinGate plugin]È¡ Windows NT Firewall̂ AÎú°¹[cC

Yn[c IBM SecureWay Boundary ServerAÐ⌡µ SecureWay Boundary Server

δFCb AIX WA⌡µⁿO sbswizard Ab Windows NTWA∩ú}l->{í
°->SecureWay Boundary Server Cp¹Y|ÒÊ SBSδFC

1. ∩ú]w Firewall HKM Policy Director @Î LDAP ΩÆw∩µC

2. ÏÎÄ13¶ºySecureWay Boundary ServerzñºΩTA^¬ÒúXºÝDC

[c SecureWay Boundary Server ÒÎ SurfinGate Plugin ]È¡

Windows NT ^
∩ú}l->{í°->SecureWay Boundary Server Cp¹Y|ÒÊ SBSδFC

1. ∩ú[c Firewall HTTP Proxy HKÇ¼²OΩTÜ SurfinGate plugin ∩

µC

2. ¹¿∩ÜC

[c SurfinGate
b Windows NTW@³ΓØΦíi[c SurfinGateG

v [c°ì²º proxy

v [c° Firewall HTTP proxyº plugin

b AIX WÈ³@ØΦíi[c SurfinGateG

v [c°ì²º proxy

[c SurfinGate °ì²º Proxy
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²·[cqÝ¸ Webs²¹HÏÎ SurfinGate@°Σ HTTPBFTPÎ HTTPSº

proxyCÐÈ²nⁿw SurfinGateÊÑº≡¹]w]ÈO 8080̂ C

b SurfinConsole]SurfinGateÞz¶±^WAzÝnÄ∩u@δvÐÒUº Proxy
Òí∩µCz]nb ProxyÐÒºuU@Ó ProxyvµìñΘJ Firewall º HTTP

proxy ì}P≡¹Ct~ApGz³wgwqºB~ proxyAziHⁿVoÇ proxy

µ°U@Ó proxyC

[c SurfinGate ° Firewall HTTP Proxy º Plugin

Ï 2. SurfinGatetm
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qÝ¸ Webs²¹²·[c°ÏÎ Firewall HTTP proxy@°Σ HTTPBFTPÎ

HTTPSº proxyCⁿw Firewall HTTP proxyÊÑº≡¹]w]ÈO 8080̂ C

b SurfinConsole]SurfinGateÞz¶±^WAzÝnÄ∩u@δvÐÒUº Plugin
Òí∩µCz]nb ProxyÐÒºuU@Ó ProxyvµìñΘJ Firewall º HTTP

proxy ì}P≡¹C

ù: ¹µ\αÈb SecureWay Firewall for Windows NTW~³C

[c MIMEsweeper

[c MAILsweeper

Ï 3. SurfinGatetm
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pGzº⌠ÒÜµÂAhbwËÉ^¬ÝDAYi[c MAILsweeperCYniµB

~ºtmAÐ⌡µUCBJG}l->{í°->MAILsweeper for
SMTP->MAILsweeper for SMTP Console C pÝúoΣlΩTAÐÑ\

MAILsweeper Getting Started GuideC

[c WEBsweeper

niµ[cÉAÐÜ±εxÃB∩ú WEBsweeper appletCpÝúoΣlΩTAÐ

Ñ\ MIMEsweeper CDWº WEBsweeper Administrator’s GuideC

[c WEBsweeper HTTPS
niµ[cÉAÐÜ±εxÃB∩ú WEBsweeper HTTPS appletCpÝΣlΩTA

ÐÑ\ WEBsweeperÞzΓUC

IJÊΩ

ÏÎⁿOµ½Î{íAØßiHÊΩSw IP ì}ºLo{íCibËτºeº

ßAÊAMwnÊΩºì}CⁿO°G

v fwadd_deny

v fwdelete_dynamic

Ï 4. MAILsweepertm

Ï 5. WEBsweepertm
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fwadd_deny
pG{íÒÊÉ¼]t⌠≤ÑÆAª|πÜ@húÜAnDⁿwÒÝºÑ

ÆµíC

ÑÆ°G

Lo{í ID
pGO Windows NT Firewall AAÎHUípG iⁿw@Ó ID

ÜLo{íAHÕ´Σû@@~Cq 1 }lHÉ¡¶Çⁿw IDA

ÃBpGúÑº ID ¬≤U@ÓiÎº¹XÉAhⁿwº ID |O

U@ÓiÎº¹XAÓúOúÑ¹{íº ID ¹XCÒpApGY

ÇWhw³ ID 1 sbAÓzÁÕH ID 3 Øß@ÕLoWhA

h|∩°ⁿw ID 2CÛPº ID iHⁿw¹hµWhCϕÏÎ

delete_dynamic{íRúWhÉA|H ID ÓÑÓWhA]¹ϕÌ

ID ØßWhÉAn²WºApGoÇWh@ÎÛPº ID ÉAh

RúªÌÉNº°°sÕRúC

ϕsWnWhÉAÒÏÎº ID ¹X|πÜXÓC

Lo{í ID
pGO AIX Firewall AAÎHUG ID iH¹XⁿwCÒpAp

GLo{í ID O ID 12AhiHⁿw ID=12Cb AIX WAúP

ºLo{íúiⁿwÛPº IDCC@ΣLo{í²·π³Σß@

º IDC

Ó½ IP ì}
@°Ê]Ó½º IP ì}A²·ΘJ°HIj}ºQiìOÆkA

p 255.255.255.255C

Ó½ IP Bn
¹µìMÓ½ IP ì}tXÏÎAÃBnΘJHIj}ºQiìO

ÆkCÒpApGΘJºÓ½ IP ì}O 10.5.8.0AÃBÓ½Bn

O 255.255.255.0Ahq 10.5.8.1ì 10.5.8.255ºíºÒ³Ê]ú

ÅXC

Øºa IP ì}
@°Ê]Øºaº IP ì}²·ΘJ°HIj}ºQiìOÆkA

p 255.255.255.255C

Øºa IP Bn
¹µìMØºa IP ì}tXÏÎAÃBnΘJHIj}ºQiì

OÆkCÒpApGΘJºØºa IP ì}O 10.5.8.0AÃBØº

aBnO 255.255.255.0Ahq 10.5.8.1ì 10.5.8.255ºíºÒ³

Ê]úÅXC
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tµd tµdWµ°G

S ⁿw°wþºtµd

N ⁿw°Dwþºtµd

B Ò³tµd]]AwþÎDwþ^

ÓÛtµdºÊ]YÅXⁿwºþ¼AYÅXWhC

d≥ qL¾⌡≡ºÊ]d≥OH¹ÑÆⁿwAªiHOUCΣñ@Ó

ÈG

L »ÝÊ]

R ¼eÊ]

B »ÝÎ¼eÊ]

ΦV ⁿwyqyV°J≡BX≡ÎùVC

I J≡yq

O X≡yq

B J≡ÎX≡yq

ΘxOⁿ

ⁿw Y ÒÎOⁿAÎ N ÷¼ÊALo{ííÊOⁿC

fwdelete_dynamic
pG¹{íÒÊ¼þ[ÑÆAh|CXØewqºÒ³ÊALo{íC

>>>> ÊAWh = 1
>>>>>>>> ⌡L = 0
>>>>>>>> Lo{íÊ@ = Ú´
>>>>>>>> Ó½Ýì} = 9.192.8.7
>>>>>>>> Ó½ÝBn = 255.255.255.0
>>>>>>>> Øºaì} = 9.192.240.1
>>>>>>>> ØºaBn = 255.255.255.0
>>>>>>>> qH≤w = ⌠≤
>>>>>>>> Ó½Ýsµ≡ = ⌠≤ 0
>>>>>>>> Øºasµ≡ = ⌠≤ 0
>>>>>>>> tµd = ΓÌ ]wþÎDwþ^
>>>>>>>> d≥ = ΓÌ ]¼eÎ»Ý^
>>>>>>>> ΦV = ΓÌ ]J≡ÎX≡^
>>>>>>>> qD Id = 0
>>>>>>>> ÒÎΘxOⁿ = LkÏÎ
>>>>>>>> e\ùq = _

ù: º²²·ÏÎ fwdelete_dynamic ⁿOτÒnRúºWhO_π³iwÁº

IDC
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pG{íOH³ÄºLo{í ID ÒÊAh|RúÊAWhAÃBRúºWhÆØ

|πÜ¿Σì x ÓWhº id °G xC

µiGpGzÁÕsW½ÆºLo{íAtÎ|iDzÓLo{íwgsbCp

GzÁÕsWLo{í²¼ⁿwuLo{í IDvAz|µ¼ì@hù~µiTºC

pG¬hWh°Xñ³WhsbAKiHÐg AIX JIÊΩCpGÏÎJIÊΩA

hjí≈ºWh²·ìbCh]wñCÊAWh|sWÜoΓMWhºñíCp

G¬hñºWhe\yqqLAzúiHQÎÊAWhÓ÷¼yqC

úÕzºtm

ϕz¹¿e@¹ñíúºÒ³]wºßA²·úÕ]wO_iµCYnúÕ

SecureWay Boundary ServerºtmAÐ⌡µUCBJG

1. ÏÎ Policy Director]w Firewall ProxyÏÎÌC]wÏÎÌÏÎ Firewall K

Xiµwþ telnetAÃB]wÏÎÌºKXC

2. ⌡µ SecureWay Boundary ServerδFAØß Firewall Î Directory]LDAP^

ºíºì²C

3. q@wþqÝ¸ÒÊ@Ó proxy telnetÑq@~C

4. ΘJb Policy Directorñ]wºÏÎÌC

5. z|QúÜΘJKXC

6. z{bwqL²OC
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Ä6¹ Û÷ºσ≤

ziHÏÎ»¹CXºσ≤AÓMΣ³÷ IBM SecureWay Boundary Server©»

2.0 ÎÛ÷ú~ºΣlΩTC

IBM SecureWay FirstSecure
HUo»Ñ IBM SecureWay FirstSecure Planning and IntegrationA©» 2.0 ñ]

t³÷ FirstSecureºΩTC»Ñíú FirstSecureÎÕ¿ FirstSecureºú~AÃ

Bi≤Uz}lWºp≤ÏÎÒ³º IBM SecureWayú~C

IBM SecureWay Firewall
UCσ≤]t³÷ IBM SecureWay Firewall for Windows NTºΩTA¹ΩTb

IBM SecureWay Firewall CDWº x:\books\zh_TW Ø²ºH PDF Î HTM µ

íúÑG

v IBM SecureWay Firewall for Windows NT]wPwËΓU

v IBM SecureWay Firewall for Windows NTÏÎÌΓU

v IBM SecureWay Firewall for Windows NTÑÒΓU

v Guarding the Gates Using the IBM eNetwork Firewall for Windows NT 3.3]⌡

ÖÑ^

UCσ≤]t³÷ IBM SecureWay Firewall for AIXºΩTA¹ΩTb IBM

SecureWay Firewall CDWº books/zh_TW Ø²ºH PDF Î HTM µíúÑG

v IBM SecureWay Firewall for AIX]wPwËⁿn

v IBM SecureWay Firewall for AIXÏÎÌΓU

v IBM SecureWay Firewall for AIXÑÒΓU

v A Comprehensive Guide to Virtual Private Networks, Volume 1: IBM Firewall,

Servers and Client Solutions]⌡ÖÑ^

MIMEsweeper

MAILsweeper
UCσ≤]t³÷ MAILsweeper ºΩTA¹ΩTb MIMEsweeper CDWº

\INSTALL Ø²ºH PDF Î HTM µíúÑG
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v Getting Started Guideìb \install\MSW4_0_2\Doc\qsg.pdf

v Readmeìb \install\MSW4_0_2\README.htm

WEBsweeper
UCσ≤]t³÷ WEBsweeperºΩTA¹ΩTb MIMEsweeper CDWº

\INSTALL Ø²ºH PDF Î HTM µíúÑG

v WEBsweeper Administrator’s Guideìb \install\WSW3_2_5\Doc\manual.pdf

v ©»`NÆµìb \install\WSW3_2_5\Doc\RELNOTES.htm

WEBsweeper HTTPS Proxy
UCσ≤]t³÷ WEBsweeper HTTPS proxyºΩTA¹ΩTb MIMEsweeper

CD Wº \INSTALL Ø²ºH TXT σrÉµíúÑG

v Readmeìb \install\WSWHTTPS1_0_2\readme.txt

SurfinGate
UCσ≤]t³÷ SurfinGateºΩTA¹ΩTb SurfinGate CDWº \docsØ²

ºH PDF µíúÑG

v SurfinGate Installation Guideìb \Docs\install.pdf

v SurfinGate User’s Manualìb \Docs\manual.pdf

v ©»`NÆµìb \Docs\SFG 405 RelNotes.pdf

v ³÷ SurfinGate pluginºΩTìb \docsØ²ºC
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þ²A. Ã°ÆÑ

»¹i≤Uz»úPÑMP SecureWay Boundary ServerÛ÷ºÝDC

ÑM IBM SecureWay Firewall º@δÝD

¼eÝD

IBM Firewall bwþFª∩ÜØñúÑ@ÓSÊAÙ°úÕ IP ¼eA¹\α³U

≤iµ¼eÝDúùCÐÒÎ¹Ä∩ØAÒÊusutmvAMßÒÎusuW

hOⁿvCµUÓËdzº firewall logAË°Σñ³÷qLzº¾⌡≡ºÒ³

Ê]ÔÓΩTC

º²ÏÎ IP ì}⌡µoÇúÕAMßAÏÎDqúWÙµúÕC

Lkq¾⌡≡sqúÕDqú

ÝDíú

zº⌠⌠¶±¼¿T[cC

Ø³Ê@

ÐÑ\zº@~tÎσ≤C

ÝDíú

ÜDwþ⌠⌠ºsu¼¿T[cC

Ø³Ê@

Ðs¸zº⌠Ú⌠⌠AÈ½qúo≤UC

ÝDíú

pGzºwþ⌠⌠j≈b⌠Ñ¹ºßAzº¾⌡≡²·π³ÜÓ⌠Ñ¹º

RA⌠|CÐÏÎ netstat -rn τÒRA⌠|G

netstat -rn

Protocol Family 2ºΘX³pU G
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nrr.nrr.nrr.nrr
NϕÜ⌠Ú⌠⌠º⌠Ñ¹ÃBOw]⌠|Cw]⌠|ORA⌠|

]X¹=UG^C

nnn.nnn.nnn
NϕzºDwþΓìC¹°¶±⌠|]X¹=U^C

nnn.nnn.nnn.nnn
NϕzºDwþ¶±C

sss.sss.sss
NϕzºwþΓìC¹°¶±⌠|]X¹=U^C

sss.sss.sss.sss
Nϕzºwþ¶±C

ss1.ss1.ss1
Nϕbzº⌠⌠ºwþÝWº¸ΓìAÃB srr.srr.srr.srrNϕÜÓ

¸Γìº⌠Ñ¹C¹°RA⌠|]X¹=UG^C

127.0.0.1
Oj⌠ÎÏìDqúC¹°¶±⌠|]X¹=U^C

C@Ó¶±ú³Ó³@Ó¶±⌠|AÃBzºw]⌠|³ⁿV¾⌡≡ºD

wþÝWº⌠Ñ¹C

Ø³Ê@

sW@°q¹⌠Ñ¹ºRA⌠|CÐs¸zº⌠Ñ¹ÞzÌCÏÎ route

add ⁿOC

ÝDíú

bwþ¶±ÎzÁÕnsµºDqúWºl⌠⌠Bniαú¿TC

Ø³Ê@

ÏÎzºqÝ¸tm½Î{í≤¿Bn]wC

LkqwþDqúsqúÕDwþDqú]ÏºτM^

ÝDíú

P¾⌡≡ÛFºC@Ó⌠Ñ¹ú²·]t@ÓRA⌠|Aⁿw¾⌡≡µ°

Øºa⌠⌠b¾⌡≡º~ÉºhDC

Øºa hD X¹ ....
default nrr.nrr.nrr.nrr UG
nnn.nnn.nnn nnn.nnn.nnn.nnn U
sss.sss.sss sss.sss.sss.sss U
ss1.ss1.ss1 srr.srr.srr.srr UG
127 127.0.0.1 U

Ï 6. netstat -rnΘXdÒ.
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Ø³Ê@

s¸⌠Ñ¹ÞzÌC

ÝDíú

pGzºwþ⌠⌠ÏÎºì}¼gLn²AÃBLkbDwþ⌠⌠W¼

eA]A RFC 1597ñⁿwºMÎì}AhNLkNÊ]¼e^ÇeÌC

Ø³Ê@

È¡ Windows NTGÏÎπ³wn²ì}ºqÝ¸C¾⌡≡º NAT SÊ

iÏÎ≤ TCP Î UDP yqA² NAT ú|³ ping @Ëα½ ICMP Ê

]ñºì}C

Ø³Ê@

È¡ AIXGÏÎπ³wn²ì}ºqÝ¸C

DNS óÄ

ù: DNS È∩ Windows NT³ÄC

ÝDíú

zµ¼ì DNS ù~TºA]°zÏÎ Microsoft DNS Service Manager[

c Microsoft DNS ServiceC

Ø³Ê@

ÑÓwËⁿÜAÃB

1. ÇÑRúπÓØ²ºΦíAÓ¾ú Microsoft DNSG

\winnt\system32\DNS

2. ½swË Microsoft DNS

3. ½s}≈

4. ½swË DNS Öt×_

5. ½s}≈

ÑM@δÝD-MIMEsweeper

WEBsweeper Î MAILsweeper n³LkbÛPº≈¹WÏÎ

ÝDíú

ÁÕbÛPº≈¹W⌡µ MAILsweeperÎ WEBsweeperÉoÍÝDC

Ø³Ê@

N MAILsweeperÎ WEBsweeperwËbúPº≈¹WC
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WEBsweeper t×ÜC

ÝDíú

ÏÎ WEBsweeperÉAUⁿ Web ºet×ÓCC

Ø³Ê@

1. ÏÎ WEBsweeper Control Panel applet±ÎΘxOⁿC

2. N WEBsweeperwËbzÖ³ºÌÖt≈¹WC

WEBsweeper ÂvÝD

ÝDíú

N WEBsweeper 3.2_5wËb¿gwËe@© WEBsweeperº≈¹WÉA

iα|³Âv≈_ÝDCϕ WEBsweeperÒÊÉApGoÍ Internal

Windows ù~TºG2140AÐËdÆ≤Ë°¹ñº³Î{íΘxCÓÛ

WEBsweeperºTºOG ″PAKMSG ù~GÏÎÌWÙP²ewqºÂv

ÏqÄ≡C″

Ø³Ê@

¾ú Windowsn²ñºÂÂv≈_CⁿJ regeditÃb⌠|

\\HKEY_LOCAL_MACHINE\SOFTWARE\Content

Technologies\MIMEsweeper\LicenseUMΣCpG¹B³@ÓHWº≈_A

ÐRúS³ ″IBM MIMEsweeper System″ ÐÒºº@ÓC½s}≈C

WEBsweeper Uⁿj¼É×ÉoÍÝD

ÝDíú

WEBsweeperbiµLoÉAiαS³¼≈ºΩÀOÐΘixsÉ×C

Ø³Ê@

W[ WEBsweeper°A¹WºΩÚOÐΘÆØC

ÑM@δÝD--SurfinGate

SurfinConsole b}Ò Microsoft Internet Explorer ß±ε^³

ÝDíú

ϕ Internet Explorer}ÒÉASurfinConsole³Î{íπÜÇºµ°Î±ε

^³CoΓÓ³Î{í¼ÛÄ≡A]¹úαPÉ⌡µC

Ø³Ê@

únPÉⁿJ Internet ExplorerÎ SurfinConsoleC
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SurfinGate Plugin t×wC

ÝDíú

ÏÎ SurfinGate PluginÉAzL Web Uⁿ≈Ê{íXt×ÜCC

Ø³Ê@

Tw SurfinConsoleWº Proxy ÏqñAuU@Ó Proxyvµì]w°

SecureWay Firewall HTTP proxyC
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þ²B. `NÆµ

bΣLΩañAIBM úúo³úÑ»ÑñÒúÑºUµú~B{íÎAÈC»Ñb

úÎ IBM ú~B{íÎAÈÉAúϕÜÎtÜuαÏÎ IBM ú~B{íÎAÈC

unúIÇ IBM º¼z]úvA⌠≤\αBú~ÎAÈúiHúN IBM ºú~C

úLAΣLD IBM ú~B{íÎAÈbB@WºûùPτÒAΣd⌠Ý≤ÏÎ

ÌC

bo»ÑÎσ≤ñiα]tÛ IBM ÒÖ³ºMQÎMQÓÐ×C»ÑÏÎÌÃú

É³ezMQº⌠≤ÂvC ziHÎÑ±ΦíÓdßÂvAÓτÐHì IBM

Director of Licensing, IBM Corporation, North Castle Drive, Armonk, NY 10504-1785,

U.S.A.

»{íº≥ÂvÌY²úoÛ÷ΩÆAHKÏÎUCΩTÌióß IBMCΣUCΩ

TⁿºOG ]1^ WßØßº{íPΣL{í]]A¹{í^ºíµ½ΩTºΦ

í ]2^ Û¼ÏÎHµ½ΩTºΦkCY³⌠≤ÝDÐs¸G

Site Counsel, IBM SWG

IBM Corporation

P.O. Box 12195

3039 Cornwallis

Research Triangle Park, NC 27709-2195

USA

»u{ívÃDÑuIBM ÈßXù (ICA)vº°ÚÒÂvÏÎCÓOÑuIBM Ω

Ú{íÂvXù (IPLA)vº°ÚÒÂvÏÎC

»σ≤¼²NILXÑABÈHu{¼vúÑ»σ≤AÓúúÑ⌠≤OÒ (]Ai

ΓÊÎÅXSwÄÎºOÒ)C

»ú~]t CERNØßÎúÑºqúnΘC¹íú³Ób⌠≤]A¹Bº CERN

qúnΘÎΣÕ≤ºú~ñ¹π»zC
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ÓÐ

UCM³WⁿO IBM ½qbⁿΩÎ]Î^ΣLΩaºÓÐC

AIX

IBM

Microsoft Î Windows NT O Microsoft CorporationbⁿΩÎΣªΩaºÓÐÎ

ùUÓÐC

**SurfinGate O Finjan Software, LtdºÓÐC

**MIMEsweeperB **MAILsweeper Î **WEBsweeperO Content Technologies, Ltd

ºùUÓÐC

ÑùP¹(**)ÒÐùºΣL½qBú~MAÈWÙiαOÄTÌºÓÐÎAÈÐ

OC
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WⁿÑÀ

»º

°~º⌠⌠]intranet ^. @MwþMÎº⌠⌠AN⌠Ú⌠⌠ÐÇÎ³Î{í]p Webs²¹^PÕ´º{

³qú⌠⌠≥ª[cπXC

Cº

°A¹ì}]server address ^. Àú¹zL⌠⌠úÑ@ÎAÈ¹ΣªqúºC@xqúºß@ºNXAp
É×°A¹BCL°A¹Îl≤°A¹CÐÇº IP ì}O@Ó 32 ì¸ì}µìC°A¹ì}iHOHIj

}ºQiì IP ì}ÎDqúWÙC

°A¹]server^. zL⌠⌠úÑ@ÎAÈ¹ΣªqúºqúApÉ×°A¹BCL°A¹Îl≤°A¹C

¾⌡≡]Firewall^. @Ó\αµ¸AÎÓO@Î±ε⌠⌠ºíºsµC¾⌡≡i¾εúⁿw∩Î¼≥Âvº
qHyqiJⁿO@º⌠⌠AÃBÈ²SwºqHyq≈}ⁿO@º⌠⌠C

Kº

AÈ]service^. Ñ@ÎhÓ`IúÑº\αFÒpAHTTPBFTPBTelnetC

Qº

jΘ¶±]loopback interface ^. @Ø¶±AϕΩTnÇeÜÛPtÎñºΩΘÉAiÎÓñLú²nºq
H\αC

Q@º

»ú]ping^. @ÓⁿOA|Çe⌠Ú⌠⌠±εTºqH≤w ]ICMP^^³nDÊ]ÜDqúBhDÎ⌠Ñ

¹AÃwÁ|¼ì^¬C

≡]port^. @Ó¹XAÎÓⁿXÀXºqHËmCbw]ºípUAWeb °A¹ÏÎsµ≡ 80C

qÝ¸]client^. VΣªqútÎÎBz]q`Ù°°A¹^nDAÈºqútÎÎBzChÓqÝ¸iα
@Îsú@Pº°A¹C

qH≤w]protocol ^. ϕoÍqHÉAΣtqHtÎº\αµ¸@~º@MWhCqH≤wiMw≈¹∩≈
¹¶±ºCÑúÓApì¸Õñºì¸Çe¸ÇF]iHMw³Î{íºíº¬Ñµ½ApÉ×αeC
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QTº

OÉ]timeout ^. ¹\@~oÍºÉííjC

hD]gateway^. @Ó\αµ¸Aiµ¼sµΓÓúP[cºqú⌠⌠C

w]È]default^. ¼úTⁿwÉÒ²]ºÈBÝÊÎ∩µC

Q|º

δF]wizard^. ³Î{íñº@Ó∩ÜAÏÎvBíⁿÜAⁿÞÏÎÌgúSwº@~C

⌠Ú⌠⌠]Internet^. þyÊºµ¼sµ⌠⌠°XAÏÎ⌠Ú⌠⌠qH≤wÎ°¹\½@súC

D

DMZ. D¾mÏC@ØËmAÎÓ¾ε~ÓÏÎÌ½µsúπ³½qΩÆº°A¹C

F

FTP]É×αeqH≤w^. @Ø³Î{íqH≤wAÎÓb⌠⌠ºíùVαeÉ×C FTP Ýn³ÏÎÌ

IDA³É]|nDÏÎKXÓ¹\súìb·ÝDqútÎWºÉ×C

I

ICMP. ⌠Ú⌠⌠±εTºqH≤wCb⌠Ú⌠⌠qH≤w ]IP^h¸ÎÓBzù~Î±εTººCÝDÎú

¿TºΩÆÊØºa°iA|Ç^ΣìlºΩÆÊÓ½C

IP. ⌠Ú⌠⌠qH≤wC@ØLsuºqH≤wAgÑ⌠⌠Îµ¼sµº⌠⌠¼eΩÆC IP º\αO@°¬

ÑqH≤whÎΩΘhºíºC¶C

IP ì}]IP address^. ⌠Ú⌠⌠qH≤wa}Cß@º 32 ì¸a}Aⁿw⌠⌠WC@ÓËmÎu@¸º

ΩÚìmCτÙ°⌠Ú⌠⌠ì}C

IPSEC. ⌠Ú⌠⌠qH≤wwþC´b}oñºÐÇAØÐOTw⌠⌠qHñ⌠⌠ÎÊ]BzhºwþC

N

NAT. ⌠}α½Cb¾⌡≡ñANwþ IP ì}α½°~ín²ºì}C¹\αiP¿M~í⌠⌠qHA²|

B¬b¾⌡≡ºÏÎº IP ì}C
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P

PICS. ⌠Ú⌠⌠ºe∩Üº¡xCi PICSºqÝ¸i²ÏÎÌMwnÏÎþ@ÅºAÈAÎC@ÅAÈi

µⁿPúiµⁿºÑÅC

S

shell. µⁿÎBzÓÛÏÎÌu@¸ºⁿOµºnΘC Korn shellOhÓ UNIX shell ñº@ØC

SMTP. þσ°uSimple Mail Transfer ProtocolvANⁿu²µl≤αeqH≤wvCb⌠Ú⌠⌠qH≤w°

ñº@Ó³Î{íqH≤wAÑαeb⌠Ú⌠⌠⌠ÒñºÏÎÌl≤C SMTPⁿwl≤µ½¶ÇÎTºµíC

ª²]ÇΘ±εqH≤w°≥ªqH≤wC

T

TCP. ÇΘ±εqH≤wCb⌠Ú⌠⌠WÏÎºqH≤wC TCPúÑiaºDqú∩DqúºΩTµ½CÏ

Î IP @°≥ªqH≤wC

TCP/IP. þσ°uTransmission Control Protocol/Internet ProtocolvANⁿuÇΘ±εqT≤w/InternetqT

≤wvC@ÕqH≤w°AΣ]pØÐ°Pi⌠⌠ºíºqHAú×C@Ó⌠⌠ÏÎþ@ØqHÞNC

Telnet. ×Ý≈ÒÀqH≤wAO·ÝsµAÈº TCP/IP³Î{íqH≤wC Telnet²ìbYÓ⌠¸Wº

ÏÎÌsú·ÝDqúApPÓÏÎÌºu@¸O½µsµÜÓ·ÝDqúC

U

UDP. ÏÎÌΩÆÊqH≤wCb⌠Ú⌠⌠qH≤w°ñAúÑiaBLsuíΩÆÊAÈº@ØqH≤wC
ª²ìbYx≈¹WÎBzº³Î{íiÇeΩÆÊÜìbΣª≈¹ÎBzWº³Î{íC UDP ÏÎ⌠Ú⌠

⌠qH≤w]IP^¼eΩÆÊC

V

VPN. ΩÀMÎ⌠⌠]VPN^C@ÓÑ@ÎhÓwþ IP qDsµ@ÎhÓ⌠⌠Õ¿º⌠⌠C

W

Web. ]t{íÎÉ×º HTTP °A¹⌠⌠AΣñ\hOW»σσ≤A]ts²ìb HTTP °A¹WºΣ

ªσ≤ºì²CτÙ°þyΩT⌠C

WTE. Web yq¬t½⌠]WTE^C@Ó Proxy Öú°A¹AizL¬ÄvºÖú≈εA[t@δÏÎÌ

^³ÉíCuÊ PICSLoi≤U⌠⌠ÞzÌq@ñßìm±ε∩ Web ¼ΩTºsúC
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