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SecureWay Policy Direct& AR83}d iEZ=A] ARSALE LDAP AAsh=
785 Z=A ARAE AMdEHA] RIA L. Policy Director 55 AR851o]
Policy Director 74 %l Firewall ZZA] ARSALE 2T
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Policy Director g [t Secureway Firewall M
Firewall>- Policy Director}e] 53+s £-8317] 23l IBM SecureWay Policy
DirectofE SecureWay Boundary Serveliilel A AR o s 4
Fojok Rt} IBM SecureWay Policy Directal AFEER] FO0™H ZEA] AL
SA1= Firewall 2212 AREA} QIEH|O)~(GUI TR Aot o)A ARgA}
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SecureWay Firewaft SecureWay Directo} S48 4= Q&= 40| o]F
oJZUt}. SecureWay Directory Firewalle] HQKEEQl HQF DMZLUF HRF UE
=2l hofoF Fiot.

AR Aol thek zAIEF U8-S IBM SecureWay Firewall User's Guide for
Windows NT% IBM SecureWay Firewall User's Guide for ABX =351
Ao, 9 A AFHe ot 25U

g0l Tl e ol gukeE TR Agsier] Bad FEYU
o A2 Firewalle] BQF offiE] F47) HuUh

« S SecureWay Directoryd27} HUTH

. A2 ZEE 102320 FUd)

o O TEE 38%} Zsuch

+ QlEHo)l= Helo] FHuo

s SRS 2EYYTH

o PRRE obuleEgULt

SHoll el thee ks AE Aeket Zedk iy
+ A~= SecureWay Directory47} HUT.

o TS Firewalle] Hob oJHE] 47} U

o A XEE= 38%} AU

o OV EE= 102324 FUh

Qo) Helo] Huo

« 2R 2EYUTH

. ke ke,

I

|-,

g
m

|

a A= veat AU

# Service : Tdap
# Description :

permit 9.67.130.153 255.255.255.255 9.67.141.85
255.255.255.255 tcp gt 1023 eq 389 secure both
outbound 1=y f=y t=0 e=none a=none
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permit 9.67.141.85 255.255.255.255 9.67.130.153
255.255.255.255 tcp/ack eq 389 gt 1023 secure Tocal
inbound 1=y f=y t=0 e=none a=none

SecureWay Boundary Served?d vPaAE A3t Firewalle] Policy
Directors} 37 A3iat 4= =2 {42 Aeighich. v AR ve-e
Rlo] [Palicy Director 3k 915t SecureWay Boundary ServepAd Fe 3=

SRS

SurfinGate Z2{701E AI=sP| £I8t SecureWway Firewall A
(Windows NT Z&
SecureWay Firewal] SurfinGate A<} F4IE 4= Qs Ido| o]Fo3Yy
t}. SurfinGate W= Firewall®] EQkZof Qlojof g

AA A vhHel tigk ApAIgE Y18 IBM SecureWay Firewall User's Guide
for Windows NEB Z=3A Q. 94 A4 ARE vhea 25U

2t TS opputeE AL Adeher] Pedh =
o A= Firewalle] BQF ofgiE] F471 Huth

« e SurfinGate A#e] F471 HUth

. 2o FEE 102380 FUT

O ZEE= 3141 Zs5Uch
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e 220U

o R obuREQUT
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olel 7 efls Thew} Bt

# Service : SurfinGate Plugin Communication
# Description :

permit 9.67.143.113 255.255.255.255 9.67.143.115 255.255.255.255 tcp gt 1023 eq 3141
secure local outbound 1=y f=y
permit 9.67.143.115 255.255.255.255 9.67.143.113 255.255.255.255 tcp eq 3141 gt 1023
secure local inbound 1=y f=y

T A4e Z2 =Ml ook gLt

=3, 205 dolHE s88t=% SurfinGate AHE T/dslioF dut,
SurfinConsole(SurfinGagd 2] QlEjH|o]2)ollx Lul &) Hof| gl= Za|9] =
AL ERIs)of Pk =3, Firewalle] HTTP ZE2AJ9] 349} ¥ E WS
ZZA] §lo] v ZEA] Zeof fsfiof

i {d

MAILsweeper & Al23517| I8t SecureWay Firewall A
SecureWay FireewallA] o9 MY wsr]= A4 HolF wY Au tjal
MAILsweeper A|2=H1S- 7}Aok dhct. MAILsweeper A= HY-S HeF 1
d AR Aghct

SecureWay Policy Director A
SecureWay Director} 42x|=o] =A] &It SecureWay Directort A
2 AzEle] 4, AHFH F<21 EE, SecureWay DirectoryHoll42] #2]#} ID
2 Fe 5= gt Qlojof o

SecureWay Directory LDAPEZIO|AEE SecureWay Policy Directéf 22
Al2sHlof] MXJSHIAIL. (SecureWay Directo] A28} 72-2 718 ARE3)aL
SecureWay Policy Direct& ARE3h= 73-¢- FEIES ofn] AX|Fo] &

T FUTH)

SecureWay Directos] LDAP Al¥< 7431o] Policy Director eProxyUse&
Zafiok ULt A8 F71= Policy DirectorllA Algsh= 5 1ol A7y
t}. Policy Director C®| /schema TIEEZ9] $*|3+ secschema.def}t
puschema.def 3}do] Feshc}
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SecureWay

SecureWay Directory o4 LDAP Al¥S 43l o3 H#<S Policy
Director A|Z=Hlof|A] As¥EA| L.
1dapmodify -h <LDAPHOST> -p <LDAPPORT> -D <LDAPADMINUSER> -w <LDAPADMINPWD> -f secschema.def

Tdapmodify -h <LDAPHOST> -p <LDAPPORT> -D <LDAPADMINUSER> -w <LDAPADMINPWD> -f puschema.def

q71A:

¢ <LDAPHOST>= SecureWay Directory Alt{ O|E2lL|C}
* <LDAPPORT>= AMH{7} HF &I ZEQILICE

* <LDAPADMINUSER>= Zt2|A} IDRIL|CH

¢ <LDAPADMINPWD>= Zt2|X} &S lL|C}

At LDAP AlES Asle] ZEA] ALEAIE AU Policy Director Console
of s ZFA] AHEAFE AP sioF FUTh oA W \Program
Files\IBM\IVConsole TIFEzZ]o] 2JX|gt console.properties I}HolA]
Proxyusers TaskViewss 4 sliAsl|oF it
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ES(ACL)S &ul=2 AAslof 3ttt Policy Director HQF 155l thigh A 3
ool BE oAl RS AlFsior Utk Policy Director B¢ 150l thak
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SurfinGate Z2{10I2 Al2& &= QI== SecureWay Boundary Server
A (Windows NT &)
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=3k S04 MAILsweepek= x| Foll o] Fo|Rl= ol ofsf FHd=]ofok
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794 5. WEBsweeper~y
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» fwadd_deny

» fwdelete_dynamic

fwadd_deny
azz o] w7 glo] S== Fadh vyl 2l thek 2
ZEZS 31 FAIFUTH
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g ID
Windows NT Firewallol] i3] t}2o] AU} ID= /X
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ID W57} eE 4= 55Ut delete_dynamiczz 138 A
3jo] qr2lo] 2HAEH o= IDE FxHEZ IDE 73S 24
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222 IP F
7 Aol ARGSE IP T4 255.255.255.258 22 HEE 4]
e iEEoof gtk

ES ]
o] ui= & IP 4o} S ARgE|ojof slal HEe] 4x &
7IMeg P g B0, &2 IP 747} 10.5.8.0% ¢
g53 &2 IP mpa=7} 255.255.255.011 10.5.8. 14
10.5.8.25514]9] RE zlo] UxHUTY.

—

it 1P F=
Wzl el ARESE IP F4E 255.255.255.258 128 HEE

ol
A BrpgoR QeElolof g,

o] WeE tht 1P 749} B AMgEl HRe) AR wolEe
= EUT o Sol, i IP F47) 1058002 Y
2O IP ﬂ]—Z:EIJ} 255.255.255.0]'1 10.5.8.214 10.5.8.255
el mE ilo] YA

olfe] ofE] 2o thedt ZHuch
S Heko @ 2pgde ofiEle] s
N HIEQRo 7 2 ofElo] sy
B T ofiEell thef(Eel B HlESh)

ARE 7ol e AHE(E)IA AR Szl A LA

Firewalls: B¢ 9i3l EgiAe] f& 9= v # 5 sht
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HEF QIR OfRHRRE s R ko R ks EfEE A
At
| uke= Ediol thel
0 obgrkEE Eigol| thel
B QES} ofpnles Efjdo] T3

715 B8 g EF) sl 7SR YE skl 718 &l
W NS A

fwdelete_dynamic
o] Zz o] Wiz glo] 3EHW Al Aol vE HA Pt ®

Ay,
>>>> Dynamic Rule Id = 1
>>>>>>>>  Jump = 0
>>>>>>>>  Filter Action = Deny
>>>>>>>>  Source Address = 0,192.8.7
>>>>>>>>  Source Mask = 255.255.255.0
>>>>>>>> Destination Address = 9.192.240.1
>>>>>>>> DPestination Mask = 255.255.255.0
>>>>>>>> Protoco]l = Any
>>>>>>>>  Source Port = Any 0
>>>>>>>> [Destination Port = Any 0O
>>>>>>>>  Adapter = Both (Secure and NonSecure)
>>>>>>>>  Scope = Both (Routed and Local)
>>>>>>>> Direction = Both (Inbound and Outbound)
>>>>>>>>  Tunnel Id = 0
>>>>>>>> |ogging Enabled = Unavailable
>>>>>>>>  Fragments Allowed = No

ZF: fwdelete dynamic HEES ARg3l] 2RA|Eojof h= &) d ID7} Q)
=AE WA SR

z2go] s We) DS} W 2 54 AL AR AR 7
S i) Qe x 7 9 xo] Ao BAEY,

Ay 8B s Svlslaar s e} o] Yck= AL <delsuch de ID
glo] WEIE Svlslelx shd A3 282 w U}

36 Windows NT® 2 AIX-& IBM SecureWa§ Boundary ServerAZol|x] =874



AIX 79 Aeke 9] Wl 71 AEel o] Qo PHseld & un.
29 Aol ALgEIR iR e 39 Wl 5 A Ylofek T F
A FRe o T 14 AE Flel F7hEUL. Edme $183he el 49

glol glow 4 Ao Exfge 2kE SAMRE o glsuth

T4 HAE
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1. Policy DirectoZ A3l Firewall Z2A] AREAE Ao ARgxp7}
Hel gllof] sl Firewall $FSE AMSSEES AAetal 1 AREALel tisl oF
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B Aol = EAE AR83Ie] IBM SecureWay Boundary Servedz 2.0}
13- Al sl o B BRE 2L 5 EUt

IBM SecureWay FirstSecure

T IBM SecureWay FirstSecurgg % &%}, B3 2.001= FirstSecurel] o
g AH7}E S0 syt o] A FlrstSecuré— T8l 2 IBM SecureWay
AF ARE-S AFT 7+ AT Solr+ Alus AWyt

IBM SecureWay Firewall

2 #A9l= Windows NT& IBM SecureWay Firewalf] tist AH7} S0
2o IBM SecureWay Firewall CB] x:\books\en US H&Ezg]ollA PDF}
HTM &2o= AR < Uk

* IBM SecureWay Firewall for Windows NT Setup and Installation

* IBM SecureWay Firewall for Windows NT User's Guide

* IBM SecureWay Firewall for Windows NT Reference

* Guarding the Gates Using the IBM eNetwork Firewall for Windows NT
3.3 (redbook)

o #Aoll= AIX§ IBM SecureWay Firewadl] Tk ARV} S0 21o™ IBM
SecureWay Firewall CBl books/en US TjHlEg|o4 PDF} HTM Aoz
AMgE 4 gk

* IBM SecureWay Firewall for AlX Setup and Installation

* IBM SecureWay Firewall for AIX User's Guide

* IBM SecureWay Firewall for AIX Reference

* A Comprehensive Guide to Virtual Private Networks, Volume 1: IBM
Firewall, Servers and Client Solutiongedbook)
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MIMEsweeper

MAILsweeper

o EA4ol= MAILsweeperll tigh ARV S0 9Jow MIMEsweeper CR)
\installel|4] PDFe} HTM &0 Akgst 4= Qissutt.

* Getting Started Guide \instal\MSW4_0_2\Doc\qgsg.pelf 554tk
¢ Readmé= \insta\MSW4_0 2\README.htwi] 54t

WEBsweeper

TR EAoll= WEBsweeped] tgh Arr7} So] 9lom] MIMEsweeper CE)
\instalellx] PDF} HTM &2lo =2 A8 4= 95U}

* WEBsweeper Administrator’'s Guide \instal\WSW3_2_5\Doc\manual.pdf
of AT
o g2 AH= \instal\WSW3_2 5\Doc\RELNOTES.hh 25Ut

WEBsweeper HTTPS IEA|
t}S EAoE= WEBsweeper HTTPZEA] T3 AR} Eo] 9om
MIMEsweeper C®| \installellA] TXT &2]o& ARESH &= QGUt)
* Readmé= \instal\WSWHTTPS1_0_2\readme ¢kt 51tH

SurfinGate
o #A9l= SurfinGatell tigh AH7F £0] 91o9™ SurfinGate CBP] \docs
o5l PDF @202 AR 4 UFUTH
 SurfinGate Installation Guide \Docs\install.pdfll dssUTH
« SurfinGate User's Manu& \Docs\manual.pcf] SJs5Uth
« gl AHHE= \Docs\SFG 405 RelNotes.pdf 95Ut
+ SurfinGate Z# 119 tigk AX+= \docs HHEZ| UFUT
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Ay 2
29 AA BAE FESHINL
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SH2 Z2e e 20 thell vt Zotok itk

Destination Gateway Flags
default nrr.nrr.nrr.nrr UG
nnn.nnn.nnn  nnn.nnn.nnn.nnn U
$55.555.55S  $55.555.555.5ss U
ssl.ssl.ssl srr.srr.srr.srr UG
127 127.0.0.1 U

1% 6. netstat -r] oA =4,

nrr.nrr.nrr.nrr
QIEfAe thgt 2heElE UL o] 7|2
2= A AZ(ZH1=UG)YYth
nnn.nnn.nnNn

7d={urt. 71

HEQE THQlE yebdUT ol QEEel: BR(EH1=U)Y

Uk,

nnn.nNN.NNN.NNN
Hlnek QlEllol g LR

SSS.SSS.SSS

Hek ool UeRIUL, of <lesols AR(Ee1=U)ay)

o.
SSS.SSS.SSS.SSS
B9k QlElFo)E eRgL

ssl.ssl.ssl

UES|F9] Boko] Ar TS eIl srr.srr.sir.si- 1

MB eujolel] Tieh 29EE UeriT,
=UG)YUIct.
127.0.0.1

o= A dE(EL

oA 22 FXEQUL) ok ol JR(Fe)1=U)

QUi

2t Qleflolosol] Tial) SEfIols w7} Qlofof Bl 71E

o] uluQkel Q= S FlelAok e,
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Y HARE 9Edd FTRMIAIL. 2HEl ARRlAl ZofsMiAlL.
route add WHE-S ARSIUTH

A A
Heb RIEolz = MBUE miauy H&shEs 32871 £
UFHT

a7 =4
SHeRIE 4 FEYEE ARSsi] riaa S s

HOt SAEOfM H|EOF SAES Pingd &= QISLICHE= 1 HiCl)

A A
Firewalle] 2188 2= 2+ 2R¢Ejoll= Firewall Holl 9= o HEY
2] Alo|ESo]Z Firewalle: A= A2 A=7} glojof ok

W 23]
2H-Ee] HERlA Eefsiil L.

A A
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