<|lI!

Enhanced Access Control for SCLLM for z/OS

User’s Guide

Release 1

SC27-1591-00






<|lI!

Enhanced Access Control for SCLLM for z/OS

User’s Guide

Release 1

SC27-1591-00



Note!
Before using this information and the product it supports, be sure to read the general
information under [“Notices” on page 117|

First Edition (October 2002)

This edition applies to IBM Enhanced Access Control for SCLM for z/0S, Release 1, Program Number 5697-H59,
and to any subsequent releases until otherwise indicated in new editions. Make sure you are using the correct
edition for the level of the product.

Order publications through your IBM representative or the IBM branch office serving your locality. Publications are
not stocked at the address below.

This publication is available on the Web at:

[http: / /www.ibm.com /software/ad /sclmsuite /accesscontrol /|

A form for readers” comments appears at the back of this publication. If the form has been removed, address your
comments to:

IBM Corporation
H150/090

555 Bailey Avenue
San Jose, CA
95141-1003

U.S.A.

or fax your comments from within the U.S., to: 800-426-7773 or, from outside the U.S., to: 408-463-2629

When you send information to IBM, you grant IBM a nonexclusive right to use or distribute the information in any
way it believes appropriate without incurring any obligation to you.

© Fundi Software Pty Ltd 2002. All rights reserved. Unauthorized use or disclosure of any part of the system is
prohibited.

© Copyright International Business Machines Corporation 2002. All rights reserved.
US Government Users Restricted Rights — Use, duplication or disclosure restricted by GSA ADP Schedule Contract
with IBM Corp.


http://www.ibm.com/software/ad/sclmsuite/accesscontrol/

Contents
Figures .

About this document
Who should read this document
What you need to know to understand thls
document .
Accessibility . .
Conventions and termlnology used in th1s
document. .
How this document is organlzed
Related publications .
RACF .
Software Conf1gurat10n and lerary Manager
(SCLM) .

Chapter 1. Introduction .
What is Enhanced Access Control for SCLM7
Benefits .
Definitions .
Profiles .
Applications
Components
The ISPF Dialog .
The Rule File .
The Rule Load Utility
The MVS Subsystem.
The Validation Routine .
Interaction with RACF . .
Security and Administration Con51derat10ns
Getting Started
Planning your Enhanced Access Control for SCLM
implementation .
Select an SCLM pro]ect .
Arrange participant involvement .
Review SCLM translators. .
Identify the SCLM resources to be controlled .
Prepare the Application definitions
Prepare the Profile definitions .
Adjust RACF definitions .
Test access and refine definitions

Chapter 2. Using the Enhanced Access
Control for SCLM Dialog .

ISPF Environment Considerations .
CUA Attribute Settings
Function Key Settings .
Prompt (F4) .o
Point-and-Shoot Fields.
Display Size .

Displaying Messages

The Primary Option Menu

The Settings panel .

Panel Layout . .
Confirm Profile Delete.
Confirm Application Delete .

. Vil
. vii

. vid
. vii

. viii
. viii
. viil
. viii

-
X

O OO UI GO RENN R~ =-,

. 15
.15
.15
.16
.16
.16
. 16
.16
.17
.17
.18
.18
.19

© Copyright IBM Corp. and Fundi Software Pty Ltd 2002

Confirm Profile Autosave. . . . . . . . .19
Confirm Application Autosave . . . . . . .19
Current Rule File . . . . . . . . . . .19
Specify Rule File. . . . . . . . . . . .20
The Status Information panel . . . . . . . .20
Command Line . . . . . . . . . . . .20
The Activity Status field . . . . . . . . .21
The MVS subsystem field. . . . . . . . .21
The Rule file in use field . . . . . . . . .21
The Rules Loaded field . . . . . . . . .21
The Profile Selection panel . . . . . . . . .22
Prefix filter . . . . . . . . . . . . .22
Profile List. . . . e .22
The Profile Maintenance panel .. . . . . .23
Command Line . . . . . . . . . . . .23
Profile . . . . . . . . . . . . . . .24
Data. . . . . . . . . . . . . . . .24
Prefix filters . . . . . . . . . . . . .24
Access Rules . . . .. . . . . . . .25
Sorting the Access Rules ... ... 26
The Application Selection panel . . . . . . .26
Prefix filters . . . . . . . . . . . . .27
Application List . . . . 27
The Application Maintenance panel oo .. .28
Application . . . . . . . . . . . . .28
Function . . . . . . . . . . . . . .29
Data. . . . . . . . . . . . . . . .2
Program List . . . . oD
The Violation Selection panel B ]
Command Line . . . . . . . . . . . .31
Prefix filters . . . . . . . . . . . . .31
Violations List . . . . . . . . . . . .32
The Violation Detail panel . . . . . . . . .32
Profileused . . . . . . . . . . . . .33
Application . . . . . . . . . . . . .33
Function . . . . . . . . . . . . . .33
User or Group . . . . . . . . . . . .34
Violation Reason. . . . . . . . . . . .34
Dataset . . . . . . . . . . . . . .34
Date. . . . . . . . . . . . . . . .34
Time. . . . . . . . . . . . . . . .34
User. . . . . . . . . . . . . . . .34
Group . . . . . . . . . . . . . . .34
Access required . . . . . . . . . . . .35
Access granted . . . .. . . . . .35
Display program chain deta1ls .. . . . . .3
The Violation Programs panel . . . . . . . .35
The Execution Program List. . . . . . . .36
High and Low Program indicators. . . . . .36
Library Notes. . . . . . . . . . . . .36

Chapter 3. Enhanced Access Control
for SCLM Definitions. . . . . . . . . 37

Applications definitions . . . . . . . . . .37
Application name . . . . . . . . . . .37
iii



Function name

Data. .

High and Low Program .

Understanding applications .

What is the High Program? .

What is the Low Program? . .
Application considerations for wrltlng Proflle
access rules

Profiles .

Profile name .
Data. .
Access Rules .
Application
Function
User/Group .
Access .

Validation Routine Inatchlng of Proﬁle access rules
Matching the Profile for validation
Matching the Application for validation .
Matching the User for validation .
Assigning the access privilege .

Chapter 4. Utilities and Sample Library
HSSRDEEN - Rule File definition JCL
HSSRLOAD - Rule Load Utility JCL .
HSSSSINT - Rule Load Utility .

Job Control Statements

Return Codes.
HSSUMODI1 - SMP/E ++USERMOD to 1nstall the
Validation Routine Interface program.

Chapter 5. Operator Commands .
Command Syntax Notation .

DISABLE Command

ENABLE Command

INSTALL Command

UNINSTALL Command .

Chapter 6. Problem Determination .
Collecting Helpful Diagnostic Information .
Identifying Types of Problems .
Eliminating User Errors .
Data set access validation errors . .
Operator command and MVS subsystem errors
Utility and batch job executions
Product installation errors
Diagnosis .
Types of Fallure
Release Level (VRM)

. 38
. 38
. 38
. 39
. 40
.42

. 46
. 48
. 48
. 49
. 49
. 50
. 51
. 51
.51

51

. 52
. 53
. 54
. 56

57

. 57
. 60
. 61
. 61
. 63

. 63

. 69
. 69
. 69
.70
.70
.71

. 73
.73
.73
.74
.74

89

. 89
. 89
.90
. 90
.92

iV Enhanced Access Control for SCLM V1R1 User’s Guide

Maintenance Level . . .92
Problem Materials and Ev1dence .93
Chapter 7. Installation . 95
System Requirements . . 95
Hardware Requirements . . 95
Software Requirements . 95
Storage Requirements . . 95
Secure the product libraries . . . 96
Authorize the SHSSLINK library . .97
Authorize the ISPF and SCLM executlon hbrarles .97
Install the Validation Routine into your RACF
system . . . 97
Static 1nsta11at10n usmg an SMP / E ++USERMOD 98
Dynamic installation using the INSTALL
command . . 98
Select the Enhanced Access Control for SCLM MVS
subsystem-id . . . 99
Install the ISPF dlalog .99
Dynamic Setup . . 100
Static Setup . . . 101
Overriding the Default Apphcatlon . . 101
Overriding the Data Set Low Level Quahﬁers
(LLQs) . 101
Start using Enhanced Access Control for SCLM . 102
Chapter 8. Messages . . 103
Return Codes . 103
Message Format . 103
HSS Messages . . 104
Appendix A. Suggestions for
Application Definitions 111
Appendix B. Summary of SCLM
Services and High-Low Programs . 113
SCLM Command Level Interface via FLMCMD . . 113
SCLM Command Level Interface via FLMLNK . . 114
SCLM ISPF Online Interface . 115
SCLM Edit Services . . 115
Breeze Interface to SCLM Serv1ces . 115
Cloud9 Interface to SCLM Services . . 115
Notices . . 117
Trademarks . . 118
Index . . 119



Figures

—_

® N T

0

11.
12.
13.
14.
15.
16.
17.
18.
19.

© Copyright IBM Corp. and Fundi Software Pty Ltd 2002

RACEF data set validation

RACF with Enhanced Access Control for SCLM

data set validation
Enhanced Access Control for SCLM hmlts
SCLM functions

Discrete data set profiles and generlc data set

profiles .
Interaction with RACF .

Primary Option Menu .

The Settings panel

The Status Information panel

The Profile Selection panel

Profile maintenance . .

The Profile Rule Sort pop- up

The Application Selection panel .
The Application Maintenance panel
The Violation Selection panel.

The Violation Detail panel

The Violation Programs panel

An example application definition .
SCLM Edit and ISPF Edit Programs
SCLM batch Promote execution program
pathway

.17
.18
. 20
.22
. 23
. 26
. 27
. 28
. 30
. 33
. 35
. 37
. 39

. 40

20.
21.
22.
23.

24.

25.
26.

27.
28.
29.
30.
31.
32.
33.
34.

35.

SCLM High Programs .

SCLM batch Promote High and Low Programs

SCLM Edit execution program pathways
SCLM Utilities and Migrate, Export and
Import functions .

Execution Program Pathway matchmg two

Low Programs

Where High and Low Programs are the same

Environment checks triggered by the Low
Program

Example Profile defmltlon

Example of Profile access rules .

Example of Profile matching . .
Execution Program List for SCLM edltmg
Example of Low Program matching
Example of High Program matching .

HSSRDEFN Sample JCL to define the Rule Flle
HSSRLOAD Sample JCL to run the Rule Load

Utility

HSSUMOD1 Sample SMP / E ++USERMOD for

the RACHECK Post Processing exit

.42
42
43

. 43

. 44

44

. 45
. 48
. 50
. 53

53

. 54

58

. 60

. 64



Vi  Enhanced Access Control for SCLM V1R1 User’s Guide



About this document

This document describes how to use the IBM® Enhanced Access Control for
Software Configuration Library Manager for z/OS"" licensed program, from here
on called Enhanced Access Control for SCLM.

Enhanced Access Control for SCLM is an access control program for Software
Configuration Library Manager (SCLM). Enhanced Access Control for SCLM works
in conjunction with Resource Access Control Facility (RACF®). This document
describes Enhanced Access Control for SCLM—how to implement, customize and
use it.

Enhanced Access Control for SCLM is supported with SCLM releases
corresponding to OS/390 V2R10 or later.

Enhanced Access Control for SCLM is supported with RACF releases
corresponding to OS/390 V2R10 or later.

Who should read this document

This document is intended for security administrators responsible for maintaining
and monitoring access controls over the SCLM environment. It assumes that you
understand RACF concepts and your installation’s implementation of access
controls. If you are new to RACF or SCLM, you may want to review the
information in [“Related publications” on page viii| before using this document.

What you need to know to understand this document

Before you read this document, you need to have a good understanding of access
control issues and how RACF works. You should also have an understanding of
SCLM concepts. This assumes familiarity with documents in the OS/390® Security
Server and OS/390 ISPF libraries, together with practical experience in maintaining
RACEF access control definitions.

Accessibility

Accessibility features help a user who has a physical disability, such as restricted
mobility or limited vision, to use software products successfully.

You can perform most tasks required to set up and run Enhanced Access Control
for SCLM using a 3270 emulator logged on to TSO.

IBM Personal Communications (Version 5.0.1 for Windows 95®, Windows 98®,
Windows NT®, and Windows 2000®; version 4.3 for OS/ 2) provides 3270
emulation with accessibility features for people with disabilities. You can use this
product to provide the accessibility features you need.

People with limited vision who use screen reader software might find this item
requires particular attention:

Pop-up windows
Enhanced Access Control for SCLM uses the ISPF function that produces
pop-up windows for some tasks. The pop-up and its frame are just text

© Copyright IBM Corp. and Fundi Software Pty Ltd 2002 vii



Accessibility

that overlays the underlying information on the displayed panel. The
frame of such a pop-up is not usually recognized as such by screen reader
software, so you may need to gain some familiarity with reading such
panels before the information becomes meaningful. ISPF pop-up windows
can be displayed on a full screen by using the RESIZE (F4) command.

Conventions and terminology used in this document

(Chapter 1, “Introduction” on page 1| introduces the concepts and terminology
relevant to Enhanced Access Control for SCLM. The Web Site at

|http:/ /www.ibm.com/ibm/terminology / | consolidates several of the main
glossaries created for IBM products in one convenient location, including the
Glossary of Computing Terms.

How this document is organized

This document has these chapters:

(Chapter 1, “Introduction” on page 1| introduces Enhanced Access Control for SCLM
and describes the purpose, benefits, concepts and operation.

(Chapter 2, “Using the Enhanced Access Control for SCLM Dialog” on page 15|
discusses how to use the Enhanced Access Control for SCLM dialog to administer
access control definitions.

[Chapter 3, “Enhanced Access Control for SCLM Definitions” on page 37| describes
the definitions used by Enhanced Access Control for SCLM, how they work, and
administration considerations.

(Chapter 4, “Utilities and Sample Library” on page 57| describes the Enhanced
Access Control for SCLM utility programs, along with sample execution and
definition JCL.

(Chapter 5, “Operator Commands” on page 69 describes the Enhanced Access
Control for SCLM operator commands.

(Chapter 6, “Problem Determination” on page 73| describes the Enhanced Access
Control for SCLM Violation Reports, and how to resolve access control violations.

(Chapter 7, “Installation” on page 95 describes the steps you need to follow to
install Enhanced Access Control for SCLM.

(Chapter 8, “Messages” on page 103|describes the messages issued by Enhanced
Access Control for SCLM.

Related publications

viii

RACF

You can find more information in these publications:

* z/0S SecureWay® Security Server RACF Security Administrator’s Guide
SA22-7638

* z/0S SecureWay Security Server RACF System Programmer’s Guide SA22-7681

* z/0S SecureWay Security Server RACF General User’s Guide SA22-7685
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Related publications

Software Configuration and Library Manager (SCLM)
* z/0S ISPF SCLM Reference SC34-4818
* z/0S ISPF SCLM Project Manager’s and Developer’s Guide SC34-4817
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Chapter 1. Introduction

What is Enhanced Access Control for SCLM?

Enhanced Access Control for SCLM improves access control of your SCLM
resources. It prevents accidental damage to SCLM-managed data sets, and offers
additional levels of access control granularity over SCLM functions. Enhanced
Access Control for SCLM augments the services of RACF, and should be
administered by the RACF administrator.

The central concept of Enhanced Access Control for SCLM is that access to SCLM
resources is provided when SCLM programs are used. This avoids accidental
damage to SCLM data sets resulting from updates using non-SCLM programs. The
SCLM programs are described using Applications. The data sets to be controlled
and their access rules are described using Profiles.

When Enhanced Access Control for SCLM is active, it monitors RACF data set
violations. If a violation occurs for a data set managed according to the Enhanced
Access Control for SCLM profiles, then the defined access rules are used to assign
access privileges. If sufficient access privilege is not defined, then a RACF data set
violation occurs.

Benefits

Without Enhanced Access Control for SCLM, SCLM users operating in a RACF
environment must be granted UPDATE access to manipulate SCLM-managed data
sets. Otherwise, they would receive RACF data set violations when performing
various SCLM functions. However, the UPDATE access applies even if the data set
is accessed using facilities other than SCLM. As a result, accidental or malicious
damage may occur, and RACF controls will not prevent this.

ol

\ 4
<

‘- — | SCLM access RACF

- match Profile
- match user
- allow/deny access

\ 4
AN

Other access

Figure 1. RACF data set validation

Enhanced Access Control for SCLM augments RACF controls. After normal RACF
access controls are applied, Enhanced Access Control for SCLM can be used to
grant access when a specific set of applications like SCLM are used. If access is
attempted using other Applications, then the RACF rules denying access apply.

© Copyright IBM Corp. and Fundi Software Pty Ltd 2002 1



Benefits

Enhanced Access ‘/
— | SCLM access RACF Control for SCLM [~

- match Profile - match Profile
- match user - match user

- allow/deny access match application
Y allow/deny access [ x

Other access

Figure 2. RACF with Enhanced Access Control for SCLM data set validation

The Enhanced Access Control for SCLM Applications can define various sub
functions of SCLM; therefore an SCLM Promote may be allowed access whereas an
SCLM Edit may be denied access. This provides additional levels of control over
SCLM functions.

Enhanced Access /
— | SCLM Promote RACF Control for SCLM [~

match Profile
match user

match application x
allow/deny access [—

- match Profile
- match user
- allow/deny access

- SCLM Edit

Figure 3. Enhanced Access Control for SCLM limits SCLM functions

Definitions

Enhanced Access Control for SCLM includes two types of definitions to provide
access control. Profiles identify the data sets to be controlled, along with the access
rules applicable for those data sets. Applications define the SCLM program
environments that must be used in order to gain access to the data sets.

The Profile and Application definitions are maintained via online panels within the
ISPF Dialog. These are then saved in the Enhanced Access Control for SCLM Rule
File. A utility program loads the Profile and Application definitions into memory,
and the Enhanced Access Control for SCLM Validation Routine uses these
definitions to determine how access controls should be applied to data sets under
its management.

Profiles

A Profile identifies a data set or RACF generic data set Profile to be validated by
Enhanced Access Control for SCLM. Discrete Profiles like SCLM.DEVT.SOURCE
describe a specific data set, and Enhanced Access Control for SCLM will always
validate against the discrete data set Profile if one has been defined. Generic
Profiles like SCLM.DEVT.* describe multiple data sets, and match the coding rules
for RACF generic data set Profiles. Enhanced Access Control for SCLM will
validate against a generic Profile if a discrete data set Profile has not been defined
and RACF performed validation against a generic Profile of the same name.

2 Enhanced Access Control for SCLM V1R1 User’s Guide



Profiles

SCLM.DEVT.OBJ
SCLM.DEVT.LMAP
SCLM.DEVT.LOAD
SCLM.DEVT.SOURCE

SCLM.DEVT.SOURCE SCLM.DEVT.SOURCLST

ELM.DEVT.SOURi E SCLM.DEVT.* i

Discrete

Data Set Profile Generic Data Set Profile

Figure 4. Discrete data set profiles and generic data set profiles

The Profiles also define the access rules validated by Enhanced Access Control for
SCLM. These access rules determine who can have access privileges, and the
controlling Applications or program environment required in order for those access
privileges to apply. The access rule has three parts:

Application
User
Access

Describes the SCLM programs as Applications/Functions
Describes the RACF user IDs or Groups, or * for all users
Describes the access privilege, such as NONE, READ, UPDATE,
CONTROL, and ALTER.

Here is an example of a Profile definition and its access rules. This is a discrete
data set Profile as it controls only the one data set called SCLM.DEVT.SOURCE.
This Profile has four access rules.

Profile: SCLM.DEVT.SOURCE

Application Function User/Group Access
1 SCLM EDIT FRED READ
2 SCLM EDIT PGMRS UPDATE
3 SCLM PROMOTE * NONE
4 SCLM PROMOTE MNGRS UPDATE

Access rule 1

Access rule 2

Access rule 3

Access rule 4

shows that the user ID FRED is assigned the READ access
privilege when the SCLM.DEVT.SOURCE data set is accessed via
the SCLM EDIT Application and Function program list.

is for the RACF Group called PGMRS. They will be assigned the
UPDATE privilege if they access the data set by performing an
SCLM EDIT.

applies when the Application and Function of SCLM PROMOTE is
used. In this case, the user value of * applies to all users, and they
are assigned a privilege of NONE.

also applies to the Application and Function of SCLM PROMOTE,
but this case is specifically for the RACF Group called MNGRS
who will be assigned the access privilege of UPDATE.

Chapter 1. Introduction 3



Profiles

Enhanced Access Control for SCLM matches the data set access request against its

definitions for the Profile, Application and User/Group to determine the

appropriate access privilege. Most-to-least specific matching is performed,

therefore:

* Discrete data set Profiles take precedence over generic data set Profiles.

* RACEF user IDs take precedence over RACF Groups, which take precedence over
* for all users.

(Chapter 3, “Enhanced Access Control for SCLM Definitions” on page 37| provides
more information regarding Profile definitions, including how they work, examples
and administration considerations.

Applications

The principal feature of Enhanced Access Control for SCLM is its ability to limit
data set access via specific Applications. These Applications describe the programs
that must be used to obtain access: a control program called the High Program and
a service program called the Low Program. For example, ISRSCLM is an SCLM
High Program, and FLMP may be used as the Low Program for the SCLM
Promote function. By defining both the High and Low Programs, SCLM and its
various sub functions can be secured.

Defining the SCLM programs as Applications simplifies access rule writing, as
multiple combinations of SCLM programs may be grouped into one or a few
applications. The Applications may also be assigned Function names to distinguish
various SCLM functions or services. Whereas the Application name is mandatory,
the Function name is optional. It provides flexibility in the way Applications are
defined.

Here is an example definition for the Application and Function name of SCLM
Promote. While these names are arbitrary, they should be assigned values that
readily distinguish their use. You could equally have assigned the Application
name of Promote and not used a Function name. This Application contains three
High and Low Program pairs.

Application: SCLM Application: PROMOTE
Function: PROMOTE or Function:
High Program Low Program High Program Low Program
1 FLMCMD FLMP 1 FLMCMD FLMP
2 FLMS$SRV FLMP 2 FLMS$SRV FLMP
3 ISRSCLM FLMP 3 ISRSCLM FLMP

Program pair 1
specifies the High Program of FLMCMD. This is the controlling program
when the SCLM Command Interface is executed. The Low Program is
FLMP, because this is the program that controls the in the SCLM Promote
service.

Program pair 2
specifies the High Program of FLMS$SRV. This is the controlling program
when the SCLM FLMLNK Subroutine or Call Interface is executed.

Program pair 3
specifies the High Program of ISRSCLM. This is the controlling program
when SCLM is executed online via TSO.

4 Enhanced Access Control for SCLM V1R1 User’s Guide



Applications

[Chapter 3, “Enhanced Access Control for SCLM Definitions” on page 37| provides
more information regarding Application definitions, including how they work,
examples, suggested definitions and administration considerations.

Components

Here is a summary of the five Enhanced Access Control for SCLM components.

The ISPF Dialog is an online interface that is used to define the
SCLM Applications and the rules that govern user
access to data set Profiles via those Applications.

The Rule File is a VSAM KSDS data set that stores the Enhanced
Access Control for SCLM definitions entered from
the online panels.

The Rule Load utility loads into memory a reformatted image of the Rule
File, and activates the Enhanced Access Control for
SCLM MVS Subsystem, and loads into memory the
Validation Routine.

The MVS Subsystem acts as an anchoring point for the in-memory rule
addresses, and processes the Enhanced Access
Control for SCLM operator commands.

The Validation Routine is invoked via a RACF exit during access request
validation. It assigns access privileges according to
the in-memory rules as loaded from the Rule File.

The ISPF Dialog

The Enhanced Access Control for SCLM dialog is an ISPF based menu-driven
dialog that is used to define the access controls for SCLM. These items describe
how to use the dialog, and these equate to the options shown on the Enhanced
Access Control for SCLM primary option menu. From these menu options, you
define access controls for your SCLM resources.

1. Define Settings that govern the ISPF dialog displays. These settings include the
name of the rule file that stores the access control rules.

2. The Status Information panel provides information regarding the current
operation of Enhanced Access Control for SCLM. For example, it can tell you if
Enhanced Access Control for SCLM is currently active on your system, and the
name of the rule file that was last used to load the access control rules.

3. Define Profiles of the data set resources to be controlled, and the access rules
for those data sets. The access rules describe combinations of users, access
privileges, and Applications or SCLM programs whereby access is allowed.

4. Define Applications that describe the SCLM programs used for access control.

5. Report Violations that have occurred, thereby assisting your refinement of
Enhanced Access Control for SCLM access control rules.

The Rule File

Enhanced Access Control for SCLM has its own rules database to store the rules
that describe the conditions under which access is granted. The Rule File is a
VSAM KSDS that is administered via online panels. The rule file contains the
Enhanced Access Control for SCLM Profile and Application definitions.

Chapter 1. Introduction 5



The Rule File

Although multiple Rule Files may be defined, only one of these may be active on
your system at any time. A central copy of the Rule File is loaded into memory via
the Rule Load utility program HSSSSINT. Therefore changes to the rule file Profile
or Application definitions do not take effect until they have been reloaded into
memory by the Rule Load utility. The previous in-memory rules will then be
replaced.

From the ISPF dialog, the Status Information panel shows you the Rule File last
used to load the in-memory copy of the rules. The Settings panel determines the
Rule File to be updated when changing Profile or Application definitions.

The Rule Load Utility

To enhance performance, Enhanced Access Control for SCLM loads an image of its
Rule File definitions into memory. The HSSSSINT Rule Load Utility performs this
task. The in-memory rules are formatted to simplify and speed processing for the
Validation Routine.

If Enhanced Access Control for SCLM has not been previously started, the Rule
Load Utility dynamically installs its MVS Subsystem and loads into memory the
Validation Routine. If the Enhanced Access Control for SCLM administrator
updates the Rule File via the online panels, then the Rule Load Utility may be
rerun to refresh the in-memory copy of the rules.

Enhanced Access Control for SCLM will not be active on your system until the
Rule Load Utility has been run. After each system IPL, the Rule Load Utility needs
to be run again, and this may be automated by the use of a JCL procedure
executed during the system IPL.

The MVS Subsystem

Enhanced Access Control for SCLM uses an MVS™ subsystem to anchor the
storage addresses of the in-memory copy of the rules. The Rule Load Utility
dynamically installs and initializes this subsystem, assigning its name based on a
JCL parameter. The Validation Routine uses this MVS subsystem to locate the
in-memory rules for data set access validation.

Once installed, the subsystem recognizes these MVS console operator commands,
where <ssid> is the MVS subsystem-id:

<ssid> DISABLE disables or stops Enhanced Access Control for
SCLM validation processing

<ssid> ENABLE enables or resumes Enhanced Access Control for
SCLM validation processing

<ssid> INSTALL dynamically installs the Validation Routine into the
RACF environment

<ssid> UNINSTALL dynamically uninstalls the Validation Routine from
the RACF environment

6  Enhanced Access Control for SCLM V1R1 User’s Guide



The Validation Routine

The Validation Routine

The Validation Routine assigns access privileges to a data set, based on the Profile
access rules. The Validation Routine receives control after RACF has completed its
security validation. The RACF RACHECK post-processing exit ICHRCXO02 is used
to invoke the Validation Routine.

If the user has been granted data set access via RACF, then Enhanced Access
Control for SCLM honors the RACF privilege and performs no further access
checking.

However, if RACF denies access, then Enhanced Access Control for SCLM may
grant access, as determined by the Profile access rules and the execution conditions
of the original access request. In this event, the Validation Routine:

¢ Determines the Profile for validation based on the data set name referenced in
the access request, or the RACF generic data set Profile used for validation

* Matches the program execution environment to the Applications defined within
the Profile access rules

e Checks and withholds access if the SCLM program environment appears
compromised

* Matches the user to the list of users or RACF Groups defined for the matching
Application within the Profile

* Assigns the access privilege according to the matched access rule

* If access is not granted, access details are collected into an in-memory buffer to
simplify online violation reporting

* Returns to RACF, signaling whether the access request has been granted.

The Validation Routine uses an in-memory copy of the Profile and Application

definitions for validation purposes. These in-memory rules are formatted by the
Rule Load utility (HSSSSINT) to simplify and speed validation checking.

Interaction with RACF

The Validation Routine interfaces to RACF via the RACHECK Post Processing exit.
Although two installation methods are provided, dynamic or static, the technique
for interaction with RACF is essentially the same.

The diagram shows how Enhanced Access Control for SCLM interacts with RACF
for a data set access request when the Validation Routine is statically installed.
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Program RACF ICHRCX02

Data set ——» | - Checkrules
Access request - Allow or deny access
- Invoke exit ——— @
Enhanced Access

Control for SCLM
Validation Routine

< Return if access is
granted by RACF

Otherwise:
< _@ - check rules
- allow or deny

- Log if required access
Access granted <€—— @ - Return with access - collect violation
or access violation allowed or denied details if required

Figure 5. Interaction with RACF

. A program issues a data set access request. This request is processed by RACFE.
. RACEF checks its security rules and determines if the user should be allowed or

denied access.

. RACF invokes the ICHRCX02, RACHECK post-processing validation exit.
. The RACF exit invokes the Enhanced Access Control for SCLM Validation

Routine Interface (HSSRCX02), which in turns invokes the Validation Routine.

. If RACF has allowed data set access, then Enhanced Access Control for SCLM

ignores further checking and immediately relinquishes control.

. However, if RACF has denied access, then Enhanced Access Control for SCLM

checks its own rules. Profile, Application, and user matching are performed.
Access is allowed or denied as dictated by the rules. A violation trace record
may be collected to simplify rule refinement.

. Control is returned to RACF. If required, RACF logging occurs.
. RACEF relinquishes control. The access request is granted or the program

receives a RACF data set violation, which ever is appropriate.

Security and Administration Considerations

8

Enhanced Access Control for SCLM operates in conjunction with RACF to extend
access control privileges. As Enhanced Access Control for SCLM can be used to
grant access to data sets, it is imperative that administration of its definitions be as
tightly controlled as the definitions for RACE. Therefore, the central RACF security

officer should administer Enhanced Access Control for SCLM. The Enhanced
Access Control for SCLM data sets themselves should also be secured, in

particular:

¢ The Enhanced Access Control for SCLM execution load library

(<smpedlib>.SHSSLINK) containing the HSSSSINT Rule Load Utility should be
restricted to the use of the Enhanced Access Control for SCLM administrator.

Note: If the SHSSLINK data set is secured as recommended above, then this

data set should not be added to the MVS Linklist. Data sets in the Linklist

are opened by a system function, therefore access is not attributed to the

user.
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¢ The Enhanced Access Control for SCLM ISPF panel library
(<smpedlib>.SHSSPENU) should be restricted to the use of the Enhanced Access
Control for SCLM administrator.

* The Rule File(s) used for storing the Enhanced Access Control for SCLM Profile
and Application definitions should be restricted to the use of the Enhanced
Access Control for SCLM administrator.

Back up of the Rule File should be performed regularly, in order to effect quick
and timely recovery. Updated definitions saved in the Rule File cannot be
automatically backed out. Therefore, it may be advisable to create two Rule Files:
one for the currently active rules, and one for making rule alterations. These Rule
Files may be synchronized after any new rules have been implemented and
deemed as acceptable.

As the Rule File is a standard VSAM KSDS data set, the IDCAMS utility may be
used to delete or define the Rule File, or copy records (REPRO) between Rule Files.
This utility may also be used to resize or reorganize the Rule File.

Getting Started

This section is intended for a first-time Enhanced Access Control for SCLM
administrator, perhaps initially setting up Enhanced Access Control for SCLM for
use after the software installation has been completed. To get started quickly, work
through these steps and learn about Enhanced Access Control for SCLM as you go.

1. Software Installation

[Chapter 7, “Installation” on page 95| describes the steps that need to be
followed to install Enhanced Access Control for SCLM. Your system
programmers may have completed this product installation already.

However, you should confirm with them that the ICHRCX02 RACF validation
exit has been tailored to invoke the Enhanced Access Control for SCLM
HSSRCX02 module and that the ICHRCXO02 exit is active, or whether the
INSTALL command is to be used to dynamically install the Validation Routine
after the Enhanced Access Control for SCLM definitions have been created
and loaded into memory.

In addition, ensure that the Enhanced Access Control for SCLM software and
panel libraries are secured, so that access to these is restricted to Enhanced
Access Control for SCLM administrators only.

2. Invoke the Enhanced Access Control for SCLM ISPF Dialog

You will need to use the Enhanced Access Control for SCLM online panels to
administer Enhanced Access Control for SCLM definitions.

Check with your system programmers to see if the Enhanced Access Control
for SCLM ISPF Dialog has been set up as a menu option within your ISPF
environment. If not, the Enhanced Access Control for SCLM ISPF Dialog can
be invoked from TSO option 6 (ISPF Command Shell) by entering the
following command, where <smpetlib> represents the data set name high
level qualifiers assigned to the Enhanced Access Control for SCLM software
libraries:

EX '<smpetlib>.SHSSEXEC(HSSOREXX)' '<smpetlib>'
3. Check if a Rule File is in use

Go to the Status Information panel in the ISPF Dialog. It will display
information about the current status of Enhanced Access Control for SCLM. If
the display indicates that the product is active, it also shows the name of the
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Rule File used to load the definitions into memory. Rather than create a new
Rule File in the next step, you may prefer to use this one.

You can learn more by referring to these topics:

¢ ['The Status Information panel” on page 20|
* [‘The ISPF Dialog” on page 5|

. Create the Rule File

Create the Rule File that is used to store Profile and Application definitions.
Sample JCL can be found in the SHSSSAMP product data set, member
HSSRDEEN, or you can review these topics:

* ['HSSRDEEN - Rule File definition JCL” on page 57|

* [“The Rule File” on page 5

Set the Rule File for your ISPF session

Go to the Settings panel in this ISPF Dialog, and enter the name of your Rule
File in the list area provided. Then select (S) this file as the one you wish to
edit. You can learn more by referring to these topics:

* [“The Settings panel” on page 17]

* ['The ISPF Dialog” on page 5|

. Create Application definitions

Create Application definitions that describe the SCLM program environment.
Suggested definitions have been provided, and sample JCL to load these into
your Rule File was contained in the SHSSSAMP product data set, member
HSSRDEEN that was used to allocate the Rule File in step @

If you have already loaded the Application definitions, then you should
review these. If you have not loaded the Application definitions you may do
so now, or manually enter definitions via the Application Selection and
Application Maintenance panels.

Consideration should be given to the way SCLM functions are grouped into
Applications, as this may simplify Profile access rule writing. Refer to

[“Application considerations for writing Profile access rules” on page 46| for

more information.

In the test example in the following steps, only the SCLM EDIT Application
and Function are required. However, if you are loading the definitions via
JCL, then do the whole lot now.

You can obtain more information from the topics below:
+ How to load predefined Applications is described in ["HSSRDEEN - Rule]
File definition JCL” on page 57

* ['The Application Selection panel” on page 26

* ['The Application Maintenance panel” on page 28|

* [“Applications definitions” on page 3

« [Appendix A, “Suggestions for Application Definitions” on page 111|

You will need to be familiar with the names of the Applications and Functions
so that you can write the Profile access rules in the next step.

. Create Profile definitions

Create Profile definitions that describe the data sets and RACF generic Profiles
to be controlled. The Profile definitions also contain the access rules for
Enhanced Access Control for SCLM.

Initially, just create one Profile to become familiar with Enhanced Access
Control for SCLM. Go to the Profile Selection panel in the ISPF Dialog, and
enter I (to insert) a new Profile. When the Profile Maintenance panel is
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displayed, enter values for the Profile Name (the data set whose access will be
controlled) and Data field (descriptive text). Leave all the prefix value fields
set to *.

For testing purposes, make the Profile name match an SCLM-managed source
library that you would normally be allowed to edit, even outside of SCLM.

At the bottom of the panel are input fields for the access rules. Enter the name
of an Application and Function defined in the previous step, then the user ID
or RACF Group, and lastly the level of access. You may use the PROMPT key
(default is F4) to display a pop-up list of values for the fields Application,
Function and Access. The Access field allows the prefix characters N (NONE),
R (READ), U (UPDATE), C (CONTROL) and A (ALTER) to be entered.

For testing purposes, use the Application/Function that controls the editing of
an SCLM source data set. The suggested definitions assign this the
Application and Function name of SCLM and EDIT. Set your user ID, in the
User/Group field, and give yourself UPDATE access.

Later you can repeat, insert or delete access rules from the list. You may
overtype list values at any time. The columns may be sorted by placing your
cursor onto a column heading and pressing ENTER. SORT from the VIEW
Action Bar allows you to change the default sort sequence.

SAVE the updated Profile definitions and exit the panel.
You can learn more by referring to these topics:

+ [“The Profile Selection panel” on page 22|

+ [“The Profile Maintenance panel” on page 23|

* [“Profiles” on page 48|

Load the definitions into memory

The definitions stored within the Rule File are loaded into memory via the
HSSSSINT utility. All access validation performed by Enhanced Access Control
for SCLM is made against the in-memory rules. Rule reloading replaces the
previous in-memory rules.

Sample JCL to execute the HSSSSINT utility can be found in the SHSSSAMP
product data set, member HSSRLOAD, or you can learn how to run the utility
via the topics below:

+ ["HSSRLOAD - Rule Load Utility JCL” on page 60|

* ["The Rule File” on page 5

The execution job for HSSSSINT should complete with RC=00. The SYSPRINT
file will contain information messages for your inspection.

Verify via the Status Information panel that the load is complete

Go to the Status Information panel in the ISPF Dialog, as described in step EI
The information display should show that Enhanced Access
Control for SCLM is ACTIVE, and that you loaded the rules from your Rule
File.

You can learn more by referring to these topics:

“The Status Information panel” on page 20|

Dynamically INSTALL the Validation Routine

If the Enhanced Access Control for SCLM Validation Routine is installed and
active on your system, you may ignore this step. However, if your system
programmers indicated in stepthat the Validation Routine would
be dynamically installed, this can be done now. Your system programmers
should do this for you.

You can learn more by referring to these topics:
* [“Dynamic installation using the INSTALL command” on page 9§
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12.

13.

14.

15.

* ["INSTALL Command” on page 70|
Adjust the RACF rules

Adjust the RACF access rules to restrict access to READ for the data set and
user ID that you have now defined to Enhanced Access Control for SCLM.

As a general rule, use RACF to grant READ access to the SCLM related data
sets, as this greatly simplifies rule writing. It avoids preparing Application
definitions for the many program combinations that may read a data set, such
as compare utilities, search-for-string utilities, copy utilities, and so forth.

Test data set access outside of SCLM

Attempt to update the data set outside of SCLM, and in a manner not defined

to Enhanced Access Control for SCLM. In our test example, try to edit or

update the data set using the native TSO utilities, like the ISPF editor (TSO

option 2) or IEBCOPY (TSO option 3.3). A RACF data set violation is

expected. If this does not occur, then:

e The RACEF rules were not adjusted correctly in step |11 above; or

* Access is being granted by Enhanced Access Control for SCLM because you
have edited the file via SCLM, or the Application/Function definition in use
is not restrictive to SCLM.

Examine Violations

Go to the Violation Selection panel in the ISPF Dialog. The display should
show a violation entry for the data set access attempt that failed in the
previous step. If this does not appear, this indicates that:

* The data set or generic Profile used by RACF has not been defined correctly
to Enhanced Access Control for SCLM. Check the spelling of the Profile
names.

* The Rule File used to store the Profile and Application definitions has not

been loaded into the in-memory rules. This should have been confirmed
previously in step

¢ The Enhanced Access Control for SCLM product is not correctly installed on
our system. Reconfirm the installation issues described previously in step

You can learn more from these topics:

* [“The Violation Selection panel” on page 30|
* ["The Violation Detail panel” on page 32

s ["The Violation Programs panel” on page 35|

Test data set access via SCLM

Attempt to update the data set in a manner controlled by the Enhanced

Access Control for SCLM definitions. In our example, try to edit the data set

via SCLM. Data set access should be granted. If this does not occur, then:

* Examine the violation log records as described in the previous step. The
violation report will assist you in identifying the reason for the failure.

Quick start is completed

By this point you have successfully created the Rule File, created an
Application and Profile definition, loaded these into the in-memory rules and
verified that the Enhanced Access Control for SCLM controls are operational.
However, there is more to do to plan and implement Enhanced Access Control
for SCLM as the next section will show.
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Planning your Enhanced Access Control for SCLM implementation

Select an SCLM project

If your installation has multiple SCLM projects under management, then a staged
approach to Enhanced Access Control for SCLM implementation is recommended.
This will allow you to become familiar with how Enhanced Access Control for
SCLM operates. Pick a candidate SCLM project. The SCLM project should be
representative of your other projects, and be willing to accept some disruptions
during Profile access rule refinement.

Arrange participant involvement

Implementing the Enhanced Access Control for SCLM controls for a subset of users
will minimize disruption while you verify the effectiveness of your Profile access
rules and Application definitions. Arrange for an SCLM developer to work with
you on testing the Enhanced Access Control for SCLM access controls. Seek the
cooperation of the RACF and SCLM administrators, as you may need their help
when changing definitions.

Review SCLM translators

The SCLM translators execute programs to parse, build, or copy SCLM-managed
objects. These programs must be loaded from an APF library or from an assigned
task library.

The SCLM translator FLMTRNSL macro TASKLIB parameter defines the task

library for program execution. If the TASKLIB is not assigned, the program must

be loaded from an APF library. Programs loaded from common storage (LPA)

already have APF library status. Programs loaded from the MVS Linklist where the

MVS parameter LINKAUTH=LINKLIST is set, also have APF library status. In

other cases, you must either:

 Alter the SCLM translator to include a TASKLIB parameter to define the
program execution library; or

* Place the program into an authorized library

Review of your SCLM translators to determine task library assignment or if
programs are APF loaded may become time consuming. An alternative is to test
access using Enhanced Access Control for SCLM and review access violations to
determine the cases where SCLM translators require refinement.

Identify the SCLM resources to be controlled

Identify the SCLM-managed data sets that will be controlled - by their data set
name and by their RACF Profile for validation. Also determine the types of SCLM
services that will be allowed against the data set, and which user IDs or RACF
Groups will have access, and the access privileges for those users. Prepare a table
to summarize these relationships:

Profile Application-Function User or Group Access
SCLM.DEV1.SOURCE  SCLM Edit PGMRS UPDATE
SCLM Build MNGRS UPDATE
PGMRS UPDATE
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Profile Application-Function User or Group Access
SCLM.DEV1.LOAD SCLM Build MNGRS UPDATE
PGMRS UPDATE

Typically READ access is controlled via RACF and not Enhanced Access Control
for SCLM, as reading using a specific execution program pathway is not required.
This greatly simplifies rule writing. It avoids having to prepare Application
definitions for the many program combinations that may read a data set, such as
compare utilities, search-for-string utilities, and copy utilities, along with the APF
load restrictions applied to these.

Initially limit this table to a subset of SCLM-managed libraries. The set should
allow the exercise of the common SCLM services, like editing, browsing and
building.

Prepare the Application definitions

Profile access rule writing can be simplified by the way SCLM functions are
grouped into Applications. Review [“Application considerations for writing Profile
laccess rules” on page 46| Consider the table prepared in the previous section, and
plan how the SCLM functions will be defined into Applications. Add the
Application names to be used into the table. Using the Enhanced Access Control
for SCLM ISPF dialog, prepare the Application definitions.

Prepare the Profile definitions

Profile definitions can be written from the table prepared in [‘Identify the SCLM|
fresources to be controlled” on page 13| Prepare all the access rules required for
each Profile. Even though one or two SCLM developers may conduct testing, use
the appropriate RACF Groups in preference to specific user IDs. Run the Rule
Load Utility and correct any reported errors.

Adjust RACF definitions

Adjust the RACF Profiles for the SCLM-managed data sets. Deny access for the
specific user IDs that will conduct testing. In this way, only the testers will be
impacted if the Enhanced Access Control for SCLM definitions require refinement.

Test access and refine definitions

Test user access to the data sets. Review the violation reports and refine the access
rules where appropriate. [“Data set access validation errors” on page 74| provides
useful information for resolving access errors.

When access is correct, progress to other SCLM-managed data sets as described in
[“Identify the SCLM resources to be controlled” on page 13 When access for the
entire SCLM project is correct, progressively implement the remaining users for
that SCLM project by removing their access via RACFE.
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Chapter 2. Using the Enhanced Access Control for SCLM
Dialog

The Enhanced Access Control for SCLM dialog is an ISPF-based menu-driven
dialog that is used to define the access controls for SCLM.

The dialog requires no special customization or setup. Once a Rule File has been
defined to store the Enhanced Access Control for SCLM definitions, you can start
using the dialog panels to create and maintain definitions.

This chapter describes how to use the Enhanced Access Control for SCLM ISPF
dialog;:

» |“ISPE Environment Considerations”| describes how you can use features
developed into the dialog.

* The rest of the chapter describes in detail the Enhanced Access Control for
SCLM dialog. Information is presented in the same order as the primary menu
options.

ISPF Environment Considerations

Enhanced Access Control for SCLM has been designed to follow CUA conventions,
while also accommodating established ISPF conventions. For example:

* Possible actions are presented in action bar pull-down menus; those available
from the File or View pull-down menus can also be requested from the
command line.

e A menu or selection list item can be selected either by positioning the cursor
over it (point-and-shoot) or by specifying its corresponding number, and then
pressing Enter.

* For some entry fields you can select from a list of available choices by
positioning the cursor on the field and pressing Prompt (F4). A+ (plus sign) to
the right of the field or column heading indicates that Prompt is available.

¢ Short-cut navigation to the primary Enhanced Access Control for SCLM
functions is available. For example, to invoke Violations reporting where you
may view recent access violations, you can select option 5 from the primary
menu, or enter =5 on the command line from anywhere in the Enhanced Access
Control for SCLM dialog. The Menu action pull down bar may also be used for
navigation.

* Help is available throughout the dialog. Context-sensitive help is available for
each panel and input field, and there is an online tutorial.

CUA Attribute Settings

The Enhanced Access Control for SCLM dialog is designed to use the default CUA
attributes. Changing CUA attributes, while allowed, may reduce your
understanding of some panels in the dialog. Therefore it is recommended that
these Panel Element settings be honored:

* Data entry fields (Choice Entry, List Entry, and Normal Entry) have the USCORE
(underscore) Highlight attribute set. This will allow you to easily identify the
input fields on each panel.
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* Reference Phrases, List Items, List Item Description and Normal Text fields have
their attributes set differently. This will allow you to easily distinguish between
headings, field descriptions, choices, and instructions.

* Point-and-Shoot and Normal Entry Field have their Color attributes set
differently. While this is not the CUA default, identifying Point-and-Shoot fields
will be easier and enable you to use the Enhanced Access Control for SCLM
dialog more effectively.

Function Key Settings

Enhanced Access Control for SCLM follows standard conventions for function
keys, for example, F1=Help, F3=Exit, F4=Prompt, F7=Backward, F8=Forward,
F12=Cancel.

Note: ISPF facilities accessed using the KEYS and KEYLIST commands allow the
user to assign alternative functions to the keys.

Enhanced Access Control for SCLM may also display the function key settings at
the bottom of each panel. The ISPF command PFSHOW ON/OFF allows display of
key settings to be turned on and off. The default settings for the function keys can
be displayed using the KEYSHELP command, also available from Help in the
action bar.

Prompt (F4)
Prompt is available on some data entry fields in the Enhanced Access Control for
SCLM dialog to help you specify valid values. To use this facility, position the
cursor on the field and press Prompt (F4). A list is displayed from which you can
select an acceptable value.

Point-and-Shoot Fields

Enhanced Access Control for SCLM employs point-and-shoot fields, such as menu
items. To ensure point-and-shoot works for the standard ISPF operations, use the
ISPF SETTINGS command and select Tab to point-and-shoot fields. This option
does not affect the Enhanced Access Control for SCLM functions.

Display Size
Enhanced Access Control for SCLM panels are designed to accommodate 24 lines,

with some panels incorporating scrollable areas for tabular lists. Screen display
sizes of 32 or 43 lines reduce the amount of scrolling required for these panels.

Displaying Messages
Enhanced Access Control for SCLM uses both long and short messages. Short
messages display at the top right, on the same line as the panel title. Long
messages are designed to display in a pop-up window. However, long messages of
less than the panel width can be customized to display just below or above the
command line rather than in a window. To do this, use the ISPF SETTINGS
command, and check that Long message in pop-up is not selected.

Messages displayed in a window can be moved to another location on the panel

by:

1. Positioning the cursor on the top or bottom border of the message window, and
pressing Enter.

2. Positioning the cursor at the location on the panel to which you wish to move
the message, and pressing Enter.
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The Primary Option Menu

The Primary Option Menu lets you navigate to other panels within the ISPF
dialog. These panels allow you to maintain definitions, or view access control
violation reports.

Menu Settings Help h
Enhanced Access Control for SCLM - Primary Menu
Option ===>
1 Settings Terminal and user parameters
2 Status Display current status information
3 Profiles Display or amend data set Profile rules
4 Applications Display or amend Application definitions
5 Violations Display log of recent access violations
X Exit Exit Enhanced Access Control for SCLM
IBM Enhanced Access Control for SCLM for z/0S
Licensed Materials - Property of Fundi Software
5697-H59 (C) Copyright Fundi Software 2002.
A1l Rights Reserved. Use, duplication or disclosure restricted.
Fl=Help F3=Exit  Fl2=Cancel
N J

Figure 6. Primary Option Menu

The Settings panel

The Settings panel lets you customize the way the Enhanced Access Control for
SCLM ISPF Dialog operates. It lets you choose processing options, and select the
Rule File data set to be used for maintaining Profile and Application definitions.
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Panel Layout

~
File Menu Function keys Help
Settings Row 1 from 2
Command ===> Scroll ===> CSR
Options
Enter '/' to select option
/ Confirm delete of Profile definition
/ Confirm delete of Application Function definition
7 Confirm autosave of Profile Rules updates
/ Confirm autosave of Application updates
Current Rule File : 'YOUR.RULE.FILE'
Specify Rule File
Enter '/' to select option
_ 'ANOTHER.RULE.FILE'
"YOUR.RULE.FILE'
;*End**
Fl=Help F3=Exit F7=Backward F8=Forward F12=Cancel )

Figure 7. The Settings panel

Panel Layout

The Settings panel has three parts:

Options
Turn on and turn off processing options where / turns the option on, and
blank turns it off.

Current Rule File
Displays the Rule File currently selected for editing. This is the Rule File
data set that is updated if you change Profile or Application definitions.

Specify Rule File
Lists the Rule Files that may be selected for edit processing. You may
insert (I), delete (D), update by overtyping, or select (S) the Rule File
entries. This is a scrollable list. The number of entries in the list is shown
by the row counts in the top right of the panel.

Confirm Profile Delete

This option only applies to requests to delete a Profile definition. It applies to the
deletion of the whole Profile, not just an access rule within the Profile.

This field determines whether a pop-up confirmation window should be displayed
when you attempt to delete the Profile. The pop-up window allows you to accept
or cancel the deletion request, and change the delete Profile confirmation setting
either permanently or temporarily for this Enhanced Access Control for SCLM
session.

The delete Profile confirmation setting has these values:

/ Requests Enhanced Access Control for SCLM to prompt you for
confirmation of a Delete request.

blank Indicates you do not want to confirm a Delete.
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Confirm Application Delete

This option only applies to requests to delete an Application definition. It applies
to the deletion of the whole Application, not just a High-Low Program pair within
the Application.

This field determines whether a pop-up confirmation window should be displayed
when you attempt to delete the Application. The pop-up window allows you to
accept or cancel the deletion request, and change the delete Application
confirmation setting either permanently or temporarily for this Enhanced Access
Control for SCLM session.

The delete Application confirmation setting has these values:

/ Requests Enhanced Access Control for SCLM to prompt you for
confirmation of a Delete request.

blank Indicates you do not want to confirm a Delete.

Confirm Profile Autosave

This option only applies when a Profile definition has been updated, and exiting
the panel implies automatic saving of the updates. This automatic saving of
updates is called AUTOSAVE.

This field determines whether a pop-up confirmation window should be displayed
when you exit the panel with unsaved updates. The pop-up window allows you to
accept or cancel the updates, and change the AUTOSAVE Profile confirmation
setting either permanently or temporarily for this Enhanced Access Control for
SCLM session.

The AUTOSAVE Profile confirmation setting has these values:

/ Requests Enhanced Access Control for SCLM to prompt you to confirm the
automatic saving of updates.

blank Indicates that you do not want to confirm an AUTOSAVE. Any updates are
automatically saved on panel exit.

Confirm Application Autosave

This option only applies when an Application definition has been updated, and
exiting the panel implies automatic saving of the updates. This automatic saving of
updates is called AUTOSAVE.

This field determines whether a pop-up confirmation window should be displayed
when you exit the panel with unsaved updates. The pop-up window allows you to
accept or cancel the updates, and change the AUTOSAVE Application confirmation
setting either permanently or temporarily for this Enhanced Access Control for
SCLM session.

The AUTOSAVE Application confirmation setting has these values:

/ Requests Enhanced Access Control for SCLM to prompt you to confirm the
automatic saving of updates.

blank Indicates that you do not want to confirm an AUTOSAVE. Any updates are
automatically saved on panel exit.

Current Rule File

This field displays the Rule File that is currently selected for editing. Definitions
are retrieved from or saved to this Rule File. The Rule File is displayed as a fully
qualified data set name, enclosed in quotes.
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Current Rule File

You may select another Rule File for processing from the list of data sets in the
Settings panel area labeled Specify Rule File.

Specify Rule File

This is a tabular display of Rule Files that may be selected for processing. You may
scroll backward (default is F7) and forwards (default is F8) through the list. The
fields include:

Option The left-most input field is the processing option for the associated
Rule File. The options are:
/ Display a pop-up window of options
I Insert a Rule File list entry line
D Delete this Rule File list entry
S Select this as the current Rule File
Rule File The Rule File data set name. Overtype this area to specify a new

data set name. If you enclose the name in quotes, it is treated as a
fully qualified data set name, otherwise Enhanced Access Control
for SCLM adds the user’s TSO PREFIX to resolve the fully
qualified data set name.

The Status Information panel

The Status Information panel provides information about the current state of
operation for Enhanced Access Control for SCLM. A REFRESH command can be
invoked by function key (default is F5), line command, or the Functions Action Bar
option to refresh the display with current data.

~
Menu Settings Functions Help
Status Information
Command ===>
Activity Status . : ACTIVE
MVS Subsystem . . : HSS#
Rule file in use . : YOUR.RULE.FILE
Rules loaded . . . : 2002-05-29 at 23:59:59 by ADMIN1
Fl=Help F3=Exit F5=Refresh F12=Cancel
o J

Figure 8. The Status Information panel

Command Line

The Status Information panel recognizes this special command:

REFRESH Refresh the display by obtaining current status information. You
can also enter the REFRESH command using a function key (the
default is F5), or from the Functions Action Bar option.
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The Activity Status field
The Activity Status field

The Activity Status field indicates the state of operation for Enhanced Access
Control for SCLM. The status values are:

Active Enhanced Access Control for SCLM is in normal operational mode.
It performs access control services as RACF data set violations
occur. You may stop Enhanced Access Control for SCLM
processing, thereby making it inactive, by issuing this MVS
operator command:
<MVS subsystem> DISABLE

Inactive Enhanced Access Control for SCLM is not operational, because it
has been stopped by the DISABLE operator command. In this state
Enhanced Access Control for SCLM does not perform access
control services. Therefore RACF data set violations occur in cases
where Enhanced Access Control for SCLM previously granted
access. You may resume Enhanced Access Control for SCLM
processing, thereby making it active, by issuing this MVS operator
command:

<MVS subsystem> ENABLE

Not Initiated = Enhanced Access Control for SCLM is not operational, because it
has not been started. The Rule Load Utility has not been
successfully run to activate the MVS subsystem, load the
in-memory rules, and load the Validation Routine.

In this state Enhanced Access Control for SCLM does not perform
access control services. Therefore RACF data set violations occur in
cases where you might expect Enhanced Access Control for SCLM
to grant access. Executing the Rule Load Utility starts Enhanced
Access Control for SCLM.

Reloading Enhanced Access Control for SCLM is reloading the in-memory
rules. When this is complete, Enhanced Access Control for SCLM
resumes the previous ACTIVE or INACTIVE status, or becomes
ACTIVE if it was previously NOT INITIATED. During the
RELOADING Enhanced Access Control for SCLM performs access
control services if it was previously ACTIVE.

The MVS subsystem field

The MVS subsystem field displays the name of the MVS subsystem used by
Enhanced Access Control for SCLM. This field is blank if Enhanced Access Control
for SCLM has not been started, and is therefore in a NOT INITIATED state.

The Rule file in use field

The Rule File In Use field displays the name of the Rule File last used to load the
in-memory copy of the rules. This field is left blank if Enhanced Access Control for
SCLM has not been started, and is therefore in a NOT INITIATED state. The Rule
File is shown as a fully qualified data set name, without quotes.

Note: This Rule File may differ from that used for editing purposes using the ISPF
dialog. Choose the current Rule File for editing using the Settings panel.

The Rules Loaded field

The Rules Loaded field displays when and by whom the Rule File was last used to
load the in-memory copy of the rules. The field has this layout:
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The Rules Loaded field

Rules Loaded: YYYY-MM-DD at HH:MM:SS by USER ID

This field is left blank if Enhanced Access Control for SCLM has not been started,
and is therefore in a NOT INITIATED state.

The Profile Selection panel

22

The Profile Selection panel lets you maintain the Profile definitions that describe to
Enhanced Access Control for SCLM the data sets to be validated for access control.

] N
Menu Settings Help

Profile Selection Row 1 from 6
Command ===> Scroll ===> CSR

Profile Prefix (Use * for all Profiles)
*

Profile Processing
Enter '/' for selection Tist

Profile
s SCLM.DEVT.=*
~  SCLM.DEVT.SOURCE
~  SCLM.EXPORT.FILE
~  SCLM.PROJDEFS.LOAD
" SCLM.RELEASE.*
~ SCLM.TEST.*

Bottom of data

Fl=Help F3=Exit F7=Backward F8=Forward F12=Cancel

Figure 9. The Profile Selection panel

The panel displays a list of Profile definitions. From this list you can select an
entry for updating, delete an entry, or insert new entries. Upon entry, the list is
displayed is ascending sort sequence.

The panel has two parts:

Prefix filter Limits the Profile List display

Profile List Is the list of Profiles validated by Enhanced Access Control for
SCLM

Prefix filter

The prefix filter limits the Profiles display. Only Profiles matching the prefix will
be displayed. These examples show how the prefix filter works:

* displays all Profiles

SCx displays Profiles starting with SC
SCLM~ displays Profiles starting with SCLM
SCLM. * displays Profiles starting with SCLM.

SCLM.DEVT= displays Profiles starting with SCLM.DEVT

Profile List

This is a tabular display of Profiles that may be selected for processing. The list is
scrollable. The number of entries in the list is shown by the row counts in the top
right of the panel. If the prefix filter is active, then FILTERING ACTIVE replaces
the row counts in the top right of the panel.
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Profile List
The Profile List fields include:

Option The processing option for the associated Profile. The options are:
/ Display a pop-up window of options
D Delete this Profile list entry
I Insert a new Profile definition
S Select this Profile for updating
Profile The Profile name. This is a display field that cannot be overtyped.

The Profiles identify discrete data sets, or RACF generic data set
Profiles to be validated by Enhanced Access Control for SCLM.

The Profile names are fully qualified and displayed without quotes.
Only Profile names matching the Profile Prefix field appear in the
display.

The Profile Maintenance panel

The Profile Maintenance panel lets you maintain the access rules for a Profile.
These access rules determine the user access privileges assigned by Enhanced
Access Control for SCLM, and the conditions under which they apply.

File Menu Settings View Help

Profile Maintenance Row 1 from 4
Command ===> Scroll ===> CSR

Profile: SCLM.DEVT.=*
Data:
SCLM Developer datasets

Enter a prefix value to limit the display of each column

Application Function User/Group Access
* * * *

Enter '/' to select option or overtype rules

Application + Function + User/Group Access +

SCLM BROWSE * READ
" SCLM BUILD PGMRS UPDATE
" SCLM EDIT PGMRS UPDATE
: SCLM PROMOTE MNGRS UPDATE
khkkkhkhkkhkhkkhkhkhkhhhkhkhkhkhkhkhkkkhhkkxkx Bottom of data *hkkkkhkhkkhkhkkhhkhkhkkhkhkkhkhhkhhhkhkhkkkkx
Fl=Help F3=Exit F4=Prompt F7=Backward F8=Forward F12=Cancel

Figure 10. Profile maintenance

The panel has four parts:

Profile Identifies the data set or generic Profile

Data A textual description for information purposes
Prefix filters ~ Limits the Access Rules list display

Access Rules  Tabular data defining the access rules

Command Line

The Profile Maintenance panel recognizes these special commands:
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Command Line
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Profile

Data

SORT Display a pop-up window to control the sort sequencing of the
Access Rules list. This pop-up window may also be presented via
the View Action Bar option.

SORT <column name>
Sort the Access Rules list based on the specified column. You can
specify multiple column names, in which case these are sorted in
the specified sequence order. Valid column names are Application,
Function, User or Group, and Access. If an invalid column name is
entered, then the sort pop-up window is displayed.

The Profile is the name of a discrete data set or RACF generic data set Profile to be
validated by Enhanced Access Control for SCLM.

If you are inserting a new Profile definition, then a value for this field must be
entered. The value may be changed until the Profile definition is saved, after which
the field may not be overtyped. The Profile name is entered fully qualified and
without quotes. The Profile name conforms to the conventions for data set names
or RACF generic data set Profiles.

If you are maintaining an existing Profile definition, the Profile name cannot be
overtyped.

If a Profile has been assigned an incorrect name value, the incorrect Profile
definition must be deleted and the correct Profile definition inserted.

The DATA field allows descriptive text to be added to the Profile definition. This
text is stored along with the Profile definitions in the Rule File, however Enhanced
Access Control for SCLM does not use it in any way.

This area is provided for the administrator’s use. The area may contain any data;
its contents are not validated. You may leave this area blank.

Prefix filters

The Prefix filters limit the Access Rule List display. Only Access Rules matching
the prefix filter values will be displayed.

In the first example, all prefix filters are set to * (anything); therefore, all Access
Rule List entries are displayed.

Prefix Values:

Application Function User/Group Access
* * * *

Access Rule List:

Application Function User/Group Access
SCLM BROWSE * READ
SCLM BROWSE PETER READ
SCLM BROWSE SIMON READ
SCLM EDIT STEVE READ
SCLM EDIT PETER UPDATE
SCLM EDIT PAUL UPDATE
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Prefix filters

In the next example, only one filter is used. It is for User/Group and the filter
value P+ means only users or RACF groups commencing with P are displayed. The
display appears as:

Prefix Values:
Application Function User/Group Access
* * P *

Access Rule List:

Application Function User/Group Access
SCLM BROWSE PETER READ

SCLM EDIT PETER UPDATE
SCLM EDIT PAUL UPDATE

In the next example, two filters are used. Both must be satisfied for the access rule
to appear in the display.

Prefix Values:

Application Function User/Group Access
* ED* P *
Access Rule List:

Application Function User/Group Access
SCLM EDIT PETER UPDATE
SCLM EDIT PAUL UPDATE

If no access rules satisfy the prefix filters, then the display appears as follows:

Prefix Values:
Application Function User/Group Access
* * JOHN=* *

Access Rule List:
AppTlication Function User/Group Access

Access Rules

This is a tabular display of Access Rules. The list is scrollable. The number of
entries in the list is shown by the row counts in the top right of the panel. If prefix
filters are active, then FILTERING ACTIVE replaces the row counts in the top right
of the panel. To simplify viewing, the Access Rules list may be sorted as described
in the section that follows.

The Access Rules values may be overtyped, or the PROMPT key (default is F4)
may be used to display a list of values for the Application, Function and Access
columns. The table fields include:

Option The processing option for the Access Rule. The options are:
/ Display a pop-up window of options
D Delete this Access Rule
I Insert a new Access Rule line, or 12 for two lines and so on
R Repeat this Access Rule line, or R2 to repeat twice and so
on

Application ~ The Application name, which must be previously defined to
Enhanced Access Control for SCLM. The Application and Function
define SCLM services by means of the SCLM programs that
provide those services.

Enhanced Access Control for SCLM validates that data set access is
performed using the program combinations defined in the
Applications/Functions definitions.

Chapter 2. Using the Enhanced Access Control for SCLM Dialog 25



Access Rules

Function The Function name, which must be previously defined to
Enhanced Access Control for SCLM for the specified Application.
The Function can be left blank for Applications defined without a
Function value.

User/Group  The user ID or RACF Group. The access rule will only be
applicable if this field value matches:

1. The RACEF user ID in use when access was attempted

2. A RACF Group to which the user was currently connected at
the time the access was attempted

3. The value *, which is used to designate all users

Sorting the Access Rules

By default, the Access Rules list is sorted in ascending order based on the column
sequence Application, Function, User/Group and Access. However this can be
changed. Your default sort sequence can be controlled via the action bar View pull
down option, or by entering SORT on the command line. This will present a
pop-up window to control the sort sequencing. The pop-up window appears as
follows:

Profile Rule Sort

To sort the display, enter the sort sequence
number for each column and A or D for ascending
or descending order

Sequence Column AorD
1 APPLICATION A
2 FUNCTION A
3 USER/GROUP A
4 ACCESS A

Press ENTER to confirm and perform the sort.
Press CANCEL or EXIT to cancel sort.

Figure 11. The Profile Rule Sort pop-up

From this pop-up window, you may assign each column a unique sort sequence
number, from 1 to 4. You also indicate whether each column should be sorted in
ascending or descending sequence by entering an A or D adjacent to the column
name.

The sorting sequence may be changed temporarily by placing your cursor onto one
of the column headings and pressing Enter, for by entering SORT <column name>
on the command line.

The Application Selection panel

The Application Selection panel lets you maintain the Application definitions that
describe to Enhanced Access Control for SCLM the SCLM program environment.
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The Application Selection panel

Menu Settings Help h
Application Selection Row 1 from 11
Command ===> Scroll ===> CSR
Application Prefix (Use * for all Applications)
*
Application Processing
Enter '/' for selection list
Application Function
SCLM ALL
~ SCLM ARCHREP
~ SCLM BROWSE
~ SCLM BUILD
s SCLM EDIT
" SCLM EXPORT
~ SCLM IMPORT
" SCLM MIGRATE
~SCLM PROMOTE
SCLM SAMPLE
" SCLM UTILITY
q Fl=Help F3=Exit F7=Backward F8=Forward F12=Cancel )

Figure 12. The Application Selection panel

The panel displays a list of Application/Function definitions. From this list you
may select an entry for updating, delete an entry, or insert new entries. Upon
entry, the list is displayed is ascending sort sequence.

The panel has two parts:
Prefix filters Limits the list of Applications displayed
Application List The list of defined Applications/Functions

Prefix filters

The prefix filters limit the Application List display. Only Applications matching the
prefix value are displayed.

These examples show how the prefix filter works:

* Displays all Applications
SCx Displays Applications starting with SC
SCLM= Displays Applications starting with SCLM

Application List

This is a tabular display of Applications that may be selected for processing. The
list is a scrollable. The number of entries in the list is shown by the row counts in
the top right of the panel. If the prefix filter is active, then FILTERING ACTIVE
replaces the row counts in the top right of the panel. The Application List fields

include:
Option The processing option for the associated Application. The options
are:
/ Display a pop-up window of options
D Delete this Application list entry
I Insert a new Application definition
S Select this Application for updating

Application =~ The Application name. This is a display field that cannot be
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Application List

overtyped. The combination of Application and Function identify
an SCLM service, and will define the SCLM programs that provide
that service.

Function The Function name. This is a display field that cannot be
overtyped. The Function field allows the Application to be
classified to add clarity when preparing Application Definitions.

The Application Maintenance panel

The Application Maintenance panel lets you define the SCLM programs that
govern Enhanced Access Control for SCLM access control.

File Menu Settings Help

Application Maintenance Row 1 to 8 of 22
Command ===> Scroll ===> CSR

Application SCLM

Function . . EDIT

Data:

Controls SCLM member editing. High Programs are: ISRSCLM (online edit);
FLMCMD (FLMCMD Edit); FLMS$SRV (FLMLNK Edit). Cloud9 requires High-Low
Programs CLZRSDRV-CLZRSDRV, FLMCMD-FLMCMD, and FLMCMD-FLMCXUDI.

Enter '/' to select option or overtype pairs

High Program Low Program
CLZRSDRV CLZRSDRV

FLMCMD FLMCMD

FLMCMD FLMCXUDI

FLMCMD FLME$CRT

FLMCMD FLMESEND

FLMCMD FLME$IM

FLMCMD FLME$SAV

FLMCMD FLME$SMO

\‘Flee1p F3=Exit F7=Backward F8=Forward F12=Cancel

Figure 13. The Application Maintenance panel

The panel has four parts:

Application =~ The Application name

Function The Function within the Application

Data A text description for information purposes
Program List Tabular data of High-to-Low program environments

Application

The Enhanced Access Control for SCLM administrator assigns the Application
name. It identifies a set of program conditions, like an SCLM function, and would
typically reflect the purpose or use of those programs.

Enhanced Access Control for SCLM lets you classify Applications into Functions.
This provides flexibility in the way the program combinations are defined and
referenced when writing the Profile Access Rules.

If you are inserting a new Application/Function definition, then you must enter a
value for this field. The value may be changed until the Application definition is
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Application

saved, after which the field may not be overtyped. The Application name is
entered without quotes. The combination of Application and Function must be
unique.

If you are maintaining an existing Application definition, the Application name
cannot be overtyped.

Function

Data

Enhanced Access Control for SCLM lets you classify Applications into Functions.
This provides flexibility in the way the program combinations are defined and
referenced when writing Profile access rules.

The Application and Function a