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About this book:

This document includes tutorials and examples for using RMA in area-world IBM POS
environment. It includes information on installing, configuring, and using the systems
management solution for IBM retail POS products.

The aim of thisbook is asfollows:

e Tomakeyour lifealittle easier. It is sometimes difficult to navigate all the
documentation that is available — and even more difficult to figure out how it al
fitstogether. This guide should educate you on the end-to-end systems
management solution, which aways consists of many different components (e.g.
the POS hardware, peripherals, firmware, system drivers, UPOS drivers, sensor
drivers, RMA, IBM Director, various operating systems, €tc.).

e To help you plan your RMA implementation. This book helps you understand
what you can accomplish using RMA on Windows, Linux, and 4690. It also
discusses the additional software and drivers that are required to monitor your
POS hardware and to manage peripheral-attached devices viaRMA.

e Togiveyou step-by-step examples. Most chapters include realistic examples that
illustrate the topics in that chapter. In many cases, these examples can be used to
simplify your implementation, and/or to prepare demonstrations of the solution.

This document should be used as a supplement to the existing product-specific
documentation for RMA, 4690, UPOS, IBM Director, etc. We havetried to avoid
duplicating any significant content that is already covered in the existing publications.
Links and references to other documents are included throughout the book. Overlap
occurs only where necessary for the sake of clarity and/or readability.
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Questions or comments?

Please contact the IBM technical sales support team using TechLine at
http://www.ibm.com/retail/store/support. (Look for the section called “Ask a Retall
Question”, and click on “ Genera Questions’.)

Ask a Retail Question

The support group can help software customers with a support contract.

Techlinellili

1BM Feetal Store Soluions

CQwr Techline team can quickly help‘Fth General Questions, ,
Hardware/Software Questions and O ; . uestions.

Please note:

This document isawork in progress. Content is being added regularly, so check back for
updates and/or additions.
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Chapter 1 — Quick-Install Guide

These instructions describe the steps required to install the RMA general agent (GA), the
RMA master agent (MA), and IBM Director Server. These instructions are for RMA
version 2.6, and IBM Director 5.20.3 with service update 4.

This chapter assumes that the Windows operating system will be used for the GA, MA,
and Director Server; however, it’s possible to set up a mixed environment in which one
or more of these componentsis running on a different operating system (4690 or Linux).
To learn about using RMA in these other environments, you should first read and
understand this chapter, then refer to one of the following: “Chapter 2 — Setting Up
RMA on 4690", “Chapter 3 — Setting Up RMA on Novell Linux”, or “Chapter 4 —
Setting Up RMA on IRES’.

Note: Thisis not acomprehensive installation manual. Please refer to the RMA
user’s guide for more detailed information.

Installation Overview

Typically, these three components are installed on separate systems, as follows:
o The RMA genera agent (GA) should beinstalled on all the POS systemsin a
particular store. These systems can have DHCP addresses (i.e. no need for static
| P addresses).

e TheRMA master agent (MA) should be installed on asingle system within each
store that will act asthe RMA entry-point for the store. Asof RMA V2R6, this
system may have either a static |P address or a dynamic IP address provided the
hostname can be resolved by DNSto the correct |P address for the MA. This
system does not need to be a server-class system.

o ThelBM Director Server should be installed on a system residing outside the
store—typically, it will beinstalled at the corporate I/T headquarters or data-
center. When you install the Director Server, the installation program
automatically installs the Director Agent (to monitor the server on whichiitis
installed), and the Director Console (the GUI for Director Server) along with
Director Server. Typically, the Director Server should run on a dedicated server-
class computer, although thisis not necessary for the software to function

properly.

The overal installation processis asfollows:
1. Download the Director Server and required service update
2. Download RMA (which includes the Retail Extensions for IBM Director)
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Install the IBM Director Server on a system (typically on asystem outside the
store), along with the Service Update for IBM Director on the same system
Install Retail Extensionsfor IBM Director on the same system

Configure IBM Director Console to display Groups and Tasks panes

Install the RMA MA on asystem within astore

Install the RMA GA on adifferent POS system within the same store (or on all
the POS systems in the store)

Configure IBM Director discovery preferences to discover the MA

Discover the MA by clicking theicon to discover al IMX systems

No oM

© ®

Network Requirements

If you are setting up alab environment or a single-store scenario with no outside internet
connectivity, you can install the RMA MA on the same system as the Director Server,
although thisis generally not desirable for a production environment.

Network infrastructure can sometimes be complex, but the basic rules are as follows:
e TheRMA MA system must be able to communicate with the RMA GA systems's
IP address, and vice-versa. (Y ou can usualy test this using the “ ping” command
—try pinging the | P address of the MA from the GA, and vice-versa.)
e The Director Server system must be able to communicate with the RMA MA
system’ s IP address, and vice-versa. (Again, you can usualy test using “ping”
command.)

The network ports used by RMA are shown in the following table:

Network Port Description

10149 (TCP) Director Server to RMA MA (SOXS)

10150 (TCP) Director Server to RMA MA (RMI)

10151 (TCP) RMA MA to RMA GA (RMI)

10190 (TCP) Used for RMA filetransfers

31200 (UDP) Discovery messages for MA and GA

See Director Redbook Director Console to Server (and other Director-specific
network ports)

Discovering General Agents that are on different subnets than the
Master Agent
Typicaly, the MA and GA will be on the same subnet within the store. If they are not on

the same subnet, and are connected by an in-store router, there is an additional
configuration step to set the TCP/IP time-to-live parameter on the RMA agents.
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First, use the “tracert” command to identify the number of hops between the Master
Agent and General Agent systems. This command could be executed from either system
and should use the | P address of the other system (similar to ping).

c. Command Prompt

C:s>tracert 10.33.1.1

Tracing route to 18.33.1.1 over a maximum of 38 hops

1 <1 ms 1 ms <1 ms 18.32.8.1
2 <1 ms <1 ms <1 ms 18.33.1.1

Trace complete.

Czn>

The number of hops returned by the tracert command is what you will need to set asthe
timeto live for each of your general agents.

To set thetime to live, add the following property to the simgmt.pro on each of your
general agents:

com.ibm.retail.si.mgmt.generalagent.discovery.ttl=<hops returned by tracert>
The simgmt.pro is found in the following locations:

Windows: C:\Program Files\|BM\Storel ntegrator\user\rmalsimgmt.pro
Linux: /opt/ibm/Storel ntegrator/user/rma/simgmt.pro

4690 Classic: m:\rmaluser\rmalsimgmt.pro

4690 Enhanced: f:\rmaluser\rmalsimgmt.pro

Note that the routers in between the systems must also pass the necessary RMA traffic
between the systemsin addition to just the time to live property.

Step 1 — Downloading IBM Director Server 5.20.3 and Service
Update 4

1. Gotothefollowing website:
http://www-
03.ibm.com/systems/management/director/about/director52/about52/downl oads/i
ndex.html

2. Select IBM Director 5.20 from the drop-down list.
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Downloads

e you would like to download:

B

ions specifc to Systems Management

JBM Director 5.20

3. Enter your name, company, address, server serial number, and email address and
the click submit button. (Note: If you don’t have your serial number handy, you
can enter in any number to proceed to the next steps.)

4. Signinwithyour IBM ID. (If you do not have an IBM ID you can select
“register here” to obtain one.)

IBM Systems Director

Returning visitors HNot registered?

E-mail address: {(IBM ID)* Ifyou do not have a universal IBM user 1D,
please register here, then return to sign in for
this offering.

= Forgotyour IBM ID? To find out more about the benefits of having

Password® an IBM Registration 1D, visit the [EM 1D Help
and FAQ.

=+ Forgot your password?

° Signin

5. Sdlect the operating system version to download and click continue.

IBM Director for Windows and Linux on x86
Werzion 5.20

6. Verify your information, then select the “| agree” checkbox, and select the “|

confirm” button.
terms. If you disagree, click "I cancel” below,

By clicking the "I confirm” button below, I confirmn my Privacy selection
and acceptance of the license, By clicking the "I cancel” button, I cancel
my Privacy selection and acceptance of the license,

°I confirm JI cancel
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Y ou will need to download 2 different files. First, select Director 5.20.3 Server
for Windows (full install package):

Windows Server

IBM Director 5.20.3 Server for Windows (full install package)
dirs.20.3_=server_windows.zip (164MB)

View license

8. Next, scroll down further and select Director 5.20.3 Service Update 4 for
Windows (update package).

IBM Director Service Update 4 For 5.20.3

IBM Director 5.20.3 Service Update 4 for Windows (Update Package)
ibrm_zwe_dir_5.20.03=zu4_windows_i385.zip (137 MB)

View license

9. Scrall to the bottom of the page, agree to the License agreement and click confirm.

License

By checking "I agree" box below you agree that (1) vou have had the
opportunity to review the license and (2) vou agree to be bound by its
terms. If vou disagree, click "I cancel" below,

B clicking the "I confirm" button below, I confirmn my acceptance of the
license. By clicking the "I cancel" button, I cancel my acceptance of the

license,

° I confirm J I cancel

10. Select the destination to download the files and the download process begins.
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ety | Sedun | Defails, | Carme! |
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Step 2 — Downloading RMA 2.6 and the Retail Extensions for IBM
Director

1. Gotothefollowing website:
http://www-1.ibm.com/support/docview.wss?rs=219& uid=pos1R4000158

2. Scroll to the bottom of the page and select HT TP to begin downloading.
Download package

RELEASE SIZE Download
DATE LANGUAGE /g 40s) | Options

RMA V2.6 Build
1007 IS0 CD 10/15/2010 '-agguagde 476315546
Image Independent

3. Enter in your name, company, email address, then select hardware platform and
drivers. Select the button that says“| Have Read and Agree to the IBM RMA
License Agreement”.

Download

[ | Hawe Fead and Agree to the IB B4 License Agreement

4. Depending on your choice of web browser, you may be required to select “Yes’
when prompted with a security alert.
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]

Security Alert

i‘l Information pou exchange with thiz site cannot be viewed o

If
changed by athers. However, there iz a problem with the zite's
i h d by athers. H th bl th the =it
: zecurity certificate.

& The secunty certificate wasz issued by a company you have
niot chosen to tuzt, Yiew the certificate to determine whether
you want to truzt the certifping authority.

0 The security certificate date iz walid.

The security certificate haz a walid name matching the name
of the page you are trying to view.

Do you want ko proceed?

[ es l [ MNo l [View Certificate ]

5. Depending on your choice of web browser, you may be required to click “Yes’ on
a second security alert.

Security Alert

Yu:uu are about to be redirected to a connection that is not
?. FECUIE,

The information you are sending ta the current zite might

be retranzmitted to a nonzecure site. Do you wizh to
continue?

6. Savethe SO imageto the hard drive.

Opening rmaz60ga.iso

You have chosen to open
“l rma260ga.iso
which is a: 150 file
from: ftp://ftp.software.ibm.com
What should Firefox do with this file?
() Open with |iso_auto_fie (default)

(@) Save Fie

DK ] l Cancel
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7. When the download completes, burn the | SO image to a CD using the CD-
burning software of your choice.

Step 3 — Installing IBM Director Server and Service Update

(Note: The service update should be installed on the same system as the Director Server.)

Note: This section of the manual describesa“basic” installation IBM Director
Server. If you have uniqueinstallation regquirements (for example, using a DB2 or
Oracle database instead of the default Apache Derby database), then you should
consult the IBM Director Server product documentation (especially the “Planning,
Installation, and Configuration Guide”), which can be found here:

http://www-
03.ibm.com/systems/management/director/about/director52/about52/resources/

1. Unzip the IBM Director Server installation package
(“dir5.20.3_server_windows.zip”) to any location on your system.

2. To start theinstallation, launch the executable “ dir5.20.3_server_windows.exe”.
Note: Thiswill also automatically install the Director Console and the Director
Agent.

3. On the next screen select Next to continue.
x|

Welcome to the InstallShield Wizard for IBM
Director Server

The InstallShieldiR) Wizard will install IEM Director Server on
vour computer, To continue, click Mext.

WARMING: This program is protected by copyright law and
international treaties.

= Back Cancel

4, Accept the License Agreement and select Next.

5. Do not check the option for Express installation and select Next.
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6.

Installation Type

Select the "Perform an Express installation of I6M Directar Server" option
if needed.

IBM Director provides several First-time-use skartup activities to help integrate IBM
Director Server into the Small and Medium Business space.

The Express installation option provides the Following conveniences:
- Decreases the number of panels that are displayed during the installation
- Installs a subsek of the tasks For IBM Direckor Consols

- Launches a new EAP wizard when you initially stark I6M Direckar

[~ Perform an Express installation of I6M Directar Server,

IniskallShield

< Back Cancel

Select the features to install and select Next.

Feature and installation directory selection

Select the program features you want inskalled,

Click on an icon in the list below to change how a feature is installed.

= Feature Description

Provides single point of access
for deployment, management,

IBM Director Server
Level 2: IBM Director Agent

Lewvel 1: IBM Director Core Services and configuration of BladeCenter
1BM Director Console systems.,
Syskem x Management Extension
1BM Director Remote Control Agen This feature requires 9224KE on
s Management ion your hard drive.
Rack Manager
Install ko:
Ci\Program Files\IBM\Director!, charge... |
Installshisld

Help I Space | < Back I Mext = I Cancel l\
|

Note: Although some of these items (e.g. system x management extension,
remote control agent, bladecenter management extension) are not strictly
needed for RMA support, it's agood ideato use the default settings since these
have been thoroughly tested with RMA.

Enter an administrative user ID and PW and select Next. Note: It isvery
important that this be accurate when installing Director.
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16M Director service account information

Pravide the Following information about the IBM Director service account.

Local compuker name or domain:
|svsmGT-a67E

User narme:

Iadministrator

Password:
I*******

Confirm password:
I*******

Installshield

< Back. I Mext = [: I Cancel |
L

8. Accept the default encryption settings and select Next.

Encryption settings

Enabling encryption encrypts data that is transmitted between IBM
Director Server and IBM Director Agent,

v Encrypt data transmissions between IBM Director Server and IEM Director Agent.

Encryption algarithm:

Installshield

= Back. Mext = Cancel |
V\;I

9. Accept the default software distribution directories or edit for your environment
and select Next.

10. Select Install to begin the installation.

11. Later (midway through installation), select the default adapter, TCPIP (all
adapters), check Enable Wake on LAN and select OK.
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Network driver configuration

System name: ISYSMGMT*XBE?B

 Network drivers:

% [¥ Enable driver
TCPIP1 [9.42.229.59] <disabled>
TCPIPZ [10.0.0.101] <disabled>

~MNetwork op

MNetwork timeout (seconds]: 15

¥ Enable Wake on LAN [if supported by the network adapter}:

~ Remote control op

[~ Require user authorization for screen access
[~ Disable screen saver
[” Disable background wallpaper

OK | Cancel |

Help |

12. Select the database for the Director Server. Select Apache Derby for default

database and select Next. Note: If you plan to manage 500 systems or more, it is
recommended to use one of the other database options, such as DB2 or SQL
Server. For test environments, you can use Apache Derby to simplify the

installation.

Select the database application:

anache Derby

IEhi DE2 Univerzal Database
Micrasoft 0L Server

Cracle

Select lster (databasze disabled).

Descriptil

Crestes and configures an embedded Apache Detby database. The Apache Derby applicstion is included.

&n external databaze application might be more sppropriate for large netvworks. Database tools such as ij

cannat be used when [BM Directar is running.

Mext |

Cancel | Help
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Bl 1M Director Apa: o [=T

The Apache Derby database configurstion values cannot be changed.
Click "Mexd" to continue.

Databaze name: [EhiDirector

4 Back | [Mext | Cancel | Help |

E=3 ready

14. Select Finish and Restart the computer.

15. After the computer reboots there will be green triangle by the clock indicating
IBM Director Server is starting.

) 1o4pm

L) (2 Monday

16. Once Director Server has started there will be agreen circle by the clock.

i 107PM
(4 Monday

17. Change to the location where you stored the Director Service Update image and
extract theimage from the zip file.  Then select the installation file and executeit.

18. Thefollowing screen will appear after afew minutes:
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5/ IBM Director Server - InstallShield Wizard M= <

Welcome to the InstallShield Wizard for IBM
Director Server

[BM Director Server Setup is preparing the InstallShield Wizard
which will guide you through the program setup process.
Please wait.

Computing space reguirements

Cancel

19. After afew more minutes the Welcome screen below will appear. )
15/ IBM Director Server Patch - InstallShield Wizard

Welcome to the Patch for IBM Director Server

The Installshield(R) Wizard will install the Patch for IBM Director
Server on your computer. To continue, dick Update.

[ Update > ][ Cancel ]

20. Click on the Update button to start the installation of the patch for Director Server.
The below screen will be displayed during the update.
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Installing IBM Director Server
The program features you selected are being installed.

Please wait while the InstallShield Wizard installs IBM Director Server. This
may take several minutes,

Status:

21. When the installation is compl ete, the window below will appear. Click on the
Finish button to compl ete the install.

15/ IBM Director Server - InstallShield Wizard

i

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed IBM Director
Server. Click Finish to exit the wizard.
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Step 4 — Installing RMA Retail Extensions for IBM Director
Server

(Note: This should be installed on the same system as the Director Server.)

1. InserttheRMA CD. (Note: This CD should have been created from the ISO
image that was downloaded in the previous steps.)

2. Expand the Windows > rmaditd directory
[Ef Desktop
£ "_"i My Documents
= j My Computer
+ % Local Disk (C:)
=l s DVD-RAM Drive {D:)
|2 dirpkas
A () linux
= | Z) windows
® ) rma
) rmaditd

3. Run setup.exe.

4. Select Next on theinstallation screen.

5. Accept the License agreement and select Next.

6. Select Next to begin theinstallation.

7. ThelBM Director Server is stopped. You should verify that the server stopped

successfully by ensuring thereisa*“red diamond” in the task bar, and that the
twgsrvw.exe process is no longer running:

@]y % =z07Pm

@3 Monday

8. Installation continues.

9. Sdlect Finish when installation is done.

Step 5 - Configure IBM Director Console to display Groups and
Tasks Panes

1. Logonto the IBM Director Console
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16M Director Login 1[

Microsoft Word IBM Dil’eCtOI'

HyperSnap-Dik 4

IBM Director Server a
Cartasia Recorder ‘SYSmgmt ¥B6TE

]
ned
@]

Py UserID ‘SYSMGMT—}(%?E\AdminiStratE
- Remote Deskbop Connection
Password |
Q DHCP
= O use 551
All Programs  #
oK | Cancel | Help |

Fstart | & B @A 5

2. ClosetheIBM Director help window. (If desired, you can check the check-box
on this help window to disableit in the future.)

3. Todisplay the Groups and Tasks Panes, on the Director Console select View >

Groups Pane and Tasks Pane.
& IBM Director Console

Console Tasks Associations Options  Window  Help

| ) Large lcons

4. The Groups and Tasks Panes are now visible in the console

¥ IBM Director Console B ] 54

Console Tasks Associations View Options ‘Window Help |
-2 i #- B B-m EF B E5 e 9 H-

Groups =) B Amplace Kiosk Clients ¥ Tasks
D_Q? SEIETe "Anyplace Kiosk Clients" is empty. _ ERERD .
—|£ AllManaged Chjects o I—ﬁ BladeCenter Management
To chonse a different group, click the group title & CIM Browser
_m Chassis and Chassis Membg To discover managed ohjects, click Tasks = Discovel %8 Configure SN Agent
| Clusters and Cluster Member: then no objects match this group's criteria /1| Data Capture Policy Manager
€D Hardware Status Critical =3¢ Event Action Plans
—n Hardware Status Information == Event Log
4 Hardware Status Warming s-[E] Exernal Application Launch
—d] Plaffarm Managers and Memb ¢4 File Transfer
Platforrns and Platform Mernb % Harchware Status
—3:3 Scalable Systems and Memhs‘ 4 Irwentary
—@ SureQne Clients —E M Browser
32 SurePOS 300 Clients -] Microsor Cluster Browser
@ SurePOS 500 Clients @8 retwork Canfiguration
| SurePOS 700 Clients n- 5 Process Management
—g Systems with Asset 1D —@ Remate Contral
—g Systemns with CIM 4&‘ Remote Session
2 Systerns with Fibre Channal P =T Resource Manitors
—g Systems with SKMP Agent —@ Retail Peripheral Management
o L3 Retall Groups n- 10 RMA Software Distribution
—% Scheduler
[ I ¢ ] Fermere=t hd

Host: sysmumt-x3676 User ID: SYSMGMT-X867 Badministrator 0 objects
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Step 6 — Installing (RMA) Remote Management Agent (MA)
Master Agent

(Note: Thisisusualy installed on asingle system within the store—i.e. not at the
enterprise.)

1. Insertthe RMA CD.

2. Ex“rﬁnd the Windows > RMA directory
F =} My Documents
= j My Computer
+ = Local Disk (C:)
= & DVD-RAM Drive (D:)
I dirpkgs
* 1) limu
= ) windows
=\ rma

|[Ciswdupdate
@setup.exe

3. Run setup.exefile.

4. Select Next on theinstallation screen.

5. Accept the License agreement and select Next.

6. Enter the desired installation directory and select Next.

7. Sdect the RMA Master Agent to install and select Next.

Flease selectone agentto run as a service.

= iBM Remate Management Master Agent

¢ |BM Remuote Management General Agent

A Ul S

= Back | Mext = | Cancel |
1.

8. Sdect the security mode to enable for the Master Agent. If the Master Agent is
running in enhanced security mode then the IBM Director Server will need to
supply credentials before it will gain remote access to the system. Enhanced
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security mode is the recommended setting. These security settings can be
modified after installation by maodifying the c:\Program
Files\IBM\Storel ntegrator\user\rmalsecurity\security.properties file.

Please select one of the two security modes below for the Master Agent. When running in
enhanced security mode, all connections made to the Master Agent are authenticated with a
username and password. This will require an IBM Director Server or other management
application to supply a username and password to this Master Agent prior to use. Standard
security mode, used in RMA V2R4 and earlier, uses an automatic certificate based
authentication.

O Run the Master Agent in enhanced security mode (Recommended)

O Run the Master Agent in standard security mode

&

.

9. Enter a Store Number and select Next. (Note: The store number can be number or
any string identifier of your choice.)

Please enter your store number:

ValueTrend\

< Back | Mext= p | Cancel |

10. Select the interface for RMA to communicate on and select Next.
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Flease selectthe network interface the agent will use:

[

Mame: [0 Address: 127.0.0.1

Mame: ethl Address: /10.0.0.101
Mame: ethl Address:/9.42.229.59 k

L ey

= Back | Mext = Cancel

11. Select Next to begin the installation.
12. Select Next to end the installation.
13. Restart the computer.

Step 7 — Installing (RMA) Remote Management Agent GA
(General Agent)

(Note: The genera agent must be installed within the store on a different system from the
master agent. Y ou can install multiple general agents within asingle store—all
connecting to a single master agent.)

1. Insertthe RMA CD.

2. Expand the Windows > RMA directory.
H |2} My Documents
= j My Computer
+ “e® Local Disk (C:)
=l i DVD-RAM Drive (D:)
|5 dirpkas
H 1) linux
= ) windows
=] _} rma

[C)swdupdate
@semp.exe

3. Run setup.exefile.

4. Sdect Next on the installation screen.
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5. Accept the License agreement and select Next.

6. Sdect the RMA General Agent toinstall and select Next.

Flease select one agentto run as a service,
" IEM Remote Management Master Agent

& IBM Remaote Management General Agent

spack | medrp | canal |
[y

7. Select theinterface for RMA to communicate on and select Next.

Please selectthe network interface the agent will use:
[
Mame: o Address:M127.0.0.1
Mame: ethl Address:/10.0.0.101
Mame: ethl Address:/9.42.229.59 \
i
= Back | Mext = Cancel

8. Select Next to begin the installation.
9. Select Next to end theinstallation.

10. Restart the computer.
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Step 8 — Configure IBM Director Discovery Preferences to
Discover RMA MA

1. FromtheIBM Director Console select Options > Discovery Preferences

Wigw el Window  Help
Console Prefarences...
Senver Preferences...
Digcovery Preferences..
Uszer Administration...
2. Select the Retail Store Devicestab to define Master Agent systems.
{8 Discovery Preferences !E
Level 0: Agentless Systems r SHMP Devices r Shl-5 Storage Devices rPhysma\ HELUER| Retail Store Devices
Level 2: IBM Director Agents r Enhanced Level 0: Agentless Systems r Level 1: IBM Directar Core Servi Systems |
List of Store Master Agents
Entry Name ¥ ‘ Hostname IP Address | Part# ‘ Protocal Event Filter
Connection Log Add... Impart. Exportt.. Edit... Rermove
= Indicates the stare entry is configured to connectvia the defined Hosthame or IP Address
0K Cancel Help

3. Select Add to define a Master Agent system and select OK. Enter any string
value for the store name (or it can be a store number), then enter the hostname or
IP address for the system. Note that you must specify the hostname if your

Master Agent uses DHCP. Y ou may want to change the event filter to “All” to
make sure Director receives all the events from RMA.
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Define Master Agent |

Enterthe connection information for the master agent for the stare. Also provide a unigue name to
identify this =et of information.

Entry MNarne: [T3sLab
Connection Information:
71 Use a Hostname to connectto the Master Agent
Hosthame:

® Lse a Static IP Address to connect to the Master Agent

IP Address: 10 . 1] . i] . 102

Connection Protocol:
® Automatic Detection

21 Manually Canfigured

Uze |BM SOXS
Ports 101449
Usze Java Bl
Faorce Immediate Protocol Change
Event Filter: Al |

0K Cancel |

4. Select OK to close the Discovery Preferences.

Step 9 — Discover JMX Systems (RMA Agents)
1. Onthe Director Console select Discover (flashlight) > IMX Systems.

Console Tasks Associations Wiew Options

V- O -
All Managed Objects

BladeCenter Chassis

Jh EMms

Lewel D:Agenss Systems

Level 1:1BM Directar Core Services Systems

Level 2: 1IBM Director Agents

2. Onthe Director Console in the Groups pane the Retail Groups are created.
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[0 Retail Groups

B amyplace Kiosk Clients

o I Systemns

E Retail Clients with Windows
4" Retail Master Systems

n Retail Systems
E Surene Clients

2 SurePOS 300 Clients
@ SureP0OS 500 Clients
& SurePOS 700 Clients

3. Select the “Retall Master Systems’ group to view the master agent systems.
Select the “Retail Systems” group to view al the Retail Systems.

4. |f the master agent was installed with the “enhanced security” option, you will

need to use the “ Store Authorization Manager” to supply the username/password
for the MA. See the section below for additional details.

Step 10 — Authenticating to Agents Running Enhanced Security

If aMaster Agent is running with Enhanced Security enabled then it will show as offline
and will display alock icon when it isinitially discovered.

By "} Retail Master Systems w
MName & | TCPIP Addresses | TCPIIP Hosts
B & mits-blade-rma (RhA-Dema) 101007

This indicates that the Master Agent is currently inaccessible and must be authenticated
beforeit can beused. The following steps describe how to authenticate with a Master
Agent.

1. Launch the Store Authorization Management task on one or many locked Master

Agents by dragging and dropping from the Tasks column or by right-clicking and
selecting “ Store Authorization Management”.
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ey " Retail Master Systems W
Mame & | TCPRIAP Addresses | TCPIP Hosts
w5t & mis-blade-rma

Qpen..
Delete
Rename...

Collect Inventory

Wiew lnventory

Ewvent Log

IWH Browser

Set Presence Check Intersal
Fesource Manitors

Retail Peripheral Managerment
Data Capture Policy Manager
FmA File Transfer

Store Autharization Management

Set Status r

Inside the Store Authorization Management task, select as many Master Agent
systems as you wish, right-click, and select “Manage Store Authorization...”

ﬁ@:.SI:ore Authorization Management: mts-blade-rma (RMA-Demo)

File Help

Entry Mame = Authorization Status

Unauthorized

mits-blade-rma (RMA-Demao)

Manage Store Authori

Backup Client Authenti

Zation...

ication Keys

Thiswill launch a dialog to enter a Username and Password from the Master
Agent System in order to authenticate with the box. Enter avalid Username and
Password and Click OK

On Windows, the user entered must be a member of the RMAAdmin group on
the agent system. By default, the RMAAdmin group is popul ated with the
Administrators group.

On Linux, the user entered must be a member of the rmaadmin group on the
agent system. By default, the RMAAdmin group is populated with the root
user.

On 4690, the user entered must have User Defined Attribute #8 enabled for the
user id set within the Enhanced Security menus.
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Store Authorization Management E |

Enter the credentials to be used for the selected stores to
authorize IBM Director to manage these stores:

Lisernarme: |Administratnr

Password: [~

0154 Cancel

4. |f the Username and Password are authenticated successfully then the
Authorization Status of the agent will change to “ Authorization successful”. At
this point the Master Agent icon on the IBM Director console will get unlocked
and the rest of the agents within the store will be discovered.

j.%,Sture Authorization Management: mts-blade-rma {RMA-Demo)

File Help

| Entry Mame > | Authotization Status

Eﬁ} mts-hlade-rma (RA-Demo) Authaorization successiul

Diagnosing Connection Issues

If your newly added stores are not appearing in the IBM Director console after running
Discovery then thereis a good chance that the IBM Director Server at the enterprise can
not connect to the Master Agent running on a system within a store.

To help diagnose these problems, a Connection Log is maintained for each store
connection.

To view the connection log for astore entry, click on the “Connection Log” button after
selecting a store entry within the Discovery Preferences Window:
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B Discovery Preferences !E[

Level 0: Agentless Systems r SMNMP Devices r SMI-5 Storage Devices rPhysicaI Flatforms |""
Level 2: IBM Directar Agents r Enhanced Level 0: Agentless Systems r Level 1: 1BM Director Core Services Systerms |

List of Store Master Agents

Entry Narme | Hostname | IP Address | Fort# | Protocol | Ewent Filter
CHEC =10.00110 auto Fatal, Critical, Minor
_mis-blade-rma 10149 | _soxs lFatal, Critical, Minar

Connection Log I Add... Import... Export... | Edit... | Remove |

= Indicates the stare entry is configured to connectvia the defined Hosthame or IP Address

Ok | Cancel | Help |

The“Connection Log” will display connection specific history information for that store
entry. Messages here can indicate problems such as issues resolving the hostname,
firewall issues, configuration problems, or the like.

Please submit the Connection Log information when opening a PMR about a connection
issue.
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nnection Log for mt:

lade-rma (Local)

ey

05-09-2011 13:19:53:203 - Attempting to connection to Master Agent

05-09-2011 13:19:53:203 - Using hostname/IF: mts-blade-rma to connect

08-09-2011 13:19:53:266 - Attemptihg conhection with agent wersion: 8 (VZRE)

08-09-2011 13:19:53:266 - Attempting to conhect to address: 10.10.0.7

05-09-2011 153:19:53:516 - Attempting to obtain Master Agent information from address: 10.10.0.

05-09-2011 13:19:54:016 - Master Agent uses Enhanced Security

05-09-2011 13:19:59:016 - Attempting to connection to Master Agent

08-09-2011 13:19:59:016 - Using hostname/IP: mts-blade-rma to connect

08-09-2011 13:19:59:016 - Attempting conhnection with agent wersion: 8 (VZRE)

058-09-2011 13:19:59:016 - Using existing session to address: 10.10.0.7

0&8-09-2011 13:19:59:031 - Attempting to make JMX Connection to address: 10.10.0.7

05-09-2011 13:19:59:031 - Connecting using 303

05-09-2011 13:20:00:547 - Connection established with Master Agent

08-12-2011 16:01:43:500 - Disconnecting from master agent

08-12-2011 16:01:43:500 - Disconnected from master agent

05-12-2011 16:01:45:325 - Attempting to connection to Master Agent

08-12-2011 16:01:45:328 - Using hostnsme/IP: mts-hlade-rma to connect

08-12-2011 16:01:45:328 - Attempting connection with agent wersion: § (VZRG)

08-12-2011 16:01:45:328 - Attempting to conhect to address: 10.10.0.7

08-12-2011 16:01:45:344 - Attempting to obtain Master Agent information from address: 10.10.0.

08-12-2011 165:01:46:266 - Error connecting to Master Agent: 10.10.0.7

Connection refused: connect
Java.net.PlainfocketImpl.socketConnect (Native Method)
Java.net.PlainfocketImpl.doConnect (PlainSocketImpl. java:355)
Java.net.PlainSocketImpl.connectTolddress (PlainSocketImpl. java: 220
Java.net.PlainfSocketImpl.connect (PlainSocketImpl. java: 207
Java.net,.Jocket.connect (Socket. java:479]
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Chapter 2 — Setting Up RMA on 4690

This chapter discusses how to setup RMA on the 4690 operating system, whichis
possible using 4690 V5R2 and higher.

Note: This chapter only explains the 4690-specific aspects of setting up aRMA
solution. So, we assume here that you already know how to setup IBM Director,
the RMA master agent (if needed), and how to discover devices and generally use
the Director user interface. (If not, please refer to the other chapters of this
cookbook, particularly “Chapter 1 — Quick-Install Guide’.)

Overview of RMA on 4690

The following diagram illustrates atypical sample RMA deployment in a store with 4690
V5R2 or V6 classic:

Director Server
(with Retail Extensions)

k.

RMA Master Agent
(Windows ar Linux)

N

46590 Master 46590 Alternate Master
RhA General Agent RMA General Agent Contraller Controller
(windaws or Linusx) [(WWind ows or Linux) (RMA General Agent) (RMAGeneral Agent]
4690 Terminal 4690 Terminal
Witual General Agent) MWitual General Agent)

Example — This configuration is possible with 4690 V5R2, V6 classic mode, or V6
enhanced mode

As shown in the diagram above, the RMA deployment consists of the following
components:

1. Director Server (with retail extensions), installed on a Windows or Linux system
at the enterprise. The Director Server must have TCP/IP connectivity to the
master agent.

2. RMA Master Agent, installed on a Windows or Linux systemin the store.
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3. 4690 Master Controller (i.e. responsible for the terminals), running the RMA
Genera Agent

4. Optionally, the 4690 Alternate Master Controller, running the RMA Genera
Agent (i.e. only applicableif using a multiple controller environment). Any
additional controllers (not shown) would also be running the RMA Genera Agent.

5. 4690 Terminals, which are represented within RMA on the controller as “virtua
general agents’.

6. Optionally, you can have additional systems (Windows or Linux) within the store
that are running the RMA General Agent. (For example, self checkout systems,
kiosks, etc.)

With V6 “enhanced” mode, it’s also possible to run the RMA Master Agent on one of the
controllersinstead of on a separate system. This eliminates the need for an additional
system in the store to run the master agent. The following diagram illustrates this
configuration:

Director Server
(with Retail Extensions)

k.

4650 Alte rnate Master
Contraller

(RMA Master Agent) i

N

4690 Master | 4690 Alternate Master
RMA General Agent RMA General Agent Contraller i Controller Becomes
(windaws or Linusx) [(WWind ows or Linux) (RMA General Agent) i RMA Master Agent
4690 Terminal 4690 Terminal
Winual General Agent) (vinual General Agent)

Example — Master Agent on 4690 Controller, only possible with V6 enhanced mode

As shown in the diagram above, the 4690 Alternate Master runs the RMA Master Agent,
instead of having a separate system for the master agent. (Note: This might also be any
other 4690 controller —the choice is up to you during the setup process. See the setup
instructions later in this chapter for details on making this choice.)

POS terminals are considered "virtual general agents", which means they appear as
general agentswithin IBM Director. However, the code actually runs "virtually" within
RMA on the controller responsible for those terminals (i.e. on the Acting M aster if a
multiple-controller system). If the Master controller goes down (in a multiple controller
configuration), then the terminal's virtual agents will be recreated on the Alternate
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Master controller when you activate it as Master. When this happens, your terminals
will appear offline within IBM Director. Y ou can either wait for the Master controller to
be brought back up, or you can rediscover the terminals within Director once the
Alternate Master has been activated asthe Master. (Note that this behavior differs
from the terminal backup/resume feature that is defined in system configuration under
“LAN Terminal Definition”.)

If the RMA Master Agent is running on 24690 controller and that controller goes down
then you will lose RMA connectivity to the entire store. The storewill remain offline
until the controller running the Master Agent is brought back up, or the Master Agent is
configured to run on a different system in the store environment and that new system s
added to the Discovery Preferences menu.

In order for RMA to work properly, TCP/IP must be configured for both your terminals
and your controller(s). It isnot necessary for the TCC protocol to be TCC-IP. Either
legacy TCC or TCC-IP may be specified. Controller-to-Controller communication (i.e.
how controllers within an MCF system communicate) may be either NetBIOS or CCC-1P.
Aslong as the controllers have TCP/IP enabled, either CCC variety isfine. So, basically,
TCP/1P must be configured for both controller and terminals, but the protocols for 4690
communications need not be TCP/IP. See the setup instructions later in this chapter for
more details on configuring the correct TCP/IP settings.

Supported Versions / Configurations

RMA is supported on the following versions of 4690 OS;
e V5R2, CSD version 0820 and higher

V6R1 classic mode

V6R1 enhanced mode

V6R2 classic mode

V6R2 enhanced mode

Note: Although RMA isincluded with 4690 below V5R2 CSD 0820, the RMA
version does not allow management of the 4690 terminals. For that reason, this
document does not discuss V5R2 below the 0820 CSD level.

The version of RMA that’sincluded with each release is described bel ow:
V5R2, CSD version 0820 and higher — RMA version 2.2

V6R1 classic mode— RMA version 2.4

V6R1 enhanced mode— RMA version 2.4

V6R2 classic mode— RMA version 2.6

V6R2 enhanced mode— RMA version 2.6
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Important Note: Regardless of the version of 4690 you are using, you should
always use the most current released version of the RMA Master Agent (if
needed), and of the Retail Extensions for Director. At thistime, thisis|BM
Director 5.20.3 with service update 4, Retail Extensions 2.6 (packaged with RMA
2.6 install CD), and RMA version 2.6.

This note, however, does not apply if you are aso using self-checkout CHEC
software — you should contact techline with any questions about versions of RMA
and Director needed with a particular version of CHEC.

Prerequisites

Please be aware that RMA makes use of Java, and requires that VFS-support be enabled
within 4690. If your 4690 environment doesn’t include these 2 prerequisites, you need to
make sure to setup Java and VFS before continuing.

Also be aware that certain Bladecenter network modules (by default) have a setting called
“IGMP Snooping”. Thisinterfereswith RMA multi-cast traffic, and should be disabled
on your Bladecenter network module.

Resources

4690 Planning, Installation, and Configuration Guide (PICG) for V5R2:
http://www?2.clearl ake.ibm.com/store/support/html/pubs.html#4690v5r2

4690 Planning, Installation, and Configuration Guide (PICG) for V6RL1:
http://www?2.clearl ake.ibm.com/store/support/html/pubs.html#4690v6rl

4690 Planning, Installation, and Configuration Guide (PICG) for V6R2:
http://www?2.clearl ake.ibm.com/store/support/html/pubs.html#4690v6r2

RMA Getting Started Guide (includes links for Director resources):
http://www-01.ibm.com/support/docview.wss?rs=219& uid=pos1R1004204

RMA User's Guide:
http://www?2.clearl ake.ibm.com/store/support/html/pubs.htmi#RM A

Capabilities of RMA on 4690 V6R2
The capabilities of RMA on 4690 V6R2 can be summarized as follows;

o Genera/Master Agent — Under 4690 “enhanced” mode, it's possible to configure
acontroller to run the RMA master agent (preferably the Alternate M aster
controller if using the multiple controller feature, unless the Alternate Master is
also a Controller/Terminal). The other controller(s) run RMA genera agents. If
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you would rather use a separate system (Windows or Linux) for the master agent,
that's OK also. (Seethe* Setup Overview” for V6 below for more details.)

Peripheral-Attached Devices -- The following terminal devices can be managed
remotely (inventory and monitoring, which includes being able to use the "Retail
Peripheral Management” task in Director):

- MSR

- Linedisplay

- Cash drawer

- Toneindicator

- Keylock

- Printer

- MICR

- Check scanner

- Keyboard

Inventory -- Yes, hardware and software inventory, such as system model number,
serial number, BIOS version, operating system version, ASM package versions,
etc. 4690 V6R2 has more in-depth inventory coverage then previous rel eases.

Event Management -- Yes, al 4690 system and application events are forwarded
to RMA, and can be used to remotely monitor the solution for
health/utilization/etc. 4690 events include extended attributes that alow you to
easily filter by things such as the message number. (Note that the severity of the
messages is also available within IBM Director, to alow filtering via severity —
and to alow your discovery preferences to ignore low-severity messages if
desired.)

Data Capture -- Y es, you can remotely collect log files, config files, etc. for
remote problem determination.

Remote Monitoring -- Yes, al the 4690 Mbeans can be monitored remotely with
string/numeric thresholds. For example, you can monitor the disk % free space,
memory % free, etc. For 4800-7x4 (classic or enhanced), 4800-7x3 (classic or
enhanced) and 4800-7x2 (classic) terminals and controllers, you'll be ableto
monitor hardware data such as temperature, voltage, fan speed, etc.

Software Distribution -- Yes, fully integrated with "Apply Software Maintenance"
(ASM) for 4690. Can be used to distribute OS updates, application updates, etc.

Power Management -- Y es, remotely power down, suspend (S3), or restart the
terminals. Wake On LAN is also supported on enhanced terminals only. 4690
Controllers only support remote power down and restart.

File Transfer -- Yes, the RMA File Transfer task is supported to easily transfer
filesto or from asingle 4690 Controller.
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Capabilities of RMA on 4690 V6R1
The capabilities of RMA on 4690 V6R1 can be summarized as follows:

General/Master Agent — Under 4690 “enhanced” mode, it’s possible to configure
acontroller to run the RMA master agent (preferably the Alter nate M aster
controller if using the multiple controller feature). The other controller(s) run
RMA genera agents. If you would rather use a separate system (Windows or
Linux) for the master agent, that's OK also. (Seethe “Setup Overview” for V6
below for more details.)

Peripheral -Attached Devices -- The following terminal devices can be managed
remotely (inventory and monitoring, which includes being able to use the "Retail
Peripheral Management” task in Director):

- MSR

- Linedisplay

- Cashdrawer

- Toneindicator

- Keylock

- Printer

- MICR

- Check scanner

- Keyboard

Inventory -- Yes, hardware and software inventory, such as system model number,
serial number, BIOS version, operating system version, ASM package versions,
etc.

Event Management -- Yes, al 4690 system and application events are forwarded
to RMA, and can be used to remotely monitor the solution for
health/utilization/etc. 4690 events include extended attributes that alow you to
easily filter by things such as the message number. (Note that the severity of the
messages is also available within IBM Director, to alow filtering via severity —
and to allow your discovery preferences to ignore low-severity messages if
desired.)

Data Capture -- Yes, you can remotely collect log files, config files, etc. for
remote problem determination.

Remote Monitoring -- Yes, al the 4690 Mbeans can be monitored remotely with
string/numeric thresholds. For example, you can monitor the disk % free space,
memory % free, etc. For 4800-7x3 (classic or enhanced) and 4800-7x2 (classic)
terminals and controllers, you'll be able to monitor hardware data such as
temperature, voltage, fan speed, etc.

Software Distribution -- Yes, fully integrated with "Apply Software Maintenance"
(ASM) for 4690. Can be used to distribute OS updates, application updates, etc.
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Power Management -- Y es, remotely power down or restart the terminals.
(However, V6R1 does not support the ability to wake up the terminals.)

Capabilities of RMA on 4690 V5R2
The capabilities of RMA on 4690 V5R2 can be summarized as follows:

Genera/Master Agent -- In V5R2, it’s not possible to run the RMA master agent
on 4690. Therefore, al the controllersrun RMA as general agents, and you must
install the RMA master agent on a separate system (Windows or Linux) in the
store.

Peripheral -Attached Devices -- For V5R2, the following terminal devices can be
managed remotely (inventory and monitoring, which includes being able to use
the "Retail Peripheral Management Task" in Director):

- Printer

-  MICR

- Check scanner

- Keyboard

Inventory -- Yes, basic hardware and software inventory, such as system model
number, serial number, BIOS version, operating system version, etc. (Note: For
V5R2, it's not possible to inventory the software versions of your ASM
packages.)

Event Management — Y es, all 4690 system and application events are forwarded
to RMA, and can be used to remotely monitor the solution for
health/utilization/etc. There are no extended attributes for events emitted on 4690
V5R2 however, so events must be filtered based on text as opposed to attributes
such as message number. (Note that the severity of the messagesis also available
within IBM Director, to allow filtering via severity — and to allow your discovery
preferences to ignore low-severity messagesif desired.)

Data Capture -- Y es, you can remotely collect log files, config files, etc. for
remote problem determination.

Remote Monitoring — No, the “ Resource Monitors’ task is not supported on 4690
V5R2 due to the older version of RMA that is embedded.

Software Distribution — No, due to changes required in newer versions to support
ASM package distribution, Software Distribution is not supported on pre-V6
versions of 4690.

Power Management -- No. (Since V5R2 still relies on older RMA agents, the
power management features are not available for V5R2).
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Comparison of Capabilities of RMA on 4690

| 4690V5R2 | 4690 V6R1 4690 V6R2
Master Agent on No Yes Yes
4690 (for “enhanced (for “enhanced
mode” only) mode” only)
RMA Enhanced No No Yes
Security (requires 4690
Enhanced
Password feature)
Inventory — Basic Yes Yes Yes (more
comprehensive)
Inventory — ASM No Yes Yes
Versions
Remote Monitoring No Yes—via Yes—via
“Resource “Resource
Monitors’ task Monitors’ task
(includes sensors, (includes sensors,
light-path where light-path where
applicable) applicable)
4690 Event Yes Yes Yes
Management (includesmessage | (includes message
attributes) attributes)
Software Dist. — No Yes Yes
Basic
Software Dist. —ASM | No Yes Yes
Updates
Peripheral Limited Yes Yes
Management (keyboard, printer, (keyboard, printer, | (keyboard, printer,
MICR, scanner) MICR, check MICR, check
scanner, MSR, cash | scanner, MSR,
drawer, line cash drawer, line
display, tone display, tone
indicator, keylock) | indicator, keylock)
Data Capture Yes Yes Yes
Power M anagement No Yes Yes
(shutdown, restart) | (shutdown, restart,
suspend, WOL
where applicable)
RMA File Transfer No No Yes

Task (different then
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Software Dist) ‘

Setting up RMA on 4690 V6

Setup Overview

On V6, the RMA software is automatically installed with the operating system, so thereis
no need to install an additional CSD. Just install the base V6 operating system, and then
follow the instructions below to configure your system for RMA.

After you've installed the operating system, you can enable RMA in the system
configuration. (By default, RMA is not enabled on 4690.)

The most important choice you need to make isif and where to run the RMA master
agent. The guidelines are as follows:

If you are running V6 in “classic” mode, you cannot run the RMA master agent
on 4690. Therefore, you should select “None” (within system configuration, on
the systems management screen) as the controller to run the master agent.

If you select “None”, then each controller will run an instance of the RMA
general agent. The master agent must be installed on a separate system within the
store (Windows or Linux). The controller(s) and terminalsin your store will
appear within IBM Director as general agents.

If you are running V6 in “enhanced” mode, you can decide whether to run the
master agent on 4690, or on another system in the store (Windows or Linux). If
you choose to run it on 4690, you must select which controller will run the master
agent. In amultiple controller configuration, you should run the master agent on
the Alternate Master controller, unless the Alternate Master controller is also
running as a Controller/Terminal. (It's not generally recommended to choose the
Master Controller, for performance reasons.) In asingle controller configuration,
you must evaluate for yourself whether the performance impact is significant
enough to warrant a separate system for the RMA master agent.

If you select to run the master agent on one of your controllers, then that
controller will appear within IBM Director asthe RMA master agent. Any other
controllersin your environment will appear within Director as general agents.

Note: The RMA master agent does not automatically “failover” if the controller on
which it is running goes down. |f the controller running the master agent goes
down, the entire store will appear offline within IBM Director.

Asnoted in the overview of RMA on 4690 (see section above), the POS terminals are
considered “virtual genera agents’, and they appear as genera agents within IBM
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Director. The manageability of theterminalsis not affected by your choice of where to
run the master agent.

Setup Instructions

After you'veinstalled and properly configured the 4690 operating system using the
instructions found in the “4690 Planning, Installation, and Configuration Guide”, you
should follow the instructions below to prepare the OS for RMA and to enable RMA on
the system.

1. Follow theinstructions found in the “ Systems Management” section (within
“Chapter 5" and “ System Configuration™) in the “ 4690 Planning, Installation, and
Configuration Guide” (i.e. the PICG) -- page 144 at the time of this writing.

Note: Theinstructions in the PICG are subject to change with new versions of
4690, so always refer to that manua when preparing the controller(s) for
RMA.

Asyou go through the stepsin the PICG, you will do the following:

e DefineaHOSTNAME logical name (on each controller).

o Make surethe system’s HOSTS file has mappings for “localhost” and for
each controller’s node ID.

e Update the TCP/IP batch file for each controller to include the local
loopback address.

e For each “enhanced” mode controller, update the TCP/IP batch file to
include the appropriate “ eloopaddr” statements. (Note: The “eloopaddr”
addressis essentially an external loopback address —you should either
specify “last”, or choose an unused address within the controller’ s subnet.)

For illustrative purposes only, here are some screenshots of those configuration
settings (in these examples, the controller node ID’sare“VM” and “VZ"):
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CSCCse45 JEFINE LOGICAL FILE NAMES
STORE CONTROLLER VM

expanded name to define the logical

F5 F6& F7 F8 F9 F10
Current Window=l Number of Windows=1 SYSTEM MESSAGE AVAILABLE
Exampleonly . defining the HOSTNAME logical name (each controller needs
thislogical name defined with that controller’s node ID)
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# This file contains the mapping of IP addresses to host names.
# The format of a host entry is the IP address followed by at
# least one space, then the host name. Each entry is entered
# on a separate line.

it 1P addresses can be specified as decimal, hexadecimal, or octal.

bt A leading 'Ox' indicates hex. A leading '0' indicates octal.

it Anything else indicates decimal. For example, the following three
# 1P addresses are identical:

: 9.67.39.832 = Ox9.0x43.0x27.0x53 = 011.0103.047.0123

Comments may be included denoted by the '#' symbol.

it Example entries are shown below:

192.168.1.1 cc # 4690 controller CC
10.1.1.3 storel.test.com # storel host
10.0.0.25 VM # 4690 master controller VM
10.0.0.26 VZ # 4690 alternate controller VZ
127.0.0.1 localhost
—— Bottom Of File =—

DX_SOT1:ADXHSIHF. DAT 23 1 Rep
Fl=Help F2=Save F3=Quit F4=File FS=Undo F10=Next

Example only ... HOSTSfile with localhost and each controller’s node ID
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Top Of File —

REM  IP addresses can be specified as decimal, hexadecimal, or octal.
REM A leading 'Ox' indicates hex. A leading '0' indicates octal.

REM  Anything else indicates decimal. For example, the following three
REM IP addresses are identical:

REM 9.67.39.83 = Ox9.03.0x27.0x53 = 011.0103.047.0123
REM
adxhsi21 256

1fconfig lan® 10.0.0.26 netmask 255.255.255.0 eloopaddr last
|route add default 10.0.0.1 1
—— Bottom Of File =—

DX_5DT1:ADXIPVMZ. BAT 1 1 Rep
F1=Help F2=Save F3=Quit F4=File F=Undo FlO=Next

Example only ... TCP/IP bat file for an enhanced-mode controller (each
controller needs a file similar to this one)

2. If you are planning to manage multiple stores within Director and you plan to run

the Master Agent on 4690, then it is very important to set the store number (in
system configuration) to a unique value for each store.
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IEM 4690 O5 Version 6
E
'

. ] 71
4690 System t ® !r :

Configuration
=

Home | Help

System Settings Store Number

Store Mumber

Date/Time Format The number of this store as seen on store reports (1-9999;
Currency Farmat

Application Settings

LaM Timeout ] Repart store number in ALERT message

LaM Terminal Definition
YFS Drive Settings
Metworking

Systemn Options

System Management
Controller to Controller
Communications

System Security
Enhanced Security
Metwork Security
FTP User Definitions
Consale ID Security
FTP ID Security
LDAP

System Configuration Save | Exit

3. The next step isto enable RMA within system configuration. On this screen, you
will need to choose whether to run the master agent on 4690 (and specify which
controller will be used).
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IBM-4690 OS Version 6
N | 13
4690 System - j ’ | : ] : |

Configuration
=l

Home | Help

System Settings b System Management
Store Mumber
DatefTime Farmat

Currency Format
Application Settings Select a cantroller to run the Master Agent on;

LAN Timeout H

Lap Terminal Definition
WS Drive Settings
Metworking

System Options

System Management
Cortrollerto Controller
Communications

art Remote Management Agent (RMAY during Controller [PL

System Security
Enhanced Security
Metwork Security
FTP User Definitions
Console D Security
FTF 1D Security
LDAP

fi System Configuration Save | Exit

Save your setting within system configuration, then “activate” your new system
configuration (and reboot).

Make sure TCP/IP is enabled for any terminals you want to manage using RMA.
To do that, make sure the “ Enable TCP/IP” check-box is checked within the
terminal load definition for each terminal. The termina may use DHCP or static
IP. Either legacy TCC or TCC/IP may be selected. (After enabling TCP/IP, don't
forget to activate your configuration and reboot the controller and terminals.)
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IEM 4690 O5 Yersion 6

5 7 Be0
4690 Terminal L ® :. :

Configuration 2 < ©
Home | Terminal Configuration | Help
Ceneral Settings TCP/IP
Primary Application
3270 Emulation [ Enable TCRyIP.

2270 Primt Screen

Java Applications QOhtam an IP address from a DHCP server.

Legary |ava Application (Dspecify an P address.
WM Preload IP Address 1 o o 1
Ereijgggrgufgszts Subnet Mask 25 | 0 b | b
3270 Keyboard Default Router [P Address 0 0 0 0
TCPAP Hameserver IP Address 0 o ] ]
Host Name
Domain Name
O implement TCC aver Internet Pratocal (P,
Editing terminals 013. Save | Exit

6. Verify your setup using the instructions found further below (in the section
“Verifying Your RMA Setup”).

Setting up RMA on 4690 V5R2

Setup Overview

In V5R2, RMA isreleased with the base operating system, but it still comes on a separate
CSD (“Corrective Service Diskette”). So, thefirst step in setting up RMA on V5R2 isto
obtain and install the CSD for systems management. Thisis done viathe same ASM
(“Apply Software Maintenance”) process that’s used for other operating system CSD’s.

Note: It’s very important that the CSD version for systems management match the
CSD version for the base operating system. For example, if the 4690 OSiis at
version 0900, then the systems management CSD must also be at version 0900!

After you've installed the CSD for systems management, then the setup processis very
similar to the setup process for V6. You will prepare the controller(s) with the correct
TCP/IP settings, enable RMA, and enable your terminals for TCP/IP so RMA can
manage them al so.
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On V5R2, you do not have the option to run the RMA master agent on 4690. Therefore,
you must install the RM A master agent on a separate system (Windows or Linux)
within the store. The controller(s) in your 4690 environment will al appear as RMA
general agentswithin IBM Director.

Asnoted in the overview of RMA on 4690 (see section above), the POS terminals are
considered “virtual genera agents’, and they appear as genera agents within IBM
Director.

Setup Instructions

After you've installed and properly configured the 4690 operating system using the
instructions found in the “4690 Planning, Installation, and Configuration Guide”, you
should follow the instructions below to install RMA, prepare the OS for RMA, and to
enable RMA on the system.

1. Makesureyou install the CSD for systems management on 4690. The CSD level
for systems management MUST match the CSD level of the OS. You can
download it here:
http://www-01.ibm.com/support/docview.wss?rs=219& uid=pos1R4000217

Downleoad package

RELEASE SIZE Download

Download DATE LANGUAGE (Bytes) Options
English 11/14/2008 |US English 1421938 |FTP
French 11/14/2008 |French 142232 ||FTP
French-Canadian |11/14/2008 |S2nadian- 142232 |FTE
French
Japanese 11/14/2008 |Japanese 253864 |FTF
. e . Simplified =
Simplified Chinese |11/14/2008 Chinese 253864 |FTFP
German 11/14/2008 |German 142224 ||FTP
Spanish 11/14/2008 |Spanish 142234 |FTP
Traditional Traditional -
Chinese 11/14/2008 Chinese 257528 |ETP
Korean 11/14/2008 |Korean 241874 |FTP
SSH - Secure Shell |11/14/2008 |US Enaglish 2716 FTP
ETP

Systems .
11/14/2008 |US English 3833

2. Foallow the instructions in this document to make sure the controller is ready for
RMA on 4690 V5R2:
http://www-01.ibm.com/support/docview.wss?rs=219& uid=pos1R1003787

Aswith V6, you will need to do the following as you follow the instructions at the
above URL:
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e DefineaHOSTNAME logical name (on each controller).

o Make surethe system’s HOSTS file has mappings for “localhost” and for
each controller’s node ID.

e Update the TCP/IP batch file for each controller to include the local
loopback address.

e Make surethe TCF/IP batch fileincludes a*“ default route” command.

3. Thenext step isto enable RMA within system configuration.
4690 Configuration X

4690 Systam Configuration

Home | Heip

System Settings
Store Number
CatarTima Forrmal
Currency Formal
Application Seflings
LAN Timeout
LAN Terminal Definiion
VFS Drive Sattings
MNatworking

System Management

B St Remote Mansgement Agerd [RMA] duwg controbe: (PL

Canftrolier to Cantrolier
Communications

System Security
Enhance Security
MNetwork Security
FTP User Definitions
Console 1D Security
FTP 1D Security
LDAaP

Java Configuration
Java Classpath
Time Zome

4. Saveyour setting within system configuration, then “activate” your new system
configuration (and reboot).

5. Make sure TCP/IPis enabled for any terminals you want to manage using RMA.
To do that, make sure the “Enable TCP/IP” check-box is checked within the
termina load definition for each terminal. The terminal may use DHCP or static
IP. Either legacy TCC or TCC/IP may be selected. (After enabling TCP/IP, don't
forget to activate your configuration and reboot the controller and terminals.)

6. Verify your setup using the instructions found further below (in the section
“Verifying Your RMA Setup”).

Page 49 of 352



Verifying Your 4690 RMA Setup

At this point, your 4690 controller(s) and terminals should be running RMA, but you
have not yet verified that it's working properly. Follow these steps to complete the
solution, and verify everything isworking asit should be:

1. You may want to double-check the following:

v' Javaand VFS support must be enabled on the controllers

v" (V5R2 only) Make sure the CSD for systems management isinstalled at
the same CSD level asthe OS

v HOSTNAME logical name is defined for each controller

v adxhsihf.dat (i.e. the HOSTSfile) has an entry for each controller’s node
ID, and an entry for localhost.

v' adxipXXz.bat (i.e. where XX isthe node ID) is set up correctly for each
controller — it should have an entry for “lan0”, “100”, and a“ default route”
command.

v" (V6 only) For enhanced-mode controllers, adxipXXz.bat contains the

“eloopaddr” parameter for lan0.

RMA is enabled in system configuration

Terminals have TCP/IP enabled

If using certain Bladecenter network modules, “IGMP Snooping” must be

disabled

SNENEN

Note: Asasanity check, it’sagood ideato try to “ping” the IP address of each
controller and terminal from outside the system, just to make sure your TCP/IP
settings are correct.

2. You may want to verify that RMA appearsto be working OK, by examining the
RMA log file. To do that, open the following file using “xe” (or any text editor):

On V5R2:
M\ rma\l ogs\ RVA XX. 0 (where XX = controller node ID)

On Vé6:
F:\rma\l ogs\singnt.O0

Scroll through the file, making sure there are no “ severe” messages or java
exceptionsinthefile. (“Warning” messages are generally OK, but may be of
interest if problems arise later in your use of RMA.)

Note: If the log file doesn’t exist, RMA isnot running. (Make sure you
“activated” your system configuration!) If the Controller in questionisa
Controller/Terminal, then RMA will not start until the Terminal side of the
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Controller/Terminal is up and running. Verify that the terminal sideisrunning
before looking for the RMA logs.

3. If you're not running the master agent on one of the 4690 controllers, make sure
you've installed the RMA master agent on a separate system within the store.
Y ou should make sure the master agent can “ping” the controller. (For help, see
“Chapter 1 —Quick-Install Guide’.)

4. Make sure IBM Director is set up on a Windows or Linux system that has
connectivity to the store. Y ou should make sureit can “ping” the master agent’s
IP addressin the store. (For help, see“Chapter 1 — Quick-Install Guide’.)

5. Add your master agent into the discovery preferences for Director, and click the
discovery icon in the toolbar to discover your device. (In our lab example system,
the master agent is the same as the 4690 master controller.)

Define Master Agent [ ]

Enter the connection information far the master agent for the store. Also pravide a unigque name to
identify this set of information.

Entry Marme [4680 V8
Connection Infarmation:
) Use a Hosthame to connect to the Master Agent
Hosthame:

® Use a Static IP Address to connectto the Master Agent

IF Address: 10 o 1] o 0 o 34

Connection Protocal:
® Automatic Detection

I Manually Configured

Lse IBM S0X3
Port#: 10148
Use Java RMI
Force Immediate Protacol Change
Event Filter: Fatal, Critical, Minor - |

6. You should now see your master agent, your controller(s), and your terminalsin
the main Director console.
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k=) Retail Systems : Store Association W

MHame |TCF'IIF' Addresses| Device Type Product

Seri:

B [Store TSS Lab

3 | B Store IRES

B2 Store IBM Store #001

025 Store 0002
Q‘ HM {0002} 10.0.0.35 46490 4800743
é 14 (0002 10.0.0.358 FOS Terminal 4800782

In the screenshot above, you can see:
e HM —the RMA master agent, which is aso the 4690 Master controller
e 14 —the only terminal set up for this controller
e Store“0002" was configured in 4690 as the store number, and it appears
in parentheses next to each of the 4690 managed objects

Note: The Director inventory will show your terminals as having the same IP
address as your controller. The reason for thisisthat the terminal’s “virtual”
RMA code is actually running on the controller.

Also note: If you are using IBM Store Integrator components on the controller
(i.e. such as SI GUI, AEF, DIF, etc.), you may see more managed objectsin
addition to those shown above.

Next, open the IMX browser for the controller.
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‘?fj Retail Systems : Store Asso
MHame |TCF'IIP Addresses| Device Type Prt
B{) Store TSS Lab

3t | B Store IRES

B3 Store IBM Store #£001

O-+25 Store 0002

A HM (0002 100038 46490 43C
& 14 ool OPEN-. POS Terminal 480
Delete
Rename...
Fower Management k

Collect Inventony
Wiewy Ivertary
Event Log

r

ackout Lanes

¥ Resource Manitars
Retail Feripheral Management

o Y N Y | POV Y, PP RSy

The MBeans for a4690 controller should look similar to the screenshot below.
(Please be aware that this screenshot represents a 4690 V6 controller, which
contains more instrumentation than for V5R2, but even for V5R2 you should see
most of the content shown here.)
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=0l

File Help

Registered JMX MBean Hierarchy JMX Class Name com.ibim.0S4690, . swi v.Operati
O~ 8% HM (0002)
0~ ma-HM.1 0150
0= 4650
{68 4B80EventForwarder
ﬁ ConirollerStatus
ControllerStatusManager
8 InstalledPackage
g Kemelversion
Eﬁ LogicalDrive
Mermary
g on_Board_Device_Infarmatian

I 1
g 054690_Discovery
{ig Partitioninfo
RSS_MumericSensar
ﬁ SMEBIOS_Table_0_BIOS_Information
ﬁ SMBIOS_Table_1_8ystem_Information
% SMEIOS_Table_10_0n_Board_Devices_Informat;
ﬁ SMBIOS_Tahle_11_0OEM_Strings
Eﬁ SMBIOS_Table_13_BIOS_Language_Information
@ SMBIOS_Table_16_Physical_Mermary_Array
@, SMEBIOS_Table_17_Memory_Device
ﬁ SMEIOS_Table_19_Mermory_Array_happed_Addr

ﬁ SMBIOS_Table_Z_Base_Board Methods |
[ig SMBIOS_Table_30_Memory_Device_Mapped_Ad
[ SMBIDS Takle_21_Built_In_Pointing_Device || Modiliable Marne Type v

[ SMEIOS_Table_24_Hardware_Security OSArchitecture ava.lang.Sting %86

[i§ SMBIOS_Table_26_voltage_Probe 0SDistributionyersion ava.lang.String

£g smen0s_Taule_27_Cooling_Device 0SIndex avalang.ntager 1

ﬁ SMEBIOS_Table_28_Temperature_Probe

% SMEIOS_Table_3_System_Enclosure QOSlnstallDate avaxwbem.cim. CIMDateTime 20081120153000.000000-3)
g SMBIOS_Tahle_32_System_Boot_Information OSMajorversion ava.lang.Integer 6

% SMBIOS_Table_34_hanagement_Device 0SMinoiVersion avalang.Integer 1

g SMEIOS Tahle_35_Management_Device_Comp 0Shame ava.lang.Sting 1B 4590 OS Version 6
ﬁ SMBIOS_Table_36_Threshald_Data

g SMEIOS_Table_d_Processor_nformation

g SMBIOS_Table_5_Mernary_Controller 0SProductiD ava.lang.sting 5639P70

Eﬁ SMBIOS_Table_B_Memory_Module_Information
@ SMBIOS_Table_¥_Cache_|nformatian
[ SMEIOS_Table_8_Por_Connector_nformation

OSRegisteredOrganization
O8RegisteredOwner

ava.lang.String
ava.lang.String

I
J
J
J
J
]
I
OSPrimaryOperatingSystem java.lang.Boolean frue
J
J
J
]
]
]
J

ﬁ SMBIOS_Table_9_System_Slots QOSRevision ava.lang String 09A0
fig TerminalOnlineTable 05Type ava.lang.String 4690
{§ UsBDevice OSvariant ava.lang.Sting 4690
b R 0Sversion avaang.Sting IBM 4630 05 Version 6, Ver:

MGMT

Ready

In the screenshot above, you can see MBeans that describe SMBIOS information,
system memory, hard disk drive attributes, and more. If you are using a 4800-7x2,
4800-7x3 or 4800-7x4, you'll seethe “RSS_NumericSensor” MBeansin the
“4690" category. These represent the system’ s sensors and/or service processor
values (i.e. motherboard, power supply, temperature(s), voltage(s), etc.).

Next, use the IMX browser to view the terminal’ s instrumentation. The MBeans

for 24690 terminal should look similar to the screenshot below. (Again, note that
this screenshot represents a V6 terminal rather than aV5R2 terminal.)
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File Help

H& IMX Browser: 14 (D002)

Registered JMX MBean Hierarchy
o 140002
o5 14.10150
0 4690

{8 IDE_Davice

[ﬁ Kemelversion
LogicalDrive

g Marnary

g Partitioninfo

[ﬁ RS5_MumericSensaor

[% SMBIOS_Table_0_BIOS_Informatian

% SMEIOS_Table_1_System_lnformation

[ﬁ SMBIOS_Tahle_11_0OEM_Strings

[ﬁ SMBIOS_Table_13_BIOS5_Language_Infarmation;

% SMBIOS_Tahle_16_Physical_Memaory_Array

% SMEBIOS_Tahble_17_Memory_Device

[ﬁ SMEBIOS_Table_19_Mermory_Array_happed_Addr
SMBIOS_Table_2_Base_Board

% SMBIOS_Tahle_20_Memory_Device_Mapped_Ad

[ﬁ SMEBIOS_Tahle_3_System_Enclosure

[ﬁ SMBIOS_Table_32_Systern_Boot_Information

@ SMBIOS_Table_4_Processar_Information

@, SMBIOS_Tahle_5_Memary_Controller

[ﬁ SMEBIOS_Table_B_Memory_Module_Information
SMBIOS_Table_7_Cache_|nformation
SMBIOS_Tahle_8_Port_Connector_Infarmation

[@ SMEBIOS_Tahle_9_System_Slots

[ﬁ USEDevice

=} CIM

@ UPOS_cashDrawer

8 UPDS_CheckSeanner

g UPOS_Keylock

fig UPOS_LineDisplay

8 uPOS_MICR

g UPOS_MSR

-5 MGMT

JMX Class Name com.ibm.054690.sysmgmt.upos.UPOS_POSPrinter

4

Type wallg

AsyncMode

AutoDisable
BarcodePrinted Count
CapCharacterSet
CapCompareFirmwareVersion
CapConcurrentdmRec
CapConcurrentJmsip
CapConcurrentPageiode
CapConcurrentRecsip
CapCoverSensor
Capdm2Color

CapJmBold
CapJmCartridgeSensor
CapJmCaolor
CapJmDhigh
CapJmDwide
Canin

Methods |
Modifiablg Marme

java lang Boolean true
javalang Boolean false
javalang.integer 2162655
javalang.Integer 998
java.lang.Boolean false
javalang.Boolean true
java lang Boolean true
javalang Boolean false
javalang Boolean false
javalang.Boolean true
java lang.Boolean false
java lang Boolean false
javalang.Integer 0
javalang.nteger 1
javalang Boolean false
javalang.Boolean false

In the screenshot above, you can see the“RSS_NumericSensor” MBean for the
4800-7x2 sensors on the terminal, in addition to many other instrumentation
MBeans for the terminal — including comprehensive SMBIOS information,

memory, disk drive, etc.

You can also see avariety of “UPOS’ MBeansin the “CIM” section of the
browser. These represent the periphera devices (such as a 4610 printer) that are
attached to the terminal. Refer to the “ Retail Peripheral Management” section of
the RMA cookbook for more information about leveraging this information.
(Note that on V5R2, the peripheral information is more limited than on V6.)

. After you've verified that all the MBeans look correct for 4690 within the IM X
Browser, you' re now ready to begin using all the other features of RMA and IBM
Director to manage your 4690 environment — such as inventory, resource
monitoring, software distribution, power management, etc. (For help, please refer
to the other chapters of this cookbook, the RMA user’s guide, and the IBM

Director documentation.)
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Chapter 3 — Setting Up RMA on Novell Linux

This chapter describes how to setup RMA on Novell’s SUSE Linux Enterprise 11
operating systems. RMA V2R6 is not supported on any other Linux distributions.

RMA includes support for Novell-based Linux distributions as follows:

e SLED (SuSE Linux Enterprise Desktop) 11 SP1. RMA version 2.6 supports
SuSE Linux Enterprise Desktop (SLED) 11 SP1.

o SLES (SUSE Linux Enterprise Server) 11 SP1. RMA version 2.6 supports SUSE
Linux Enterprise Server (SLES) 11 SP1.

o SLEPOS (SuSE Linux Enterprise Point Of Service) 11 SP1. RMA version 2.6
supports SUSE Linux Enterprise Point Of Service (SLEPOS) 11 SP1.

Starting with SLE 11 (and RMA 2.5), IBM now offers full-featured systems
management capabilities for Linux, including the following:
0 Sensor driversto monitor hardware sensor values and service processor
“light-path” LED status
o0 CIM instrumentation for the operating system to alow inventory and
monitoring for the OS
0 Systems management instrumentation available via UPOS 1.12 and higher
0 Event forwarding for Linux CIM instrumentation —for the first time on
Linux, it is possible to receive events and alerts from UPOS-based
peripheral-attached devices.

Setting up RMA on SLED / SLES 11 SP1

Either the RMA Master Agent or RMA General Agent can be installed on SUSE Linux
Enterprise Desktop (SLED) or SUSE Linux Enterprise Server (SLES) 11 SP1. The RMA
Master Agent will be required on a single system within the store environment. All of
the other systems within the store should run the RMA General Agent.

Prerequisites

Prior to installing the RMA agent on SLED 11 SP1, the systems need to be installed and
configured with SFCB. SFCB stands for the “Small Footprint CIM Broker” and is what
provides hardware information about the system to the RMA Agent. Itissimilar to WMI
on Windows. SFCB worksin conjunction with several SBLIM packages that do the
actual data population. SBLIM stands for the “ Standards Based Linux |nstrumentations
for Manageability”.
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The following steps explain how to get SFCB installed and configured on a SLED /
SLES 11 system:

1. Toinstall the SFCB and SBLIM packages, click on Computer -> Install Packages.
Thiswill bring up abrowser that will allow you to search for particular RPM
packagesto install:

r YasST2

File Package Configuration Dependencies Options Extras Help

| View V| Search | Patterns | Installation Summary

[| | v| | Search

~ Package Summary Installed (Available) Size

Search in

Mame
Keywords
Summary

] Description

[J RPM "Provides"
[J RPM "Reguires”
[ File list

Search Mode:

-

|Contains v

[ case Sensitive

[>]

Description | Technical Data | Dependencies = \ersions | File List ChangMI)l

| Cancel H

Accept

2. Click onthe“Search” tab and search for each of the following packages:

shlim-sfch
shlim-sfcc
cim-schema
cmpi-provider-register
libRaTools0
libsblim-cmpiutil1
shlim-cim-client2
sblim-cmpi-base
sblim-cmpi-dhcp
sblim-cmpi-fsvol
sblim-cmpi-network
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sblim-cmpi-nfsv3
sblim-cmpi-nfsv4
sblim-cmpi-params
sblim-cmpi-smbios
sblim-cmpi-sysfs
sblim-indication_hel per
sblim-wbemcli

3. Aseach package is brought up, ensure that the box is checked next to the package
name so that the package will get installed:

LB YasST2 = B £3
File Package Configuration Dependencies Options Extras Help

|_ View V_| Search | Patterns | Installation Summary |@|
[stcb |v|| searen |

Package  Summary Installed (Available) Size
[<] sbim-sfch Small Footprint CIM Broker 1.3.7-0.11.1 (1.3.7-0.9.4) 16 MB

Search in
Name
Keywords h
Summary
[[J Description
[l RFM "Provides"

[J RPM "Reguires”

[ File list
Search Mode: - o~
) - ) Description | Technical Data = Dependencies | Versions = File List | Chang) <||?
|Contains o] |
; g shlim-sfeb - Small Footprint CIM Broker
[ case Sensitive Small Footprint CIM Broker (sfcb) is a CIM server conforming to the CIM
- Operations over HTTP protocol. It is robust, with low resource consumption
and therefore specifically suited for embedded and resource constrained
environments. sfch supports providers written against the Common
Manageability Programming Interface (CMPI).
Supportability: Level 3
|. Cancel ‘ | Accept |

4. Onceal of the packages have been selected, click “Accept” to start the install.

Page 58 of 352



5. Click “Continue” on any warning or dependency pop-ups that may appear:

L. Changed/Packages X

Unsupported Packages

Flease realize that the following selected software is either unsupported or requires an additional customer contract for support.

|Se|ected by the user <
~ Package summary Installed {Available) Size
t shlim-cmpi-smbios SBLIM SMEIOS Instrumentation 0.3.2-0.1.70 83.0 KiB

o

6. Besureto havetheinstalation mediahandy asit will be required to add the
packages:

n YasT2 x

Insert
A 'SUSE-Linux-Enterprise-Server-11-5F1 11.1.1-1.152 (Disc 1)°
[ Show details

[ Automatically Eject CD or DVD Medium

| skip || Eet || Aot || Remy |

7. After the packages are installed, use atext editor to modify the SFCB
Configuration File:

a. Edit /etc/sfeb/sfeb.cfg

b. SetenableHttp totrue

C. Set doBasicAuth to false

d. SetprovProcsto 40

e. Savethefile and restart sfch: /etc/init.d/sfcb restart
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8. Launch the Control Center and select the “ System Service (Runlevel)” option

under “ System”:

Filter

[

Groups

Hardware
Miscellaneous
MNetwork Devices
Network Services
MNovell AppArmor
Security and Users
Software

System
Wirtualization

Other

YaST Control Center

m Software Management @ Software Repositories

()

‘ % System Sewvices (Runlevel) b

Virtualization

* Install Hypevisor and Tools

Other

Movell Customer Center Conf... Felease MNotes
@ Support

9. Veify that the sfcb service in Enabled. If not, select it and click the “ Enable”

button:
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2, YasT2

¥, System Services (Runlevel): Services

@ Simple Mode O Expert Mode

Senvice ~ Enabled Description
puppet Mo puppet
random es Snapshot random state
raw Mo raw devices
msvc-ga es IEM Remote Management Agent Service
rpasswd Mo Start daemon to allow secure remote password updates
rpehind es TI-RPC program number mapper
rpmconfigcheck Mo pm config file scan
rsyncd Yes* Start the rsync server daemon
saslauthd Mo cyrus-sasl auth daemon
Small Footprint CIM Broker Semvice
slpd Mo slpd - CpenSLF dagmon for the Service Location Frotocol
smartd es Monitors disk and tape health via S MART
smh Mo Samba SMB/CIFS file and print server
smbfs Yes* Import remote SMB/ CIFS (MS Windows) file systems
splash Yes* Splash screen setup
splash_early Yes* kills animation after network start
sshd es Start the sshd daemon
syslog “es Start the system logging daemons

Manage the sfch Senvice

aQ "/ 505 |

| Enable || Disable | by
|_ Help | Cancel | [ OK
Installing the RMA Agent
On the installation media there are two rpm’ s for the RMA Agent installs:
X Name =~ Size| Type Date Modified
a h 007 [«] ©swdupdate File Folder 10/8/2010 8:37 AM
& dik =) posIBM_RMA-GA-2.6-1007.1586.rpm 62,046 KB RPM Fle 10/8/2010 §:33 AM
TpKgs =) posIBM_RMA-MA-2.6-1007.586.rpm 62,081 KB RPM Fie 10/8/2010 §:32 AM
2 ) inux
= 5 fma

|5 swdupdate
53 rmaditd
53 windows

The RMA-GA rpmisfor the RMA General Agent install, and the RMA-MA rpm isfor

the RMA Master Agent install.

Toinstall the RMA Agent, execute the following command on the desired rpm file from

atermina window:

rpm —ivh posiIBM_RMA-GA-2.6-1007.i586.rpm
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After theinitial install, the agent has to be configured by running the rma-config.sh script
This script will bein alocation similar to the following:
/opt/ibm/Storel ntegrator/RM A26110007/rma-config.sh

On aMaster Agent system, the rma-config.sh script is used to set the following
parameters:

e Store Name

e Network Interface

e Security Mode

File Edit “iew Terminal Help

sleposll: /opt/ibm/StoreIntegrator/RMA2611007 # ./rma-config -? b
Usage: ./rma-config [-n <network interface=] [-s <store number=] [-u <'standard'|'enhanced'=]

The rma-config.sh script works the same way on a General Agent system except that only
the network interface is required.

After running the configuration script, simply start the agent service by running one of
the following two commands based on the agent type:

[etc/init.d/rmsvc-ga start

[etc/init.d/rmsvc-ma start

Setting up RMA on SLEPOS 11 SP1

Either the RMA Master Agent or RMA General Agent can be installed on SUSE Linux
Enterprise Point Of Service (SLEPOS) 11 SP1. The RMA Master Agent will be required
on asingle system within the store environment. All of the other systems within the store
should run the RMA General Agent.

Overview of RMA on SLEPOS 11 SP1

In an SLEPOS environment, RMA runs on both the SLEPOS branch server and the
SLEPOS clients. On the branch server, RMA would typically run as a master agent. On
the SLEPOS client RMA runs as ageneral agent. It's possible to have a“ mixed”
environment where additional GA’ s (running any supported OS) are also managed by the
master agent on the SLEPOS branch server, or where the branch server runs a General
Agent that is supported by an additional Master Agent within the store.

A typica SLEPOS store configuration is shown below:
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Director Server
(With Retail Extensions)

SLEPOS Client I

( [
SLEPOS Client

A4

SLEPOS Branch Server
(RMA Master Agent)

SLEPOS Client
(RMA General Agent)

(Optional) Non-SLEPOS Client(s)
(RMA General Agent)

As shown in the diagram above, the typical configuration consists of the following:

e |BM Director Server, at the enterprise (Windows or Linux)

e SLEPOS branch server, in the store, running the RMA master agent
o SLEPOS clients, in the store, running the RMA general agent
[ ]

Optionally, additional POS terminalsin the store, running the RMA general agent

on any supported OS (Windows, &tc.)

Installing the RMA Agent on a SLEPOS Branch Server

Toinstal an RMA Agent on a SLEPOS Branch Server, follow the setup and

configuration steps described in the “ Setting up RMA on SLED / SLES 11 SP1” section.
Asfar as RMA is concerned, the SLEPOS Branch Server is the same as a standalone
SLED or SLES server running in a store environment.

Installing the RMA Agent on a SLEPOS Terminal

Installing RMA on a SLEPOS Terminal means that the terminal image will need to be

built with the required agent RPM’ s and configuration included.
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The steps in this document will assume that you have already followed the procedurein
the “SLEPOS 11 Quick Installation Guide” to create the “first_image”’ described there:
http://www-01.ibm.com/support/docview.wss?rs=220& uid=pos1R1004407

Prior to creating the image, you must have the RMA installation RPM’s saved to a
directory on the SLEPOS Image Server.

Creating a SLEPOS terminal image with RMA included

The following steps explain how to create and deploy a SLEPOS image with the RMA
General Agent included:

1. Launch the Image Creator on your Admin / Image Server from YaST:

'-'{ YaST Control Center - o

|
[~]
Al & Joystick =) Keyboard Layout
| | C) Mouse Model H;H Printer
Groups )
Hardware @ Sound
Miscellaneous
Metwork Devices
Network Senices »T:r AOn Crostor 8 v
Novell AppArmor ()
Security and Users
Software m Autoinstallation [ @ Image Creator h ]
System
wirtualization Installation Server E Product Creator
Other =, [
“-D Start-Up Log i’ System Log

Iil Wendor Driver CD

bsL ISDN
Wodem ﬁ Network Settings

Network Services

2. Click “Add” to create anew image

3. Specify aname for the image under “Kiwi configuration”. Select “Base on
Existing Configuration” and specify the path to the “first_image” that was
created in the SLEPOS 11 Quick Installation Guide: http://www-
01.ibm.com/support/docview.wss?rs=220& uid=pos1R1004407
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<] YasiT2
(@ Image preparation

Kiwi configuration

[rma_image

() Create from beginning
) Base on Template

-
@ Base on Existing Configuration

Y
Image Type

Mar/lib/SLEFPOS/system/first image

[Network Boot Image

Output directory

[NanflinfSLEPOSIsystemErma_image ] Browse...

Fackage Repository bl

dir//root/ipmUpdates
dir/fvarlib/SLEPOS/dist/SLE-11-5P1-FOS-i386-x86_64-CD1
dir/fivar/lin/SLEPOS/dist/SLES-11-5P1-DVD-I586-DVD1
dir/fivarflib/SLEPOS/system/first_image/repo

| Adg || AgdFromsystem || Edt || Delete |

[ avor ] [ g ]

Mext

4. Click the“Add” button at the bottom in order to add a repository for the RMA
RPM’s:

Fackage Repository o

dir.//froot/rpmUpdates
dir/fvar/lib/SLEPOS/dist/SLE-11-SP1-POS-i586-x86_64-CD1
dir./var/lib/SLEP OS/dist/SLES-11-5P1-DVD-iS86-DWD1
dir/var/lib/SLEPOS/system/first_image/repo

| Add || AddFrom System || Edit || Delete |

5. Select “Local Directory” and specify the path to where you have the RMA
installation RPM’ s saved on the system:
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YasT2

- O
% Local Directory

Repository Mame
[Ruva RPMS

FPath to Directory
[fru ot/rmaRFM

]| Browse... |
[[] Plain RPM Directory

Help

Aot | [ Beek [ mext

6. Click “Next” and verify that the repository is added successfully to the Package
Repository list:

Fackage Repository

~
dir/ffroot/rpmUpdates
dir://var/lib/SLEPOS/dist/SLE-11-SP1-F 0S-i586-x86_E4-CD1
dir://var/lib/SLEPOS/dist/SLES-11-SP1-DVD-iS86-DVD1
dir/fivar/lin/SLEPOS/system/ffirst_image/repo

7. Click “Next” to proceed to the Image Configuration screen.

8. Clear any packages listed in the “Packages to Delete” section and then click the
“Change” button to add additional packages to the image:
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[ <] YasT2

(3 Image Configuration

Ima_image

| Image Configuration | Description | Users | Scripts | Directories |

Wersion Size Unit

[1.00 | [40 2| [me ¢ | @I Additive

Software Selection Packages to Delete

[Packages for Image o] ]

Installed Software

Patterns

Minimal
gnome

=T

Packages

findutils-locate h
posIBM_RMA-GA

xorg-x11-server

grub

shlim-sfch

supportutils

*org-x11
posIBM_shlim-cmpi-upos-server-sled
supportutils-plugin-slepos
*¥0rg-x11-¥vnc

el

| Change...

| abot || Back |[ FEinish

9. Inside the package browser, search for the RMA rpm and check the box to
includeit in the image:
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[ <] YasT2 - O x

File Package Dependencies Options Extras Help

[ Wiew v " Search | Pattemns | Installation Summary |
[RMA—GA | V] I Search l
¥ Package Summary “Wersion Size
A General Agent
Search in
Name

Keywords
Summary

[J Description

[ RPM "Provides"
[J RPM "Reguires"
[ File list

Search Mode: .
- Description | Technical Data = Dependencies | Versions |

Contains v

posIBM_RMA-GA - IEM RMA General Agent

[] case Sensitive The IBM RMA GA Software contains all the functionality for the system to run a
B General Agent in a store ervironment

Cancel H Accept

10. Additionally, search for and include all of the sfcb and sblim rpm’ s that are
specified in the “ Setting up RMA on SLED / SLES 11 SP1” section:

Page 68 of 352



<] YasT2 =
File Package Dependencies Options Extras Help
Search | Pafterns | Installation Summary
[snnm
~ Package summary “ersion Size
RaTools0 SBLIM Co
Searhiin # libcmpiCppimplo SBLIM CMPI ... 2.0.1-5.4.49
Name # posIBM_sblim-cmpl-upos-semver-s... SBLIM CMPI ... 1.13.0-26
Keywords £ sblim-cim-client2 Java CIM Clie... 2.1.3-0.168
- ¥, sblim-cmpi-base SBLIM Base |... 1.6.0-0.1.87
Summary & sblim-cmpi-dhcp SELIM CMPI ... 055-16.16
o ¥, sblim-cmpi-dns SBLIM DNS 1., 1.0-0.2.32
[J Description [\ 2 sblim-cmpi-fsvol SBLMFile S... 15.0-1.1.83
[ RPM "Provides" ¥, sblim-cmpi-network SBLIM Netwo... 1.4.0-1.1.74
o ¥ sblim-cmpi-nfsv3 SBLIM CMPI ... 1.1.0-0.1.83
B Y R 2 sblim-cmpi-nfsv4 SBLIM CMPI ... 1.1.0-0.1.83
] File list & shblim-cmpi-params SELIM Linux ... 1.2.0-0.1.82
¥ shlim-cmpi-samba Samba CIM p... 0.56-0.258

Search Mode:

Contains

1

Description | Technical Data Dependencies | \Versions

libRaTools0d - SBLIM Common Resource Access Library for WEBEM-SMT tasks

The tools-libra package provides common functionality required by the task-
specific resource access layers of whem-smt tasks such as cmpi-dns and cmpi-
samba.

[J Case Sensitive

Cancel H Accept

11. When finished, click “ Accept” to add the packages to the image. Accept any
dependencies that also need to beinstalled.

12. Click on the “ Description” tab and add a meaningful description for your image:
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[ <} YasT2

(3 Image Configuration
Ima_image
Image Configuration Description Users Scripts

Author

Directories

[sLEPOS team

Contact

[slepos@suse.de

Specification

Full graphical image including the RMA GeneraIAgenﬂ

Locale setlings

Locale Keyboard layout Time zone

J J

Help

Abot | | Back |[ Finish

13. Click on the Scriptstab. In the “Cleanup Script”, you will need to specify
commands to configure / start the RMA Agent and SFCB. Enter the following
immediately after the #/bin/bash line. Note that the path to the RMA installation
for the rma-config script may change pending on the level you areinstalling:

# Commands for the RMA General Agent

/opt/ibm/Storel ntegrator/RM A2611007/rma-config —n
chkconfig sfch 235

[etc/init.d/sfcb start
[etc/init.d/rmsvc-ga start
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e T oox
(3 Image Configuration

Ima_image

Image Configuration Description Users Scripts Directories
Image Configuration Script

#l/bin/bash

f================

# FILE : config.sh

S

# FROJECT : OpensusE KIWl Image System

# COPYRIGHT (c) 2006 SUSE LINUX Products GmbH. All rights reserved
# .

# AUTHOR © Marcus Schaefer <ms@suse. de>
# :

Cleanup Script

#l/hin/bash A
# For RMA General Agent IE'
fopt/ibm/Storelntegrator/RMAZE11007/rma-config -n ethd

chkconfig sfch 235

fetc/init. dfsfch start

fetc/init.d/rmsvc-ga start

N

,:H Import. .. |

| Hep | | Apor || Back |[ Finish ]

14. Click “Finish” to create the Image. Verify that the image creation finishes with a
message stating “Image creation succeeded”. Then click “OK”.

Note: If you have SFCB running on your image server system, you may need to
stop SFCB manually prior to creating the image (/etc/init.d/sfcb stop) asit can
cause conflicts during the creation.

Preparing the server to boot the POS Terminal

The following steps explain how to prepare the SLEPOS Admin and Branch Serversin
order to boot a POS Terminal with the RMA Image.

1. Usethe registerlmages command to copy the boot and system images:

registerlmages --gzip --no-hardlinks --ldap --kernel
Ivar/lib/SLEPOS/system/images/<image_name_directory>/initrd-netboot-
SLEPOS11.i686-3.2.0.kernel --initrd

Ivar/lib/SLEPOS/system/images/<image name_directory>/initrd-netboot-
SLEPOS11.i686-3.2.0.9z
Ivar/lib/SLEPOS/system/images/<image_name_directory>/<image_name>.i686-
<image_version>
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2. Usethe posAdmin.pl command to register the new RMA image with LDAP:

posAdmin.pl --user cn=admin,o=ibm,c=us --password password --base
cn=default,cn=global ,0=ibm,c=us --add --scPoslmage --cn rma_image --
sclmageName rma_image --scPosimageVersion "1.0.0;active” --

scDhcpOptionsRemote /boot/pxelinux.0 --scDhepOptionsLocal LOCALBOOT --

sclmageFile rma_image.i686 --scBsize 8192

3. Launchthe LDAP Browser from Y aST:

Filter

[

Groups

Hardware

Software
System
Wirtualization

Other

Miscellaneous
Metwork Devices
Network Services

Movell AppArmor

¥asST Control Center

% HTTF Server
= |{SCS| Target
F- g

) .
| Kerberos Client

Security and Users

LDAF Browser

bve

- LDAF Server
’@-‘ Metwork Services (xinetd)

= NFS Server
&

—8 NIS Server

(0
3 Proxy

-@L Samba Server
m Souicd

F DNS Server

=
%5‘ Hostnames

= .“3] iSCSI Initiator
= [SNS Server

<
| Kerberos Server

@ LDAF Client
j Mail Sever

E MFS Client

@ NIS Client

® NTF Configuration

h:i; Femote Administration (WNC)
% SLP Server

Qﬁu SSHD Confinuration

4. Verify that your new imageisvisible
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o
LDAP Browser

o=ibm,c=us
¥ o=ibm,c=us
= cn=global
cn=IEM4800722
= cn=default
cn=first_image
cn=minimal
cn=rma_image
cn=defaultCR
cn=standards
ou=raleigh

k YasT2

cn=rma_image. cn=default. cn=global. o=ibm.c=us

Adtribute he
cn

objectClass

scBsize

scConfigFile
scDhepOptionsLocal
scDhepOptionsRemote
sclmageFile
sclmageMame
scPosimageiersion

Value
ma_image
scPoslmage, top
4098

LOCALBOOT
/boot/pxelinux.0
ma_image. i686
ma_image
1.0.0;active

Close

5. Double click on the scPoslmageDn attribute of the POS terminal that you want to

load the image (example: cn=1BM4800722,cn=global ,0=ibm,c=us) to edit it, and
set it to load the newly created rma_image.

“alue of "scFosimageDn" Attribute

cn=rma_image. cn=default, cn=global.o=ibm, c=us|

N
53

o

| ([cmen J[_soe

]

for the change to be saved in LDAP:
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] YasT2 - O x

LDAP Browser
o=ibm. c=us cn=IBM4800722 cn=global. o=ibm. c=us
¥ o=ibm.c=us Attribute >~ \alue
< cn=global cn IBM4800722
- = 22
cn=IBM4800722 objectClass scCashRegistertop
cn=sida scCashRegisterName IBM4800722
= cn=default _ scDiskJournal
cn:ﬁr.st.Jmage scPosDeltalmageDn
cn=minirnal scPosimagebn cn=rma_image, cn=default,cn=global,o
cn=rma_image
cn=defaultCR
cn=standards
ou=raleigh
] £ R3]
Reload | [ Ea | save |

7. Thelast thing that is needed is to add the proper sfcb configuration to the terminal
boot properties. Set up the SFCB configuration file as specified in the “ Setting up
RMA on SLED / SLES 11 SP1” section:

Edit /etc/sfcb/sfcb.cfg
Set enableHttp totrue
Set doBasicAuth to false
Set provProcsto 40

oo o

8. Copy the sfch.cfg to the /srv/SLEPOS/config directory.

9. Add the sfch.cfg fileto the LDAP tree by using the posAdmin.pl command to add
an scConfigFileSyncTemplate object to the terminal definition that you want.

posAdmin.pl --user cn=admin,o=ibm,c=us --password password --base
cn=IBM4800743,cn=global ,0=ibm,c=us --add --scConfigFileSyncTemplate --cn
sfch.cfg --scConfigFile /etc/sfchi/sfcb.cfg --scMust TRUE --scBsize 1024 --
scConfigFilel ocal Path /srv/SLEPOS/config/sfch.cfg
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Note: The sfch.cfg file stored in the LDAP in this scConfigFileSyncTemplate
object will only be loaded onto terminals at the time of first boot. Subsequent boots
will not receive thisfile. Therefore, please remember that re-imaging is necessary

to push down new configuration files.

10. Return to the LDAP browser and verify that you can see the sfch.cfg attached to

the terminal;

LDAP Browser

o=ibm,c=us
¥ o=ibm.c=us
= cn=global
= cn=IBM4800722
cn=sda

cn=default

cn=defaultCR
cn=standards
ou=raleigh

Help

YasT2

cn=sfch.cfg

Reload ‘

- 0 X
cn=sfch.cfg. cn=IBM4800722, cn=global.o=ibm, c=us
Attribute > Value
‘cn sfch cfg
description
ohjectClass scConfigFileSyncTemplate, top
scBsize 1024
scConfigFile fetcfsfch/sfch. cfg
scConngFileLocalPath /sv/SLEFPOS/config/sich. cry
scConfighlds I25tILDOKZTrjUG M unw
schust TRUE
| Edit

11. Run the possyncimages command to synchronize the new image between the

branch and admin servers.

12. Run "posldap2crconfig --dumpall” to update the terminals configurations.

13. Check to make sure that both leases2ldap and image2ldap services are running by
executing the "/etc/init.d/posl eases2l dap status' command.

14. Boot the POS Terminal and ensure the new rma_image loads successfully.
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Verifying the SLEPOS Terminal Image with RMA

After the terminal boots, the RMA service should already be running. At this point, you
should be able to discover the terminal on the IBM Director Console the same as you
would any other general agent.

RMA General Agentsrunning on SLEPOS 11 will be listed under the “Retail Clients
with Linux” group:

Console Tasks Associations View Options Window Help

Y- 2 § &-8-0-m- 2= 5 & 9 8- H-

Groups Q{j l Retail Clients with Linux
[ @MvGruups MName & TCPIP Addresse
= @ Retail Groups l C 1) 10.10.0.87
5 4650 Contrallers -l sleposii (RMa-Dema) 10.10.0.25

ﬁ 4690 Maintenance Capable Controllers
ﬁ 4690 Terminals

£F A1l 4690 Controllers

B anyplace Kiosk Clients

£ JMK Bystems

B Kinsks with Windows

l Retail Clients with Linus

! Retail Clients with Windows

" Retail Master Systems

n Retail Systems

o

Using the IMX Browser, you can verify that SFCB is running successfully by ensuring
there are several “Linux” MBeans listed under CIM.

B&E IMX Browser: CRO3 (RMA-Demo) [_[alx
File Help
Registered JMX MBean Hierarchy
ol cRO3 (RMA-Dema)
o[ CRO3A0151
o= RMA Service
o= cm
Linux_BaseBoard
@ Linuz_BIOSElement
Linux_BIOSFeature
Linu_BIOSProduct
@ Linuwx_ComputerSystem
Linux_EthemetPort
@ Linux_Est3FileSystem
@ Linux_|PProtocolEndpaint
@ Linug_LocalLoopbackPort
nfiguration

X Class Name com.ibm.retail.si.
C C =L Com rlab.raleigh.ibm.usc

Methods |

Modifiable Name Type | Walue
[i:] CurrentTimeZone ava.lang String 0

@ Linux_Processor
a5 Java
a5 MGMT

DefaultPageSize avalang String 4096

]
1
Description javalang String A class derived from OperatingSystem to represents the r
DetailedStatus Jjava.lang.String
Distributed java.lang String  false
ElementMame Javalang String  SUSE Linux Enterprise Server 11 (i586) VERSION = 11 P
]

& EnahledDefault ava.lang Integer 2

At that point, you can collect and view Inventory on the system, set up monitors, and use
it as you would any other RMA Agent.
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File Selected Options Help

B Inventory Query Browser: CR03 (RMA-Dema)

IM[=1 E3

2

Query Results: System BIOS{1)

Available Queries: All w

B2 Custormn
05 Hardware

BT Adapter

B-{*] Chassis

B Cluster

B2 Device

B2 Mermaory

B Metwork

B Operating System Specific

B Settings

05 SMBIOS

Basehoard

Cormponent ID
On Board Device
Physical Enclosure

m
System Board Configuration
B2 SHMP
B-{77) Storage
B{"7) Software

Mame (Sys...| Ind... |Manufacturer (Systemn EIIOS)|VerSi0n ...|Re|ease Date (Sys...| Sh... | Mol

CRO3 (RM...

1 Phoenix Technologies, LTD 8FKT017 Movember 17, 2008

fi*. Resource Monitors: CRO3 (RMA-Demo)

File View Help

IS[=] B3

Available Resources

Selected Resources

I¢25 RMA Agent
B Retail Peripheral Monitors
=5 Retail System Monitars
=5 CPU Monitars
250
i tilization
[ Process Count
=5 Disk Drive Monitars
O/
Il Availakle Disk Space
[l Disk Utilization
Ml Used Disk Space
B IBM POS Sensor Monitors
=5 Memory Monitars
[l Available Physical Meraory
T Mernary Utilization
[ Used Physical Merary
025 Cperating Systern Monitors
[ status
[ User Count
B User-defined Monitars

Selected Resources | CRO3 (REM... |

[CPU Utilization] 3%
[Available Disk Space]  5670.29
[Memory Uitilization] B3%
[User Count] 2

Last updated: 10:46:06 AM
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Chapter 4 — Setting Up RMA on IRES

This chapter describes how to setup RMA on IRES 2.1.5, and how to verify the

installation. It also describes how to verify that the retail peripherals (using JavaPOS) are

working properly with RMA on the IRES client.

Note: This chapter assumes that the reader is already familiar with how to install
and configure IRES build servers, branch servers, and clients. It also assumes the
reader already understands basic usage of RMA and IBM Director, including how
to discover the master agent using IBM Director. (If not, please refer to the other
chapters of this cookbook, particularly “Chapter 1 —Quick-Install Guide”.)

Overview of RMA on IRES

In an IRES environment, RMA runs on both the IRES branch server and the IRES clients.
On the branch server, RMA runs as amaster agent. On the IRES client, RMA runsasa

general agent. It s possible to have a“mixed” environment where additional GA’s

(running any supported OS) are also managed by the master agent on the IRES branch

Server.

A typical IRES store configuration is shown below:

Director Server

(with Retail Extensions)

¥

IRES Branch Server

(RMA Master Agent)

— /]

(RM

IRES Client |

IRES Client

(Optional) Non-IRES System(s)
(RMA General Agent)

(RM|

IRES Client
(RMA General Agent)

As shown in the diagram above, the typical configuration consists of the following:
e |BM Director Server, at the enterprise (Windows or Linux)

e |RES branch server, in the store, running the RMA master agent
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e |RESCclients, in the store, running the RMA genera agent
e Optionally, additional POS terminals in the store, running the RMA general agent
on any supported OS (Windows, &tc.)

Supported Versions / Configurations

IRES 2.1.5 includes RMA version 2.3 by default, but it can be upgraded to RMA version
2.4. 1BM does not support upgrading RMA to higher versions beyond RMA 2.4 on IRES,
so the RMA version should remain at 2.3 or 2.4 in production environments (for the

RMA master agent and general agents). The Director Server, however, can beinstalled
with higher versions, including the latest level of RMA retail extensions for Director.

The JavaPOS version included with IRES 2.1.5 is JavaPOS version 1.9.5. Whileit's
possible for retailers to upgrade to 1.9.6b or higher, the instructions below assume that
version 1.9.5 will be used with IRES. Contact IBM support or techline for information
about upgrading the JavaPOS version on IRES.

Setup Instructions for RMA on IRES 2.1.5

Follow the instructions bel ow to setup RMA on IRES 2.1.5:

1. Follow theinstructionsin the IRES developer’ s guide to install the build server
and branch server.

Note: During the installation process for the build server, be sure to follow the
instructions carefully related to OpenSSL, as this package is important for the
pegasus server on the IRES client.

Hint: The following steps could later be used on the client to verify that the
above step was done correctly.

On the client, run the following command:
/etc/init.d/tog-pegasus status

This should show a series of numbers and a status of “running”. If this
command shows a status of “not running”, attempt to start the pegasus service
with the following command:

/etc/init.d/tog-pegasus start

If this command fails with an error about missing “.pem” files, then the
OpenSSL instructions were not followed correctly.

2. Ensurethat RMA isrunning on the branch server by using the following
command:
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/etc/init.d/rmsvc-ma status

. Obtain the XML4C rpm file, asthisis missing from IRES 2.1.5, and it’ s required
for the IRES client to run RMA with pegasus.

The XMLA4C rpm is available as part of the JavaPOS package.

JavaPOS can be downloaded here:
http://www?2.clearl ake.ibm.com/store/support/html/driverss.html

Use the following sel ections when you download JavaPOS:
e OS:. IRES/Linux
e System: your choice
e API: JavaPOS

For JavaPOS 1.9.5, the package nameis “jposires215.zip”. To extract the
necessary rpm, unzip the file which will produce a*“.tar” filein the “./jposires215”
directory. Included in this directory will be atar file. Extract the contents of the
tar file with:

tar xvf ibm-javapos-1.9.5-17jre-for-ires2.tar

Then copy the XML4C rpm (on the build server) asfollows:

cp posIBM XML4C-5.4.6-1.i586.rpm /opt/ibm/ires/rpms

The XML4C rpm can now be selected in the IRES Image Building GUI.

. Open the IRES image builder tool and build the client image. The screenshots
below illustrate the selections that are needed for RMA to work properly on the
client image:

Sdlect “IRES 2 Role Based Client Systems Management”:
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[=] IRES Image Builder

2 E:-:‘l:lensmn: || openPegasus / SELIM
e e = ] | 7| | Providers / IEM RMA

|| IRES 2 LOAFP POS-Branch - Ja 19 —
vl IRES 2 Role Based Cl!ent §§ This extension installs the
[ IRES 2 Role Based! Client - JavaP05 1.9.2 W ccnreianu e raiated
[Z1IRES 2 Role Based Client. - JawaPD5 1.9.2 | |SBUM CMPI instrumentation
LI IRES 2 Role Based Client - JavaP05 1.9.4 || providers, and the 1BM Remaote
[¥] IRES 2 Role Based Client Systerns Management . || Managemeant Agent.

Provided with IRES 2

Mozilg
[ 5AMBA
[¥] Wirn (i IMprowed)
[ wmC

| | ¥asT2

Wiorking with image template directory rmaliemo-1.0.1 -

Y ou must manually select “poslBM _sblim-cmpi-upos-server” and
“posIBM_XMLAC":

| Optiom

@ _ Application [ Path or BFM Marne \ersioh Optians
A, ClassPath al poslBM _shlim-cimpi-rpm |
" Cotnmand | poslBM _shlim-cmpi-service

™ Shell variables
2 lmage Contents

= poslBM _shblim-cmpi-smbios
= poslBM _shlim-cmpi-sysfs

« Drivers ) =| poslBM _shlim-chpi-syslog
Image Options sl poslBM _shlim-cmpi-upas-sarver |
— FEPMs a| poslBM _setupsound

Symbol Stripping =| poslBM _sthj
4 Laocalizatian a poslBM_)(ML4C|
4 Servers i @ | joptfSLESFPOSfpac
A4 Systern i @ | froot/jdemo
2 Users & Groups i

RO REERIELC]
r

£

-

[Selac APA Optinns
Add Path ||

Warking with image template directony: rnaliemo-1.001

Y ou must manually type the commands illustrated below:
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[5] IRES Image Builder

Option: — ¥l Automatically Run Command
1% A‘pp\lcatmn Corma:
& ClassPath
- cp fopt/ibm/iavaposflin/jpos1911 jar sysmamt foptfibm/javapos/linfjpos1911. jar
™ Shall Variables cp foptfibm/javapos flibfjpos_sysmamt. jar sysmamt foptfibm/javapos/libfjpos _sysmamt. jar
@ _ Image Contents
1 < Drivars
Image Options
= RPMs
Symbol Stripping
@ | Localization
@ | Servers
e | System
@ | Users & Groups
[l Automatically Restart
Run As: |ruut -
lll‘u'orking with image templata directory rmabDemo-1.0.1 ko

The exact commands (from the last screenshot) are:

cp /opt/ibm/javapos/lib/jposl9ll.jar.sysmgmt
/opt/ibm/javapos/lib/jposl91l.jar

cp /opt/ibm/javapos/lib/jpos sysmgmt.jar.sysmgmt
/opt/ibm/javapos/lib/jpos sysmgmt.jar

Note: If the two “cp” commands above are omitted or typed incorrectly, you
can aways run them manually on the client system after you have loaded the
client. However, if you type them manually, you MUST reboot the system
after running these two commands!

5. Load the client image on a POS system using the normal client loading procedure.
After the client image isloaded, you can verify the status of RMA and pegasus on
the client by checking the following:

a  Check to make sure that RMA is started:

/etc/init.d/rmsvc-ga status ‘

b. Check to make sure pegasusis started:

/etc/init.d/tog-pegasus status ‘

6. You may issue the following command on the POS client to verify the necessary
“sblim” rpm files are installed:

rpm -ga | grep sblim
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7. You may issue the following command on the POS client to verify the level of
UPOS/JavaPOS that is installed on the client:

rpm -ga | grep java

You should get alist similar to the below screen shot:

F

In the example above, the JavaPOS version isthe line “ibm-javapos-1.9.5.1-17"
which is JavaPOS 1.9.5.

8. UseIBM Director to discover the MA and/or GA’s. After the discovery is
complete, you can quickly verify the following:

a. Check that the MA and/or GA isonlinein Director (icon should not be
grayed out).
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2 IBM Director Console [Z]@

Console Tasks Associations View Opfions Window  Help

v-a i m- M- 2o e o M-

Groups QD Retail Systems : Store Association W Tasks
0GR Retall Groups [ TCPiP Adaress. | De AssetiD 5
—5 46490 Contrallers ] CIM Browser
@ 4600 Terminals 10.0.0.10 g8 Configure SHMP Agent
— @ rnyplace Kiosk Clisnts 10.0.0.61 Lint| | B-£7 Data Capture Policy Manager
— 4 W Systerns ¥ Event Action Plans
— @ Kiosks with Windows £ Event Log
B l Retail Clients with Window &[] External Application Launch
—-l Retail IREE Terminals |—&3 File Transfer
—@" Retail Master Systemns —% Hardware Status
”n Retail Systerms 1 L4 | B Inventory
-—g SureOne Clients 2 Intx Browser
— 8 SurePOS 300 Clients | Microsoft Cluster Browser
—@ SureFOS 500 Clients |88 Metwork Canfiguration
* ﬂ SureFPOS 700 Clients :---Eh FProcess Management
=3 Al Groups % Remote Contral
I E Remote Sessian
[T Resource Monitars
B Retail Peripheral Management
7 T | P T T 7 | lﬁ RMA Software Distribution =
[E== reaty Host: 192,168.132.56 User ID: TS5-DIRECTOR Administratar 21 objects ‘

b. Check that you can view the inventory for the MA and/or GA’s.

{5 Inventory Query Browser: posClient2 (10), branch215 (10) E]@
File Selected Options Help
&,
w
Queries: Al w Query Results: Retail Store Informati 2)
B-(3] Operafing System Specific = Mame (5ys..|Stor. | Agent Type (Retail [Age. [Devi. [Device 10 ] Ma. [Manage. [Mana. [ Hostna.. [IP addre [ Port...[od. [ Mo..|
--@Isﬁe‘mngs posClient2.. 10 RMAGeneral Agent | 4 Linux posClientz mi 10.0.0.61 10151 10.0.0.56 10.0.0.10 10150 4840 563
[Fvaiamon EiNisetings branch215.. 10 RMA Master Agent 4 Linux branch215 rmi  10.0.0.10 10150 10.0.0.56 10.0.010 10150 8480 63X

7|§ Alert Standard Format Seftings

—H asp

2 AssetiD

—El Basic System Information

8 Device Drivers

7@ Director Agent

7@ Director Systems |

& Firmware

& FRU Service Numbers

2 IP Address

—E 1P Address

7@ iSeries Hardware

7@ Personalized Data

i Port ectors

o %

8 gerial Number

7@ System
= do L

E Ready

c. Check that you can get to the IMX Browser and browse the “Linux_’
CIM classes, as shown in the diagram below:
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JMX Browser: branch215 (10)

File Help

Registered JMX MBean Hierarchy
o branch215 (10)
0= ma-branch215.10150

o CiM
{8 Linux_BIOSElement
—[§ Linux_BIOSFeature
i Linux_BI0SProduct
= ftinus Compuery
—[§ Linux_EthemetPort
—[G§ Linwy_Ext2Filesystem
£§ Linux_IPProtocalEndpoint
—Eg Linuy LaocalLoophackPart
8 Linus_MFsvasystemConfiguration
g Linux_operatingSystern
% Linux_Processor
8 Linux_ReizerFilegystem
o[ IRES P
B Java —
o {5 Mot Methods |
Muodifiable Mame | Type
5 Caption java.lang.string Computer System | =
CreationClassMName Java.lang.String Linux_Computersys|
Dedicated [Liava lang. Integer 0
Description java.lang.string Aclass derived from|
Elementiame Java.lang.string branch215.raleigh.i
EnabledDefault javalang.Integer 2
EnabledState Javalang.integer 2
IdentifyingDescriptions [Lava.lang.String
InstallDate Javax.whern.cim.CIMDateTime
LPARID java.lang.String
i Name iawa lann Stina hranch?1 6 ralsinh i |
L »
[ re

9. To verify retail peripheras:

a. Usethetest application of your choiceto “open” aretail peripheral device.

(Note: The device MUST be “open” for it to appear in RMA/Director!)

Hint: One exampleisto issue the startx command to start an X session.
Then use the Programs Menu pull down, select Accessories, then
Terminal to start aterminal session. Issue the following command to
start the POS Control Center:

/opt/ibm/javapos/bin/POSControl Center

The POS Control Center utility allowsyou to select adevice in the left
side column (one with a green check mark) and then select the test
devicetab on theright panel. If you select the Keyboard device for
example, then sdlect the button to start test the test, the keyboard device
will be opened, claimed, and enabled. This allows RMA to discover
the device.

It will take afew minutes for RMA to become aware of the new CIM
classesin Pegasus. You can either wait afew minutes, or you can restart
RMA GA to immediately expose the new CIM classes. After you have
either waited afew minutes or you have restarted RMA GA, open the
JMX Browser to view the peripheral classes, as shown below:
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JMX Browser: posClient2 (10)

File Help

M=)
2

Registered JMX MBean Hierarchy
o[l posclientz (o)

- posClient2.10151

o ciM

— 6§ Linux_BIOSElement
—{ig Linuy_BIOSF eature
—{i§ Linw_BIOSProduct
7@ Linux_ComputerSystem
—{ig Linuy_EthernetPart
—{i§ Linus_Fut3FileSystemn
—[Gg Linue_IPProtocolEndpaint
—@ Linux_LocalLoopbackPort
7@ Linux_MNFSy3SysternConfiguration

g UPOS_LogicalDevice
—{ig UPOS_MSR

JMX Class Name com.ibm.retail.si.mgmt.ci

CIMProxyiBean

4

Methods |
Modifiable Mame

Type

& AdditionalAvailability [Lava.lang Integer
& Availability Java.lang.Integer
i BarcodePrinted Count java.lang.Long 22
[} Bus Java.lang.string UsE
& CapCharacterSet Java.lang.Long a9g
aj CapCompareFirmwareVersion boolean false
& CapConcurrentimRec hoolean false
[} CapConcurrentmsip hoolean false
& CapConcurrentPagelode hoolean false
aj CapConcurrentRecSlp boolean true
CanCoverSensar haalaan e

If you want to show the peripherals in software inventory, you can collect
inventory to pull thisinformation into the Director database. (Note: If the
inventory does not get the information, thisis probably because the CIM
classes are not available. Always use the IMX Browser to verify directly
whether the CIM classes are available)
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@ IBM Director Console

Console Tasks Associations View Opfions Window  Help

-2 0 #-F-8-m-HE- 2P o-8-0-H-

Groups

QD Retail Systems : Store Association v

Tasks

0 5@ Retail Groups

— =, 4530 Cortrollers

@ 4600 Terminals

— @ rnyplace Kiosk Clisnts
— 4 W Systerns

— @ Kiosks with Windows
B l Retail Clients with Winday
— Ml Retail IRES Terminals
—@" Retail Master Systemns
7“ Retail Systerms

-—g SureOne Clients

— 33 SurePOS 200 Clients
—@ SureFOS 500 Clients
L SurePOS 700 Clients
=3 Al Groups

Hame &

[ TCPiP Adaress. | De

025 Store 10
|—4% branch215 (10
Ml nosclientz 10y
=" Stare 517

10,0010
10.0.0.81

Lin,

d

[ AssetiD

] CIM Browser

—&8 Configure SKMP Agent
57| Data Capture Policy Manager
=3¢ Event Action Plans

= Event Log

3 [E] External Application Launch
—&3 File Transfer

—% Hardware Status

- Inventary

—2 Intx Browser

@ Microsoft Cluster Browser
—E8 Metwork Canfiguration

s-5® Process Management
% Remote Coritral

Host: 182.168.133.56 User ID: TS3-DIRECTORWAdministrator

21 ohjects

Select a device type (for example: “Point-of-Sale Printer”):

% Retail Peripheral Management: posClient? (10), branch215 (10)

=%

File Help

Peripheral Types

Systems with Point-of-Sale Printer

Peripheral Tasks

O—25 Retail Peripherals
= JFaint-of
—& Cash Drawer
—=F Line Display

— MW scanner
—=I Check Scanner

BBy Fiscal Printer
—@ Hard Totals
ol Keylock

—LJ1 Scale

—93 Motion Sensor
—Jil Tane Indicatar
—E] PIN Pa

—k: cash Changer

|e Printer

& Point-of-Sale Keybo
—= Magnetic Stripe Rea

Magnetic Ink Check | | ¢

= | —ll posClient2 10y

1 m_____|

[f;g Inventary
g Peripheral Monitors
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Drag the “Inventory” task to a system (or multiple selected systems) to
view the periphera inventory:

Inventory Query Browser: posClient2 (10) g@
File Selected Options Help |
&
L]
Wvailable Queries: All « Query Results: General Properties{1)
B-{"] Custom Marme (5vstem)| Cevice Mame (FOS Pr-Gen) | Model ... | Ma

023 Point-of-Sale Printer posClient2 (10) IBM 4610 Suretark Enhanced POS Printer 4610-TI9 1B
General Properies
Jaournal Station Capa
Journal Station Prope
POS Printer Capahilil
P& Printer Fropertie
Receipt Station Capa
Receipt Station Prope
Slip Station Capakhilit
Slip Station Propertie

Ready

10. After you' ve verified that al the MBeans look correct for the IRES clients within
the IMX Browser, you're now ready to begin using al the other features of RMA
and IBM Director to manage your | RES environment — such as inventory,
resource monitoring, software distribution, power management, etc. (For help,
please refer to the other chapters of this cookbook, the RMA user’s guide, and the
IBM Director documentation.)
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Chapter 5 — RMA/Director Basics

Comment:
Add chapter in the future:
Advanced Setup Topics

This chapter should help you learn the “basics” of the Director consol€' s user interface,
along with some of the core features of RMA/Director that will be used throughout the
rest of thisbook. For example, we introduce core concepts such as “ managed objects”

and “groups’, and we discuss how to use Director’s “inventory” featuresto track the
assetsin your retail environment.

Introduction to RMA/Director Basics

Coming later ... silent deployment,
setting up Director Server on Linux,
uninstalling, additional Director Consoles,
masterheath, using aNAT, configuring
networking equipment (including
BladeCenter switches), firewall
configuration, Director databases, large #
of stores for discovery, user
administration, editing RMA config file
(e.g. to change store number or network
interface), etc.

The Director Console provides a user interface for the Director Server. Y ou can install
multiple instances of the Director Console to allow multiple I/T staff members to interact
with the same Director Server. You can aso configure the levels of permission for each
console user, using the “ User Administration” settings for Director Server. Each user of
the Director Console must have a unique user 1D on the Director Server.

Director Server

The Director Console doesn’t need to be installed on the same system as the Director
Server — as the diagram above shows, the Director Console can run on separate systems
(for example, on alaptop with remote access to the Director Server). However, by
default, when you install the Director Server, alocal instance of the Director Consoleis
asoinstalled for convenience.

When the Director Console isinstalled on additional systems, please note that it also
requires the installation of all applicable extensions (i.e. each console install ation must
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include all the same “extra’ installation packages, such as any Director service updates,
retail extensions to enable RMA support, and other extensions as needed).

Resources

Although this chapter of the cookbook will give you “surviva skills’ in using the
Director user interface and RMA,, it is by no means a replacement for the existing
documentation for RMA and Director.

For more comprehensive information, please refer to the IBM Director documentation —
particularly the Redbook for IBM Director, which isfound at the following URL.:
http://www.redbooks.ibm.com/abstracts/sg246188.html

Y ou should a'so refer to the RMA user’ s guide:
http://www?2.clearl ake.ibm.com/store/support/html/pubs.htmI#RM A

Using the Director Console

The main screen for the Director Consoleis divided into three panes — the groups pane,
the center pane (which shows the sub-groups or managed objects within the currently
selected group), and the tasks pane. (Y ou can show or hide each of these panes using the
“View” menu.)

What is a managed object?

A “managed object” (MO) is aDirector object that represents a remote manageabl e entity
—for retail systems, each MO is an instance of the RMA general agent (or master agent)
running on aremote retail POS system.

If you click on “Retail Systems’ in the groups pane, the center pane will display all the
MO's (i.e. RMA agents) in your retail POS enterprise:
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) IBM Director Console g@

Console Tasks Associations VWiew Options Window Help

-0 4 & B o-m X 2

Groups Q{‘_-‘ / “Relail Systems : Store Assol N Tasks
o0& Al Groups ~ | Nagglf> [ ToPAP Addr [ D AssetID
,5 4690 Controllers €3 Store TS5 Lab & CIM Browser
= ﬁ 4680 Maintenance Capable Controllars - ﬂ YalueTrend_Service (TSS Lab) 10.0.0.59 Windows ; v?ﬁ Configure SNMP Agent
Y 4690 Master Agents l--! WalueTrend_Cafe (TS Lak) 10.0.0.67 Winclows A [ & x!ﬂ Data Capture Palicy Manager
— @ 4680 Terminals w5 s00701-R2 (TSS Lab) 10.0.0.49 Windows XP B3 Event Action Plans
QAH Managed Ohjects i——!%stureBWNFOSE (TS5 Lal) 10.0.0.91 Windows XP B EventLog
g All SurePOS ¥00's, Mode| 4800-783 | GY mis-xseries-dir (TSS Lab) 10.0.0.102 Windows 2003 » El External Application Launch

@ anyplace Kiosk Clients | @& 4810-33h (785 Lab) 1000125  Windows XP £ File Transfer

Il Chassis and Chassis Members _. 11 (T3S Lah) 10.0.0.208 FPOS Terminal % Hardware Status
Clusters and Cluster Members -5 Stare IRES -G, Inventary
—E3 Hardware Status Critical Ml nosclient! (RES) 10.0.1.91 Linux —E Inx Browser
n Hardware Status Information % iresCombo (IRES) 10.0.0.89 Linux I @ Microsoft Cluster Browser

J_\ Hardware Status Waming

= W Systems

B Kiosks with Windows

§ Level 1: IBM Director Core Services Systerms 4
— R | ovel 2: IBM Director Agents

& < Store 0002
g %) Hm (0002) 100035 469
Y 14 (0002) 10.0.0.35

8 retwork Configuration
B-® Process Management
Terminal @ Remate Control

P |7 RemotemasterMing
& Remote Session

g My special stares u-{T8 Resource Monitors
= -dl Platform Managers and Members T E‘g Retail Peripheral Management
Platforms and Platform Members L :éi RMA Software Distribution
POS Systems Offline ‘Eﬂ Scheduler
= Retail Clients with Windows [H Self checkout Configuration
= l Retail IRES Terminals ; % Server Configuration Manager
% Retail Master Systems 4= SNMP Browser
2 Retail Systems w3 software Distribution
;S Sralahle Systems and Members @ System Accounts
) Self-checkout BOSSes |#] Update Manager
@ Self-checkout Lanes
#5 SurePOS 100 Clients
= SurePOS 300 Clients
—@ SurePOS 500 Clients
K]
Host: mits-xseries-dir User ID: MTS-XSERIES-DIRAdministrator 11 objects

Usually, each retail MO displayed in Director represents a single remote POS system that
isrunning either an RMA master or general agent.

(However, if there are multiple instances of RMA running on a single machine, there
could be multiple MO’ s for that machinein Director. For example, sometimes ajava
application such as IBM’s “ Store Integrator GUI” will instantiate an additional RMA
agent on the system. Thiswould cause the same system to appear as 2 different MO’sin
the console.)

What is a group?

When you select a group in the groups pane on the left, the center pane shows al the
members of that group, usualy alist of all the “managed objects’ in the group, as shown
below:
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@ IBM Director Console

BEx]

Console Tasks Associations VWiew Options Window Help

LA

- &~ o- FH-

/ Groups \

ﬁ'@\@' m- 2 =P 7 -
e

2 Retail Systems : Store Association ¥

Tasks

544500 Controllers
4680 Maintenance Capable Controllars
! 4630 Master Agents
B 4690 Terminals
§-0 Al Managed Objects
§ All SureP0S 700', Mode| 4800-783
B Anyplace Kiosk Clients
Chassis and Chassis Members

G Clusters and Cluster Members
—E3 Hardware Status Critical

n Hardware Status Information

J_\ Hardware Status Waming

= W Systems

B Kiosks with Windows

§ Level 1: IBM Director Core Services Systerms
— R | ovel 2: IBM Director Agents

25 My special stores
= -dl Platform Managers and Members
Platforms and Platform Members
POS Systerns Offline
= Retail Clients with Windows
-l Retail IRES Tarminals
' Retail Master Systems
Retall Systems
Sralahle Systems and Members
elf-checkout BOSSes
I-checkout Lanes

MName v

[ ToPAP Addr | Device Typs |

O3 Store TS5 Lab

8- valueTrend_Senice (TSS Lak) 10.0.059
w88 valueTrend_Cafe (TSS Lab) 10.0.0.67
[ ESVUUTU'I'RE (TSS Lab) 10.0.0.49
5 B S stored1 74POSE (TSS Lan) 10,0.0.91
| GY mis-xseries-dir (TSS Lab) 10.0.0.102
l'ﬁ.‘481ﬂ-33h (TS5 Lab) 1000125
| & 11785 Laby 10.0.0.208
-5 Store IRES
Ml nosclient! (RES) 10.0.1.91
% iresCombo (IRES) 10.0.0.89
- Siore 0002
B8 Hi (002) 10.0.035
B 14 0002 100.035

Windows XP
Wiindows P
Windows <P
Windows XP
Windows 2003
Windows XP
POS Terminal

Linus
Linux

46490
POS Terminal

AssetlD
& CIM Browser
8 Configure SNMP Agent
[ & {W Data Capture Palicy Manager
B3 EventAction Plans
®-{ EventLog
8- [E] External Application Launch
&3 File Transfer
% Hardware Status
[ 5 @ Inwentary
= M Browser
I @ Microsoft Cluster Browser
8 retwork Configuration
B-® Process Management
@ Remate Control
7 RemoteMastertind
& Remote Session
& Resource Manitors
T @Rela\lPer\phera\Managemem
&= RMA Software Distribution
‘Eﬂ Scheduler
[H Self Checkout Configuration
; % Server Configuration Manager
4 SMMP Browser
w3 software Distribution
@ System Accounts
|#] Update Manager

Host: mts-xseries-dir User ID: MTS-XSERIES-DIR\Administrator

11 objects

Note: Some of theitemsin the groups pane are “groups of groups’. If you select
one of these groups (e.g. “All Groups’ or “Retail Groups’), then the center pane
will display al the groups that are members of the selected group, rather than alist
of managed objectsin the group.

There are two kinds of groups that are important for our purposes:
e Static groups. The members of the group must be explicitly added or removed

from the group

e Dynamic groups. Group membership is based on configurable criteria. Managed
objects are automatically added to dynamic groupsif their inventory data meets

the defined criteria.

When RMA agents are discovered by Director, anumber of pre-installed dynamic groups
become visible in the Director Console. These are known as “Retail Groups’, as shown

below:
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Groups

u-(a All Groups
8 JRetail Grougs|
—& 4690 Cunlrullers
£ 4690 Terminals
— W Anyplace Kiosk Clients
—# JMX Systems
— W Kiosks with Windows
—& Retail Clients with Windows
—4#¥ Retail Master Systemns
— Retail Systems
—#& Self-checkout BOSS5es
—E& SureUne Chents
2 SurePOS 300 Clients
—@ SurePOS 500 Clients
& SurePOS 700 Clients

What is a task?

A “task” is an operation that can be performed on managed object(s), or on groups of
managed objects. The tasks pane shows all the tasks that are available to be used with the
managed objects in your environment. Not every task is applicable to every MO (for
example, the “Microsoft Cluster Browser” is not supported for use with RMA MQO’s).
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) IBM Director Console g@

Console Tasks Associations VWiew Options Window Help

-2 &8 0-mH P66 0 B

Groups e = Retail Systems : Store Association ¥ V4 Tasks %
o0& Al Groups ~ [ Name = [ ToPAP Addr | Device Typs | fisset D

,5 4690 Controllers O3 Store TS5 Lab g ClM Browser
— g8 4680 Mantenance Capable Contrallers 858 ValusTrend_Sewice (TS Lab) 10.0.0.50 Windows XP E2 Configure SNMP Agent

Y 4690 Master Agents l--! WalueTrend_Cafe (TS Lak) 10.0.0.67 Wiindows 2P x!ﬂ Data Capture Palicy Manager
— @ 4680 Terminals w5 s00701-R2 (TSS Lab) 10.0.0.49 Wind s XP -3¢ EventAction Flans

QAH Managed Ohjects i——!%stureBWNFOSE (TS5 Lal) 10.0.0.91 Windows XP £ EventLog

QAH SureP0OS 700%, Mode| 4800-783 | GY mis-xseries-dir (TSS Lab) 10.0.00102 Windows 2003 @Ex{emau\pmlcanun Launch

@ Anyplace Kiosk Clients | B 4m10-330 (785 Lan) 100.0125  Windows XP &3 File Transfer

Chassis and Chassis Members _. 11 (T3S Lah) 10.0.0.208 FOS Terminal % Hardware Status
-8 Clusters and Cluster Members -5 Stare IRES -G, Inventary
—E3 Hardware Status Critical Ml nosclient! (RES) 10.0.1.91 Linux —E nx Browser
n Hardware Status Information % iresCombo (IRES) 10.0.0.89 Linux I @ Microsoft Cluster Browser
J_\ Hardware Status Waming o 3 Store 0002 i s@ﬂ MNetwork Configuration
2L UM Systems &8 H (002 10.0.0.35 1630 B 5 Process Management
B Kiosks with Windows B 14 (0002) 10.0.0.35 POS Terminal £ Remots Cantrol
§ Level 1: IBM Director Core Services Systerms 4 ? RermoteMasterMind

— R | ovel 2: IBM Director Agents
25 My special stores

= -dl Platform Managers and Members
Platforms and Platform Members
POS Systerns Offline
= Retail Clients with Windows

= l Retail IRES Terminals 45 Server Configuration Manager
% Retail Master Systems % SNMP Browser

—fi2 Retail Systems a4 software Distribution
;S Sralahle Systems and Members ﬂ',"’
&8 Self-checkout BOSSes [#] Ul
@ Self-checkout Lanes
#5 SurePOS 100 Clients
= SurePOS 300 Clients

—@ SurePOS 500 Clients

& Remote Session

Tl Resource Monitors

T @Rela\lPer\phera\Managemem
:éi RMA Software Distribution

‘Eﬂ Scheduler

[H Self Checkout Configuration

Myate Manager

Host: mits-xseries-dir User ID: MTS-XSERIES-DIRAdministrator 11 objects

Most tasks can be invoked in many different ways:
e Drag task to asingle managed object
e Drag task to a selection of multiple objects (using the CTRL key to select multiple
MQO's)
Drag task to agroup
Schedule task using the “ Scheduler”
Invoke task in reaction to an event —i.e. as part of an event action plan
Invoke task “stand-alone” (i.e. not targeted to any MO’s)
Using menus, context menus, and/or toolbar icons

Many tasks can be “customized” — this allows you to configure the task and saveit asa
sub-task before applying the task to any MO's. For example, the “RMA Software
Distribution” task allows you to create individual software distribution packages that are
shown as sub-tasksin the Director Tasks pane. Example:
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o-3=f RMA Software Distribution
O % All Software Distribution Packages

= BOSS 2041
=" BossEar Upgrade
(= BOSS Level 2043
= Ga 39
{—= Initial Seeding
(-~ Lane Install 06-04
“=F Lane Level 2043

Custom groups — dynamic and static

In addition to the pre-defined groups that are available for you to use, you can also create
your own custom groups. These can be either “dynamic” or “static”.

A “static” group consists of a static selection of managed objects. See the following
example for creating a static group:

e To create anew static group, use the “Console” menu to select “New / Group /
Static Group”.

@ IBM Director Console

Console

Tasks Associations View Options Window Help

4] ey Managed Ohjects b

Find... Group )

open... Group Category...

Delete Taslk Based Groq?i.. -
Rename... Lab

(noohiectsselectedy 1 . A m. s oo oo o

e Next, select the specific MO’ sthat will belong to the static group:
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Selected

— B 4810-33h (TSS Lak)

—{E% H o002y
—@% iresCormbo (RES)
@2 MTS-4SERIES-DIR

—Ml posclient! (RES)

—= sv00701-R2 (TSS Laky

—H‘ mis-xseries-dir (TSS Lak)
—lﬂ Store91 74POSE (TSE Lah)

—B walueTrend_Cafe (TSS Lak)

- [ﬁ 11 (TSS Lak)
£ 140002

A “dynamic” group isagroup that is defined based on rules about the inventory data or
attributes for the MO. See the following example of a dynamic group:

e To create anew dynamic group, use the “Console” menu to select “New / Group

/ Dynamic Group”.

Group

Dynamic Group. ..

=ACe TYE

B Lah

rend_Service (TS5 Lah) 10.0.0.59 Windows X
rend Cafe (TSS Lah) 10.0.0.67 Wi oes 3

e Next, select theinventory or attribute criteriafor your dynamic group. Director
will automatically display all the MO'’sin your environment that meet the criteria.
When anew MO is discovered by Director, it will be added to any matching

dynamic groups.
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= Dynamic Group Editor : New

File Edit Help

=i

A\rail_ahle Criteria

Al

Selected Criteria

B Manufacturer

B Wulti-node

O0—&5 Product
== ]
—F 4800743
—=F 4800782
= 4800783
—£F 481033H
—£F 4846565

B Serial Mumber
B UUID

3—§ esenerxSeries 335 -[B6TE21X])-

Remove

|~ -—§ Component |0/ Product= 4800723

£

Customizing columns

The default columns shown in the center pane of the Director Console are of limited
usefulness. Fortunately, you can customize these columns to add retail-specific
information about the MO’ s from inventory or MO attributes.

To customize, right-click on one of the column headers and select “ Customize

columns’:
‘Qf‘j Retail Systems : Store Association W
Name ¥ | TCPiP Addr..| Device Type | Product Serial Number | version -
O Store TSS Lab ) Ascending
5} E YalueTrend_Serice (TSS Lah) 10.0.0.59 Windows XP - 4800783 41AABP4 B5KT220 O Desig
w- B ValueTrend_Cafe (TSS Lab) 100067  WindowsXP 434655 4141161 KEKT170 alumns. .
w2 <v00701-R2 (TS5 Lab) 10.0.049  WindowsxP 4300783 4144EP4 BSKT140 M
w5 5tore 91 TAPOSE (TSS Lab) 10.0.0.91 Vilndows XP 4800723 41A8AKT B4KT210 [RBSTED GRS
4% mis-xseries-dir (TS5 Lab) 10.0.04102  Windows 2003 eserverxSerie.. KPAGY4D -[T2E1384U5-...
= 4310-33h (TS5 Lab) 10.0.0425  WindowsXP  481033H 4114286 8EKT120
& 11 (TS5 Lab) 10.0.0208  POSTerminal 4800783 41A8BPD BEKT210
25 Store IRES
l rosclientt gRES) 100491 Linux HEKT261
' iresCombo (IRES) 10.0.0.88 Linux -[T2E125AUS-
=5 Store 0002
w8 Hu o0z 10.0035 4890 4800743 4144EB8 BEKT160

= a4 mnna

PR R

AnnnTAA

AqanieTa

AT EA

Next, select the inventory data or MO attributes to be shown in the center pane of

the console:
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@ Console Preferences E] |

General Preferences rnﬂoniturPreferences rToolbarPreferences

Accessihility Preferences r Appearance Preferences Prampting Preferences |
rDetails View Options
RAvailable Columns Selected Columns

B Attributes -TCPIP Addresses

B Inventory Device Type
Product
-Setial Mumber
“ersion

Add & | 8 | Remuaove
Motice: The attributes are faster and more up to date than inventory

Reset | Defaults |

(0] 4 | Cancel | Help |

Using the JMX Browser

For advanced users, the “JM X Browser” task allows viewing and manipulating of the raw
“MBeans’ that are exposed by RMA. These MBeans together comprise al the
instrumentation that is available to Director for a particular MO. The JIMX Browser isa
wonderful tool for troubleshooting or understanding the internal workings of RMA.

The IMX Browser task appearsin the tasks pane of the console:
% Hardware Stalus
& Inventory
=
& Microsoft Cluster Browser
£8 Network Configuration
B Process Management

The IMX Browser alows you to do the following:
e Allowsviewing of hundreds of properties of the remote system
¢ Allowsyou to invoke methods remotely on the MBeans

To launch the IMX Browser, you can drag-and-drop the task, or you can right-click the
system and select “IMX Browser” from the context menu.
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B SYSMGBOSS (SCS_Syshgmt)
Y SYSMGBOSS (305 _Syshgrat
—@ BMRSS-92CHKAUM (SCS_
— i IBMRSS-G2CHKALM (SCS_
i [BMRSS-92CHKAUM (SCS5_
—& Electronics-SP500 (SCS_S
— B CoffeeShop (SCS_SysMgmt
—@ APK-WomensApparel (SCS
@ APK-SysMomt (SCS_SyaM

10.0.0.58
1010 &8

ART

Clpen...
Delete
Rename...

Wiew [nventony
Event Laog

Set Presence

Collect Inventory

Configure Self Checkout Lanes

Heck Interval

Within the IMX Browser, you can navigate all the MBean classes and their instances, and
view the properties and methods for those MBeans. Y ou can a so execute methods (for

expert users only).

tE JMX Browser: ValueTrend_Cafe (TSS Lab)

][=) |

File Help

7gegistg[egjjmx MBean Hierarchy
--ﬁWmﬂ_Lugl:alD\Sk
—'ﬁ,Wm32_\_ug|ualD\skTuFanmun
—'ﬁWm327LnglEaIMemnNCnnﬂguralmn
—*ﬁW\hSZfMemnwArray
—ig win32_MemonDevice
--ﬁ YWin32_MNetworkAdapter
—'ﬁ,W\n32_NEMUrkAdaptErCunﬂguralmn

—lig win32_PageFile

--ﬁWmﬂ_Phys\caIMemuw
Win32_PointingDevice
Win32_PorConnectar

—'ﬁWmSLPrncess

—lig win32_Processor

--ﬁWmﬂ_Sena\Pm

—'ﬁ,WuﬂZ_SeMce

—'ﬁW\nZ}Z?SuumdDewne

—{5g Win32_gystemBIOS

—Iig win32_systemDriver

--ﬁWmﬂ_SystemEn:mSure

—ig win32_systemSiot

—'ﬁWmZ}Z?Termma\SeMna
Win32_TimeZone

—Iig win3z_UsBController

—lig win3z_UTCTime
Win32_VideoController

8 [ AvA

o MomT

—Eg ciMadapter

--ﬁ DataCapture

—'ﬁ, Discovery

—'ﬁ FileTransfar

—{5g, JoKHandlers

—ig JoKLogyers

--ﬁdeCmnecleer\rer

—'ﬁ,JVMEnwmnmem

—'ﬁ LogdJLoggers

= ﬁ MyrmtagentCanfiguration

—lig Momtagentstartup

--ﬁ MamiLoggingCrl

—'ﬁ, MamtSWPalicyClient

—'ﬁ Powerhanagement

—'ﬁ RemoteClassLoaderHelper

—ig RMACLISemer

s EWAlnveniar

JMX Class Name col

IMProxyiMBean

Methods |
Madifiable] Marne

CountryCode
CreationClassName
CsCreationClassName
C5DVersion

CSMame
CurrenfTimeZone

Datak:; tionPrevention_32Bit
DataExecutionPrevention_Available
DataExecutionPrevention_Drivers
DataExecutionPrevention_SupportPolicy
Debug

Description

Distributed

EncryptionLevel
ForegroundApplicationBoost
FreePhysicalMemory
FreeSpacelnPagingFiles
FreeVitualMemaory

InstallDate

LargeSystemCache

=i nafraina no =N na gl =M ng g e e n el N na e e n n e i n

Type Walue
BootDevice ava.lang.Sting \Device\HarddiskVYolume1 -
BuildNumber ava.lang.Sting 2600
BuildType ava.lang.Sting Uniprocessor Free
Caption ava.lang.Sting Microsoft Windows XP Professional
CodeSet ava.lang.Sting 1252

ava.lang.Sting
ava.lang.Sting
ava.lang.Sting
ava.lang.Sting
ava.lang. Short
hoolean

]
Il
]
Il
]
javalang.String
]
Il
]
Il
]

hoolean
hoolean
javalang. Short
hoolean
java.lang.Sting
hoolean
javalang.Long
javalang.Short
javalang.Long
java.lang.Long
javalang.Long
Il
]

avax.whem.cim.CIMD: 20061019123430.000000-240

ava.lang.Long

1
‘Win32_OperatingSystem
Win32_ComputerSystem
Semvice Pack 2
WALUETREND_CAFE
-240

false

tue

false

2

false

false
168

2
462252
1884252
2041344

i}

[ o
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Using Inventory

By default, when Director discovers anew RMA MO, it automatically collects
“inventory” information for the remote system.

Inventory datais a collection of (mostly static) information about the remote system,
including hardware and software information.

Some examples of inventory data:

Serial number, manufacturer, model

BIOS version

Memory and hard drives installed/capacity

CPU type, other device drivers

Operating system type, version

Networking settings, |P address

Installed software packages (only available with RMA 2.5 and higher)

Inventory is collected and stored in alocal database on the Director Server, which allows

inventory information to be viewed and manipulated even when the remote systems are
offline.

Basic collection and viewing

To collect inventory manually (onetime), you can right-click any system (or aselection

of multiple systems or groups) and select “ Collect Inventory” from the context menu.
B Retail IRES Terminals

#' Retail Master Systems

72 cureposg oo EYEMtLOD

Inventory collection will then begin and you will see the status asit compl etes:

Inventory Service E]@
File Help
Systemns Selected Task Inventory Status

E 4810-33h (TS5 Lab) Default The collection was requested.
ﬁq HM (0002) Default The collection completed successully.
Eﬁ‘ iresCombo (RES) Default The collection completed successhully.
@ mis-kseries-dir (TSS Lab) Cefault The collection was requested

I posClient! {RES) Default The collection completed successfully.
E Store9174P0OSE (TSS Lahk) Default The collection completed successiully.
E WalueTrend_Cafe (T3S Lak) Default The collection was requested.

E% Caollecting Inventory
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To view inventory, right-click the system(s) or group(s) and select “View Inventory”.

B Retail IRES Terminals
4" Retail Master Systems

E:E Scalahle Sy
! Seli-checko
@, Seltchecko
&% SurePOS 10

= SurePOS 30 ool e onitors

Set Prezence Check Interval

G SurePOS A0ocmerTs
¥ SurePOS 700 Clients

Y ou can then use the inventory query browser to browse through the available pre-
defined inventory queries. Thisinformation is stored in alocal database on the Director

Server:
=S Inventory Query Browser: Retail Systems E]
File Selected Options Help
&,
¢
Wvailable Queries: Al - Query Results: C 1D{9)
®-{2] Custorn Mame (Systermn) ‘Manufacturer (Com ‘ Froduct {Companent 107 ‘Versinn Serial N UL
D'@ Hardware valueTrend_Service (TSE .. IBM CORPORATION 4200783 4300782 41AABP4  00000000-0000-00
_.' 2 Adapter Store9174F0CE (TSE Lak)  IBM CORPORATION 4200723 4300722 41AA2K1  00000000-0000-00
-3 Chassis mis-xseries-dir (TSS Lak)  1BM eserverxSeries 335 -[BEFE21:)- KPAGY40 19E87908-10D7-11
:ﬁ gluster WalueTrend_Cafe (TSS Lah) 1BM CORPORATION 48463565 4846565 41A1161  24732260-05E0-11
.g Mz:’:; 4810-33h (TSS Lak) IBM CORPORATION 481033H 481033H 4114286 A9B3ET01-9EBE-40.
.l'ﬂ]NElW'ﬂ:}:( Hi {0002} IBM CORPORATION 4800743 4800743 41AABBE 000000000000000
B-(7) Operating System Specific 14(0002) IBM CORPORATION 4800782 4900782 41ANKTFI B1EAC199CCCTEC
lﬂ] Setings 11 (TS5 Lah) IBM CORPORATION 4800783 4800783 41AABPO 000000000000000
ﬁ"ﬁ SMBIOS sv00701-R2 (TS5 Lah) IBM CORPORATION 4800783 4800783 41AABP4 FFFFFFFF-FFFF-FFI
& Basehoard
@. On Board Device
@. Fhysical Enclosure
[T, Processor
1. System EIOS
@. Systern Board Configuration
B SMMP
B Starage
B2 Software
»
A Reawy

Configuring inventory collection

By default, inventory collection occurs on arevolving basis. The default values can be
configured using the “Options/ Server Preferences’ console menu as shown below:
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@ Server Preferences E]
Software Distribution [ Database [ Connections r Rermote Contral r SNMP r Update Manager |
wentary | Event Management r File Distribution Senrers |

B Enable hackground inventary collection:

Queue collection on discovery
[ Retry failed agents
Enable inventory refresh after initial collection  Refresh intarval: ?3: Days

Timeout period: 103: Minutes
Maximum simultaneous collections: 203: Agents

Selectthe default data collection for each agent type:

|IEM Director Agents (Level 2}

Hardware Data Only ¥ |
IBM Director Core Services Systems (Level 1)) Hardware Data Only - |
Agentless Systems (Level O Hardware Data Only - |

Reset | Defaults | -

Ok | Cancel | Help |

It is aso possible to define your own schedule for inventory collection (i.e. to force
inventory collection to take place during off-peak hoursin your store). To do so, use the
Director “Scheduler” task to schedule the “ Collect Inventory” task:
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| Targets rOptinns
RAvailahle Selected Task
—Agentto Blade-Chassis Correlation and Ever, = | B i Inventory
—,&f Discover All Managed Ohjects & Collect Inventary

Inventory

‘& Collect Inventory

= Miscellaneous Systern Tasks
& Physical Platform Task

Exporting
Inventory can be exported using the menu within the inventory query browser:

(£ Adapter
(7 Chassis
(=1 Cluster T

Y ou can export to a spreadsheet (CSV file), web page (HTML), or to astructured XML
document.
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Custom Queries

To create a specia/custom view of the inventory information, you can build “custom”
inventory queries. Thisallows you to select the inventory attributes to display in your
custom query.

To start building a custom query, right-click the “Custom” category within the inventory
guery browser, and select “Build Custom Query” from the context menu:

vailable Querles

Warrenty
ardware
ofhiare

Next, select the attributes to include in your custom query:
Inventory Query Builder: Store Info E]@

File Selected Help

B e

l\vallahle Criteria: All w Selected Criteria

b

e (3 Personalized Data I l System.State

B—(7) Physical Enclosure LA Metwark 1D .User Mame

B Port Connectars Retail Store Infarmation.Stare 1D

- @ Retall Stare Information l Retail Stare Information.IP Address for Master agent)
3, Agent Type
0. AgentVersion |
—[E, Device ID

l Device Type

l. Hostname (forMaster agent)

Add Remove

[ oy

Y our custom query will then be available within the inventory query browser, allowing
you to quickly display the information you selected to include in your custom view:
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Inventory Query Browser: posClient1 (IRES), iresCombo (IRES), Store9174P0S6 (TSS Lab), mts-xseries-dir (TS5 L... [~ [0/

File Selected Options Help

Qﬁ

Available Queries: All Query Results: Store Info(7)

O Custom Narne (Systern) | state (Systerm) [User Name (LA.. Store 1D (R..[IP Addres...
Parts posClient! (RES) Online IRES 10.0.0.88
Software Inventory iresCornbo (IRES) online IRES 10.0.0.59

re Infa Store1 74POSE (TSS Lak) online Administrator  TSS Lab 10.0.0.102

EJ::?E”;;”VE”‘DW mts-xseries-dir (TSS Lab) Onling Administrator TSSLab 1000102

LY b valueTrend_Cafe (TSS Lab)  Onling Administrator TSSLab 1000102

B £ Software 4810-33h (TSS Lak) online Administrator TSSLab 1000102
HM (0002) Online 0002 10.0.0.35

Modifving the query...

Stopping and Starting RMA and Director

When you install RMA and/or IBM Director, they will each be automatically configured
to start automatically when the system boots. However, sometimes you need to be able
to temporarily stop, start, or restart these services.

To stop RMA on Windows (or use the Services window):

‘ net stop remotemgmtagent

To start RMA on Windows (or use the Services window):

‘ net start remotemgmtagent

To stop and then restart IBM Director on Windows (or use the Services window):

net stop twgserver
net stop twgipc

net start twgipc (note: this also causes twgserver to start)

To stop RMA on 4690:

‘ adxssp0l1 RMA -C

To start RMA on 4690:

‘ adxssp0l RMA -R

To query the status of RMA on 4690:

adxssp0l1 RMA -Q

To stop RMA on Linux:

‘ /etc/init.d/rmsvc-ga stop
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To start RMA on Linux:

‘ /etc/init.d/rmsvc-ga start

To query the status of RMA on Linux:

/etc/init.d/rmsvc-ga status

Example: Getting Oriented in Director (Exercise)

Thisexampleisan “exercise” to help you get familiar with the basics of using IBM
Director and RMA.. It assumes you’ve already successfully installed RMA and Director
and have aready discovered your managed objects, including at least one RMA master
agent.

1. Launchthe|BM Director Console from the start menu.

WE] AN dava weoL Al vl T r

u
@ IEM Directar Co uj Startup »

é; IBM Jawa Plug-in Control Panel 1.4.2
%ﬁ Paink

& Internet Explorer
%} Services

t‘él Outlook Express
Al Programs 1

.. Remobe Assistance

T T s
:E: IBM Director Console

&:} Log OFf E Shut Dawn

#stare | [ & |
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2. Log into the Director Console (with the appropriate user name and password).
IBM Director Login

IBM Director

|BM Director Server |mts-}{series-dir

User ID [MTS-%SERIES-DIRAdMinistra
Password |=\-H-H-A-1
[JuUses5L
6]14 | Cancel | Help |
3. Show the “Groups’ and “Tasks’ panes.
iy IEM Director Console
Console Tasks Associations indow  Help
' Groups Pane I
V- 2 0 % = g
¥ 41 Al Managed O
Name « (0 Small lcons TCRAP Hosts
T G | O st

Verify that the Director Console is now divided into 3 panes — Groups on the |&ft,
group members in the center, and tasks on the right.

4. Ontheleft, click onthe “ All Managed Objects’ group. Verify that the RMA
master agent isvisible in the center pane. (Theicon looks like a storefront, with
red and white stripes on the canopy.) Make sure theicon is not grayed out (which
would indicate that the master agent is offline).
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Console Tasks Associations  Wiew Qptions  Window Help

- # 8 o-m XMoo

Groups

‘?-rj ﬁ All Managed Objects : System Membership

{:_E]HI | Managed Objects '

YT ol =R g

(Bl Chassis and Chassis Memb
BF Clusters and Cluster Membe

Name « | TCPIP Addresses |

IBM-ITD-DEMD 944163166
Y ibm-rma-demo (123) 192.168.133.35

5. View the properties for each of the managed objects (MO’ s) that appear in the
console, by double-clicking on each onein turn.

e Which MO represents the master agent / general agents?

e Which MO represents the Director agent?

o Which TCP/IP port is being used for each of these managed objects?

6. Select the“Retail Systems” group in the groups pane. Y ou should now see only
the RMA systems. (The Director Agent isno longer visible, sinceit is not aretail
MO.)

L I Systems
—E Level 2: IBM Director Agents
—ﬂ“ Platform Managers and Members
Platforms and Platform Members
—! Retail Clients with Windows

e i tems

Baalah ¥z and Members
—##! Selt-checkout BOSSes

—@i Sel-checkout Lanes

& SurePOS 100 Clierts

m —— - -

7. Make surethat “ Store Association” is checked in the “ Associations’ menu of the

Director Console.
LN FNE RUOULETSILIN S

i) Gtatus
) SMI-S Storage with Fibre Channel Attached Servers
ervers with Fibre Channel Attached ShI-5 Storage

oftware Packages
Johs
Activations
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8. You should now see the MO’ s organized by store:

‘%D Retail Systems : Store Association

Name & | TCPIP Addresses
O-—=5 Store 123

g4 lbm-rma-demo (123) 192.168.133.35

9. Callect inventory for all the retail systems.

e Right-click the “Retail Systems’ group, and select “Collect I nventory”.
= Retail Clients with Windows
4" Retail Master Systems
Retail Systerr,
E:E Scalable Syst
@i Selfcheckout
@ Selt-checkout
@ SurePOs 100 Set Presence Check Interval
= SurePOS 300 Resource Monitors
u SurePOS 500TCTETTS
% SurePOS 700 Clients

Collect Inventory

Event Log

¢ Watch the status of the inventory collection as it completes.

10. After inventory collection is complete, view the inventory by right-clicking
“Retail Systems’ and selecting “View Inventory”. Explore the inventory
information that is available using the inventory query browser that appears.

Try to find the following information in the inventory:
¢ RMA software version
MAC address of the network adapter

[ ]
e Amount of physical memory installed on the virtual machine
e BIOSversion

Example: Creating a Dynamic Group based on Software
Versions

In this example, we'll create a dynamic group to contain all RMA agents that are running
on Windows 2003 Server, Standard Edition, build number 3790.
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Delete
Fename...

Inventary

Import Groups...
Export Groups...

-

2. First, expand thetreeto

Bt O—=5 Store Store #0017
= AFK-Class (Stare #001)
= APK-Claszs (Store #0013

APK-Class (Store #0013

lients
hssis Members
ster Memhears

“Softwar e/ Operating System / Name” and select

“Microsoft(R) Windows(R) Server 2003, Standard Edition” (click “Add” to add it

|to the selected critera):

'E" Dynamic Group Editor : New

File Edit Help

=loix|

==

Available Criteria

All w Selected Criteria

Mame
8 5105
= AMicro
2 Nty
28 ogi2
2R OTHER
28 LINKNOWR
—@ Windows
28 Windows 2000
28 windows 95
28 windows 98
2B wingows Me
28 Windows NT
—g Windows Server
—g Windows Server 2003
28 windows Server 2008

are

—g Cperating Systemn / Mame = MicrozoftiR) Windows (R)

ard Edition &

—g Windows Vista
L8 Windows XP l= 4 3
Add Remaove
Ready

3. Next, expand the tree to “ Softwar e/ Operating System / Version” and select the

“5,2.3790" version. Cli
that appears.

ck “Add”, then select “All true (AND)” in the window
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= Choose Add Dperation

O

0 Al true far the same software program

) Each must be true for at least ane software program

Anvy true (OR)

Ok

Cancel

4. The selected criteria should now look like the following:

o

':g Cperating Systern f Mame = Microsoft(R) Windows(R) Server 2003, Sta
Operating System fYersion=5.2.3790

Selected Criteria

5. Click “File/ Save As’ and give the group a name.

# b

1)
™

-

Enter a descriptive name far

this aroup.

A

Ok I Cancel|

|Agent8 weith Win 2003 build 3730

6. You should now see your group in the main Director Consol€' s groups pane:

& IBM Director Console

Console Tasks Associations  Yiew  Options Window  Help

-2 ff &- 6 K- m- X2 o8- &3

Groups

%y 28 agents with Win 2003 build 3790 ~

=

—
i
-
)

calAnents with YWin 2003 build 3790 b

Name & | TCPIP A

Anvplace Kiosk Clients
Chassis and Chassis Members
Clusters and Cluster Members
Hardware Status Critical
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Example: Display Memory Installed in the Director Console

Add the “Physical Memory Installed (KB)” inventory attribute as a column in the center
pane of the Console.

1. Right-click one of the column headings and select “Customize Columns”.

MName & P Lanam adq
Oy Stare 1] & e
B i ) Descending T
10T ac
: DA =T alul=Ma o

]

Customize columns. ..

Resize columns

2. Add the attribute to the list, then click OK.

rDetails View Opti

Available Columns Selected Columns
T Hardware - TCFIP Addresses
Adapter TCPRIP Hosts
Chassis J Operating Systern
Cluster MAC Addresses
Device Fhysical Memary installed (KB}
hemory

Installed Memary
Fh ermo

o« @ | ¢ | remoe

i

[«

Motice: The attributes are faster and more up to date than inventory

3. Veify the new column in the Console
%EI Retail Systems : Store Association ™
| MAC Addresses | Physical Mermo. .

3926492

Page 112 of 352



Chapter 6 — Event Management

This chapter gives a basic introduction to the event management capabilities of RMA and
IBM Director, along with examples of using event management with RMA/Director in an
IBM POS environment.

Introduction to Event Management

In the RMA/Director solution, “events’ represent aertsthat are forwarded from RMA to
IBM Director, and can be handled by Director in avariety of ways. Events sometimes
originate within RMA itself (e.g. resource monitoring thresholds trigger events internally
within RMA), but usually the source of the event is external to RMA.

For example, many events on a Windows system are forwarded to RMA viathe WMI
event forwarders within the RMA agent. On 4690, events are created by MBeans that are
monitoring the 4690 event logs.

When an event is created in RMA, the event becomesa“JMX Natification”, which is
ultimately forwarded to IBM Director and converted into a Director Event. RMA ensures
that these events are never lost —i.e. if the master agent or the Director Server is offline,
then the events will be saved locally to make sure they are saved until the upstream
systems are back online (thisfeatureis called “ store and forward”).

The following diagram illustrates the flow of events from CIM to RMA to Director:

Director Server
(Director Events)

f

Application MBeans
. 4690 MBeans
(JMX Notifications) e
Monitoring MBeans
| CIM Forwarders |

t

CIM Implementation

e mm———

Operating System Sensor Drivers UPOS Drivers Applications

There are many sources of eventsin IBM POS solutions. Here are afew examples:
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e UPOS events— on Windows and Linux, all UPOS status update events are
forwarded from CIM to RMA to IBM Director. This allows such events as
“receipt near end” (i.e. the paper-low sensor for the 4610-2CR/2NR printers) to be
handled by Director. For more information, see “Chapter 9 — Retail Peripheral
M anagement”.

e Sensor driver events—on Windows only, for systems with sensor drivers and
light-path management via the service processor, the status of the LED lightsis
forwarded from CIM to RMA to IBM Director. This allows management of these
LED status lights from the enterprise.

o SMART events—on Windows, selected additional CIM events, such as SMART
events (i.e. predicting hard drive failure) are also forwarded from CIM to RMA to
IBM Director.

¢ Resource monitoring events — on all operating systems, RMA’s support for
resource monitoring allows events to be generated when the monitored values
meet the configured threshold conditions. These events are forwarded from RMA
to Director. For moreinformation, see Chapter 7 — Resour ce Monitoring”.

¢ |Inventory aerts—these are generated within IBM Director in response to
inventory alerts that have been configured. For more information, see “ Chapter
5—-RMA/Director Basics'.

¢ Director status events — these events don’t really originate from RMA. They are
created at the Director Server —for example, RMA agent online/offline.

e 4690 event logs—in a4690 environment, the MBeans for 4690 monitor the 4690
event logs, and forward these eventsto RMA (and ultimately to Director). This
allows remote management of the 4690 system and application event logs.

¢ Windows event logs— on Windows, RMA has the ability to forward events from
the Windows Event Logs (Application, System, and Security events) to IBM
Director. To configure which events will get forwarded you need to set up the
“Win32EventL ogConfig.xml” found in “C:\Program
Files\IBM\Storel ntegrator\user\rmalconfig\events’. See below for more details.

o Application-specific events— for example, the IBM CHEC self-checkout software
automatically forwards a number of eventsto RMA. In the case of CHEC, it is
done via application-specific MBeans within RMA, but it’s also possible to send
application events via CIM forwarding.

Resources

Event management within IBM Director is alarge topic. This chapter of the cookbook
only gives you the minimal information needed to begin working with events viaRMA.
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For a more thorough discussion of event management within Director, please refer to the
IBM Director documentation — particularly the Redbook for IBM Director, which is
found at the following URL.:

http://www.redbooks.ibm.com/abstracts/sg246188.html

Y ou should a'so refer to the RMA user’ s guide for more information on event handling
within RMA:
http://www?2.clearl ake.ibm.com/store/support/html/pubs.html#RMA

Using the Director Event Log

The"“Event Log” isatask within IBM Director. It displaysal of the eventsfor the
selected system(s). (i.e. You can view ALL events, or you can view the eventsfor a
specific selection of systems or groups.)

Tasks

o AssetD

&= CIM Browser

a1 % Configure SHMP Agent

[ %5'_;.’—” Data Capture Palicy Manager
ai : o

&3 File Transfer

8

Event Log Viewer

There are several waysto launch the event log task:
1. Drag and drop (to agroup, asingle object, or a selection of multiple managed
objects)
2. Sdlect group or managed abject(s), then:
a. Right-click and use the drop-down context menu
b. Usethe“Tasks’ menu to launch the event log
¢. Usethetoolbar icon to launch the event log
3. You can also launch the event log without a selection of groups or managed
objects —thiswill display events from all systems.

When you launch the event log, you will bring up the “Event Log Viewer”. Eachlinein
the viewer represents an event. Y ou can click any line to show the details for that event.
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T Event Log: POS Terminal Keystone (517), POS Terminal XP (517), IRES Client (517), Master Agent (517) M=%
File Edit View Options Help
®,
» B
Events (5) - Last 350 Days
Date Time Categary Severity System Name Event Text
008 6:10:00 P 8 aming  |POS Terminal Keystone bserved Attribute: State Derived Gauge: Stopped Trigger: [Stopped
7I7izooe 6:08:00 PM Alert Hammless  POS Terminal Keystone (517) Observed Atfribute: State Derived Gauge: Running Trigger: [Running]
TI712008 5.47:00 PM Alert POS Terminal Keystone (517) Observed Attribute: State Derived Gauge: Stopped Trigger: [Stopped]
772008 5:39:31 PM Alert Harmiless  POS Terminal XP (517) Observed Attribute: State Derived Gauge: Running Trigger. [Running]
7712008 5:38:00 PM Alert Harmless  POS Terminal Keystone (517) Observed Attribute: State Derived Gauge: Running Trigger: [Running]
‘ »
Event Details

Keywords Values

Date 7172008

Time 6:10:00 P

Event Type JMX Monitor String Malches

Event Text Observed Aftribute: State Derived Gauge: Stopped Trigger: [Stopped)

System MName | POS Terminal Keystone (517)

Severity Waming

Category Alert

Group Mame

Sender Name

Extended Attributes

Keywaords Values

Derived Gauge: Stopped

Monitor id: RMAStringMonitor_8_1215466763553_1

Trigger. [Stopped)

Observed MBean: "Win32_Service.Name=Spooler"

Observed Affribute: State

[ neaty

When working with the event log viewer, it's sometimes agood ideato select “View /

Horizontal Split” for better readability.
2Nt Log: Ketail Lhents with ¥

G Cptions Help
Refresh
L ) vertical Split

2 Horizantal Split

te | Tirne | ¢

Configuring the Event Log

There are anumber of configuration settings that have an impact on what events are
collected, and what events are displayed in the event log viewer.

1. Discovery Preferences— The event filter field (in discovery preferences) controls
which events are forwarded from RMA to IBM Director. If you are experiencing
too many events at the Director Server, you might consider changing this setting
in discover preferences. (In the main Director console, go to “Options/
Discovery Preferences/ Retail Store Devices/ Edit”.)
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Enterthe connection information for the master agent for the store. Also provide a unique name to identify

this set of information.

Store Name: [IFEE
Hoshame: TSS-RMAMA | | osiname |
WAgoress: [ 192 . 168 . 17 . & | | ‘Find IP Address Il
Port &

Filter:  All
EvertFiller. Al

Event Log Viewer Options— Use “Options/ Set Time Range” and “Options/ Set
Log View Count” in the Event Log menu. This changes the number of events that
are displayed in the viewer, but it has no effect on the events that are actually
stored on the server.

Severity

0 WWarning
TITI2008 Harmless
TITI2008 54700 P Alert Warning PO
Frera00g 83931 PM Alert Harmless  |POE
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-,

Set Log View Count

@ Change maximum numhber of entries

Ok I Cancel‘

3. Server Preferences — In the main Director console, go to “Options/ Server
Preferences / Event Management”. This alows you to configure the maximum
number of events to store on the Director Server.

() Server Preferences Q@ .
Software Distribution | Database | Connections | Remote Control | SNMP | Update Manager |
Invemtory Collection ( Evanl Management I File Distribution Servers |
Event log entries:

Enter the maximum number of event log entries 100003:

rAction history entries

Enter the maximum number of action history entries 200033

Defaults I

OK Cancel Help

Event Filters

Event filters allow you to sift through the events in the event log, selecting only the
events that meet your criteria. (Note that thisis different from the discovery preferences
event filter.) Event filters are most useful in event action plans (they allow you to select
which events will trigger the actions in your event action plan).

There are 2 waysto create an event filter:
e Thehard way — creating an event filter from scratch
o The easy way — creating an event filter using an existing event as atemplate

The Hard Way — creating an event filter from scratch
1. Double-click “Event Action Plans’ in the tasks pane.
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ght-click one of the event filter types, and select “New”.
Event Filters

ﬂ Duplication Event Filter

2. Ri

Exclusion Event Filter

Threshald Event

3. Thisallowsyou to manually define all the criteriafor your event filter.

SenderName | EventText | Exdended Attributes | Systern Variables |
Severity I DayTime I Category
& any | m-DOlcm
By default, the event [ Configuration Manager
filter excludes none 2
ofthe event types, O corelation
except for [ Director
Windows-specific
and I5/05-specific O amc
events. To exclude [ Mass Configuration
specific event types,
clear the Any check O mea
Box. Deer
[ Retail
O Retalix
O shmp
Ossm
[Cwindows Event Log
Iﬁ

4. When you're done editing all the fields and selecting the criteria for your event
filter, click “File/ Save As’ and give your filter aname.

Wy Sarmple Filter

ok | cancel |

By default, the

5. You will now seeyour event filter in the main Director console, under “ Event
Log”.

Page 119 of 352



Tasks

+¥ CPU Fan Stopped
<H Memory use

{0ty Sample Filter

6. You can drag-and-drop your new filter to a group, a managed object, or a
selection of objects —thiswill display only the events that match your filter.

The Easy Way — creating an event filter using an existing event as a template

If you have an example of an event, you can right-click that event in the Event Log, and

select “ Create” to create afilter based on that event.
{7 Event Log: Retail Clients with Windows

File Edit “iew Options Help

% B

Events (5) - Last 30 Days

Event Text

e — .
s Abibdn: eate Plosivad Soncn 04 ~ad Trigger: [Slop

Creale Y Exclusion Event Filler Tilger Runn
POS Terminal Keystone (51 Delete Threshald Event Filter ? rigger: [Stopp

TITI2008 6:08:00 PM

v

TITI2008 5:47:00 PM Alert
TI712008 5:39:31 PM Alert Harmless  POS Terminal XP (517) Find .. Sirmple Event Filter o rigger: [Runn
TITI2008 5:38:00 PM Alert Harmless  POS Terminal Keystone (5 Export Duplication Event Filter [ Trigger: [Runn
Print ; \_—/
Copy
Copy Cell
Gon ’
< Hide Column
Event Details
Keywords \alues
Date 7iTiz008
Time 6:10:00 PM

Types of Event Filters

o Smple Event Filter — Allows you to specify which events match the filter based
on any event attributes (type, severity, text, etc). All other events are filtered out
(i.e. ignored). Thisformsthe basisfor the other filter types.

e Exclusion Event Filter — Allows you to specify additional event typesto exclude
from your filter

e Duplication Event Filter — Allows you to ignore duplicate events (within a
specified period of time)

e Threshold Event Filter — Allows you to require a certain number of duplicates
before matching (within a specified period of time)

Page 120 of 352



Event Filter Extended Attributes

Some events contain “ extended attributes’, and you should always examine the extended
attributes when editing your event filter.

Usually, you will want to remove any of the extended attributes that are highly specific
(i.e. the “Monitor 1d” isusually too specific for an event filter, so it should be removed).

“H Simple Event Filter Builder: New M= =
File Help
Event Type | Severity | DayiTime | Category | SenderName | EventText |SEEEEER I TENICE
O any
By default, the event Keywords
filter ignores -
extended attributes. [DE”VW Gauge Observed Attribute: Equal To State
To accept events Observed MBean: Equal To "Win32_Service.Name=Sp#oler
accarding to Operator Trigger: Equal To [Stopped]
additional keywords
and keyword Equal To 7|
values, clearthe
Any check box, [ case Sensitive
rWalues {String)
[stoppea -

Delete Add Update

Warning: It isvery important to carefully examine the extended attributes for an
event filter, and “Delete” any of the attributes that will prevent your filter from
working in amore general case across many stores and managed objects.

Event Action Plans
The“Event Action Plans’ task allows you to define how Director will react to events

To define an event action plan:
o First, define an event filter that matches the events you want to react to. Y ou can
test your event filter independently before creating the event action plan.
e Second, choose (and customize) the actions you want to execute in response to
the event.
e Third, drag-and-drop to build your plan.

Event Action Plan Builder
To build anew event action plan, use the event action plan builder asfollows:

1. Launch the Event Action Plan builder by double-clicking on “Event Action
Plans’ in the Director tasks pane.
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4. Thenextstepi

2. To start anew action ﬁlan, right—click “BEvent Action Plan” and select “New”.

£ Application Started
] CPU Fan Speed
i CPU Utilization

£ Application Software Version

3. Giveitaname and click OK.

Duplication Ev
Exclusion Evel
Simple Event f
Threshold Eve

My sample event action plan

drag-and-drop:

sto add your event filter to the event action plan. To do that, just

e[ Evant Action Plan
Application Data Caplure
[ Appiication Password Vistation
[ Application Sofware Version
Application Started
CPU Fan Speed
CPU Utilization
Flag systems where spooler stopped
Lag All Events
i sarmplo aventaction pian
i Wy Bample Filte
Frinter out of Paper
[l System Offine

=
< CPU Fan OK (Senice Processon
|+ GPU Fan 0K (V2RZ Agent

—4H CPU Fan Stopped

i CPU Fan Stopped (Senvice Processon
B CPU Fan Stopped (V2R2 Agent)

—<H CPU Spiked

< CPU Utiization

- ¢H Critical Events

< Disk Utitzation

\—<f Enviranmental sensar events
-« Fatal Events

—«f Finer for spooler stopped event

o Hardware Predicive Failure Alert avents
—II Harmless Evenls
< 1M Director Agent offine
o 18M Director Agent onling
—+H Inventary

- +B IRES Printer OK

& IRES Printer Out of Paper
< me

[ Printer Out of Paper
< Security events
—!! Storage events.
—«f Uninowm Events

¢ wamning Everts

Threshold Event Filter
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o [B AddiRemove 'svent’ system to Stalic Group
(B addiRemove source group members o larget stalic graup
8-k Ard 3 Message o the Console Ticker Tage

3 Add 1o e Event Log

& Define a Timed Alarm 1o Generate an Event

{3, Define a Timed Alarm to Start a Program on the Server
8 Log to Tertual Log File

—4F Post 1o a News Group (NNTF)

—4F Resend Modified Event

[0 Send an Alphanumeric Page (va TAP)

8= Send an E-mail to a Mobile Fhone

&-[E) Send an Event Message lo a Console User
8- Send an Intemnet (SWTF) E-mail

3 send an SNMP Inform to an IP Host
% Send an SNMP Trap o a NefView Host
& Send an SNMP Trap o an [P Host
) send a Mumeric Page

@ 5end a TEC Eventto a TEC Server
3 setan Event System Variable

8 s1an a Program on a System

{8 start a Program on tha “event’ System
+~{E) start a Program onthe Server

o[ start a Taskon the “event System
o-[3 Upaate the Status of the “event System




5. Next, choose an action from the list of actions on theright. Right-click the action
and select “ Customize”.

Actions
B-[E8 AddiRermove 'svent' system to Static Group

—@ AddiRemowe source group members to target static group
k|
— [ Add to the Eve
—«ﬁ Define a Timedq
—@E', Define a Timed Alarm to Start a Program on the Server
—8E Log to Textual Log File

=] Postto a Mews Group (NNTP)

——aF Resend Modified Event

Send an Alphanumeric Page {via TAF)

= Send an E-mail to a Mohile Phane
Send an Event Message to 5 Console User

6. Edit the action parameters (see example screenshot bel ow) — each action type will

have different required parameters. Refer to the IBM Director redbook for help
with these parameters.

=¥, Customize Action : Add a Message to the Console ... E]@
File Advanced Help |

rMessage

|HE||D evervone! An event occurred an &system!

rUser(s)

(Example: User!, Administrator)

]

7. When finished, click “File/ Save As’ and giveit aname.
Save Event Action

Enter a descriptive event action name.
My sample action|

Cancel

8. Finaly, drag-and-drop your new action to the event action plan
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‘% Event Action Plan Builder

File Edit View Help

X% @

Event Action Plans

o[ Event Action Plan

u-[ Application Data Capture

-} Application Password Violation

=-{TF Application Software Version

®-{T} Application Started

® [ CPU Fan Speed

®-{} CPU Utilization

- [T} Flag systems where spooler stopped

- Log All Events

LRy sample event action plan]

o-+§ My Sample Filter /

o% My sample action

&[T Printer out of Paper

w5 System Offline

Event Filler s Actions
=
4§ CPU Fan OK (Senice Processor) w- [ AdwRermove ‘event systam to Statie Group
-« CPU Fan OK (vZR2 Agent) B AdRemove source group members to target stalic group

+J CPU Fan Stopped

<+ CPU Fan Stapped (Service Processor)

-+ CPU Fan Stopped (vZR2 Agent)
+H CPU Spiked
+H cPU Utilization

<+ Environmental sensor events
<88 Fatal Events
<8 Filter for spooler stopped event

<§8 Hardware Predictive Failure Aler events

<88 Harmless Eventts

Qﬁ 1BM Director Agent offline

< IEM Director Agent online

<8 Inventory

-+ IRES Printer OK

< IRES Printer Out of Paper

Cﬁ Memaory use

<J8 minor Events

-y samle Fite |

< Printer 0K

¢E Printer Out of Paper

B security events

< storage events
Unknown Events

+B warming Events

"E Threshold Event Filter

0o Add a Message to the Console Ticker Tape
ok Disphay Message Applicalion Software Version

inter Cover Opened

&4 Define a Timed Alarm to Generate an Event
& Define a Timed Alarm to Start a Program on the Server
£ Log to Tedusl Log File

4] Postto a News Group (NNTP)
¥ Resend Modified Event
Send an Alphanumeric Page (via TAP)

B = Send an E-mail to a Mobile Phone

u-{&] Send an Event Message to a Console User

&= Send an Internet (SMTP) E-mail

-G Send an SMMP Inform to an IP Host
£2 Send an SNMP Trap to a NetView Host
& 8end an BNMP Trap to an IP Host
Send a Numeric Page
@ send a TEC Eventto a TEC Server
[2 setan Event System variable
E Start a Program on a System

8 start a Program on the "evenr” System

r Start a Program on the Server

L ﬂ Start a Task on the "event” System

-3 update the Status of the "evenf” System

‘

R ey

Associating the Event Action Plan

Now that you' ve created an event action plan, you still need to “associate” it to agroup, a
managed object, or a selection of managed objects. Do thisin the main Director console.

1

First, make sure “Event Action Plans’ is checked in the “ Associations’ menu.
tor Console

Software Packages
Jobs
Activations

¥+ Resource Monitors

Data Capture Policies

D TEIllllllGla

Aalmem Lime e v limosd e

B 469
| |__ P

Drag-and-drop the event action plan to associate it to a managed object, group, or

selection of multiple managed objects or groups.
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3 IBM Director Conscle

Cosole Tasks Assorialens View Oplons Window Help

of e F-a-m e o H

1 SurePOS 300 Clients

@ surePOS 500 Clients

& SurePOS 700 Clients ‘
&3 Al Groups

£ System Offline
&[5 Event Log
=[] External Application Launch
&1 File Transfer
Y Hardware Status
o-{f, inventory
{5 M Browsar
7 Microsoft Cluster Browser
# Network Configuration
8@ Process Management
¥ Remole Control
o Remote Session
=W Resource Monilors

Groups | % [B2 Retail Systems : Store Assaciation ¥ Tasks
O-@ Retail Groups | Name & | TCPAP Addresses | Device Type Pr| —k AssetiD -
5 4690 Controliers | 0 St0re 517 | |- CIM Browser
& 4890 Terminals: | 8 13511 10.0.0.250 POS Terminal 481 4 Configure SNMF Agent
@ anyplace Kiosk Clients 8 ccm3En 1000213 POS Terminal #-{'l Data Capiure Policy Manager
e JMX Systems | & coEin 10.0.0.250 4690 481 | O Event Action Plans
W Kiosks with Windows. W IRES Client (517 1000118 Linw [ Application Data Capture
B Retail Cliants with Windows | §* Master Agent (517) 19216817.55 Windows 2003 W [ Application Password Violation|
W Retail IRES Terminals o FOS Terminal Keystone (517) 100059 Windows XP e | {5 Application Software Version
@Y Retail Master Systems | O~ Event Action Plans [ Application Started
B2 retail Systems &) My sample event action plan [ cPuFan Speed
£ SureOne Clients. | =58 POS Terminal XP (517) Windaws XP e [ CPU Utilization

50

A Rty

Host: 10.0.0.56 User ID: T95-DIRECTORWdministrator

7 objects

Possible Actions

To get an idea of the actionsthat are available to be used in your event action plans, you
can browse the right-hand side of the event action plan builder, as shown below.

Actions

-m-[F AddiRemove 'event system to Static Group
Add or remove
system from grOUp 5% Add a Message to the Consale Ticker Tape

—[Z Add to the Evert Log

—g& Define a Timed Alarm o Generate an Event

“Ticker Tape”

A Log to Textual Log File
—4E Postto a Mews Group (NNTP)
—aF Resend Modified Event
Send an Alphanumeric Page (via TAF)
= Send an E-mail to a Mabile Phone
r Send an Event Message to a Console User
B—r=1 Send an Internet (EMTR) E-mail
—% Send an SMMP Inform to an [P Host
B2 Send an SMMP Trap to a Metview Host
—% Send an SKMP Trap to an IP Host
Send a Numeric Page
—. Send a TEC Eventto a TEC Server
7@ Set an Event System Variahle
Start a Program on a Systermn
Start a Program on the "event' System
Start a Program on the Sernver

5 Start a Task on the "event’ System
I— Update the Status of the "event’ System

Pop up a message
in Director

Flag the system
status for review
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& Define a Timed Alarm to Start a Program on the Server

&8 Add/Remove source group members to target static group

Send a cell phone
message

Send an email

Start a task on the

target system — for

example, distribute
software




Event Data Substitution Variables

When customizing the actions in an event action plan, you can use variables to represent
data from the event that triggered the action.

For example, the text of your email message could be " A severe error occurred on
&system”. When Director sends your email, it will replace & system” with the name of
the managed object that generated the event. (Note: be careful not to add punctuation
marks immediately after avariable substitution.)

For adetailed listing of possible variables, see “event data substitution variables” in the
Redbook for IBM Director.

Another example — sending a message to a Director console user:
[=] Customize Action : Standard Message g[ﬁ"@

LElevavancon Help |

rUser(s)

(Example; Usert , Administraton)

ia-
rDelivery Criteria

Aclive Users Only v |

Importing/Exporting Event Action Plans

Event action plans can be imported/exported (along with any necessary event filters)
using the “File” menu in the Event Action Plan builder. Thisisuseful for saving your
work and/or giving your EAP' sto a customer or partner to replicate on a different
Director Server.

1. First, select the action plans you want to export
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Evertt Action Plans
o[£} Event Action Plan

2. Second, choose “File/ Export / Archive”

B atichimp

3 cmdcons

£ Comorate Leaming

(s -]

O dev

(£ Documents and Seftings
3 DownloadDirector

3. Later, you can import those event action plans by selecting “File/ Import”
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% Event Action Plan Builder

: Application Data Capture
i Application Password Violatic

5 nnlicatinn Snfhaare Warcinn

4. Sometimes you might need to check “Exclude Conflicts’. (Otherwise, you may
end up with duplicate event filters.)
(% Import Event Action Plan =%

Help

o[£} Event Action Plan =
o[} Application Data Capture
04§ Aoplication Data Caphure
B8 Add to Hardware Status Info
[ Flag Systern Information
o[ Application Password Violaticn
<8 Application Password Vio ation
E Flag Security \Warning
[=] E—[ Application Software Yersion
o dE Application Software Version
=k Nisplay Massage Applicat on Snftware Versi
L E Software Distibuton - Update Apglication
O Application Started

o B8 nanlicatioe Cinsad

[ Freserve Associations
Exclude Conflicls

E——

Event Management for 4690 OS

Events logged to the 4690 event logs (including system and application events) are
forwarded to RMA and are available within the IBM Director Console. Y ou can use
event action plans to react to specific events from 4690.

There are many 4690 events of potential interest. The ones most important to a particular
retailer vary depending on the 4690 features used and how the stores are operated. The
system events that might be logged are listed and described in the “ 4690 Operating
System Messages Guide”, which can be found here:

http://www?2.clearl ake.ibm.com/store/support/html/pubs.html#4690v6r1
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A review of messages listed in that document might suggest events of particular interest.
Examining current 4690 event logs might also identify the types of events experienced in
aparticular environment. Examination of problem histories might be a good source of
events of interest.

It shouldn’t be necessary to have event action plansfor all events that suggest a problem.
Frequently, problems log multiple events providing different details of what occurred.
Create event action plans for events that are representative of the types of problems of
interest. Then, you can investigate the event log to get more details for the problem that
occurred.

Thefollowing isalist of 4690 controller events that might be used to trigger Event
Action Plans. Some or al of these might make a good starter set. Add others to suit your
particular interests and needs.

Examples:
e \W889 FTP connection from 9.44.166.206
W893 Telnet connection from 9.44.166.206
W619 PROGRAM COMMAND WASSTARTED
W312 CHECKOUT SCANNER PROBLEM
W598 STORE CONTROLLER STORAGE DUMP OCCURRED
W599 NORMAL STORE CONTROLLER IPL
W610 PROGRAM CANCELED DUE TO INSUFFICIENT STORAGE
W619 PROGRAM xxxoooxx WAS STARTED
W620 PROGRAM xxxo0ooxxx HAS ENDED
W638 APPLY SOFTWARE MAINTENANCE FAILED
W650 PROGRAM xx00oxxx HAS ENDED ABNORMALLY
W762 TERMINAL xxx DOES NOT RESPOND
W806 HOST COMMUNICATIONS PROBLEM ON LINE x000000¢¢
W901 NO ACTING MASTER CONTROLLER FOUND
W902 NO ACTING FILE SERVER CONTROLLER FOUND
W907 UPDATE FROM ACTING FILE SERVER WAS UNSUCCESSFUL
W947 CONTROLLER xx HASLEFT LAN SYSTEM

On 4690 V6, al eventsinclude a number of “extended attributes’, as shown in the
following example:
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< Simple Event Filter Builder: New =o&d

File Help

Ewant Type rSeveriw rDawTime rCategnw rEenderName I’EvemText i E:,;enue(ir,u,ﬂnt_mtg:;_ System Variables |
Oany
By default, the event rReyward
filter ignores Code Equal To 76
exended attributes |C”"V””E’r o B Message Group Equal To 2
To accept events Message Mumber Equal To 848
according to Operator Source Equal To 20
additional keywards e = Terminal ID Equal To
ancikeryord Sl Unique Data Equal To 202000000000000000000000000000000000
values, clearthe

Unique Data Text Equal To
AR [ case Sensitive

ralues (String,
Hi ki

Delete Add Update

These extended attributes alow you to be very specific when creating your event filter —
i.e. you can select only events that come from a particular controller ID, or from a
particular application (source), from a specific terminal 1D, or with a particular message
number.

In many cases, you will probably need to “ Delete” most of these extended attributes from
your event filters — otherwise, your event filters for 4690 will be too specific and will not
apply broadly to al the controllers, terminals, and event sources that you want to manage.

Using the Windows Event Log

RMA has the ability to forward events from any of the Windows Event Logs
(Application, Security, or System) up to IBM Director. Due to resource concerns and the
high volume of eventsin the Windows Event Log, the agents must be configured to
forward the events you would like to see rather than simply forwarding al eventsin the
logs. Once the events are forwarded you can use event action plans to react to specific
events from 4690.

In order to configure which Windows Event Log events will get forwarded through RMA,
you need to set up the Win32EventL ogConfig.xml in the folder “ C:\Program
Files\IBM\Storel ntegrator\user\rma\config\events”.
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events

File Edit ‘Wiew Favorites Tools Help
@ Back ~ ﬂ‘ e ! Search ll Folders
Address |20 CProgram Files\IBM StoreIntearatoriuserimaiconfigievents ¥ Go
Folders * eventSeqhos.properties Win32EventlogConfig
A~ PROPERTIES File #ML Document
g W 1 KB LKE
[ | Director
# |) [PSDWSP
5) Storelrtegrator
_uninstRMAZS10023
RMAZ510023
RMA_license
[ |2 tivoli
| ) Internet Explorer
Messenger
] Microsoft CARICOM 2.1.0.2 M

Prior to setting up the Win32EventL ogConfig.xml, you should look at the Windows

Event Log to determine which events you would like to monitor. Particularly you need to
make note of the “ Source” of the eventsin the event log. Other event details such asthe
“Category” and “Event” can be optionally used to further narrow the events that will be

forwarded.

| B @2
g Computer Management: {Local)
Eﬁ% System Tools
EI@ Event Viewer (3) Information
4 Application Infarmation
Internet Explorer @Infurmatiun
System @Informatmn
- g Shared Folders %i::z:::zz:
[ Local Users and Groups

[ Performance Logs and Alert: Warn\ng.
2 Device Manager @Informatlon
Storage Infarmation
) Removable Storage (&) nformation
Disk Defragmenter (&) Information
-l Disk Management @Infurmatiun
[]--@ Services and Applications @Infnrmatlnn
Information
@Information
@Infurmatiun
@Informatmn
J n E;)Ynanm:Hnn

16/2011 11:385:04 ...
A16/2011 11:35:04 ..,
A16{2011 11:36:04 ..,
162011 11:36:04 ..,
9f16f2011 11:385:04 ...
A16/2011 11:38:03 ..,
A16/2011 113750,
A16/2011 1137149 ..,
9162011 11:37:21 ..,
A16/2011 113857 ..,
A16/2011 113555 ..,
A16/2011 11:38:28 ..,
9/16/2011 11:36:25 ...
16/2011 11:36:27 ..,
A16/2011 11:36:27 ..,
A16{2011 93232 AM
162011 BIZ33Z AM
aiteiani £330 A

Director Agent
Director Agent
Director Agent
Director Agent
Director Agent
Director Agent
Perflib

Symantec Antvirus
TrapReowr
EventSyshem
M3DTC

ccEvkMgr

ccEvEMgr

ccSetMgr

ccSetMar
Symantec AntiYirus
Symantec Antvirus

Surnarbac okl

Mone
Mone
Mone
Mone
Mone
Mone
Mone
Mone
Mone
Mone
™™

Mone
Mone
Mone
Mone
Mone
Mone

Mo

20
20
20
20
20
20
2003

105
4625
4193

Hja
1773
1773
SYSTEM
SYSTEM
SYSTEM
SYSTEM
1773
1773

|

o
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Once you have identified the events that you wish to forward, open up the
Win32EventL ogConfig.xml in atext editor.

The default file looks like the following:

Note: Thisfileis case-sensitive so be sure to maintain the correct capitalizations
when entering the xml tags.

Thefile definition will always begin with a <WindowEventLog version="6'> tag, and
will always end with the </WindowsEventLog> tag.

In between, you can specify <ApplicationLog>, <SecurityL og>, or <SystemLog> tagsin
order to declare events from each of the logs.

Under each <xxxxxxxxLog> tag, you declare the specific events that you would like to
forward from that log.

Each event type that will be forwarded is declared as a“Filter Entry”. Each Filter Entry
must specify a* sourcename” (the “ Source” column from the Windows Event Log —this
is case sensitive), and can optionally specify a“level” or “error severity.”

The optional “level” tag indicates which specific event severities you would like to
forward through the agent. Options for thisfield are OFF, INFO, WARNING, ERROR,
SUCCESS AUDIT, and FAILURE AUDIT.

For example, if you only wanted to forward WARNING and ERROR events from the
“Symantec Antivirus’ source, you would add the following Filter Entry:

<FilterEntry sourcenane="Symantec Antivirus" |evel="WARNI NG ERROR" />

The optional “error severity” tag specifics what severity you would like the eventsto
show up in IBM Director as. So, even if the event waslisted as“INFO” in the Windows
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Event Log, you could still have it appear in IBM Director asa“FATAL” error if you
wish.

Y ou can also specify an optiona “Category” tag if you would like to narrow down the
eventsyou are interested in from a particular source. Many applications have several
categories of events.

J Computer Manageme =] 3
Q File  Action Wiew Window Help |;|i|ﬂ
ERIEEEETELE: P—
E Computer Management {Local) Source 4
EI@ e L — 3
E1-{f] Event Viewer (@ Information  6/20/2011 2:59:22 PM  MSDTC ™ 4193 NiA ¥
4] Application (@ Information  &/g9/2011 11709 PM  MSDTC ™ 4193 NA ¥
3| Internet Explorer (@ rformation  9/16/2011 11:36:55 .., M3DTC ™ 493 NiA r
4| Securky @ nformation  12/12/2008  2i0LEEPM  MSDTC e 4104 MiA ;
] System @ irformation  12/16/2008  11:19:46PM  MSDTC S0C 4111 MiA P
g E f::;rj;:'::rnz Grous Dirformation 12122008 2012i29PM  PassportMa,..  PassportMansger 5000 NjA P
18] Performance Logs and Alert: @Information 121122006 Z21Z:29PM  PassportMa..,  PassportManager 5011 MiA I
I g Device Manager @Information 12/12/2008 2112:29PM  PassportMa...  PassportManager S008 MfA I
=r Sharage @Information 12f12/2008 2:12:29PM  PassportMa...  PasspartManager 5008 A I
-{5 Removatle Storage @ 1rformation  12/12/2008 2:12:29PM  PassportMa...  PassportManager 5008 M r
I Disk Defragmenter @Information 1zj12{2008 2:14:58 PM PassportMa...  PassportManager 5001 A I
" Disk Management: @Information 12f12/2008 2:08:27 PM  LoadPerf None 1000 A I
[]--& Services and Applications @Information 12/12[z008 Z:08:55 PM  LoadPerf Mone 1000 [ I
@Information 12/12/2008 2:09:42 PM LoadPerf Mone 1000 MfA I
@Information 12f12/2008 2:09:45 PM  LoadPerf None 1000 A I
@Infurmatiun 12122006 Z:0%45PM  LoadPerf None 1001 MiA I
@Infnrmatinn 12/1212008 20945 PM  LoadPerf Mone 1000 MfA I
(R TeFrvrnsbionn 1201309008 TACEE DM 1 esdDerf Mere 1nnn nith hd
'| [ 2114 | o
| | |

Categoriesin the Windows Event Log can either be specified as String values (ie,
“PassportManager” above), or numerical values. If you specify a Category object, you
must specify either a“name” tag (for String values) or an “id” tag (for Numerical values)
aswell asthe“level” and “qualifier” tags. Optionally you can also specify an “error
severity” tag.

The“level” and “error severity” tags work the same for “ Category” declarations as they
did for “Event Filter” declarations. The“qualifier” tag can be any text you want and will
be used to identify the event type for that specific Category when it reaches IBM Director.

For example, consider the following declarations in the configuration file:
<WindowsEventLog>
<ApplicationLog>
<FilterEntry sourcename="MyRetailApp" level="ERROR" />
<Category id="1" qualifier="Printer" level="WARNING,ERROR" errorseverity="CRITICAL" />
</FilterEntry>
</ApplicationLog>
</WindowsEventLog>

That declaration would cause RMA to forward al “ERROR” events from the
“MyRetail App” source and all “WARNING” and “ERROR” events from the*1”
category of “MyRetail App”. Events coming fromthe“1” category would appear in IBM
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Director as “WindowsEventL og.Application.MyRetail App.Printer” event types and
would have CRITICAL error severities.

Example: Create a Custom Group for Agents Offline

There are many scenarios where it is desirable to create a custom group that is
automatically populated (i.e. systems are added to and removed from the group
automatically). In thisexample, we'll create a custom group called “POS Systems
Offline”, and we' || automatically add and remove systems to the group when an online or
offline event occurs. This alows the system administrator to go to asingle placein the
Director Ul to determine exactly which systems are currently offline.

This same concept can be applied to many different situations; thisis just one example of
how a custom group can be used in conjunction with event action plans that add/remove
members from the group based on events that occur.

This example demonstrates:
- Static custom groups
- BEvent filters
- Event action plans

Steps:

1. Sincethe easiest way to create an event filter isto first find an example of the
events you want to filter, start by stopping and restarting an agent to get the
offline/online events. To do that:

e Firgt, stop any genera agent using the command “net stop
RemoteMgmtAgent” (for Windows).

e Wait 30 seconds or so, then restart the agent using the command “ net start
RemoteMgmtAgent”.

2. Right-click the system that went offline, and select “Event Log”. When the event
log appears, the most recent 2 events should be offline and online events.
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o8 POS Ten

W IKES GlIENT(514)
' Master Agent (517)

Qpen...
Delete
Rename...

Collect Imventory

Set Prezence Check Interval
Resource Manitars
Retail Petipheral Management

Set Status ]

TULWTTH
192.168.17.2
10.0.0.59
10.0.0.114

£ Event Log: POS Terminal Keystone (517) g@
File Edit View Options Help T
% @
Events (25) - Last 30 Days
Date Time Category | Severity | Systemn MName Event Text
82008 9:49:50 AM Resolution Harmless  POS Terminal Keystone (517 Swstem 'POS Terminal Keystone (517)'is online
8I8iZ2008 9:43:20 AM Alert Harmless  POS Terminal Keystone (517, Systermn 'POS Terminal Kevstone (517)'is offline
argr2oo8 9:46:52 AM Alert POS Terminal Keystone (517) ibute: CurrentReadin i : 3300 Trigger. 100
2i7I2008 11:08:48 An Alert POS Terminal Keystone (517) Ohserved Attribute: CurrentReading Derived Gauge: 3060 Trigger: 1 001
BinI2008 B:26:33 PM Alert FPOS Terminal Keystone (517) Ohserved Attribute: CurrentReading Derived Gauge: 3540 Trigger: 1001
ar4r2008 6:38:20 PM Alert POS Terminal Keystone (517) Ohserved Attribute: CurrentReading Derived Gauge: 3300 Trigger: 100
814j2008 4:44:20 AM Alert POS Terminal Keystone (517) Observed Attribute: CurrentReading Derived Gauge: 4020 Trigger: 100
Bi32008 3:56:06 AM Alert FOS Terminal Keystone (517) Ohserved Attribute: CurrentReading Derived Gauge: 3840 Trigger: 1 001
8112008 3:05:36 P Resolution Harmless  POS Terminal Keystone (517) Swstem 'POS Terminal Keystone (517)'is online
8M1iZ008 3:04:11 PW Alert Harmless  POS Terminal Keystone (517) Systern 'POS Terminal Kevstone (517)'is offline
anrzoong 24201 PM Resalution Harmless  POS Terminal Keystone (517) System 'POS Terminal Keystone (517)'is online
2152008 2:40:41 PM Alert Harmless  POS Terminal Keystone (517) System 'POS Terminal Keystone (517)'is offline
7i31r2008 11:26:41 AM Alert FPOS Terminal Keystone (517) Ohserved Attribute: CurrentReading Derived Gauge: 2820 Trigger: 1001
712472008 11:42:36 AM Alert POS Terminal Keystone (517) Ohserved Aftribute: CurrentReading Derived Gauge: 3060 Trigger: 100
12212008 9:00:23 Pm Alert POS Terminal Keystone (517 Observed Attribute: CurrentReading Derived Gauge: 3540 Trigger: 100
712172008 6:18:10 AM Alert POS Terminal Keystone (517) Ohserved Alfribute: CurrentReading Derived Gauge: 3840 Trigger: 100
Fiz0r2008 4:29:56 AM Alert POS Terminal Keystone (517) Ohserved Attribute: CurrentReading Derived Gauge: 3780 Trigger: 1 001
7182008 1:47 43 PM Alert POS Terminal Keystane (517 Observed Attribute: CurrentReading Derived Gauge: 3060 Trigger: 100
THF2008 11:59:31 AM Alert POS Terminal Keystone (517) Ohserved Attribute: CurrentReading Derived Gauge: 3060 Trigger: 100
THE2008 11:08:31 PM Alert POS Terminal Keystone (817) Observed Attribute: CurrentReading Derived Gauge: 3540 Trigger: 100
7156200 15771 Phd lort i EAS Tarminal Keystona (4171 Printer couer i clnsad

3. Now, create an event filter for each of these two events. To do that, start by right-
clicking the “offling” event, and select “Create > Simple Event Filter”.

Page 135 of 352




18 (517}

Systern 'POS Terminal keystone (517)' is online

daailat=1| alal=Mi mffling
18 (17 Obs L =
e (517 Obs Deleta
18 (517 Obs Find...
12 (a1 7 Ohs Export

e (a1v) Ohs Print » NG [ 1 e, !
e (517) Ohs tReading Derived Gauge: 3840 Tri
e (5171 Syste  COP¥ stone (517)'is onling
e (a1v Syste Copy Cell stone (517)' is offline
1e (5173 Syste Sort p |stone (5173 is online
18817 Byste Hide cojumn  [Stone (9170 s offline
e (517 OhsemeEr AmmoE. comentReading Derived Gauge: 2820 Trin

1e (5173 Obsened Attribute: CurrentReading Derived Gauge: 3060 Tri

4. Next, do the following:

e Onthe"Event Type’ tab, make surethat the correct event typeis selected

(“Director.Topology.Offline")
e Onthe"Sender Name” tab, check “Any”.
e Onthe“Event Text” tab, check “Any”.
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<§i Simple Event Filter Builder: New =1
File Help
Sender Mame Event Text [ Extended Attributes |/ Systermn Variables
! Severity |/ DayTirne Category
[ Any O cim ~
By default, the event [ Configuration Manager
filter excludes none ,
ofthe event types, [ correlation
exceptfor [ Directar
Windows-specific
and iSI05-specifc L] Consale
events. To exclude [ Director Agent
specific event types,
clear the Any check O Inventary
o O ik
O R Agent | |
O Test
- e
‘ Offline
R, =
[ Update Manager




" Sender Mame Event Text
Event Type

Extel

B defs e event MTSL
filter accepts events

from all managed

ohjects, including

Sender Mame Exte

& , the event
fiter accepts events
with any event text.

Finally, save your event filter and give it aname.
<M Simple Event Filt

Ay

Save Event Filter

-,

@

Enter a descriptive event filter name.

Filter for agents offling|

Ok Cancel |

6. Do the same thing for the “onling” event. The only differenceisthat you will
make sure the event typeis “ Director. Topology.Online” instead of

“Director.Topology.Offline”.

Save thisfilter also and give it an appropriate name.

7. Next, test your event filters by expanding the “Event Log” task in the console’s
tasks pane. You should see your new event filters shown in thelist of event filters
underneath the event log. To test your filter, double-click it and ensure that only
the online or offline events appear in the list of events displayed.
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Filter for agents online

ure Alert events

£5 Event Log (Filter for agents offline)

[l |

File Edit View Options Help

iz
Ewvents (12) - Last 30 Days
Date Time Category | Severity ‘ Systemn Mame Event Text
8182008 9:48:20 AM Alert Harmless  POS Terminal Keystone (517) 8ystern 'POS Terminal Keystone (517)' is offline
81512008 2:35:51 PM Alert Harmless 13 (517) 8ystern 13 {517) is offline
8i5i2003 2:35:46 PM Alert Harmless  |CC (517) Systermn 'CC (517)'is offline
ers2oog 30411 PM Alert Harmless  POS Terminal Keystone (517) Systemn 'POS Terminal Keystone (517)' is ofline
812008 2:40:41 PM Alert Harmless  POS Terminal Keystone (517) Systern 'POS Terminal Kevstone (517)' is offline
Fi2rizo0g 74931 PM Alert Harmless 13 (517) Systern 13 (517) is offline
Fi2rizoong T47:26 PM Alert Harmless  CC.012(5817) Systern 'CC.013 (517)'is ofline
711412008 6:20:21 AM Alert Harmless 13 (517) Systern 13 {517) is offline
THAi2008 6:12:51 AM Alert Harmless  CC.013{517) Systemn 'CC.013 (517)'is affline
714i2008 3157:36 PM Alert Harmless  IRES Client (517 Systemn 1RES Client (517)'is offline
7nnizong 31446 PM Alert Harmless  13(517) Systern 13 (517) is offline
7Nnizoog 31446 PM Alert Harmless  CC(517) System 'CC (517)'is offline

8. Next, double-click the “Event Action Plans’ task in the consol€’ s tasks pane.

Tasks
Asset D
i= CIM Browser
Configure SMMP Agent
Loy el anager
¥ Fvtarnal Anmlicratinn | annch

9. When the event action plans task window appears, you can start a new event
action plan by right-clicking “ Event Action Plans’ and selecting “New”. Give
your new gvent_gction plan aname and click OK.

Event Action Plans

an Plan Wizard
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Fom =

Create Event Action Plan

QK I Cancel‘

10. Next, we'll customize an action to add and remove the system from a static group.
To do that, right-click “ Add/Remove ‘event’ system to Static Group” and click
“Customize”.

Actions
Tt Sta

AddiRemny

[ Add to the Even

e - - .

tLog

11. On the next screen that appears, enter the name of a static group (POS Systems
Offline). (Note: Don't worry if this group doesn’t yet exist —we'll createit in
later steps.) Keep the default add/remove option of “ Add system to target group.”

-
= Customize Action : Add/Remove ‘event’ system to Static Group E]@
File Advanced Help |

=

rTarget Group Name

Mame of static group to addiremove member: if group not found, new group is created

rAddRemove Option

Specifies if 'event' system should be added or remaoved from group

Add system to target group - |

12. Select “File > Save As’ and give your custom action a name, then click OK.
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13. Customize another action, but this time change the add/remove option to
“Remove system from target group”. To do that:

e Right-click “Add/Remove ‘event’ system to Static Group” and click
“Customize”.

o Enter the same name for the static group as before (i.e. “ POS Systems
Offling”).
Change the add/remove option to “Remove system from target group”.

Click “File > Save As’ and give your custom action a name, then click
OK.

Target Group Name

Mame of static group to addiremove member: if group not found, new group is created

P05 Systems Offline

AddRemove Option

Specifies if 'event' system should be added ar remowved fram group

Remove systermn from target group ¥

Femaove from PO
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14.

Now, drag-and-drop to build your event action plan, as shown below. To do that:

e First, drag both of your event filters to the event action plan.

e Next, drag your custom actions to the appropriate filter within the action
plan (i.e. for the offline filter, drag the action for adding to the custom
group; for the onlinefilter, drag the action for removing from the custom

group).

& Event Action Plan Builder

File Edit View Help

X @

Event Action Plans

Event Filters

4680 Command Mode
4650 FTP unexpected connection

4690 Operatar in Command Made
w7 4690 telnet connection

0-[E Action plan for agents offin
@E Filter for agents offline
¢§ Filter for agents online

m- [ Application Data Capture

Application Passwoard Yiolation
] ﬂ:"[ Application Sofware Version
B[ Application Started

®-[5 GPU Fan Speed

CPU Utilization

B[ Log Al Events

VA |

¥ CFUFan Stopped

¢§ CPU Fan Stopped (Service Processor)
¢§ CPU Fan Stopped (W2RZ Agent)

<H cPU spiked

<§ CPU Utilization

¢§ Critical Events

4§ Disk Utilization

¢§ Environmental sensor events

B Filter for agents anline

48 Hardware Predictive Failure Alert events
¢§ Harmless Events

¢§ |BM Director Agent offline

¢§ |BM Director Agent online

& inuantan

|§ Add to Hardware Status Critical
& Add to Hardware Status Info
B Add to Hardware Status Warning
(8 Add to POS Systems Offine
Rermove fram 4680 cantraller in command mode
|§ Remove from Hardware Status Critical
|§ Remove from Hardware Status Info
I |§ Remove fram Hardware Status Warning
B Rernove from POS Systems Offine
B Add/Rermove source group rembers to target static ar
B Add a Message to the Console Ticker Tape
Add to the Event Log

Ready

& Event Action Plan Builder

File Edit View Help

[[=1% |
]

e @

Event Action Plans

nt Filters

Actions

o[ Event Action Plan

&[T 4680 Command Made

L ﬂ:"[ 4690 FTP unexpected connection
4690 Operatar in Command Made

4680 telnet connection

Evel
W CPUFan Siopped
¢§ CPU Fan Stopped (Service Processor)
¢§ CPLU Fan Stopped (W2R2 Agent)
+H CPU Spiked
«§ CPU Utilization
¢§ Critical Events
=

=3 E Add/Remove ‘event’ system to Static Group
I |§ Add to 4690 controller in cammand mode
B Add to Hardware Status Critical
B Add to Hardware Status Info
ing
== Add to POS Systems Offling

TR

=} ¢§ Filter for agents of L
&8 Add to POS Systems Offline
[a} Q Filter for agents an\inp$

¢§ Environmental sensor events
¢§ Fatal Events

Shaibacioraents offine

Tin command mode
B Remove from Hardware Status Critical
& Remove frorm Hardware Status Info

-8 Remove fram POS Systerns Offing
o[ Application Data Capture
Application Password Yiolation
Application Software Wersion
Application Started
- CPU Fan Speed

ring

4§ Filter for agents online

¢§ Hardware Predictive Failure Alert events
¢§ Harmless Events

¢§ |BM Directar Agent offline

¢§ |BM Directar Agent online
B o ntoe

Remove from POS Systems Cffline
EAd ers to target static gr
B-2% Add a Message to the Consale Ticker Tape
[3 Add ta the Event Log

Ready

15. Close the event action plan builder screen. In the main Director console, we now

need to create a custom group called “POS Systems Offline”.

To do that:

e Click “Console > New > Group > Static Group”.

e Onthe next screen, leave the group members list empty (remember —this
group will be populated automatically by the event action plan).

e Click “File> Save As’ an give the group the name “POS Systems
Offline” and click OK.

e Your group will now appear under “All Groups” in the main Director
console (in the groups pane).
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Group

Selected

B 13817
— B Co.o3 s

— & coEn

—H GyCC BT

—Ml RES Clientis1 7y

% Master Agent (517)

—3= EIMTSDEMOS

—& & ORACLE-WRS-SERY
—Z) & ORACLE-WRS-SERY
—l PQ3S Terminal Keystone (517)
— B POS Terminal ¥P (517)

| »

Page 142 of 352




r.- =

Save As

Enter a descriptive name for this group.
i | POS Systemns Offine
Y]

0K Cancel |

16. Next, make sure the “Event Action Plans’ association is checked in the console's

“Associations’ menu.
tor Console

Associations

Yiew Options Wi

Software Packages E_
Jobs I

Activations
+ Resource Monitors

Data Capture Policies ;
0 Terrmrrem | S 469

[ = TSN

alacn iael Slinnde

17. Next, we need to associate your event action plan with the systems to which it
will apply. To do that:

o Select “Retail Groups’ in the groups pane so that all the retail groups will
be shown in the center pane.

e Drag your event action plan from the tasks pane (underneath “Event
Action Plans”) to the group “Retail Systems”.

o If you expand the tree underneath this group, you should now see your
action plan associated to the group “ Retail Systems”.
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@ IBM Director Console

[f=1]%

Console Tasks Associations  View  Options  Window  Help

- 2 0 %-0--0-m-2-F o &

-

*a

Groups

3 Retall Groups ¥ Tasks

043 Retail Groups Marmne &

[ TCPIP Addresses — [ AssetiD

5, 4690 Controllers
— @ 4690 Terminals

l Anyplace Kiosk Clients
—- I Bystermns

' Kiosks with Windows
= = Retail Clients with Windows

W Retail IRES Terminals W Retail IRES Terminals
— " Retall Master Systems §% Retail Master Systems

5 4690 Controllers

B 4690 Terminals

D Anyplace Kiosk Clients
= JM Bystems

D Kiosks with Windows

= Retail Clients with Windows

& CIM Browser
&8 Configure SNMP Agent

O Event Action Plans

2 Retail Systems 4 o Retail Systerns g
= ﬂ, SureCne Clients o i =
12 SurePOS 300 Clients
—@ SureP0S 500 Clients
# SurePOS 700 Clients
(3 All Groups

1Ey Printer out of Paper
&5 Suredne Clients
2 SurePOS 300 Clients
@ SurePOS 500 Clients
& SurePOS 700 Clients

Application Started
CPUFan Speed
CPU Utilization
Log All Events
&3 Printer out of Paper
85 Event Log

Il Data Capture Palicy Manager

4630 Command Mode
4690 FTP unexpected connecti
4630 Operator in Comemand W

I Ef Application Password Yiolatiol
=7 Application Software Yersion

] Cutarnal lication | sunch |
4 | » 4 ] [ | »
& H O
= reaw Host: 10.0.0.56 User ID: TSS-DIRECTORWdministratar 17 objects

18. Finally, we're ready to test the event action plan. To do that:
e Select “All Groups - POS Systems Offlineg” in the groups pane.
e Onagenera agent, run the command “net stop RemoteMgmtAgent” to

stop the general agent.

e The system should automatically appear in the center pane after afew

seconds.
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[f=1]%

@ IBM Director Console

Console Tasks Associations  View  Options  Window  Help

Yo« 8 o-m-X-F o-s- 8- H
Groups Ry [E= POS Systems Offline Tasks
o = Groups = Name « [ TCPIP Addresses — ) AsetiD
=5 4690 Controllers m [ POS Terminal Keystone (517) 10.0.0.59 & CIM Browser

4690 Controllers in Com)
—@ 4690 Terminals
g All Managed Objects

&8 Configure SNMP Agent
!"vs!;m Data Capture Policy Manager
-8 Event Action Plans

- ' Anyplace Kiosk Clients

@ Clusters and Cluster Mel
€3 Hareware Statug Critical
B Hardware Status Inforrnd

m Chassis and Chassis My |

& 4680 Command Mode

E— 4690 FTP unexpected connecti
[ 4680 Operator in Command b
[Er 4690 telnet connection

{—E Action plan for agents offine | |
I B Application Data Capture
I Ef Application Password Yiolatiol
I E— Application Software Version
[ Application Started
[Er cPU Fan Speed
[EF CPU Utilization
—EF Log &Il Events
—{E% Printer out of Paper
85 Event Log

-8y Hardware Status Warnin
—i= JMK Systems
B Kiosks with Windows
- Q Level 1: IBM Directar Caor
H Level 2: IEM Directar Age

Mo ante /
C I Retail IRES Temminals >
| b

] Cutarnal lication | aunchk I
DOAN
= reaw Host: 10.0.0.56 User ID: TSS-DIRECTORWdministratar 1 object

Example: Trigger action only if event occurs 3 times within a 24-
hour period

In this scenario, we'll configure the event action plan to display aticker messageif a
system goes onling/offline repeatedly within asingle day. If the system goes offline 3
times within a given 24-hour period, the event action plan will trigger.

Note: This example assumes you' ve aready become familiar with the basics of
creating an event filter and an event action plan. If not, you should first try
“Example: Create a Custom Group for Agents Offline”, and read the
introduction to event management, before proceeding with this example.

1. Find an example of the offline event in the event log, then right-click and select
“Create/ Threshold Event Filter”.

Events (11) - Last 100 Weeks

Time | Category ‘ Severity | Systermn Name Event Text
03:24 AW Resolution Harmless 4810-33h (TSE Lak) System '4810-33h (TSS Lah}'is online
ol Alert Hal -33h (TS5 Lak) 5 '4810-33h )'is offline

33 & 810-33h
22:04 PM  Resolution Harmless 4810-33h (TSE Lak) System '4810-33h (TSS Lab)'is online

18:20 PM  Alert Harmless 4810-33h (TSS Lah) System '4810-33h (TS5 Lah)'is offline
07:03 PM  Resolution Harmless 4810-33h (TSE Lab) System '4810-33h (TS5 Lah)'is online
03:04 PM - Alert Harmless 4810-33h (TS5 Lak) System '4810-33h (TSS Lab)'is offline
55:38 PM  Resolution Harmless 4810-33h (TSS Lab) System '4810-33h (TS5 Lah)'is online
B934 PM - Alert Harmless 4810-33h (TSE Lak) System '4810-33h (TSS Lah)'is offline

2. When configuring your filter, set the event type to “Director.Topology.Offline’.
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““f Threshold Event Filter Builder: New

M=%

File Help

O Ary

By default, the event
filter excludes none
ofthe event types,
except for

Sender Mame Event Text | Frequency rE}dendedAﬂributes rSystemVariables |
Severity r DayTime |/

Categony

m-[cim
— [ canfiguration Manager
— [ correlation

o [ Director

windows-specific |
and iS/05-specific |I—D Console
events. To exclude &[] Director Agent
specific event types, |
clear the Any check #- [ Inventory
B — O mib
1 Rhta sgent )
O Test
[ Topalogy
O online
8- [] Update Manager
B 1Cnicor -

3. For all other tabs (except the “Frequency” tab), select “Any”. (Inthis example,
you'll check the “ Any” checkbox for the " Severity”, “Day/Time”, “ Category”,
“Sender Name”, “Event Text”, and “ Extended Attributes’ tabs.)

“H Threshold Event Filter Builder: New

M=%

File Help

%l

Sender Name rEventText rFrequency Extended Attributes rSvstemVariables |
Event Type DayTime r

Category

t, the event Fatal
filter accepts everts
with any severity. To _
accept events Minar

Critical

4. Atthispoint, the only tab left to edit isthe “Frequency” tab. Set theinterva to 24
hours, and the count to 3.
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Sender Mame | Event Text Extended Attributes [ Systern variables |
Event Type Severity r DayTime i’

rinterval

| hourgsy -

5. Savethefilter.

Filter for offline 3x within 24 hours)|

ok | cance |

6. Open the event action planstask. If desired, create a new event action plan for
your new scenario.

7. Right-click “Add a Message to the Console Ticker Tape” (under Actions within
the Event Actions Plan Builder), and enter a message to be displayed.
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|
Actions

B-EE AaddiRermove 'event systern to Static Group
—i Add/Remaove source group members to target static gre

—@ DefineaTi pan Event
—é&, Define a Timed Alarm to Start a Program on the Server
p—%@ Log to Textual Log File

rMessage

|8ystem E&zystermn has rebooted 3 times in 24 hours!!

rUser(s)

(Example: User!, Administrator)

|-x-

8. Drag-and-drop to build your event action plan.
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¢ Event Action Plan Builder

File Edit Wiew Help

T |

2 ‘ <% Display Message Application Software Ver:
Agents Offline i_ -2 Generic Ticker Error
[T Application Data Capture ‘ =% Generic Ticker Waming

C Application Password Violation icker e offline 3x

Applmatinn Software Version ’ﬁd to the Event Log
Application Started F @ Define a Timed Alarm to Generate an Event
CPUFan Speed 5 Define a Timed Alarm to Start a Program on thi

CPU Utilization 'l—‘&E| Log to Textual Log File
. 5 Log All Events —aZ Postto a News Group (NMTP)
Printer out of Paper ¥ Resend Modified Event

5 —EE) Send an Alphanurmeric Page (via TAP)

f / = Send an E-mail to a Mohile Phone
Filter for affline 3x within 24 hoV @[] Send an Event Message to a Consale User
L —=% Ticker message offline 3x B = Send an Intemet (SMTP) E-mail

7@ Send an SMMP Inform to an IP Host
T Send an SHMP Trap to a Nefview Host

&R Send an SNMP Trap to an IP Host
=

Event Action Plans Event Filters Actions
nr@ went Action Plan ﬁﬁ Cuplication Event Filter | B % Add/Remove 'event system to Static Group =
4680 FTP unexpected connection ﬁ Exclusion Event Filter I % Add/Remove source group members to target static gr
L [ 4890 Operator in Command Mode ‘l¢§ Simple Event Filter lf.!——ui\ Add 2 Message to the Console Ticker Tape
| 4690 Printer Cover Open h-‘/ﬁThreshnld Event Filter L -4 4630 telnet connection
4690 telnet connection ;—vﬂ Filter for offline i ‘ sian

e Server

4

[0 oo

In the main Director Console, click on “All Groups’, then associate your event
action plan with the group “ Retail Systems’. (i.e. Drag-and-drop the event action
plan to the “Retail Systems” group.)

"] 3 All Groups

~ | Name ¥ | TCPAP Addr...| Dev
T g e

—@i Self-checkout Lanes

—f Selt-checkout BOSSes

—ﬁ Zialable Svetarms and Merbar

[J—ﬂ Retail Systermns

b—ﬁ Event Action Plans
I= jill; in 24 hou

& CPLU Utilization

10. To test your event action plan, try rebooting any of your systems 3 times, and you

will see the ticker message at the bottom of the Director Console.

ey DU LSLTRLUT]
Systermn Accounts
Update Manager

T pr——

System 4810-33h (TSS Lab) has rebooted 3 times in 24 hours!! =

Host: mis-xseries-dir User ID: MTS- 13 ohjects
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Example: Trigger action only if system is offline for an extended
period of time

In this scenario, we'll configure the event action plan to display aticker messageif a
system goes offline and stays offline without an online event for an extended period of
time.

Note: This example assumes you' ve aready become familiar with the basics of
creating an event filter and an event action plan. If not, you should first try
“Example: Create a Custom Group for Agents Offline”, and read the
introduction to event management, before proceeding with this example.

1. Find an example of the offline event in the event log, then right-click and create a
simple event filter:

£ Event Log: 48007x4 (RMA-Demo) [_[O]x]

File Edit View Options Help
&,
» @

Events (202) - Last 24 Weeks Event Details
Date \ Time | \ Event Text |Svstem Ma.. \ Severity Values
902142011 35040 FM . Inventory 48007x4 (.. Harmless Date ar21/2011
9i21/2011 2:44:55PM .. Bystem '48007x4 (RMA-Dema)' is online 48007x4 (.. Harmlesq | | Time 32341 PM
92102011 3:28:59 PM Inventory 4800724 ( Harrnles: Ewent Type Director Topology. Offline
912102011 32410 PM 4 Ewent Text System '48007x4 (RMA-Demn)*is offine
393 System Name 480074 (RMA-Demo)

9/2102011]2:23:41 Pl
91952011 53219PM .
8/18i2011 6:26:26 PM System 480074 (RMA-Dema)' is anline Delete
QUEMO11 11400 B lnuanton, Fin.
Export
Print r

Copy

Copy Cell
sort »
Hide Calurnn

2. Ensurethat the Event Typeis set to “Director. T opology.Offline’
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+¥simple Event Filter Builder: New [_ (O]
File Help
SenderMame | EwentText | Exended Aftributes r Systern Variahles |
Severity r Dy Time r Category
O Any B[] CiM
By default, the event ®- [ configuration Manager
filter excludes none .
of the event trpes, 8- [ Correlation
except for - [ Directar
Wilindows-specific )
and I5/08-specific m- [ Alarm Triggered
events. To exclude 8- Cansale
specific event types, _
clear the Any check &[] Director Agent
box. B[] Inventary
O mik
&[] Rma Agent
&[] Test
- [ Tapalogy
Offline
O online
B[] Update Manager

3. For al other tabs, select “Any”. (Inthisexample, you'll check the “ Any”
checkbox for the “ Severity”, “Day/Time”, “Category”, “ Sender Name”, “Event
Text”, and “ Extended Attributes’ tabs.)

4. Savetheevent filter and give it a descriptive name

Save Event Filter
Enter a descriptive event filter name.
|Retail Systern Offline]

Ok Cancel |

5. Open the event action planstask. If desired, create anew event action plan for
your new scenario.

6. Inthe Event Action Plan Builder, right-click on “Define a Timed Alarm to
Generate an Event” and click “ Customize”.
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Actions

=] @ AddiRemove 'event’ system to Static Group

@ AddiRemove source group members to target static aroup

B2% Add 2 Message tothe Console Ticker Tape
[5 Add to the Event Log

[ ﬁ Define a Timed Alarm to Generate an Eve, &

gﬁg Define a Timed Alarm to Start a Program \
u ﬁ|§| Log to Textual Log File

FPostto a Mews Group (MMTF)

AF Resend Modified Event

Send an Alphanumeric Page (via TAR)

B—r=1 Send an E-mail to a Mohile Phone
= 1o " =

7. Thetimed alarm action can be used to start atimer when an event occurs. When
customizing, you need to take note of the “Timed Alarm ID” field which hasto be
auniquevalue. To ensureit isunique to each system that generates the event, use
the “& system” substitution variable.

Y ou can also set the length of the timer (seconds), the event text that should get
generated when the timer expires, and the event sub-type for the expiration event.

The following screenshot indicates a 20 minute timer that will generate a
“Director.Alarm Triggered.offling” event if the timer expires:
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&% Customize Action : Define a Timed Alarm to Generate an Event

File Advanced Help

rTimed Alarm ID

Each unique ID string defines a different alarm

&system offling timer

rTime until Alarm triggers in seconds (0=cancel)

Titme until alarm triggers: reset by each invocation of action

[1200

rEvent Text

{Text for event sentwhen alarm triggers)

[atext

rAlarm Event Sub-Type

{Event generates will be type Directar Alarm Triggered =subtypes)

|0fﬂine

rProblem Severity

{determines severity of generated event: can be hased on last event received)

Use Event Severity -

8. Click the“Save As’ button and give the timer a descriptive name:

Save Event Action

Enter a descriptive event action name.
Start Offline Timer

Ok Cancel |

9. To begin building your Event Action Plan, drag the “Retail System Offline” event
filter to the plan, and apply the “ Start Offline Timer” action to the filter:
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Event Action Plans

T T
B Log All Events
B-{EF Log All Events
FPower Supply Fan on 784

He
EE

tem Offling
O-+§ Retail System Offine
&, Start Offline Timer

T T hElm =TT

w5 5l Severa Plan
w5 SMART Error
B[ status critical eap

Now, when an offline event is received, the 20 minute timer will begin its count
down.

10. Next, we need to cancel the timer if an online event is received for the system.
Just as with the offline event, find an example of the online event in the event log,
then right-click and create a simple event filter:

& Event Log: 48007x4 (RMA-Demo) (O[]
File Edit View Options Help

% @
Events (202) - Last 24 Weeks Event Details

Date | Time ‘ ‘ Event Text ‘Syslem Ma. | Sewerity Keywords Values
9/21/2011 3:50:40 PM Inventory 48007 (.. Harmless = | pare ar21/2011
Q2172011 3:44:55 P L. System '48007x4 (RMA-Demo)'is online 48007x4 (.. Harmlesy Time 32410 PM
Event Type Directar.Topalogy.Online

ent Te: System '48007x4 (RMA-Dermo)'is online
18007%4 (RMA-Dama)
Harmless
Resolution

YT1/2011 32053 FM .. Inventary 4800744 (.. Harmlesq
871720 1] 3:24:10 Pha ||y " e TAShnTA ¢ I

Sy B007x4 (RMA-Derma)' he
ar21/2011 3:23:41 P Systemn '46007x4 (RMA-Dema)'is ofine
4N9/2011 5:32:18 P Inventory
9972011 5:268:25 PM ... System '48007x4 (RMA-Demo)'is online
QBRI 114600 AN L

WTES-BLADE-TPM

Print »
Copy

Copy Cell

Bart >
Hide Column

11. Ensure that the Event Typeis set to “Director.Topology.Onling”
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4{¥ Simple Event Filter Builder: New H=]

File Help

Sender Marne | EvertText | Extended Attributes | Systern Variables |
Sevatity I DayTime I Category

O Any m-[Cim
By default, the event ®- ] Configuration Manager
filter excludes none )
e i, ®- [] Correlation
excentfar 0 [ Director
Windows-specific .
and i5/05-specific & [ Alarm Triggered
events. To exclude 8- [Jconsale
specific event types, _
clear the Any check & [ Director Agent
box. & [ Inventory
[ mik
B[] RMA Agent
B[ Test
0 [ Topology
O offline
Online
B[] Update Manager

12. For all other tabs, select “Any”. (Inthisexample, you'll check the “Any”
checkbox for the “ Severity”, “Day/Time”, “Category”, “ Sender Name”, “Event
Text”, and “ Extended Attributes’ tabs.)

13. Save the event filter and give it a descriptive name

Save Event Filter |
Enter a descriptive event filter name.
|Retai| Systerm Online

Ol Cancel |

14. Return to the Event Action Plan Builder, right-click on “Define a Timed Alarm to
Generate an Event” and click “ Customize’.
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Actions

l—@ AddiRemove 'event’ system to Static Group
—@ AddiRemove source group members to target static aroup
B2% Add 2 Message tothe Console Ticker Tape
[ Add to the Event Log
l—g’-_ﬁ Define a Timed Alarm to Gene =
_\Eﬁ Define a Timed Alarm to Start a Program \

I—Q‘,E| Log to Textual Log File

—aE Postto a Mews Group (MMTF)

¥ Resend Modified Event

Send an Alphanumeric Page (via TAR)
= Send an E-mail to a Mobile Phone

=1 L I T

i 1w 11

15. Thistime you will want to make sure you specify the same“ Timed Alarm ID” as
before with a“ Time until alarm triggersin seconds’ of “0" (zero). A valueof O
will cause arunning timer with the same“ Timed Alarm ID” to cancel.
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& Customize Action : Define a Timed Alarm to Generate an Event

File Advanced Help

rTimed Alarm ID

Each unigue ID string defines a different alarm

&systern offline timer

rTime until Alarm triggers in seconds {0=cancel)

Titne until alarm trigaers: reset by each invocation of action

[0

rEvent Text

{Text for event sentwhen alarm triggers)

|&test

rAlarm Event Sub-Type

{Event generates will be type Director Alarm Triggered. =subtype=)

||:|fﬂine

rProblem Severity

{determines severity of generated event : can be based on last event received)

Llse Event Severity -

16. Click “Save As’ and give this action an appropriate name:

Save Event Action

Enter a descriptive event action name.
Cancel Offline Timer

Ok Cancel |

17. To continue to build your Event Action Plan, drag the “Retail System Onling”
event filter to the plan, and apply the “Cancel Offline Timer” action to the filter:
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Event Action Plans

I Qad=cimm i
B Log All Events
B[ Log All Events
] |]:-} Power Supply Fan on 784

m ¢E Retail Systerm Offline
G, Start Offline Timer

) ¢E Retail System Online
& Cancel Offline Timer
gerdTe Monitoring

B[ Sa

B-E5 51 Severe Plan

Now, when an offline event is received, the 20 minute timer will begin its count
down. If an online event is received during that 20 minute window, the timer will
be canceled.

18. To complete the event action plan, you lastly need to add the action that will
occur if the timer expires without getting canceled by an online event. To do this,
you will need to create an event filter for the timer expiration event.

To create the filter, you can either generate the offline event and allow the timer
to expire (so you have a sample event to work with), or you could create it from
scratch.

To create the filter from scratch, right-click on “ Simple Event Filter” within the
“Event Action Plan Builder” and select “New”.

Event Filters

] % Duplication Event Filter

* Exclusion Event Filter
B Asimple Event il

w‘ﬁ Threshold Event Filte

19. In the “ Simple Event Filter Builder” you will want to un-check “Any” from the
“Event Type” tab and select the “ Alarm Event Sub-Type’ that you specified in
the Timed Alarm Action. It will appear in the list under “Director .Alarm
Triggered”:
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< Simple Event Filter Builder: New =] I

CRile Hep

Sender Marne | EventText | Extended Atributes | Systern Variables |
Severity I DayTime I Category

O any B[] i

By default, the event ®- [] Configuration Manager
filter excludes none .
8- [] Carrelation

ofthe event types,

except far L1 Directar
Windows-specific
and i5/05-specific
events. To exclude
specific eventtypes,
clearthe Any check

hox. B[] Consale
®- ] Director Agent
O Inventary
O mib
O rma Agent
O Test
O Topalogy
O Update Manager

[ Alarm Triggered
offline

20. For al other tabs, select “Any”. (Inthisexample, you'll check the “ Any”
checkbox for the “ Severity”, “Day/Time”, “Category”, “ Sender Name”, “Event
Text”, and “ Extended Attributes’ tabs.)

21. Save the event filter and give it a descriptive name

Save Event Filter
Enter a descriptive event filter name.
|Offline Timer Expired|

Ok Cancel |

22. Now we need to create an action for when the timer expires. In this example we
will use a scrolling ticker tape message. In production it may make more sense to
have an email or text aert.

To create the ticker tape action, “ Right-Click” on the “ Add a Message to the
Console Ticker Tape” action and select “ Customize”:

Page 159 of 352



B8 AddiRemove source group members to target static group
et Xdd 5 ess

age to the C
=}, Generic Ticker Error
=L Generic Ticker Warning
24 Receipt paper low ticker

R

23. Add a descriptive message using the “ & system”, “&date’, and “ &time”
substitution variables to include detail s about where and when the event occurred.

Specify “*” inthe “User(s)” field so that al console users will get this ticker tape
message:

& Customize Action : Add a Message to the Console Ticker Tape M=l E3

File Advanced Help

rMessage

|Svstem Ezysten hias been offline for mare than 20 minutes: &date &time

rUser(s)

(Example: Userl, Administrator)

|*

24. Savethisaction and give it a descriptive name;

Save Event Action
Enter a descriptive event action name.
|Systern Offline For 20 Minutes]

Ok Cancel |

25. To complete your Event Action Plan, drag the “ Offline Timer Expired” filter

under the Event Action Plan and drag the “ System Offline For 20 Minutes’ action
under the filter.

Y our completed Event Action Plan should look like this:
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Event Action Plans

o-[E5 Event Action Plan
m-[E5 4690 Events
B-{E5 Log All Events
B-[E5 Log All Events
B-E5 Power Supply Fan an 784

mg g Retail System Ofline
[m] ¢£ Offline Timer Expired

0 ¢£ Retail Systermn Offline
&y Start Offline Tirner
[m] ¢E Retail Systerm COnline
% Cancel Offline Tim
w-[ff Sampte

m T 21 Qavara Olan

2% System Offline For 20 Minutes

er

glerate hMonitoring

Now, there is an action plan that starts atimer when a system goes offline. If the
system comes back online within a 20 minute window, the timer is canceled. If
the system remains offline for more than 20 minutes, an alert is generated.

26. To apply your Event Action Plan, on the main IBM Director Console, drag and

drop the plan to the system or group of systemsthat it applies to:

i@ 1BM Director Console

JH[=] E3

Console Tasks Associations View Options Window Help

V-2 6 -8 0-m H- e 60 v 8- H-

& All 4690 Contrallers

@ Anyplace Kiosk Clients

o MK Systems

B Kiosks with Windows

l Retail Clients with Linux
! Retail Clients with Windows
@Y Retail Master Systems
Retail Systems ‘-————________-
7 GurePOS 100 Clients

2 SurePOS 300 Clients

@ 5urePOS 500 Clients

w5 485256x (RMA-Demo)

& APK-Directar (RMA-Dema)
l cro3 RMA-Demao)

5% mits-blade-rma (RMA-Demo)

-5 NC (RMA-Dema)

10.10.0.177

10.10.0.10

[ I sleposi 1 (RMA-Dema) - BE
leT

Groups =] 2 Retail Systems : Store Association ¥ Tasks
[ El My Groups Mame & |TCFHP Addresses Asset D
[a} @ Retail Groups O3 Store RMA-Demo @ CIM Browser
g. 46490 Contrallers ,'f 126 (RMA-Dema) 10.10.0.10 %8 Configure SMMP Agent
82 4890 Maintenance Capable Controllers L2 480073 (RMA-Dema) 10.10.0.28 87 Data Capture Policy Manager
& 4690 Terminals w5 4800724 (RMA-Demo; 10.10.0.30 o8¢ EventAction Plans

[T 4680 Events

[Eff Lop Al Events

[E4 Log All Events

[E4 Power Supply Fan on 784

Tt Receipt Paper Loy

] Offline
e AT Hardware Monitoring

[E Sl Severe Plan

[E SMART Error

[} status critical ean

[F4 Symantec Livelpdate Failed

27. Now, if one of those systems is offline for more than 20 minutes, the scrolling

ticker will activate:
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{# IBM Director Console [_1O]x]
Console Tasks Associstions View Options Window Help
i
vaj e &L -mHEFe-s- 0o R
Groups Ry 2 Retail Systems : Store Association ¥ Tasks

Hams a [TCPiP Addresses
029 Store RMA-Demo

=3 My Groups

B} Event Log
O Retail Groups

5 4580 Controllers £ 126 (RMA-Dema) 1010.010 &3 File Transfer

ﬁ, 4690 Maintenance Capahle Controllers 2 48007x3 (RMA-Dema) 1010.0.28 A Hardware Status

£ 4890 Terminals w3 480074 (RMA-Dema) 10.10.0.30 & [, inventory

28 Al 4630 Cortrallers o5 425256x (RMA-Dema) 10100477 5 i Erowser

@ Anyplace Kiosk Clients u- @ APK-Director (RMA-Derna) 10.10.0.29 @ Microsof Cluster Browser
L, Jnix Systemns Il cro3 (RMa-Demo) I mmGE 8 Network Configuration
@ Kiosks with Windows &%} mts-blade-rma (RMA-Demo) 101007 B Process Management

Wl Retall Clients with Linuw B, NC (RMA-Demo) 1010.010 #2 Remote Contral

B Retail Clients with 'Windows [l slepost1 (RMA-Demo) 1010.0.25

-] External Application Launch

Q Remote Session
&l Resource Monitors
@ Retail Peripheral Management
&3 RMA File Transfer
[a] H RMA Software Distribution
0-#3 &l Software Distribution Packages
ﬁ 4610 Printer Firmware Update
ﬁ 4610 Printer Firrmware Update -
ﬁ 4690 0 Update (ASM Package]
f 4690 VBR1 C5D0 - 09C0 to DAAD]
ﬁ 4820-5: Touch Firmware Upda|
= ACE Upgrade (ASM Package)
:? BIOE Update for SurePOS 7xd

% Retail Master Systems 4 »

Retail Systens

% SureP0S 100 Clients

2 SurePOS 300 Clients

@ SureP0S 500 Clients

2 SurePOS 700 Clients
B3 All Groups

e —
10ffline for more than 20 minutes: 92272011 4:35 PM ED%._# System 48007x4 (RMA-Demo) has heen offline for more than 20 minutes: 92272011 4:35 PM EDl)vstem 48007x4 (R

0 ohjects

oSt TS A 3 3 A [EER

Example: Monitor S.M.A.R.T. events (hard drive predictive
failure)

On Windows, it’s possible to monitor for S.M.A.R.T. events that are forwarded to RMA
viathe CIM event forwarders for WMI. When a SMART-capable hard drive signals to
the Windows operating system that afailureis predicted, an event is sent to WMI, which
isthen forwarded to RMA. This example shows you how to create an event filter to
handle that event.

Note: This example assumes you' ve aready become familiar with the basics of
creating an event filter and an event action plan. If not, you should first try
“Example: Create a Custom Group for Agents Offline”, and read the
introduction to event management, before proceeding with this example.

Also note that there are several different waysto monitor for hard drive failures —
including the “Resource Monitors’ task, and viathe service processor LED’ sfor certain
hardware models.

1. Create an event filter from scratch using the event action plans builder task.
Right-click “Simple Event Filter”, and select “New”.
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Event Filters
iﬁ Duplication Event Filter
Q Exclusion Event Filter

2. Select the event type “Retail .hw.stor age.failure.predict”.
i Simple Event Filter Builder: New =%

File Help

| Severity |/Dayﬂ'ime rCategonr rSenderName rEventText rEnendedAnributes |/S\fstem Wariables

W [ CTECTOT

- :
By default, the event =[] Epicor

filter excludes none ®- [ HelloCompany
ofthe event types, L.

exceptfor L L1 wit
Windows-specific [ [ mMass Configuration

and i5f03-specific )
avents. To exclude B [ Metrolagic
specific eventtypes, B I MPA

Elsxa.lrthe Any check & [JFET
-] Retail
- [ base
o= [ hwe
l [ zeniceprocessar
0- [ starage
o [ failure
e
& O marmt
— O 0s4690
8- [ SelfCheckout
B[ siGul
= [Jupos

3. Finish selecting your criteriaon the other tabs in the event filter (i.e. click “Any”
for al the other tabsif you want thisfilter to apply broadly).

4. Saveyour filter, create an event action plan that uses this new event filter, then
apply the EAP to the system(s) or group(s) that you want to monitor.

Example: Send message to a mobile cell phone

For critical events, you may want to configure Director to send an email to someone so
the problem can be immediately addressed. Follow the instructions below to create an
action (within the event action plans builder) that will send an email message to a mobile
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phone. (This can also be used to send messages to a normal email address.) This
requires that an SMTP server is set up in the enterprise.

Note: This example assumes you' ve aready become familiar with the basics of
creating an event filter and an event action plan. If not, you should first try
“Example: Create a Custom Group for Agents Offline”, and read the
introduction to event management, before proceeding with this example.

1. Open the event action plans builder task, and right-click on *“ Send an E-mail to a
Mobile Phone” under “Actions’. Select “Customize” from the drop-down menu.

Actions

= =

w24 Add a Message to the Consale Ticker Tape

[=} Add to the Event Lag

5_.% Define a Timed Alarm to Generate an Event

-5_?2', Define a Timed Alarm to Start a Prograrm on the Sen
] ‘E‘,E Log to Textual Log File

FPostto a Mews Group (MMTF)

4F Resend Modified Event

Send an Alphanumetic Fage (via TAP)

% Send an SMMP Infarm to an [P Host
T2 Send an SRMP Tran tn A Metview Hnst

2. Customize the action with the recipient’ s email address, the reply-to email address,
and the other information requested.

Note: Most major phone service providers allow users to email atext messageto a
cell phone using aformat similar to the following:

AT& T: number@txt.att.net

Verizon: number@vtext.com

Sprint: number@messaging.sprintpcs.com

T-Mobile: humber@tmomail.net

So, in order to send atext messageto AT& T number 888-123-4567 via email, a
user would send an email to 8881234567 @txt.att.net
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mailto:number@vtext.com
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mailto:number@tmomail.net

-

= Customize Action : Send an E-mail to a Mobile Phone E]@
File Advanced Help |

~E-mail address (such as name@company.com)

9195551234 @t attnet

rReph-To address

|administratnr@cnmpanv.cnm

rSMTP server

|sm1psewer.cnmpanv.com

rSMTP Port

|25

rSubject of Message

|A Critical Error Has Occurred!

rBody of Message

L critical error has bheen detected on system: &system
The error occurred on &datce at &time
The text of the event was: Ltext

3. Savethe action, then you can begin incorporating this action into any of your
event action plans.

Save Event Action
Enter a descriptive event action name.
Send message to phone

Ok I Cancel|

Example: Detect when telnet session started on 4690 controller

A telnet session gives aremote operator access to the 4690 console. It may be advisable
to monitor this access to verify that this accessis valid.
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When the 4690 controller’ s telnet server isinitiated an event with the text in the form
"W893 Telnet connection from nnn.nnn.nnn" is logged to the 4690 system event log. The
“nnn.nnn.nnn.nnn” is the | P address of the host initiating the connection. RMA can be
used to provide alerts when this event is logged. (Several other system events track the
progress of the telnet session showing the start and end times of the connection.)

To set this up, perform the following steps.
1. Definean event Filter
2. Define an event Action Plan
3. Associate the Event Action Plan with managed objects

In this example, a message will be added to the console ticker tape when atelnet session
is detected.

Define an Event Filter

From any system on the network with a 4690 controller monitored by RMA, initiate a
telnet session with that controller to generate the event to be monitored. A simple
command like *telnet_nnn.nnn.nnn.nnn", where nnn.nnn.nnn.nnn is the | P address of the
controller will usually suffice. This can even be done from a command window on the
controller itself.

1. From the Director console, double click “All Events’ in thetask list.

Tasks

O£ Event Log
i 4690CommandodeFilter
¢£ 4690 Program Command Ended
¢£ 4690 Program Command Started
All Events

2. Thiswill display events logged.

Zr Event Log g@ L
File Edit Wiew Options Help
% @
o
Events (1000) - Last 30 Days

Category ‘ Severity ‘ 8ystern Name | Ewvent Text
o Harmless CC(517) PROGRAM ADXHEIUL HAS ENDED REASON=1 TYPE=1 RC=00000000
Alert Harmle Telnet disconnect from 10.0.0.250 |
CC(517) elnet connection from 10.0.0.250

Slart

PRARDAM AMYHEI I ANAS CTARTERN TvRE—1
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ftp://ftp 10.0.0.250/

3. Right click the event of interest and select “ Create” and then “ Simple Filter”.
%’ Event Log
File Edit View oOptions Help

% B

Events (1000) - Last 30 Days

Category | Severity | Systern Mame Event Text
Alert Harmless  (CC{E1T) PROGRAM ADXHSIUL HAS ENDED REASOMN=1 TYPE=1 RC=00000000
Alert Harmless | CC {17 Telnet disconnect from 10.0.0.250 |
Alert Telnet connection from 10.0.0.250 !
Alert Harmless CC{A17) FROGRAM ADXHSIUL WAS STARTED Create Exclusion Event Filter
Alert Harmless  (CC{817) PROGRAM COMMAND WWAS STARTELD Delete Threshold Event Filter
Alert Harmless | CC(817) PROGRAM ADXCSNOL HAS ENDED Eifn Sirmple EventFilter
Alart Harmless  (CC{E17) PROGRAM ADXHSIUL HAS ENDED Export » Duplication Evert Filter
Alert Harmless | CC {17 Telnet disconnect from 10.0.0.116 Print »
Alert Harmless (CC(517) OPERATOR STATUES HAS CHANGED
Alert Harmless  (CC{G17) OPERATOR STATUS HAS CHANGED T Copy
Alert Harmless |CC {517 Telnet connectian fram 10.0.0.118 Capy Cell
Alert Harmless  (CC{517) PROGRAM ADXHSIUL WAS STARTED Sort »
Alert Harmless  (CC(517) FPROGRAM ADXHSIUL HAS ENDED Hlids Coltmn F=1 RC=00000000
Alert Harmless (CC{817) Telnet disconnect from 10.0.0118 T
Alart Harmlass CCMA1IT AYATEM MFERLI DRMER FYENT HAS QCCLRRED |

4. Todefinethefilter (1) select the Event Text tab, (2) click the “All words’ button,
and (3) trim the text to “FTP connection from” by highlighting and deleting the
variable portion of the text.

< Simple Event Filter Builder: New =&
=

File Help

wended Attributes |/ Systermn Variables
i Severity i DayTime I Category

O Any 3

S

By default, the event
filter accepts events Telnet connection fr
with any event text

To accept events
accarding to one or
mare words in the
text of an event,
clearthe Any check
{8

0 Anyweordll @ Al words 300 Exactphrase [ Case Sensitive

5. If you are using 4690 V6, be sure to remove al the “ extended attrbutes’ from the
event filter. The simplest way to ignore al the extended attributesisto click
“Any” on that tab.
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Sender Mame | Event Text [[EACUGEEIa a0 e

F

Event Type

Severity

Systern Yariahles

DawTime

Category

Fthe event’
filter ighares
extended attributes.
To accept events
according to
additional keywords
and keyword
values, clearthe
Any check box

rkeywards

Caontroller 1D

rCperator

["| Case Sensitive

rvalues (Strinagd

Controller 1D Egual
Meszage Code Eg
Message Group Eq
Message Mumber B
Message Source Ef
Tetminal ID Equal

Unigue Data Egual
Unigue Data Text E

[ Any ’7
Ou AafAanlt Ham Aoast

6. Tosavethefilter, click fileand “Save as’.

7. Then specify a meaningful name for the filter and click OK.

45309 telnet connection|

—~ |

Page 168 of 352




8. To verify that thefilter is properly defined, expand Event Log under Tasks on the
IBM director console and drag the filter to the 4690 controller on which the event

was created. The sample event and all like it should be listed.
e tor Conse =1

‘Cunso\e Tasks Associations View Options  Window  Help

ol e B o o 3o e 0 H

Groups e =, 1690 Controllers ¥ Tasks
- Retail Groups Mame & ‘ TCRIP Address. | Device Type | 0 Eve =
-5 4690 Controllers —&, cC (517 TR YT M——— 1
~§ 4530 Terminals B3 G CC (517 1000260 4680 iiter
i =
» e { £ Event Log (46909 telnet connection): CC (517) [EE ) i
! Retail Client: File Edit View Opfions Help rofiram Commanid Started
~ll Retail IRES Tfn > t
4Y Retail Masterfpy| € ﬁ tigh Data Capture
Retail Syste Events (6) - Last 30 Days itidh Password Violation
# SureDne Clief: Date | Time Category | Severy |  System Mame tigh Software Version
—52 SurePOS 301 8i7/2008 2:15:31 PM Alert Harmless |CC(517) Telnet connection from 10.0.0.250 tidh Started
@ SurePOS 501 BI7r2008 2:08:24 PM Alert Harmless  CC (517) Telnet connection from 10.0.0 116 Enlok
E SureP0S 70 8i7/2008 20713 FM Alert Harmless CC(517) Telnet connection from 10.0.0.116 Enffk (Senice Processon
3 @AH His Bi5/2008 2:39.34 Fm Alert Harmless  CC (517 Telnet connection from 10.0.0.101 Lol (/2R agenn
81/2008 32353 PM Alert Harmless (CC(517) Telnet connection from 10.0.0.101
7H12008  1:3316 PM Alert Harmless  CC(517) Telnet connection from 10.0.0.117 Fglopned
\ Stopped (Service Proces
M 10 Stopped (VZR2 Agenty
iked
ilization
Events
ilization
k mental sensor events
Pl b Jvents
re Predictive Failure Aler e
55 Events
ector Agent offline -
1 Al
@40
,E Ready 2 ohjects
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Define an Event Action Plan

1. Launch the Event Action Plan Builder by double clicking “Event Action Plans’ in
the Tasks pain of the IBM Director console.

Tasks

[® |

= CIM Browser
wa Configure SMNMP Agent
._ Data Capture Policy Manager

Event Action Plans

i=r EventLog

EE| External Application Launch
&3 File Transfer

% Hardware Status

&L Inventary

L= JMX Browser 1

2. Tocreate anew action plan, right click “Event Action Plan”, select “New”,
ecify aname for the plan, and press “OK”.

Event Action Plans

4690 telnet connection] )
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3. Drag the event filter to the Event Action Plan.

&5 Event Action Plan Builder

File Edit View Help

K% O

Event Action Plans Event Filters

o R EventAction Plan [ A
B[ 4680 Command Mode ¥ 145309 telnet ¢ HHHEIUHH’
l—. 4650 FTP unexpected connection o 4630CommandModeFilter

;-— 469 Muq/ 4& 4680 FTF unexpected connection

—--¢E 4690 Operator In COMMAMND mode

!I—. B Applics ald Lapture —-—Q 4690 Program Command Ended
:l . Anplication Password YWiolation —--4{! 4690 Program Command Started
Il— Application Software Version ---lﬁ All Events

:" Application Started ---¢E Application Data Capture

:l— CPUFan Speed —-—Q Application Pagswoard Violation

4. Choose an action from the list in the right pane, right click it, and select customize.
In this case, we will add a message to the Console Ticker Tape.

Actions

AddiRemove 'event' systerm to Static Group

5. Specify text to be displayed and specify all userswith a‘*’. Note the use of
& System to specify that the name of the systemisto beincl uded in the text.

t,—_t Customize Action : Add a Message to the Console ... E]@.
File Advanced Help |

=

Message
’V|telnet cannection tE‘&Systeg
i
User(s)

(Example: Userl, Administraton
o~

*
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6. Click “File” and select “Save as’ to give action a name and saveit.

I Operator nas er

7. Drag the action created to the Event Action Plan.

Event Action Plans

Event Filters

Actions

OHES Event Action Plan

3 4890 Command Mode

4690 FTP unexpected connection
4630 Operator in Command Mode

IS\mpIe Ewent Filter

Hi 46304 telnet connection
—<H 4680CommandMadeFilter
—«ﬂ 4630 FTP unexpected con

I—Qi 469049 telnet connection
Application Data Capture
Application Password Violation
F Anplication Software Yersion

perator In COMMAND mode
Hi 4640 Program Command Ended
—QI 4630 Program Command Started

—<H Al Everts

—<Hi mplication Data Canture
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Associate Event Action Plan with Managed Objects

1. Makesure“Event Action Plans” is checked in the Associations menu.

—ﬂ SurePiof

D—@AII Groups

—B® Anyplace
—m Chassis

2. Associate the new event action plan with a group, managed object, or selection of
managed objects.

JN Systems
Kiosks with Windows
l Retail Clients with Windows
l Retail IRES Terminals
Retall Master Systems

Dbnil Qumbnran

Groups 5 4690 Controllers v Tasks
Retail Groups Name & ‘ TCPIP Address...| Device Type = CIM Browser -~
5, 4890 Controllsrs. B ccwEn 10.0.0.250 4690 3 Configure SNMP Agent I
& 4680 Terminals Eﬂ, &ycc s1n)| 10.0.0.250 1690 9 Data Capture Policy Manager
Anyplace Kiosk Clients Activations Event Action Plans

vent Action Plans
-1 4630 FTP unexpected connection
690 Operatar in Command Mode
4 4690 telnet connection
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3. Test the event action plan by initiating a telnet connection to the 4690 controller
with which the action plan is associated. The message will start being displayed in
the console ticker tape.

@ IBM Director Console

Console Tasks Associations View  Options Window  Help

P =1 |
o

-0 - - 0-mM H-2 56 0 H-

@ Anyplace Kiosk Clients
- JMx Systems

B Kiosks with Windows
= Retail Clignts with Windows
l Retail IRES Terminals
@Y Retail Master Systems
Retail Systems

E SureOne Clients

2 SurePOS 300 Clients
@ surePoS 500 Clients
& SurePOS 700 Clients

[} @ All Groups

B—{7] Activations
O] Event Action Plans
1y 4690 FTP unexpected connection
[ 4690 Operatar in Cormmand Mode
[ 4690 telnet cannection

Groups ‘Qr_-‘ g 4690 Controllers » Tasks
o @ Retail Groups MName a |TCPIIP Address..| Device Type E‘ CIM Browser
é 4650 Cantrallers I E—ﬁ CC (1N 10.0.0.250 4690 %8 Configure SNMP Agent
& 4690 Terminals u-8 GlccEn 10.0.0.250 4690 w471 Data Capture Policy Manager

03¢ Event Action Plans

{EZ 4690 Command Made
[ 4690 FTP unexpected connection
630 Operator in Cammand Mode
B30 telnet connection

pplication Data Capture
pplication Password Yiolation
pplication Software Yersion
pplication Started

CPUFan Speed

CPU Utilization

[E system Offline
0-§& Event Log
¢§ 46908 telnet connection
4§ 4690CommandmodeFilter
¢§ 4690 FTP unexpected connection
¢§ 4690 Operatar In COMMAND maode
¢§ 4630 Pragram Command Ended
¢§ 4690 Program Command Started
<H Al Events
¢§ Application Data Capture

gﬁApphcatianPassward\no\atiun |

ection to CC {517) @ telnet connection ta CC (517} <!elnet connection to CC 1512!) telnet connectionto CC (517) * telnet connectionto CC (517) = 61 & C]

Host: 10.0.0.58 User ID: TSS-DIRECTORWAdministrator

2 ohjects

Example: Monitoring for Antivirus events from the Windows

Event Log

This example will walk you through configuring RMA to forward al events from the
“Symantec Antivirus’ application to IBM Director.

Note: This example assumes you' ve aready become familiar with the basics of
creating an event filter and an event action plan. If not, you should first try
“Example: Create a Custom Group for Agents Offline”, and read the
introduction to event management, before proceeding with this example.

1. Thefirst thing to do isto generate an example of the event in the Windows event
log. To do so, disconnect the system from the internet and attempt to update the
antivirus definitions. Specifically, open the Symantec Antivirus application (e.g.
double-click on theicon in the task tray), then click the “LiveUpdate”:

Page 174 of 352




File Edit Yiew Scan Configure Histories Help

=] o ke Ankiyi . g
& Smanes e Symantec AntiVirus

=] @ Scan Symankec Ankivirus can help keep your computer prokected
B - uskom Scan From wiruses and security risks, Select an item to the left to
25 Cuick scan perform an action.
5
& Full Scan General Information

@ C.ﬂnﬁg.ure Patent server:

ﬂ Histories .

Startup Scans Client group:
User-defined Scans Quaranting: 0 Items

(i3] scheduled Scans

e Look for Help Program Yersions

Program: 10.2.0.224
Scan engine: 71.3.0.25

Wirus Definitions File

’ Wersion:

Continue the LiveUpdate process (e.g. by clicking “Next”) until you see a
message stating that it has failed.

vellpdate ['5_(
Options

Welcome to Livelpdate , Sy'nlantecw

The following Symantec products and components are installed on
your computer;

( ) DAvenge MicroDefs25 SavCorpl0.2
§) Livelpdate

D Symantec Antiinus Corporate Client

LivelJpdate wil uze the Internet ta search for updates to your
installed Symantec products and components.

Privacy statement Click Hext to zee available updates.

[ Cancel ] [ Help
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@ iveUpdate le

Options

LU1814: Livelpdate could not retrieve the update list

LivelJpdate could not retrieve the catalog file of available
Symantec product and component updates. Please wverify that pou
are able to connect to the Internet and run Livellpdate again.

Mote: For some Internet service providers, you must connect to the
Intemet before rnning Livellpdate.

3. Next, open the Windows Event Log (Start = Control Panel > Administrative
Tools > Event Viewer), and select the “ Application” event log category. Locate
the Symantec event and double-click it to view its properties:

Event Properties

Event |

Date: 9/ ] Source:  Symantec Antivirus +
Timne: 4:51:02 P Categone: Mone

Type: Information  Event|D: 1B +
User M/
Cormputer: KRAMER1

Description:

M arual Livelpdate failed ta download Wiruz Definitions.

[ Ok l[ Cancel ]

4. Next, modify the Win32EventL ogConfig.xml on your RMA Agent system found
in “C:\Program Files\IBM\Storel ntegrator\user\rma\config\events” to add a
<FilterEntry> tag for the Symantec Antivirus program:
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Note: Before using this XML file with RMA, it isimportant to double-check
for typing errors and to verify that the XML fileis“well-formed”. To do so,
simply double-click the XML file within Windows Explorer and it should open
using your web browser. If thefile appearsina“treeview” (i.e. you can
expand or collapse the individual elements) without errors, then the XML file
is“wel-formed” and you are ready to use the file with RMA.
When finished, save the file and restart the RMA Agent so that the changes can
take effect. This can be done from the Windows Services menu, or from a
command line:
L pute anagemne _ |0 =<

g File Action Miew Window Help |;|i|ﬁ|
l¢» | BEFER|2E » =

E Computer Management {Local)
Em System Tools

i Event viswsr 1BM Remote Management Master _Mame 7 | escription | status | startua|
| B % e e Agent "By 1BM Director Agent WHI CIM Server CIMAMLHT.., Started  Auton
;[ & Local Users and Groups _ S [BM Director CIM Listener CIMIndica... Started  Auton

: B E" Perf.ormance Logs and Alert: | Stao the service %IBM Direckor Serue Provides th... Started Manu.

{ L ® Device Manager Restart the service il . .

E@ Strage 2 TEM Directar Suppart Prograrn Provides m... tarted Autan
e Remuvable Storage emote Management Master Agent Started J
H M Disk Defragmenter R TOMMELE S IBM SLP Se...  Started Autar
[, Disk Mariagement %IBM Tivali ©F Deployment Server 05 Deploy. .. Digabl

Egﬁ Services and Applications %IBM Tivali TCP to ODBC gakeway TCPto QD Manu.

[]..8 Telephary %IBM Tivaoli Web Interface Extension Disabl
- Sarvices %IMAPI D-Burning COM Service Manages C... Disabl
- Sy WMI Control %Indexing Service Indexes ca... Disabl

2] g Indexing Service %Insta\lDriver Table Manager Provides s... Manu.

%Intersite Messaging Enables me... Disabl
%IPSEC Services Frovides e...  Started Autan
%Kerbems Key Distribution Center On damain .. Disabl

-
[REET Y | mmmimm Bk = Fiim b
:ﬁr | »

4 | ﬂ Extended A Standard /'
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Command Prompt

stop remotemgmtagent
Remote Management Master Agent service is
Remote Management Master Agent service w stopped successfully.

start remotemgmtagent

Remote Management Master Agent service was started successfully.

After the RMA Agent isrestarted, repeat steps 1 and 2 to regenerate the Symantec
Antivirus event.

From the Director Console, open the event log for the RMA system where you
generated the Symantec event.

th ' Retail Master Systems v
Name & | TCPIP Addre
ot 127.0.0.1

B{"7 Activation|  Cpen...

B EventaActi  Delete
Rename...

FPower Management 4
Collect Inventony

Set Presence Check Interval
Resource Manitars
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8. You should be able to find the Symantec event in the Director event log:

File Edit Yiew Options Help
% B
&

Events (23) - Last 24 Hours

952852009
ar2gr2009
2972009
2972009
ar29/2009

TG Ts]

915:01:17 F
5:00:52 PM
5:00:30 PM
4:51:08 PM
44634 FM
44627 PM
4:32:45 PM

AT AT Mk

Windows

Retail.mgrmt.iny

Flabmil e et G

Event Type
EventLog. Appli
Director. Topology.Onling
Cirector. Topology. Offline
WwindowsEvantLog Appli...

Directar.Inventary.lnventa...

Cirector.Inventory.lnventa...

Event [ext
Manual LiveUpdate failed to download Yirus Definitio 1 ramer? (1.

ool 1193 |

gnling

System 'kramer! {123)is offline
Manual Livellpdate failed to downlaad Virus Definiti..
Table: IP Address, Row changed from [kramer! (12,
Inventary
Tabkle: IP Address, Row chanded from [kramerd (12...

Lt mamdmin s

9. You can now use this event as atemplate to create an Event Filter for the
Symantec Antivirus application and an Event Action Plan asyou did in the
previous examples. Also note that the event type in the event filter will be
populated with the source application from the Windows Event Log:
“WindowsEventL og.Application.Symantec Antivirus’

le Edit Yiew Options Help

System Ma..

kramer1 (1.
kramer! {1..
kramer! (1.
kramer! (1.,
kramer! (1.,
krarmer? {1..

Events (23) - Last 24 Hours

92009(5:01:17 PM
92009 5:00:52 PM
‘912009 5:00:30 PM
192009 4:51:08 PM
92009 4:46:34 PM
9r2009 4:46:27 PM
92009 4:32:45 PM
9r2009 4:32:37 PM

WEINNA AN T Ok

Event Type
ventlog ]]

Win ve
Director Topology.Online
Director. Topology. Offline

WindowsEventLog. Appli...
Director Inventory Invento. .

Retail.mgmt.iny

Director.Inventory. Inventa. ..

Retail.mamt.iny

Drdeil wrared moocdind slicen

Systern 'kramer? {123)'
Systern ‘kramer? (123}

Event Text
Manual Livellpdate failed

-]

Delete

e Niafiniti

Manual LivelUpdate faile Find...

Table: IP Address, Row Export

Inventary Print

Tahle: IP Address, Row 1(12..
Irneentory Copy

ORADT CTEM M A5 Leend e Al oOAG
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kramer1 {1..

Lovenemied 54

Systermn Ma...
|Lra

Severity | Cz

. Harmless Ale

Uevwnlmme | Ll



[ Ary

By default, the event
filter excludes none
ofthe event types,
except far
Windows-specific
and IS0 S5-specific
events. To exclude
specific eventtypes,
clearthe Any check
hox.

Severity r DayTime r Category

COcim

O configuration Manager
[ Correlation

O Directar

T um

[ mass Configuration
I mpPa

OPeT

[ Retail

O skmpe

[IssmM

[ windowsEventLog

IJJ— [ _Liwmmator
Symantec Antivirus
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Chapter 7 — Resource Monitoring

This chapter explains how to use the “Resource Monitors’ task in IBM Director for RMA
agents, which allows you to define thresholds for proactively monitoring the attributes on
your remote retail systems. For example, you can monitor the system for low disk space,
or monitor the health of the motherboard or power supply.

Introduction to Resource Monitoring

Resource monitors task
The “Resource Monitors’ task appears in the tasks pane in the Director Console, and can
be launched like any other task, using any of the following methods:
¢ Drag-and-drop (to agroup, a single managed object, or a selection of multiple
groupsor MO's)
e Right-click aselection of MO’s or groups, and use the context menu to select
“Resource Monitors”
e Usethe consoletoolbar or “tasks’ menu

Tasks

@ Remate Control

{ =M Resource Monitars
. il Periph ement
m—=f RWA Software Distribution
@g Scheduler

[E Self Checkout Configuration
% Server Canfiguration Manager
4= SMMP Browser

[ ﬁ Software Distribution
@ System Accounts
[#] Lindate Mananar

-

Once you launch the resource monitors task, you will see the “Resource Monitors”
window appear, as shown below.
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i Resource Monitors: MiDewKiosk (Cary 001)

File ‘iew Help

=10l x|

Available Resources

O—=5 BhA Agent
B-{"7 Retail Peripheral Monitors
=5 Retail Systern Monitors
B7 CPU Manitars
& Disk Drive Monitors
[ L

B IBM POS Sensor Monitorg

B-7 Memory Monitors

B0 Operating Systern Monitors

B S MART. Monitors

B wWindows Device Monitors

BT Windows Service Monitors
B Userdefined Maonitars

Selected Resources
Selected Resources | mtDewtiosk (Cary 0013 |

[CPL Liilization] 2%
[CPU Temperature] 2648
[Process Count] 52
[Awailable Disk Space] 28158.08
[Used Disk Space] 9938.09
[Disk Ltilization] 26%
[Awailable Physical Memary] 2043
[Used Physical Memory] 226.91
[Memory Utilization] 92%
[Status] 014
[User Count] 2
[Failure Predicted] False
[State] Running
[Cover Open] False

Requesting table refresh

Last updated: 2:15:59 PM

To view the available monitors, you can expand the tree on the left to locate a resource
monitor. Then, double-click an attribute in the tree to show the current/live value on the
right-hand side of the screen.

Once you have added attributes to your “ Selected Resources’ (on the right-hand side of
the screen), you can then right-click any value (on the right), to define a threshold
(individual or group). You can aso initiate recording of the value by right-clicking.

Pre-defined / Default Monitors

When you open the resource monitors task, you will find anumber of attributes listed
under “Available Resources’.

Here are afew examples:

e Retail System Monitors

0 CPU monitors
Disk drive monitors
IBM POS sensor monitors (requires separate installation of sensor drivers)
Memory monitors
Operating system monitors
SM.A.R.T. monitors
Windows device monitors
0 Windows service monitors

e Retail Peripheral Monitors — defined per peripheral device type, both general and

device-specific monitors are available
e Self-Checkout Monitors (for use with IBM CHEC software)

O O0OO0OO0OO0OOo
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Creating single and group thresholds

Defining an “individual threshold”

Right-click avalue (i.e. underneath the column of the system for which you want to
define the threshold), then select “Individual Threshold”. In this example, the threshold

will apply to “POS Terminal Keystone”:

[ Resource Monitors: Retail Clients with Windows

%)

File View Help

fwvailable Resources

Selected Resources

O3 RMA Agent Selecled Resources
B (7] Retail Periphzral Monitors
O-¢3 Retail System Monitors
0O-¢&3 CPU Monitors
B ACPIThermalZone\THIM_0
oSy CPUD
m
B CPU1
[ Process Count
®-( Disk Drive Monitors
= IBM POS Sensor Monitors
-] Memory Monitors
(2] Operating Systern Monftars
B3 SMART Montors
B Windows Device Monitors
-0 Windows Servize Monitors
B (7 User-defined Monicors

5 Reas

POS Terminal Keystone (517)
[CPU Utilization] 0%

POSTermnal X2 (517)

Group Threshald. .
Copy

Remove Row
Record...

Individual Threshold...

Copy Cell
Hide Column

Last updated: 9-35:28 AM

To define the threshold, enter the appropriate values into the threshold configuration

window, as shown below:

Enter name and

description

Description: Wy seample of 3 theasnold

['.H Group Threshold: Retail Clients with Windows
Thaeshakds [HEA
— Heame [Exarnpie
|

You can uncheck
here to disable this

threshold
Minimum Duration

— 2 Resend Dalay

Minimum duration of
new value before
sending event

A Enatied to generate events
O Bererabe events on value change

Mainium qubuid Smnss

5= minutags)

03 heur(e)

Aoz O Erual

Bl O Equal

Threshosd Evont Seveatty [ Cracar 1]

Cancal

There are 2 different types of thresholds:
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wiarning [ Harmioss

You can check here to
send events on every
change in value that
meets the minimum
duration

[od
\‘ Maximum number of

events to queue

High Warming

Normal

Allows continuous

Lpraenhy resending of the
Lo event after a timeout
Help



¢ Numeric thresholds — generates events of appropriate severity when valueis
above or below certain configured numerical ranges

e String thresholds — generates events when a value matches or differs from defined
value sets

For numeric thresholds, you can define 4 different values for the threshold:

e Higherror
e Highwarning
e Lowwarning
e Low error

Note: You do NOT need to define all 4 values! Usually you will only enter avalue
for one or two of these fields. For example, if you want to send awarning when
the disk space goes below 2GB, and an error when the disk space goes below 1GB,
then you will only need the “low warning” and “low error” fields.

[ Group Threshold: Retail Clients with Windows |=[x]
Thresholds [RMA Agent][Retail System Monitors]... [CPU Utilization]
Marme: ‘Examp\e of numetric thrashald
Description ‘Examp\e of nurneric threshold
Enabled to generate events
[ Generate events on value change
Marimum gqueued events EIH:
Minimurm Duration 53: minute(s) -~
Resend Delay Dai hour(s) -
If value >= 100, sends error event
If value >= 90 (and < 100), sends Above Or Equal j e
. i rrar
warning event ¢
B High ¥arning
e :I
-Below Or Eq ermal
10 Lo wyarning
If value <= 0, sends error event r }
o
If value <= 10 (and > 0), sends LowErrer
warning event
Threshold Event Severity: [l Critical wiarning [l Harmless
> <
If value \]I-Vci)”at;]edsegtol, no event oK Cancel Delate Help

For string thresholds, you must define alist of strings to compare against. Each
comparison can be assigned alevel of “Error”, “Warning”, or “Normal”. (“Error” and
“Warning” matches will generate events. “Normal” will not.)
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1 System Threshold: POS Terminal Keystone (517) 8=

[RMR

[Status]
Marng: My eamiple of sting manfor

Dsseriplion. My iiampl of string ranitor
kel Enabled to generste events
B g [m]
Add’ edlt’ or delete Stnng Waszirmum quewsed snls mm— )
Values to Compare agaInSt Minamum Duradion [ 0::' anuteds) o
Fsiend Dicliry 0] hour(s) -

Whatss up?

~ Edit
Default level for all other [oswis |
string values
~——

Lretaull everd type for sinings not listed above Mormal =

=13 | Gance _ Oeiote | Hilpy

Once the threshold is defined, an icon will appear next to the selected value (i.e.
underneath the column for the device that the individual threshold is defined for).

[ Resource Monitors: Retail Clients with Windows

{8 [=1%)
File View Help

|
Resources Selected Resources
O3 RMA Agent K
8- Retall Peripheral Monitors
-¢ Retail System Monitors
0-¢y CPU Monitors [RMA

gent][Retail Systarn
&2 ACPRThermalZone\THRM_0
O-¢&5 CPUD
m
B CPU

M Process Count
B2 Disk Drive Monitors
B-{27 1BM POS Sensor Monitors
&2 Memaory Monitors
B (3] Operating System Monitors
B SMART. Monitors
B Windows Device Monitors
B Windows Service Monitors

8- User-defined Monitors

[ Reay

Last updated: 9:40:18 AM

Defining a “group threshold”

Within the resource monitors task, right-click any value and select “ Group Threshold” to
begin defining athreshold that will apply to al the members of that group.
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Note: To define a group threshold, you must have launched the Resource Monitors
task against agroup (not against a selection of one or more individual managed
objects).

- .
¥ Resource Monitors: Retail Clients with Windows |= %

File View Help
Available Resources |
03 RMA Agent
® (3 Reiail Peripheral Monitors .
023 Reail System Monitars Group Threshold...
&5 CPL anitars 'Cow
B ACPRThermalZonetTHRM_0
OS5 CPUN Copy Cell
R CPL Utiization] Sort v
B CPU Hida Column,
- [ Process Court
B Disk Drive Monitors
®-(]1BM POS Sensor Monito's
B Mernory Monitars
B Operating Systerm Monitars
B SMAR.T. Monitars
|- Windows Davice Monito-s
|- g Windows Senice Manitors
B (g Usar-defined Manitors

| Resources
POE Terminal Keystone (517} I POS Terminal XP (517) ]
15 0%

Selecled Resources

[[i5301 Reaty Last updated: 9:31:28 AM

Once the threshold is defined, an icon will appear next to the selected group of values:
rﬁ Resource Monitors: Retail Clients with Windows g@‘|
File View Halp [

Available Resources Sele::ted R
O3 RMA Agent c ed Resources | POS Terminal Keystone (517) | POS Terminal XP (517) |

B Retai Peripheral Monitors 21% 0%
02y Retail System Montors
U3 CPU Monitors
& (3 ACPThermalZone\THRM_0
G-y CPUD
m
8- CPU1
[ Process Count
®-(2 Disk Drive Montors
8- [EM POS Sensor Monlors
B2 MemoryManitors
B Operaling Systern Munilors
B SMART. Monitors
m—(" Windows Device Moniore
B2 Windows Serice Montors
B-(7] Userdefined Moniors

[z Reay Last updated: 9:38:08 AM

Editing and viewing thresholds

After you' ve defined athreshold, there are several waysto view it and/or edit it. First,
use the “Associations’ menu and make sure that “ Resource Monitors’ is checked.
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If you've defined a group threshold, click on “All Groups® in the groups pane. Y ou can
now expand the tree in the middle of the screen to see “All Available Thresholds” under
your group. Double-click to view and/or edit your threshold.
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Groups. e & Retail Groups ¥ Tasks

oG Retall Groups Name & [ Tcrip | Device Tye [Proc| — AssetiD =
&, 4690 Controllers —ad, 4690 Controllers & CIM Browser
@ 4590 Terminals @ 4690 Terminals —£8 Configure SNMP Agent
B anyplace Kiosk Clients @ Anyplace Kiosk Clients 87| Data Capture Policy Manager
5 JMX Systems L JNX Systems o3¢ EventAction Plans
— @ Kiosks with Windows - Kiosks with Windows [ Application Data Caplure
R Retail Clients with Windows o BB Retall Clients £ Application Password Viold
—. Retail IRES Terminals =TRe L1 Application Software Versig
4§ Retail Master Systerns ] T Application Started

I Retail Systems

— » = Tarminals CPUFan Speed
&4 SureOne Clients @ Retail Master Systems [FF CPU Utilization
4% SurePOS 300 Clients B2 Retail Systems [Ef Log All Events
—4 SurePOS 500 Clients —ﬂ SureOne Clients ] Printer out of Paper
& 5urePOS 700 Clients |48 SurePOS 300 Clients [} System Offine
I—G All Groups - SurePOS 500 Clients 8- [ EventLog
i SurePOS 700 Clients =[] External Application Launch
\—&3 File Transfer
% Hardware Status
s-[8 Inventory
(I JmX Browser
7 Microsoft Cluster Browser

0 Network Configuration
5% Process Management
£ Remote Control
—&F Remote Session
-l Resource Monitors

o

If you've created an individua threshold, select the group to which your system belongs,
and you'll see“All Available Thresholds” listed under the individual system for which
you created the threshold. Double-click to view/edit your threshold.
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Groups R [2 Retail Systems : Store Association ¥ Tasks
- Retail Groups [ TCPAP Addresses | Device Type 7] AssetID
— &, 4690 Controllers CIM Browser
@& 4690 Terminals 10.00.250 POS Terminal Configure SNMP Agent
—@ Anyplace Kiosk Clients 1000213 POS Terminal Diata Capture Policy Manager
2, Jnx Systems 10.0.0.250 4690 +—- EvenlAction Plans
@ Kosks with Windows 1000116 Linue EventLog
& Retall Clients with Windows 1921681755 Windows 2003 External Application Launch
W Retail IRES Terminals 10.0.0.59 Windows XP File Transfer
¥ Retail Master Systems: — % Hardware Status
Retail Systems Imventony
&2 sureone Clients 1000114 Windows XP JNX Browser
—&& SurePOS 300 Clients Microson Clusler Browser
@ SureP0S 500 Clients Network Configuration
38 SurePOS 700 Clients Process Management
n- (5 Al Groups Remote Control
— & Remote Session
Resource Monitors
Relail Peripheral Management
£ Rma Somware Distribution
Scheduler
Server Configuration Wanager
SNMP Browser
-3 Software Distribution
System Accounts
Update Manager

When you click on “All Available Thresholds’ (under agroup or under an individual
managed object), you will see alist of thresholds applied to that group or system.
Y ou can right-click arow to edit and/or view the threshold.

All Available Thresholds
Name | Enabled | Twpe | Target | Attribute | Description |
Monitor Spooler Service  Yes (Group ‘Retail Clie.. [RMAAgen... Thresholdt..
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Organizing and applying thresholds

Y ou can organize several thresholds into asingle “ Threshold Plan”. This makesit easier
to track and apply the thresholds to the specific managed objects or groups that you need.

Once you' ve defined athreshold plan, you can drag that threshold plan to agroup, a
single object, or to a group of managed objects. Thisallows you to easily apply the same
threshold to additional systems.

Double-click “All Available Thresholds’ under “Resource Monitors’ in the tasks pane on
theright. Thisdisplays all thresholds that have been defined.

—£# Remote Control
—gF Remote Sessio
o~ Resougeld
I AN Available Recording
Q! Availavle Thesholds)
i etail Peripheral Mana g
&3 RMA Software Distribution

— 84 scheduler

To create athreshold plan, select one or more thresholds, then right-click and select
“Export to Task”.

5 All Available Thresholds B <)
File Edit View Help

% g B

Al Thresholds
Namne | Enapled [ Type [ Target |  Amibue | Description
Monilor Spooler Senvice  Yes Groug Retail Clie.., [RMAAgentliRet,. Thresheld to watch the spovler senvice
Monitor GPU Utilization Individual _|POS Termi.. |[RMA Agent][Ret... [This watches the CPU utilization

Monitor Disk Utilization Individual |POS Termi...|[RMA Agent][Ret . [This alerts if disk space is low
Ves

Monitor CPU Fan Speed Individual  |POS Termi.. | [RMA Agent][Ret... |Alert if fan speed stopped

Edit
Delete

Enable
Disable

Exportio Task.

Export to Property File
Copy
Copy Cell

Sort »
—_—

Giveit aname and click OK.

Page 190 of 352



Export Task...

Enter a name for the task to create for this set of selected thresholds
My Threshald Plan|

Ok Cancel |

Y our threshold plan will now appear under “Resource Monitors’ in the tasks pane.
E Remote Session
o[l Resource Manitars
B Al Available Recordings
[Tid Al Available Thresholds
by Threshold Plan
@ Retail Peripheral Management
Bl RMA Software Distribution

Y ou can now drag-and-drop your threshold plan to a group, to an individual managed
object, or to a selection of multiple managed objects. Click “Execute Now” to apply the
threshold.

£ My Threshold Plan: POS Terminal XP (517)

Do you wish to ereate a scheduled job
for this task or execute immediately?

Schedule l Execute Now | Cancel I

Once you' ve applied the plan to a group or an object, you'll see the plan listed
underneath that object. (Assuming the Associations menu has “Resource Monitors”
checked.)
oS8 POS Terminal XP (517)
O3 Resource Monitors
All Available Recordings

hly Threshald Plan

Importing/exporting threshold plans

Threshold plans can be imported and exported. This allows you to backup/save your
threshold plans, or move them from one Director Server to another easily. (For example,
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you may want to set up alab test server, define your thresholds, then import them to your
production server after you' ve verified them.)

To open your threshold plan, double-click the threshold plan under “ Resource Monitors’
in the tasks pane. Use the menu option “File/ Export to File”. Thiswill create a
“.thrshplan” file with the name and location of your choice.

[E7 Threshold Plan My Threshold Plan <o
21EH Edit View Help
Exportto File..
Threshaold Plan

Name | Enabled | Afribute | Description |
Maonitor CPU Utilization  Yes [RMA Agen... This watch...
Monitor Disk Utilization  Yes [RMA Agen... This alers ...
Manitor CPU Fan Speed  Yes [RMA Agen... Alertiffans..
51 Ready

To import your threshold plan (“.thrshplan” file), right-click “ Resource Monitors’ in the
tasks pane.
Remate Contral

Femate Session
i AResource Monitors .
T Al Available Impart Plan fram File..
g All Available Thresholds

Custom resource monitors

If you can't find the value that you' re looking for in the “ Resource Monitors’ task, you
can create a custom (user-defined) monitor based on any value available in the IMX
browser.

To create a custom-monitor, first open the IMX Browser for a system.

Page 192 of 352



10.0.0.59
10.0.0.114

tl FO8 Terminal Keystone (517)
l POS Telsaair ==

Within the IMX Browser, locate the value you want to monitor, then right-click and
select “Add User-Defined Resource Monitor”.

Modifiabl Narne | Type |

& NumberOfProcesses javalang.Long 52 s

@&  Organization

&  oSLanguage 1033

@&  O0SProductSuite

&  0SType 18

@  OtherTypeDescription java lang.String '

&  PlusProductiD java.lang.String

&  PlusVersionNumber java lang.String _

&  Primary boolean true

v} fProducm;pa javalang.Long "

@ QuantumLength java lang.Short 0

& ouantumType java.lang.Short o i
1 »

Giveit aname and click OK.
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2 Add User-Defined Resource Monitor 2=l

Enter the name of this user-defined moanitor and if required,
select the type of RMA monitor to use,

Monitor Name:  [User Count

SIF Component: ClM

MBean Class:  Win32_OperatingSystem
MBean Attribute:  NumberOfUsers
Attribute Type:  javalang.Long
Monitor Type

(2 String Monitor
® Gauge Monitor

| 0K I Cancel

Y our custom resource monitor will now appear in the “ Resource Monitors’ Ul, and you
can useit as you would use any other resource monitor.
[ Resource Monitors: POS Terminal XP (317)

File “iew Help

Available Resources

RMA Agent
Retail Feripheral Monitors
Retail System Monitors

Lser-defined Monitors
m Lser C

Recording resource monitors

Y ou can record and graph any value from the resource monitorstask. Toinitiate a
recording, right-click avalue and select “ Record”.
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Available Resources

Rt Agent
Retail Peripheral Monitors

Retail System Monitors

CPU Monitars
ACPNThermalZone\THRM_D
CFUD

[CPU Utilization]

CPLU Utilization

Process Count

Digk Drive Maonitors

IBM FPOS Sensor Monitors
Memary Monitors
Operating System Monitors
SMAR.T. Monitors
Windows Device Monitors
Windows Service Monitors
=] User-defined Monitors

On the next screen, select “File/ New” from the menu.

Recording [RMA Agent][Retail System Monitors][CPU
|| Mazrrintinn I Start Tirmea I Stnmn Timme l Murating l

Give your recording a name; select the duration for the recording; then click OK.

Later (after the recording duration has elapsed), you can click on “All Available
Recordings’ under “Resource Monitors’ in the tasks pane.

Er "Trius acoomn
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Thiswill bring up the list of recordings. Right-click on your recording, and select
“Graph” to show the graph of the recording.

[ Al Available Recordings M=%
File Edit View Actions Help |

&,
I
All Available Recordings
System Name | Aftribute Path | Description | StatTime | Slop Time | Duration |
POS-Terminal-XP (517)  [RMAAgenill... CPU Usage April16, 2C... Anil 17, 20... 1 houris)

TestBacar .

S!op.ﬁ‘acurdlng

Copy
Copy Cell
Sort »
i3] Reaty
I Recorded Data : Test Recording (B=X]

[RMA Agent][Retail System MonitorsJ[CPU Monftors J[CPUDJ[CPU Utilization][POS Terminal XP {517)][Test Recording]

79
70
65
60
55
50
45
40
35
30

SAG0TPM 51G:09PM 51617 PM 5:16:25PM 51634 PM S:16:42PM 51650 PM 6:16:58 PM

POS sensor drivers

Before you can use the “IBM POS Sensor Monitors’ you must install the IBM POS
sensor drivers on the remote system. These can be downloaded from the following URL,
along with alist of supported hardware types:
http://www-01.ibm.com/support/docview.wss?rs=219& uid=pos1R4000167
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Once you have installed the POS sensor drivers on the remote system, you will be able to
begin creating thresholds using the “IBM POS Sensor Monitors’ under the resource
monitors task.

Y ou may find it helpful to download pre-configured threshold plans from IBM that are
tailored for the specific hardware modelsin your stores. These pre-configured,
importable threshold plans can save you considerable time and effort in defining the
resource monitors for your hardware. They can be downloaded from the following URL.:
http://www-01.ibm.com/support/docview.wss?rs=219& uid=pos1R1004330

Note: It is also possible to distribute the POS sensor drivers remotely using RMA
software distribution — see “ Chapter 8 — Softwar e Distribution” for more details
on easy deployment of the sensor drivers.

Example: Monitoring a Windows Service

In this example, we'll monitor al Windows POS terminals to make sure the “ spooler”
serviceisrunning. If the service stops and remains stopped for at least 5 seconds, an alert
will be generated. We'll define an event action plan to flag the system’ s status as
“System Warning”, which will cause the system statusicon to appear in the main
Director view.

This example demonstrates:
- Resource monitors task
- Group thresholds
- Eventfilters
- Event action plans

Steps:

1. Right-click the group “Retail Clients with Windows” and then select “Resource
Monitors’. (Note: There are several other ways to invoke the resource monitors
task, such as by dragging the “Resource Monitors’ task to the group or to a
selection of individua systems.)
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Groups ‘%m
m—@ Retail Groups REIGEES
—5, 4690 Caontrollers ! PSS Terminal kKeystone &
— & 4630 Terminals [l FOS Terminal ¥P (517)
— B Aryplace Kiosk Clients

L JM Systems
— Kiosks with Window

— B Retail IRES Terminals Sl

—&* Retail Master Systems Callect Inventory

— B Retail Systems Wiew [nventory

—E Suredne Clients iy

& SurePOS 300 Clients Set Presence Check Interval
—@ SureFOS 500 Clients
& SurePOS 700 Clients

l—@ All Groups

Resource Monitars

2. When the “Resource Monitors’ screen appears, expand the tree on the left to

[ocaie the “Windows Service Monitors’.

[ Resource Monitors: Retail Clients with Windows

][=l %

File Wiew Help

Available Resources Selected Resources

0@ RMA Agent

lﬁ'l Retail Peripheral Monitors
O3 Retail System Maonitors

B2 CPU Monitors
—(-3 Disk Drive Monitars
—£3 IBM POS Sensor Monitors
—£3 Mermory Monitors
—(-3 Operating Systern Monitors
23 S.MART. Monitors -
—£3 Windo ice Monita
Mo 1
— .MET Runtire Optirmization Service v
-3 AIPCTRL Start
-3 Alerter
-3 Application Layer Gatewsay Setvice
-3 Application Managernent
- ASP MET State Service
-3 Automatic Updates
-3 Background Intelligent Transfer Serd
-3 ClipBook
{23 COM+ Event System
£ COM+ Systarn Application
-3 Computer Browser
-3 Cryptographic Services
-£3 DCOM Server Process Launcher
-2 DHCP Client
-2 Distributed Link Tracking Client
£ Distributed Transaction Coordinator
-2 DMS Client
{7 ElnSysternSerice -

»

Selected Resources |POS Termi..|POS Termi...

0

4 | 3
{1 poouy

Last updated: 5:32:11 PM

3. Double-click the “State” attribute within the “Print Spooler” monitor.

Page 198 of 352




[M¥ Resource Monitors: Retail Clients with Windows

=1

File wiew Help

Available Resources

Selected Resources

—{ Metwork DDE DSOM -

POS Terminal XP (517} |

(" Metwork Location Awareness (NLA)
—(C0) Metwark Provisioning Semice
—( NT LM Security Support Provider
("3 OP0OS Device Senvices
—(£3 OP0OS RE232 Firrmware Update
(0 Perforrmance Logs and Alerts
—(3 Plug and Play
(7 Pointofsale's Retall Service Manager
—( Portable Media Serial Murmber Senic
—(J POS_RTAPS
—¢&5 Print Spoaler
e

—( Protected Storage
£ 205 RSV
—(1 Remote Access Auto Connection Ma
—{* Remaote Access Connection Manage
—( Remote Deskiop Help Session Mang
—(£ Remote Procedure Call (RPC)
—{* Remaote Procedure Call (RPC) Locat
—( Remote Registry
—(£ Remaovable Starage —
—(21 Retalix EFT service provider
—() Retalix Price Checker Server
—(] Retalix StoreLine POS Administratio
—(2 RetaliaimIService
—(3 Routing and Remote Access
—(£ Secondary Logon
—(2 Security Accounts Manager

B[] Security Center -

| r

50urces| FO8 Terminal Keyvstone (517) |
< [State] Running

Running

4
[ roay

Last updated: 5:33:41 PM

Wait afew moments, and you will see the current state of “Running” for each of
the systemsin your group. Right-click the “[State]” entry under the “ Selected
Resources’ view, and select “Group Threshold”.

Windows
Selected Resources
= | Selected Resources | POS Terminal Keystone (517) | F
§ ':NLA:' Elinninm
i Group Threshold...
der Copy
ate Copy Cell
P Sort r
Hide Colurin
lanager
ar Servic

Enter a name and a description for your threshold. Change the number of seconds
to“5", then highlight the “ Stopped” entry in the list of threshold strings. Click
“Edit” to adjust the level for the “ Stopped” string.
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T Group Threshold: Retail Clients with Windows =Joed

Thresholds [RMA Agent]l[Retail System Monitors]... [State]

Marme: |Mc|nitu:|r Spooler Service

Description: |Threshn|d to watch the spooler service

Enabled to generate events

(] Generate events on value change

Maximum gqueued events DE
Minimum Duration m -

Resend Delay DE hiours) - |

~Threshold strings

String | Level |
Paused MHormal

& TH L] POTTeT
Stopped @

(0]54 Cancel Delete Help

6. Select “Warning” and click OK.
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arning -

ok | cancer |

7. Your screen should now look like the following:
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T Group Threshold: Retail Clients with Windows =Joed

Thresholds [RMA Agent]l[Retail System Monitors]... [State]

Marme: |Mc|nitu:|r Spooler Service

Description: |Threshn|d to watch the spooler service

Enabled to generate events

(] Generate events on value change

Maximum gqueued events DE
Minimum Duration 53: second(s) - |
Resend Delay DE hiours) - |

~Threshold strings
String Level |
Paused MHormal
Running Qi

Stopped

(0]54 ‘ Cancel Delete Help

8. Click OK to save your threshold. (Note: When you click OK your threshold will
be automatically applied to the group.) Y ou will now see an icon next to the
resource monitors as shown below:
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[M¥ Resource Monitors: Retail Clients with Windows

SEX)

File wiew Help

Available Resources

Selected Resources

—( Metwark DDE DSDM
£ Metwork Location Awareness (NLA)
£ Metwork Provisioning Service
£ NT LM Security Support Provider
£ OPOS Device Services
£ OPOS RE232 Firrmware Update
-0 Performance Logs and Alerts
-3 Plug and Play
23 Pointofsale's Retail Service Manager
- Portable Media Serial Mumber Senic
{1 FOS_RTAPS
+25 Print Spooler
e

ey mu B B Bu Bm Bm Bn Bn B B

—{3 Protected Storage

£ QoS REVP

£ Remaote Access Auto Connection Ma
£ Remote Access Connection Manage
23 Remote Desktop Help Session Mang
£ Remote Procedure Call (RPC)

£ Remote Procedure Call (RPC) Locat
£ Remote Registry

£ Removable Storage —!
-3 Retalix EFT service provider

£ Retalix Price Checker Server

£ Retalix StoreLine POS Administratio
-3 RetalidvMISenice

23 Routing and Rermote Access

£ Secondary Logon

—{£3 Security Accounts Manager

—{£3 Security Center | =

FO8 Terminal Keyvstone (517) |

POS Terminal XP (517} |

Running

Running

[ roay

Last updated: 5:44:51 PM

9. Closethe resource monitorstask. Under some circumstances you may wish to
view your threshold later — after you’' ve created it and closed the resource
monitorstask. To do this, you should first make sure that “ Resource Monitors® is

checked in the “ Associations’ menu.
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» Resource Monitors

10. Click “Retail Groups’ in the groups pane, and you will be able to expand the tree
in the middle of the screen to show that “All Available Thresholds’ is now listed
under the group “Retail Clients with Windows’. Y ou can double-click thisto
display dl thresholds that have been applied to that group.
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@ IBM Director Console

Console Tasks Associations View

Cptions  Window  Help

v- 2§ & &

O-m- H-F-o- e- 8- H-

[ @ All Groups

@ SurePOS 500 Clients
& SurePOS 700 Clients

Groups ‘QD @Retail Groups v Tasks
=} @ Retail Groups Mame & | TCRIP Addresses ‘ Device Twpe ‘ Proc | —I&d AssetID A
[ 5 4690 Controllers r é 46490 Controllers I—— 5 I Browser
!——ﬁ 4690 Terminals I ﬁ 46490 Terminals I— %4 Configure SHMP Agent
'Anvp\ane Kiosk Clients ! . Anyplace Kiosk Clients !l pata Capture Policy Manager
! o M Systemns [ Wl Systems 3¢ Event Action Plans
B Kinsks with Windows | -~ Kiosks with Windows Application Data Capture
I ! Retail Clients with Windows p—! Retail Clients ywith Windows [ Application Passward Viold
———l Retail IRES Terminals | Fesource Monitors 3 Applmatmn Software Yersi
!———ﬂ':‘ Retail Master Systems [ Application Started
Retail Systems 3 CPUFan Speed
!—E SureOne Clients —§¥ Retail Master Systems &} cPU Utilization |
52 BurePOS 300 Clients 2 Retall Systems [} Log All Events
I- @ SurePOS 500 Clients I ﬁ SureOne Clients [ |
L 88 SurePOS 700 Clients |32 SurePOS 300 Clients » Systermn Offline

5 EventLog

|-IE| External Application Launch
&3 File Transfer

— % Harchware Status

- E Inventory

& Jwx Browser

—'@ Microzoft Cluster Browser
88 Network Configuration
s-5# Process Management
@ Remate Contral

I— E‘ Remote Session

Ml Resource Monitors
— 2

95 0

(1] roaw

Host: 10.0.0.56 User ID: T35-DIRECTORWdministratar

15 ohjects ‘

11. The screen below shows the threshol ds that have been applied to your group. (If
for some reason you need to edit your threshold, you can do so by right-clicking
the threshold from within this view and then choosing “Edit”.)
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All Available Thresholds
Marme Enahled Type Target Attribute Description
Manitar Spooler Serice  Yes Group Retail Clie.. [RMAADen . Threshaoldt.

Note: If desired, you can also see all thresholds that have been defined for ALL
systems by double-clicking on “All Available Thresholds’ in the tasks pane on
the right side of the screen.
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) 1BM Director Console

B=1]

Console Tasks Associations View

v f #&- &0-

Cptions  Window  Help

B & &~

Groups

@ Retail Groups *

Tasks

[a} @ Retail Groups
5 4600 Controliers
§ 4690 Terminals
B Anyplace Kiosk Clients
JMX Systerns
B Kinsks with Windows
T E Retail Clients with Windows
l Retail IRES Terminals
" Retail Master Systems
ﬂ Retail Systems
E SureOne Clients
2 SurePOS 300 Clients
4 SurePOS 500 Clients
& SurePOS 700 Clients
[ @ All Groups

Marne 4 | ToPIP Addresses

‘ Device Twpe

Prot

5 4690 controliers
g 46490 Terminals
B Anyplace Kiosk Clients
Il Systems
B Kiosks with Windows
E Retail Clients with Windows
O-{- Resource Monitors
[ Al Available Thresholds

l Retail IRES Terminals
§4 Retail Master Systems
ﬂ Retail Bystems
i_.ﬁ Sure0ne Clients
b 12 SurePOS 300 Clients

@ SurePOS 500 Clients

& SurePOS 700 Clients

{u]

[ AssetiD
CIM Browser
%4 Configure SHMP Agent
[ s;m' Data Capture Policy Manager
m-3¢ Event Action Plans
m—Er EventLog
-] External Application Launch
&3 File Transfer
% Hardware Status
_fl. Inventory
—E Jux Browser
Microsoft Cluster Browser
@8 Network Configuration
' B3 Process Management
[?‘ Remaote Contral
g Remate Session

B RM# Software Distribution
@g Scheduler

I % Server Configuration Manager
= SNMP Browser

B ﬁ Software Distribution
@ Systemn Accounts
+| Update Manager

R

Host: 10.0.0.56 User ID: T35-DIRECTORWdministratar

&40

15 ohjects

12. To test the threshold, log into your Windows system where the RMA general
agent isrunning. Issue the command “net stop spooler” to stop the spooler

service.

B Command Prompt

Microzoft Windows XF [Uewsion 5.1.26881
{C> Copyright 1985-2881 Microsoft Corp.

C:\Documents and Settings“taylorbr’net stop spooler_

13. After about 5 seconds or so, right-click “Retail Clients with Windows” and select
“Event Log” to bring up the event viewer for that group.
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Groups

% |

D—@ Retail Groups

—& 4690 Controllers

— B 4690 Terminals

—B Aryplace Kiosk Clients
— M Systemns

— Kiosks with Windows
—= Retail Clign th Y¥Windo
— [l Retail IRES Terminals
—g" Retail Master Systems
—ﬂ Retail Systems

Mame

El FOS Terminal Keystone (517
B Pos Terminal }P (517)

Copy as Static...

Callect Inventory
Wiew Inventary

— & Sureone Clients EventLog

_'5 SurePOS 300 Clients Set Presence Check Interval
— @ SurePOS 500 Clients RECOUTES LMD

&8 SurePOS 700 Clients

l—ﬁl All Groups

Y ou should see the “Warning” event in the list, with the “ Event Text” describing
that the observed attribute triggered on the “ Stopped” string.

|5 Event Log: Retail Clients with Windows mE=

|F|\e Edit Yiew Options Help

% B

[ Events (3) - Last 30 Days
Systemn Name Event Text

7I7i2008 33:31 FM Alert

08 Terminal XP (517) Obsetved Atribute: State Derived Gauge: Running Trigger: [Running]
TI7I2008 5:38:00 FPM Alert Harmless  POS Terminal Keystone (517) Ohserved Attribute: State Derived Gauge: Running Trigger: [Running]
4 b
Event Details
Keywords Values
Date TI7I2008
Time 5:47:00 PM
Event Type JnH Monitar.String Matches
Event Test Ohserved Attribute: State Derived Gauge: Stopped Triager: [Stopped]
Systern Mame POS Terminal Keystone (517}
Severity YWarning
Category Alert
Group Mame
Sender Mame
Extended Attributes
Keywords Values
Detived Gauge: Stopped
Manitar Id RMAStringMonitor_8_1215466783853_1
Trigaer: [Stopped]
Observed MBean: "¥ind2_Service.Name=Spoaler’
Observed Attribute State
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Note: To view events horizontally (as shown above), select “Horizontal Split” in

the menu.
Nt Log: Hetall Lhents with v

Cptions Help_
4 Refresh

| O Vertical Spiit
0 Hotizontal Split

e | Tirne | ¢

14. Right-click the event, and select “ Create / Simple Event Filter”.

Events (3) - Last 30 Days
Systern Mame

P Ry I D (= PSRRI B T O TR Ao Ciote Defp

Exclusion Event Filter - State Detis
Threshold Event Filter - State Deri
Simple Event Filter
Duplication Event Filter

Severity
Warning
Harmless
Harmless

gory

Create
Delete
Find...
Export ¥
Print 4

Copy

Copy Cell
Sort 3
Hide Column

Event Details

15. Inthe “Event Text” tab, check “Any”.
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& Simple Event Filter Builder: New =Jo&d
=

File Help

Eﬂ’

Event Type rSeverit\f rDaw’Time rCategor\r rSenderName R Exended Attributes rSystemVariables

filter accepts events
with any event text.
To accept events
according to one ar
mare words in the
text of an event,
clearthe Any check
hox.

Chserved Attribute: State
Derived Gauge: Stopped
Trigger: [Stopped]

Ay wardd All words Exact phrasze Casze Sensitive

16. In the “ Extended Attributes’ tab, select the “Monitor Id” entry, and click “Delete”.
(Thiswill ensure that the event filter continues to work even if you delete your
threshold and create a new one that’s exactly the same.)
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{ EwentType | Severity | DayTime | Category | SenderMame | EventTesxt |

O sy
By default, the event Keyword

|M0nit0r Id:

filter ighores
extended attributes.
To accept events
according to Triggler: Equal To [Stopped]
additional keywords
and keyword
values, clearthe | Equal To
Any check box.

rOperatar

[ case Sensitive

rWalues (String)
RMAStringMonitar_8_1215466783953_1

17. Click “File/ Save As”.

By default, the

18. Give the event filter aname, and click OK.

Filter far spooler stopped event

ok | cancel |
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Close the event viewer.

Groups

% 2 Retail

ients with Windows

-

Tasks

4- Anyplace Kiosk Clients
ﬂJMX Systems

B Kiosks with Windows

&R Retail Clients with Windows
—l Retail IRES Terminals
AH Retail Master Systems

—82 SurePOS 300 Clients
' SurePOS 500 Clients
L@ SurePOS 700 Clients

I—ﬁAH Groups

Pl [

n—{i Retail Groups Marne a |TCF'HF' Addresses Device Twpe ‘F’rot — [ AssetiD
—= 4690 Cantrollers El POS Terminal Keystone (517) 10.0.0.59 Wiindows P 4800 —E CIM Browser
—i 4680 Terminals l POS Terminal XP (517) 10.0.0.114 iindows ¥P - 4800 a kg SNNP Agent

(—é3 File Transfer
% Hardware Status

-2 Retail Systems s[4, 1nventory
—#% SureOne Clients [ Jnx Browser

—ﬁ Microsoft Cluster Browser
88 Metwork Configuration

s Process Management

AE Remaote Contral

AE Remnote Session

n- T Resource Monitors

—& Retail Peripheral Management
m-1=0 R4 Software Distribution
—ﬁ Schedular

4& Server Configuration Manager
- &F SHMP Browser

|—E Software Distribution

—@ Systern Accounts

—E Update Manager

19. Right-click “Event Action Plan” and select “New” to create anew event action

lan.

Event Action Plans

20. Give it aname and click OK.

Flag systems where spooler stopped

ok | _cance |
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21. Find your simple event filter in the list of event filters, and then drag it to your
event action plan on the left.

% Event Action Plan Builder

M=)
File Edit View Help T
T

Event Action Plans Event Filters Actions
n-ﬂf—} Ewent Action Plan p—ﬁﬂ Duplication Event Filter “ | m—E8 AddiRermove 'event' system to Static Group
| Application Data Capture ;—% Exclusion Event Filter [ Add/Remove source group mermbers to target static group
Appl\catian Password Violation D—¢E Simple Event Filter B Add a Message to the Console Ticker Tape
Application Software Wersion *@iNlEVEHIE

Add to the Event Log
ﬁ Define a Timed Alarm to Generate an Event
7¢§ Application Passward Violation Define a Timed Alarm o Start a Program on the Server
—¢§i Application Sofware Yersion "EEI Log to Textual Log File
s —¢i§ Application Started —=E] Postto a Mews Group (NMTF)
Lag Al Events —<H CPU Fan Ok |—4F Resend Modified Event
Printer out of Paper 7@& CPUFan OK (Service Processor) end an Alphanumeric Page {via TAP)
Systern Offline ﬂCPU Fan OK (W2R2 Agent) = Send an E-mail to a Mobile Phone
—¢i§ CPLU Fan Stopped Send an Event Message to a Consale User
—¢§i CPUFan Stopped (Service Pracess B-r= Send an Internet (SMTF) E-mail
—¢i§ CPL Fan Stopped (VZR2 Agent) 3 Send an SMMP Inform to an IP Host
4& CPU Spiked ‘V{% Send an SNMP Trap fo a Metview Host
7@& CPLU Ltilization @Sem an SMMP Trap to an IP Host
4& Critical Events Send a Numeric Page
\ <8 Disk Utilization Send a TEC Eventto a TEC Server
—¢§i Ervironmental sensor events et an Event Systern Variable
tart a Program on a System
Start a Program on the "event" System
Start a Program on the Server
Start a Tagk on the "event’ System

[ Application Started
CPUFan Speed
CPU Utilization

4& Application Data Capture

ﬂ Harmless Events
—¢i§ IBM Directar Agent ofline ‘I—E Update the Status of the "event' System
—¢§i |BM Directar Agent anline
7¢§ Inventory

+—f IRES Printer 0K

7@& IRES Printer Cut of Paper

22. Inthelist of “Actions’ on theright, right-click the action “ Update the Status of
the ‘event’ System”. Select “ Customize”.

=+ Set an Event System Yariable
= Start a Program on a System

t Start a Program on the "event” System
art e Start a Program on the Server

"E Start a Task on the "event” Systermn

E Update the

Action Histary »

—

23. Sdlect “Security Warning” in the drop-down list. (And make surethe action is
“ Set status”.)
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rStatus

Status to be set or cleared on the systern associated with the event

Security Warning (Generic Status)

rAction

FPersistent status settings are maintained ifthe serveris restarted

| Set status

24. Click “File/ Save As’ to save your custom action.

Set system warning ﬂag|

ok | cancel |

26. Drag your custom action underneath your filter in the event action plan.
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& Event Action Plan Builder
File Edit View Help

e g

Event Action Plans Event Filters Actions

o[ Event Action Plan it Filter ~ | =B Add/Remove ‘'svent’ system to Static Group
[ Application Data Capture s % Exclusion Event Filter b % AddiRemove source group members to target static aroup
Application Password Yiolation D—¢E Simple Event Filter w8 Add a Message to the Console Ticker Tape
T Application Software Wersion ¢§i All Events b E Add to the Event Log
Application Started 4& Application Data Capture F ﬁ Define a Timed Alarm fo Generate an Event

¢§ Application Password Violation g, Define a Timed Alarm to Start a Program on the Server

4& Application Software Version S —%E Log to Textual Log File
B e ¢§i Application Started —=E] Postto a Mews Group (NMTF)
T —Qﬂ Filter far spooler stopped gyent —¢§i CPUFan 0K —aF Resend Modified Event
| Log All Events ¢§CPU Fan OK (Service Pracesson) 5 Send an Alphanurmeric Page (via TAP)

o Printer out of Paper ﬂCPU Fan OK (Y2R2 Agent) = Send an E-mail to a Mohile Phone
Systern Offline ¢§CF‘U Fan Stopped Send an Event Message to a Consaole User
4% CPL) Fan Stopped (Service Process: B = Send an Internet (SMTP) E-mail

¢§i CPL Fan Stopped (VZR2 Agent) 8 Send an SMMP Inforr o an IP Host
—éiCPU Spiked ‘-—L',é Send an SNMP Trap to a Netview Host
\ i CPU Utilization | &3 Send an SMMP Trap to an IP Host

| send a Murneric Page
x—e Send a TEC Eventto a TEC Server
-—E} Set an Event System Variable
‘-- Start a Program on a System
‘- Start a Program on the "event" Systerm
r Start a Program on the Server
l Start a Task on the "event’ System
=} Update the Status of the "event’ System
‘—E Flag Security Warning
\ E Flag System Infarmation
=

Crilical Events

4& Harmless Events
¢§ 1BM Directar Agent offline
—¢§i |BM Directar Agent anline
¢§i Inwentary
<8 IRES Printer OK
¢§ IRES Printer Cut of Paper

(1] oo

When finished, your event action plan should look similar to the following:
Event Action Plans
o-[Ef Event Action Plan
Application Data Capture
Application Fassword Violation

Apnplication Software Yersion
Apnlication Started
CPU FanSoaod

T T ey

System Offline
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28. Close the event action planstask. Inthe main Director view, if you expand the
“Event Action Plans’ task, you should now see your new event action plan. In
the groups pane, select “Retail Groups’. Y ou should now drag your event action
plan to the group " Retail Clients with Windows'.

@ IBM Director Console

Console Tasks Associations View Options Window  Help

-2 e & E mHE Mo s 0 H

Groups

o

& Retail Groups ¥

Tasks

=} @ Retail Groups
|, 4580 Controllers

!--ﬁ 4690 Terminals

8 Anyplace Kiosk Clients

!———,:T.JMX Systems

|' Kinsks with Windows

Il Retail IRES Terminals
!---HE‘ Retail Master Systems
Retail 8ystems
|—*E SureOne Clients
Ir——;ﬂ SureP0S 300 Clients

| @ SureRos 500 Clients

5@ BurePOS 700 Clients
[ @ All Groups

: Retail Clients with Windows

MName «

|TCFHF Addresses ‘ Device Type Proc

—, 4690 Controllers

I ﬁ 46490 Terminals

| - Anvplace Kiosk Clients
I = JME Systems

| @ Kiosks with Windows
lf= Retail Clients with Windows,
—Ml Retail IRES Terminals
—#¥ Retail Master Systems
| ﬂ Retail Bystems

I E Suredne Clients

|32 SureP0S 300 Clients
—3 SurePOS 500 Clients
4 12 sureras 700 clients

[ AssetiD =

5 CIM Browser

—£& Configure SNMP Agent

l-%_ﬂ Data Capture Policy Manager

o-%¢ Event Action Plans

I: Application Data Capture
E} Application Passwaord Yiold

E Application Sofware Versi

&} Application Started

NI

| Tlns Al Events
F Printer out of Paper
L[} system Ofline
w5 Event Log
5[] External Application Launch
&3 File Transfer
—% Harcware Status
s Inventory

| JMx Browser

@ Microsoft Cluster Browser
|~@ﬂ Metwork Configuration
| & '-35 Process Management
:@ Remate Contral

|§ Remate Session

L = :

] | b

> H

[ v

Host: 10.0.0.56 User ID: TS5-DIRECTORWAdministrator

15 objects ‘

29. To make sure your event action plan is now associated to that group, first use the

“Associations’ menu to ensure that “ Event Action Plans” is checked.
tor Console

30.

Jobs
Activations

Yiew Options Wi

Software Packages

+ Resource Monitors

Data Capture Policies

0 Termrremr

Alme s Wimem e e limosd e

4649
| [ = I IRVN

If you expand the tree, you will now see your event action plan displayed
underneath the group.
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ﬁj IBM Director Console [:l@

Console Tasks Associations View Options Window Help

¢- 2 6 ®- 58

Groups < Retail Groups ¥ Tasks
=} @Reta\lomups Mame & \TCF’HF’ Addresses Device Twpe — [ AssetiD

é, 4690 Controllers "—=1, 46490 Controllers I Browser

§ 4690 Terminals g 46490 Terminals %4 Configure SHMP Agent

@ anyplace Kiosk Clients B Anyplace Kiosk Clients 87| Data Capturs Palicy Manager

JMX Systerns o JWE Bystems o3¢ Event Action Plans
B Kinsks with Windows B Kiosks with Windows [ Application Data Capture
T E Retail Clients with Windows o E Retail Clients with Windows [ Application Password Yioly

[ Application Sofware Yersi
[ Application Started
[ CPUFan Speed

l Retail IRES Terminals
" Retail Master Systems
ﬂ Retail Systems

I E SureOne Clients i All Available Thresholds [ CPU Utilization
18 SureFOS 300 Clients l Retail IRES Terminals [ Flag systems where spoal
I BurePOS 500 Clisnts & Retail Master Systems [ Log All Events
& SurePOS 700 Clients = [ Retail Systems » [ Printer out of Paper
L5 Al Groups £ SursOne Clients [ System Offine
ﬁ SurePOS 300 Clients w—£r EventLog
@ SurePOS 500 Clients -] External Application Launch
ﬂ SurePOS 700 Clients &3 File Transfer
% Harchware Status
[ Ei\ Inventory
[E Jmx Browser

Microsoft Cluster Browser
88 Metwaork Configuration
B3 Process Managerment

[?‘ Remaote Contral

E Remnote Session

&40

;ﬁé Ready Host: 10.0.0.56 User ID: TSS-DIRECTORWAdministrator 15 ohjects

31. Totest your finished event action plan, issue the command “net start spooler” on
your system with the general agent, then wait about 10 seconds. Then issue the
command “net stop spooler”.

B Command Prompt ﬂﬂ

Microzoft Windows XF [Uewsion 5.1.26881
{C> Copyright 1985-2881 Microsoft Corp.

C:\Documents and Settings“taylorbr>net stop spooler
The Print Spooler service is stopping.
The Print Spooler service was stopped successfully.

C:~Documents and Settings“taylorbr’net start spooler
The Print Spooler service iz starting.
The Print Spooler service was started successfully.

C-“Documentsz and Settings“taylorbrinet stop s=pooler

32. After 5 seconds, in Director, you should see the status icon change as shown
below.
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o s &0 mHE A e e

Groups ’%m E Retail Clien
[m] @ Retail Groups MHam
E, 4690 Controllers @, S Terminal Keystone {517)
ﬁ 4690 Terminals =] Terminal ¥P (517)

B Arvplace Kiosk Clients

= M Systems

B Kiosks with Windows

E Retail Clients with VWindows
B Retail IRES Terminals

g Retail Master Systems
Retail Systems

E Surene Clients

Bomeamam ann cdiaedn

33. You can manually clear the status icon by right-clicking the system and choosing

“ Set Status’. e
Marme & |TCPIIF' Addresses |Device TvE
E@,POST sl = e 10.0.0.69 Wiindows
s B PosTer]  OPEM 10.0.0.114 Windows X
Delete
Fename...
Caollect Inventary
Wiew [nventory
Event Log
I Broweser
Set Presence Check Interval
Resource Monitors
BodaksRagiaboral Management
Set Status -
~—eo— SYSIEMm Errar
4 System YWWarning
System Information

Example: Monitoring disk space available

In this example, we will set up aresource monitor that monitors the available disk space
on asystem (or selection of multiple systems, or group(s) of systems). When the
available disk space gets too low (either as a percentage or as a number of MB), then an
event will be generated which can be handled via event action plans.

Note: This example assumes you' ve already become familiar with the basics of
creating a resource monitor and event action plan. If not, you should first try
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“Example: Monitoring a Windows Service”, and read the introduction to
resource monitors, before proceeding with this example.

1. Firdt, launch the Resource Monitors task, and expand the tree to “RMA Agent /
Retail System Monitors/ Disk Drive Monitors’. Choosethe“C:” drivefor a
Windows system, and double-click on the “ Available Disk Space” attribute so it

2. Right-click the available disk space value, and select “Individua Threshold”.

3.

will appear on the right-hand side of the screen.

ﬁ Resource Monitors: ValueTrend_Cafe (T 55 Lab)

File “iew Help

/o
<

Available Resources

Selected Resources

025 RMA Agent
B[] Retail Petipheral Monitors
05 Retail Systern Monitars
B3] CPU Monitars
15 Disk Drive Maonitors
Oy C
|—ﬁ Available Disk Space
|—ﬁ Disk Ut|||za' n

—(27 IBM POS Sensor Monnors
(3 Mernory Monitors

—{") Operating Systern Monitors
—2 S.MART. Monitors

—( Windows Device Monitors

—(£3 Windows Serice Monitors
(] User-defined Monitors

Selected Resources |

ValueTrend_Cafe (TS5 Lab)

[Disk Liilization]
[fwailable Disk Space]
[Used Disk Space]

G042, QT

F] o

Last updated: 3:12:26 PM

Selected Resources

Selected Resources |

valueTrand_ Cafe (TSS Lak) |

[Disk Ltilization)

[Used Disk Space]

In this example, the resource monitor will be configured to send a“Warning”
event if the available disk space goes below 1000 MB (i.e. 1 GB) for 60 minutes.

604297
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= =
T System Threshold: ValueTrend_Cafe (TSS Lab) = o&d

Thresholds [RMA Agent][Retail System Monitors]... [Available Disk Space]

Marme: |h.|1c|nit|:|r available disk space

Description: |Iffree digk space is 1GB orless, send &

Enabledto generate events

[ Generate events on value change

Maximum gqueued events Dai

Minimum Duration G0= minuteis) - |

Resend Delay DE Rourg) - |

rbove Or Equal

| High Errar

| High Warning
rBelow Or Equal B

|1 oo Lowty Warning

| Low Errar

Threshold Event Severity, [l Critical T warning B Harmless
(0]54 ‘ Cancel Delete Help

4. You can test your threshold plan by creating avery large file on the target system
that takes up most of the available disk space. (You could also set the threshold
higher for initial testing, which is much easier to do.) Once the threshold triggers
an event, you will see the event in the event log for the system:
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£ Event Log: ValueTrend_Cafe (TSS Lab) =<
File Edit View Options Help

% W

=
Events {3) - Last 100 Weeks

Date Titme Categary Severity Systern Marne Event Te
41072009 6:02:24 AWM Resolution Harmless ValueTrend_Carfe (TSS Lah) Sy ]
411072009 1:00:19 AM - Alert Harmless ValueTrend_Cafe (TS5 Lab) System ValueTrend_Cafe (TSS Lab)'is offline

Event Details

Keywords Values
Date 41052009
Time 3:18:04 PM
Event Type Jh Monitor. Gauge. Low
Evwent Text Ohszened Attribute: FreeSpace Derived Gauge: 954.9375 Trigger: 1000.0
Systern Mame | ValueTrend_Cafe (TSS Lab)
Severity Warning
Categary Alert
Group Mame
Sender Narne

5. You can now right-click the event from the event-log, and begin creating your

6.

event filter and your event action plans. (Note: Be careful about the extended
attributes, because they will, by default, be too exclusive/specific for monitoring a

large number of systems.) For more information, see “Chapter 6 — Event
M anagement”.

Y ou can also organize your new resource monitor into a threshold plan, then
apply it to awider range of systems and/or groups.

Example: Monitoring CPU temperature and fan speed

In this example, we'll show you how to create a resource monitor that alerts when the

CPU temperatureistoo high for too long, or when the fan speed istoo low for along
period of time.

Before continuing with this example, you should check to see whether the system you are

monitoring has pre-configured thresholds at the following URL :
http://www-01.ibm.com/support/docview.wss?rs=219& uid=pos1R1004330

If possible, you should download and apply the thresholds from the URL above, which
will save you considerable time as you configure Director for hardware monitoring via

RMA.

1

Before you can use RMA to monitor the CPU temperature or fan speed on IBM
POS hardware, you need to first download and install the POS Sensor Drivers for
IBM POS systems, which can be found here:
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5.

http://www-01..ibm.com/support/docview.wss?rs=219& uid=pos1R4000167

Launch the Resource Monitors task, and expand the treeto “RMA Agent / Retail
System Monitors/ IBM POS Sensor Monitors’. If you are using a system that
has an on-board service processor (with light-path management), then you should
use the “ Service Processor Sensor Monitors’. If your system does not have a
service processor, then use “Numeric POS Sensor Monitors”.

L ocate the CPU temperature and CPU fan speed attributes, and double-click them
to display the current value on the right-hand side of the screen.

Left-click the first value (in this example the first value is the CPU temperature).
Select “Individual Threshold”.
|

Selected Resources
Selected Resources YalueTrend_Cafe (TS5 Lah)
[Current Reading] gt 1537
[Current Reading] AE0 Copy

Remowve Fow

al Threshold...

Hide Caolumn

In this example, we are monitoring a 4840-5x5 system, and we will configure the
monitor to send a“Warning” event when the CPU fan drops below 300 RPM’s
for 12 hours or more.
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T System Threshold: ValueTrend_Cafe (TSS Lab) = o&d

Thresholds [RMA Agent][Retail System Monitorsl... [Current Reading]

honitor CPLU Fan on 5

Mame:

Description: |ru1c|nitu:|r CPU Fan on x5

Enabledto generate events

[ Generate events on value change

Maximum gqueued events Dai
Minimum Duration 123: hauris) - |
Resend Delay DE dayis - |

rbove Or Equal
| High Errar
| High Warning
rBelow Or Equal B
|3[||:| Lowe Warning
| Low Errar
Threshold Event Severity, [l Critical T warning B Harmless
(0]54 Cancel Delete Help

6. Click OK, then right-click the value that represents the CPU temperature.
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Selected Resources
Selected Resources | ValueTrend_Cafe (TES Lab) |
[Current Reading] fd 1536
[Current Reading] i a60

"l

Copy

Femove Row

Hide Column

7. Inthisexample, we will configure the monitor to send a“Warning” event if the
CPU temperature remains above 70-degrees Celsius for more than 12 hours.
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T System Threshold: ValueTrend_Cafe (TSS Lab) = o&d

Thresholds [RMA Agent][Retail System Monitorsl... [Current Reading]

Mame: | honitar CPLU Termp on 55

Description: |ru1c|nitu:|r CPU Temp on 9x5

Enabledto generate events

[ Generate events on value change

Maximum gqueued events Dai
Minimum Duration 123: hauris) - |
Resend Delay DE dayis - |

rbove Or Equal
| High Errar
High Yarnin
700 f g
rBelow Or Equal B
| Lowe Warning
| Low Errar
Threshold Event Severity, [l Critical T warning B Harmless
(0]54 Cancel Delete Help

8. Totest your resource monitors, you can either modify the resource monitor with
different values (i.e. alow temperature and a high fan speed, both with smaller
minimum durations), or you can physically attempt to cause the problem, for
example, by blocking the CPU fan on arunning system. Once the threshold
triggers an event, you will see the event in the event log for the system:
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£ Event Log: ValueTrend_Cafe (TSS Lab) =Jo&d
File Edit View Options Help
&,
w B
Events (4) - Last 100 Weeks
Date Time Category Severity Systermn Name Te,
411072009 3:18:04 PM - Alert ValueTrend;Cafe (TS5 Lab) u i ki) - 4.9
4102009 6:02:24 AM  Resolution Harmless WalueTrend_Cafe (TS5 Lah) System “WalueTrend_Cafe (TSS Lab)'is anline
4002009 1:00:19 AM  Alert Harmless WalueTrend_Cafe (TS5 Lak) System “WalueTrend_Cafe (TSS Lab)'is offine
(L . v
Event Details i
HKeywords Walues
Date 410/2009
Time 1929 PW
Event Type J Monitor.Gauge High
Evwent Text Ohserved Aftribute: CurrentReading Derived Gauge: 560 Trigger: 400.0
Systern Mame || YalueTrend_Cafe (TSS Lah)
Severity YWarning
Category Alert
Group Mame
Sender Name
E: Attributes v

9. You can now right-click the event from the event-log, and begin creating your
event filter and your event action plans. (Note: Be careful about the extended
attributes, because they will, by default, be too exclusive/specific for monitoring a
large number of systems.) For more information, see “ Chapter 6 — Event
Management”.

10. Y ou can a'so organize your new resource monitor into athreshold plan, then
apply it to awider range of systems and/or groups.

Example: Creating a “user-defined” resource monitor

If you can't find the value that you' re looking for in the “ Resource Monitors’ task, you
can create a custom (user-defined) monitor based on any value available in the IMX
browser.

1. To create acustom-monitor, first open the IMX Browser for a system.
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tl PCS Terminal Kevstone (517) 10.0.0.59
= POS Te s 10.0.0114

2. Withinthe IMX Browser, locate the value you want to monitor, then right-click
and select “ Add User-Defined Resource Monitor”.

Methods

Modifiabl Name | Type [
&  NumberOfProcesses java.lang.Long 52
&  Organization
&  oSLanguage 1033
&  O0SProductSuite '
&  osType 18
& OtherTypeDescription java.lang.String
&  PusProductD java.lang.String
&  PlusversionNumber java.lang String
&  Primary hoolean true
& f ProductType java.lang.Long 1
@ QuantumLength java.lang Short 0
d  ouantumType java.lang Short 0

3. Giveitaname and click OK.
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2 Add User-Defined Resource Monitor = 3] x|

Enter the name of this user-defined monitor and if required,
select the type of RMA monitor to use.

Monitor Mame:  [User Count
SIF Component:  Cli
MBean Class:  Win32_OperatingSystern
MBean Aftribute:  NumberOfUsers
Aftribute Type:  java.lang.Long
Monitor Type
(2 String Monitor

® Gauge Monitor

| OK | Cancel

4. Your custom resource monitor will now appear in the “Resource Monitors® Ul,
and you can use it as you would use any other resource monitor.
[T Resource Monitors: POS Terminal XP (317)

File ‘Wiew Help

Available Resources

RMA Agent
Retail Feriphearal Monitors
Retail System Monitors
Lser-defined Monitors

Lser Caunt
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Chapter 8 — Software Distribution

Example: Basic/Generic RMA Software Distribution

In this exercise, you will create asimple text file, distribute that text file to the master
agent, and execute a command that outputs the contents of the text file. Thiswill
illustrate how to use RMA software distribution to deploy files and execute remote
commands.

1. Onthe Director Server machine, create a simple text file (using the Microsoft
“notepad” application). Type “hello” in the text file, and saveit as
“C:\sample.txt”.

2. Start by right-clicking the “RM A Software Distribution” task (in the tasks pane),
and select “Create Install Package”.

3. Select “Windows’ for the target OS, and “NOOP” for the target state. Enter a
package hame and a package description of your choice, then click “Next”.
'E Build - Retail Store Install Package

-General Information:

This Wizard helps you create RMA packages.

Package Mame:

[sample Text File

Package Description:

|Cupy sample textfile, type it, then remaove the sample directory

Target 05: ) { Olinue [ 4680

O General [CIMTR

Target State:  NMOOP A

A Back Mext » Gancel Help |
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4. Enter “c:\temp\sampl€e” for the target directory.

i Build - Retail Store Install Package

rWindows Settings:

Please setup destination directory, select files to distribute, enter executable commands, and
select post distribution actions for Windows.

Destination Directory: citernpisample|

Selectfiles to distribute Files
Executahle Commands: Commands

Post Distribution Action: @ Do Nathing

) Restart Computer

r Restart Computer with Return File

« Back Mext ® Cancel Help |
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5. Click “Files” and select your sample.txt file, then click the “—=>" button to add the
fileto thelist of selected files on the right. Click OK. -

~Source File System rSelected Fles

Local sarnple.ta
B[] PrOGram Flies

{1 RECYCLER

I R3S

£33 Svstem volume Information

£ temp

(£ TSCAPBOSSCA

3 TSCAPBOSSLICW

£33 WINDOWS

£33 wmpub

ALUTOEXKEC BAT

baoat.ini

CONFIG.5YS b s
10.8Y5

MED0S 58S
MTOETECT.COM

ntldr

panefile.

sample.td
shared.properties
= D

O Include subfalders. [ save full path informatian.

SVS

(0128 | Cancel

6. Click “Commands’, then “Add” to enter your first command. Use the“cmd.exe
/c” command to execute your command (you can use “ ${ client.target.path}”
instead of “c:\temp\sample” for the target directory).

Fath |cmd.exe
Arguments |I|: type Hclienttarget. pathhsample bd

Return Code |D

Return Code File |

o]2e Cancel
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7. Click “Add” again to enter a second command. Remove the target directory using
“cmd.exe” also.

= Add Program

Fath |cmd.exe

Arguments |Ic rmdir ${clienttarget.path}is iy
Return Code |D

Return Code File |

Ok I Cancel

8. Your two commands should now look like this:

‘& Pre-Distribution

rPrograms

Fath | Arguments | Return | Return ...
cmd.exe fe type $iclienttarget.pathlsamplett 0

fe rmdir $client.target path} fs fo _-

Add | Remuove ‘

Ok I Cancel
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9. Now, finish creating the software distribution package. After the software
distribution package is created, you will see the new software package listed
under “RM A Softwar e Distribution / All Softwar e Distribution Packages’ in

the tais pane.

= Resource Monitors
@ Retail Peripheral Management
o—i=f Ra Software Distribution

% Server Configuration Manager

=1 ohibdD Dernimarv

10. To apply the package to the master agent, drag-and-drop this package to the MO
for the master agent.

%y =7 Agents with Win 2003 build 3790 ~ Tasks
Mame & | TCRIP Ac &1 File Transter

4" ibm-rma-dergo (123) 192.168.1 % Hardware Status
[ Iventory

[EH Imx Browser
@ Microsoft Cluster Browser
£ Metwork Configuration
[ % Process Management
@ Remote Control
Q Remaote Session
B Resource Manitors
Retail Peripheral Management
E il Software Distribution
|| Software Distribution Pa

=T

al Sample text file
(Eé Scheduler
% Server Canfiguration Manager

11. Select “Execute Now” when prompted.

12. Y ou should see the execution history window appear. For now, you can close the
execution history window.
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13. Make sure that “Activations’ is checked in the “ Associations’ menu of the
Director Console.

Lot LIV L L L RILEL L TR e I T e ¢ ML ] e L Vel

) Semvers with Fibre Channel Attached SMI-5 Starage

4 Store Association

Software Packages
Johs

< Activations
Resource Manitars
Event Action Flans

14. Expand the tree in the center pane, so that you can see the execution history icon
underneath the “Activations’ folder on the MO for the master agent.

ey 28 Agents with Win 2003 build 3790 v
T Namea [ TCPIP Addresses | TCPIP Host | |
f o ibrm-rma-derma (123) 192.168.133.35 __!_!
b Ij:l—ﬁ Activations =
iH Lﬁ &
q &
o —
it B
i —
b -

15. Right-click the activation and select “ Open Execution History”.

¥ 28 Agents with Win 2003 build 3790 w
Name | TCPIIP Addresses | TCPAR Hosts
o 4% ibr-rma-demo (123) 192.168.133.35

IJJ—@ Activations

e

008 at 244 med
i f iy
Qpen Execution History. .

Execute Mow
Fesume Job
Suspend Job
Fename Job...
( Delete Joh 4
“Wiew Log...

Cancel

Delete Execution Histary

Sample text file|1157r2
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16. Y ou can see the detailed logs for the execution by right-clicking an entry in the
execution history and selecting “View System Log”.

% Execution History: 11,7/2008 at 3:11 PM: Sample bext -0 x|
File Selected Export Help |
Status o Complete

Fending 0

In progress 0

Suspended 0

Complete 1

Failed 0

Linavailable 0

Skipped 0

O-ws Complate
I—ﬁ"r‘ ibm-rina-demao (123

_ i ——
Wiewy Systerm Log...
Spre =1
Web Page (htrml)

Execute Mow

17. When the system log appears for this system, click “View / Detail / High” to see
the detailed logs.

2 APK-Class (Store #001): 9/23/2008 at 2:56 PM: LanelP_es_ES_2451

File Edit

Fefresh
Dynamic Update
Detail

Qrzarz00e e ——
Qr2352008 2:96:44 FM Streaming aster Agent
Bf73/2008 25645 PM  Packaoe fil| s el complete
Qr2302008 2:56:45 FM Package file streaming: 20% complete
Qr222008 2:56:45 FM  Package file streaming: 30% complete
Qr23i2008 2:56:45 PM Package file streaming: 40% complete
Qr2302008 2:96:46 PFM FPackage file streaming: 0% complete
Qr232008 2:56:46 FM  Package file streaming: 60% complete

bnt job status changed
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18. Since you executed the “type” command in your package, the entire contents of

your “sample.txt” file should be displayed in the detailed software distribution

logs.

# BO0SS {Store #001) : 9/24,/2008 at 2:49 PM: Sample Text File

File Edit “iew Help

ol

92472008 2:49:56 FM
92442008 2:49:56 PM
92472008 2:49:56 P
9242008 2:49:56 FM
92452008 2:49:56 PM
Q2472008 2:49:56 PM
9242008 2:49:56 FM
92452008 2:493:57 PM
Q2472008 2:49:57 FM
9242008 2:49:57 FM
92452008 2:493:57 PM
92452008 2:49:57 PM
92442008 2:49:57 PM
92472008 2:49:57 FM
9242002 2:49:57 EL
92452008 2:43:5
Q2472008 2:49:57 F
9242008 2:49:57 FM
92452008 2:493:57 PM
Q2472008 2:49:57 FM
9242008 2:49:57 FM

FPackage file streaming: ¥0% complete

Fackage file streaming: 80% complete

FPackage file streaming: 90% complete

Package file streaming: 100% complete

Making request to stage package on Master Agent

Software package file extracted on Master Agent

Software package deployment information read

Creating individual device policies

FPackage staging complete

Device policy Id: 1545587682

Established file transfer connection to host: 10.0.0.100 far pal

Transferred policy XML file: policy.xml

Transferred resource file: sample.td

Freparing to invake command: cmd.exe i type citemplsampl
j bes expected return code: 0

ommand: crmd.exe ic rmdir citemplsam
Return code: 0 matches expected return code: 0

BCSS (Store #001) client job status changed to "Complete”.
Client stopped on BOSS {(Store #0013, task Sample Text File g
Distribution of software package Sample Text File to managed

Ready

Example: Updating RMA via RMA Software Distribution

These instructions describe how the RMA master agent and/or general agent can be
updated using RMA software distribution and the IBM Director Console. The RMA
software CD includes packages that are available to be imported into IBM Director.
These packages contain all the files and commands needed to update RMA automatically.
1. Logontothe|BM Director Console.
2. Insert the RMA software CD.

3. Right click on the RMA Software Distribution Task and Select Import Package
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—@ Retail Peripheral Management
b l—ﬁ RMWA Software Distribution
—ﬁ Scheduler

—[E Self Checkout Configurati
—% Server Configuration Manz
—J4= SNMP Browser

Create Install Package
Create Uninstall Package

Import Package...
Create Custed

Categony

4. Browsethe RMA software CD to the dir pkgs directory and select the package to
use for the update and select OK. (The example below isfor a Windows update,
using thefile“RMA_2 3.5040 Windows.rsdp”.)

5] Import Software Distribution Package
File Name Directories:
|RMA_2.3.5040_Wind0ws.rsdp Ddirpkys

Cancel
RMA_2.3.5040_Linuwcrsdp B Do

RiMA_2.

3

List Files of Type Drives: Source:

“rsdp S D RMA_S040 = | Serer -

I=F Import Software Distribution Package g [
Import of package from file "RMA_2 35040 _Windows rsdp” is in progress..

mporting package definition into IBM Director...

5. After the package isimported expand the RMA Software Distribution Task to
view the imported package.

3= Ra Software Distribution

IJ:H%’I All Software Distribution Packages

Rehoot POS
RhlA Agent: A040 Avindows)

6. Dragthe RMA update packages to the Agents that require an update and select
Execute Now. (Note: You can drag it to asingle system, a selection of multiple
systems, agroup, or you can schedule it to occur at alater time.)
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7. Installation will begin.
2 0 0 0 D07 at 10:48 A =10l =l

File Selected Export Help

Status . Inprogress

Pending

In progress
Suspended
Complete
Failed :
Unavailable
Skipped

coocoo—=o

|—ﬁ‘}‘ sysmomt-¥8676 (WalueTrend Inch

8. Toview adetailed log of the installation select File > View Log.

9. When the log window opens select View > Detail > High
Help
Refresh
Cynamic Lpdate
Dretail

Loy
Medium
+ High

10212 A Subtask"R
1:0215 AM  Starding cli

10. On the log window select View > Dynamic Update to have the log automatically
updated

File Edit WView Help

10/1/2007 41745 P Job "RMA Agents 2.2.4045 (Windows)" activated.
10172007 4:17:47 P Subtask "RMA Agents 2.2 4045 (Windows)" activated.
10/1/2007 41743 P Starting clients

10/1/2007 41749 PM - APK-WomensApparel (VT _Living) client job status changg
10A1/2007 41749 P APK-SysMamt (WT_Living) client job status changed to "A
10/1/2007 41749 P Clients started for task "RMA Agents 2.2.4045 (Windows)'|
10/1/2007 41749 PM Software Distribhution processing has started.
1012007 4:17:51 P Subtask activation status changed to "Active"
10/1/2007 4:17:51 P Job activation status changed to "Active”.
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11. When instadllation is compl ete there will be a complete status.

Status . Complete

FPending
In progress
Suspended
Complete
Failed

Unavailable
Skipped

o o o RO o O

@ APK-SysMgmt (WT_Living)
@ APK WomensApparel (WT_Living)

Example: Deploying an xFlash BIOS Update via RMA Software
Distribution

These instructions describe how you can use RMA to remotely deploy an xFlash BIOS
update on a system using RMA Software Distribution. Currently (at the time of thise
writing) xFlash BIOS updates are only available for Windows Systems. In the future
they may be made available for SUSE Linux systems aswell. 4690 Termina BIOS
updates can be applied remotely without xFlash.

Note: All remote BIOS updates should be tested thoroughly in alab prior to being
mass deployed in a production environment to prevent any unforeseen issues.

1. First, download the xFlash BIOS update executable for your system type from the
IBM Retail Store Solutions Support site:
http://www?2.clearl ake.ibm.com/store/support/index.html
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Download package

RELEASE Download
Download |DJ\TE ‘LANGUAGE ‘SIZE(Bytes) Options
Model x2x - 23 May . _. i
diskette v1.50 |2ULL Englih i |—
Model x2x -
memory key ggna-’ English 1793684 FTF
v1.50
Model x2x - Py ’ . —
flnsh v1.40 |3 7/2011 ||English ‘1034536 2
Model x6x - — . . —
diskette v1.60 |3 7/2011 |[English 844022 ETe
Model x6x -
memory key 3/7/2011 ||English 1789752 FTP
flog Sl 3/7/2011 ||English 1157556 FTF
xflash v1.60 e nglis ! —
e ——

2. Right-click on the “RMA Software Distribution” task on the IBM Director
Console and select “ Create Install Package”.

3. Onthefirst page of the Wizard, give the package a useful name and description,
ensurethe“ Target OS” is set to “Windows’, and the “ Target State” is set to
“NOOP’. Click “Next” to continue:
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t - Retail Store Install Package

rGeneral Information:

This \Wizard helps you create RMA packages.

Package Mame:

|IEIP.I1 4852-566 ¥Flash X9KT160|

Package Description:
|><Flash utility ta flash IEM SP500 BIOS

Target 05: [ windows [ Linux

[J 46490 [ General

Target State: MOOP hd

« Back Nest ® Cancel Help |

4. On the next screen, specify a Destination Directory for the xFlash executable on
the target system. Click the “Files’ button to continue:
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- Retail Store Install Package

rWindows Settings:

Please setup destination directary, select files to distribute, enter executable commands, and
select post distribution actions for Windowes .

Destination Directory: Chdownloadstdlash

Selectfiles to distribute ( Files A
Executahle Commands: Commands

Paost Distribution Action: ) Da Mathing

® Restart Computer

) Restart Computer with Return File

A Back Cancel Help |

5. Inthe“Filesto Distribute” screen, find the downloaded xFlash executable on the
“Source File System”, and click the green arrow to move it to the “ Selected Files’
list. Click “OK” to continue:
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Files ko Distribute
rSource File System

Lacal

=
5 E

[ Include subfolders.

®

rSelected Files
485 2-whixhins1 Gl-dash exe

[ save full path infarmation.

Ok | Cancel |

6. Back on the “Windows Settings” screen, click on the “Commands’ button to add
commands to the package. Inside the “Package Commands’ screen, click on the

“Add” button to add the first command:

& Package Commands

rProgram:

Path ‘ Arguments | HeturnCUde|

Type

‘ Return Code F|Ie|

Log File

Add

Remove

P—

The first command needed is to stop the POS Sensor Driver service from running

on the target system. To stop the POS Sensor Driver service you will need to
enter one of the following two commands based on if the system has a service

jprocessor.

If the system has a service processor then enter the following command syntax:

Page 243 of 352



“cmd.exe/c net stop |PSDWSPSvc”.

If the system does not have a service processor then enter the following command
syntax: “cmd.exe/c net stop IPSDWSvc”.

The download link for the two sensor drivers explains which systems have the
service processors and which systems do not:

IBM POS Sensor Drivers for Systems With Service Processors: http://www-
01.ibm.com/support/docview.wss?rs=219& context=SW880& context=HW196& q
1=pos+sensor& uid=pos1R4000167&loc=en US& cs=utf-8& lang=en

IBM POS Sensor Driversfor Systems Without Service Processors: http://www-
01.ibm.com/support/docview.wss?rs=219& context=SW880& context=HW196& q
1=post+sensor& uid=pos1R4000247& loc=en US& cs=utf-8& lang=en

Click “OK” to continue:

‘& Add Program

® Path: |cmd.exe It net stop IPSOWYSP Swe
Arguments: |
® Return Code: |D

Return Code File: |

Command Log: |

* Reqguired

Cancel |

Note: Thiscommand is not needed if the POS Sensor Drivers are not installed
on the target system that will be getting the xFlash BIOS Update.

. Click the“Add” button on the “Package Commands’ screen to add a second
command to the package. The second command will execute the xFlash BIOS
Utility with the correct parameters to run the utility silently. To do so, enter the
following: “cmd.exe /c ${client.tar get.path}\4852-x6xbios160-xflash.exe—s—a
—g". Click “OK” to continue:
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'H add Program

® Path: |cmd.exe o §lclienttargetpathid 852-wGxbios1 60-xlash.exe -5 -3 -5
Argurments: |
@ Return Code: |D

Return Code File: |

Command Log: |

® Reguired

Cancel

Note: The ${client.target.path} substitution variable will automatically
substitute the destination directory that you specified when creating the
package. Also note that the xFlash executable name will be different pending
on the system type and BIOS level that isbeing applied. The“—s—-a-s’
parameters will always be required.

9. The completed “ Package Commands” screen should look like the following.
Click the “OK” button to continue:

‘& Package Commands
rProgram
Path |Argu...|Retu...| Type |Retu...‘ Log .|

crmd.exe fc net stop IPSDYWEPSve 1]

cmd.exe fo $clienttarget pathfi4852-xbxbios160-xflash.exe -5 -a-5 1]
+
¥

Add Remove

Cancel |

10. Back on the “Windows Settings’ page, ensure that “ Restart Computer” is selected
in the “Post Distribution Action” section and click “Next” to continue. On the
last page, click “Finish” to build the package:
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& Edit - Retail Store Install Package

rWindows Settings:

Please setup destination directory, select files to distribute, enter executable commands, and
select post distribution actions for Windows

Destination Directory: Cldownloadsuflash

Select files to distribute Files

Executable Commands:

Post Distribution Action: 23 Do kothing
@ Rogstart Computer

) Restart Computer with Return File

4 Back Mt b Cancel Help |

11. When finished, the BIOS Update package will appear under the “RMA Software
Distribution” task on the IBM Director Console. From there, you can drag and
drop to apply the package to a single system, multiple systems, or a group of
systems.

0=l RWA Software Distribution
O é%’, All Software Distribution Packages
ﬁ‘ 4610 Printer Firrmware Update - 3-3-2009
ﬁ‘ 4690 05 Lpdate (A5M Package)
ﬁ‘ AR50 WERT CSD - 09C0 to DAAD
i ﬁ‘ 4820-%u Touch Firrmware Update Wersion 5.1.4d
= ACE Uporads (ASM Package)
' BIOS ] ncdate fo ePOS Txd
=

IBM 4352-566 ¥Flash K9KT160

= TR = N

12. The next set of steps are optional steps that will show you how to create a
“Dynamic Group” of systems that need the BIOS Update Package. This example
is assuming the system in question isan IBM SurePOS 500, 4852-566. To start,
select “ Console/ New / Group / Dynamic Group” from the consol€ s main menu.
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@ IEM Director Console

Consale

Tasks Associations Wiew Cptions Window  Help

Managed Chjects » L E =
Find... Group ﬁ e =
Open... Group Category... £ BTNl [EEEII
"
Delete ; UL
Rename...

Import Groups. .. é WF.003 (TSS Lah)
B vR.002 (TSS Lab)

Store TSS Lab
3¢ Event Action Plans » Capable Controllers =, WP (TSS Lah)

Expont Groups...

13. Expand the available criteriato “Hardware / Settings/ Retail Store Information /
Model Type’, and select the “4852” entry. Either drag and drop or click “Add” to
move it to the selected criteria on the right. Repeat the same with the “566” entry
under “Hardware / Settings/ Retail Store Information/ Model Type’. Select “All
True (AND)” on the popup that gets displayed:

g—' Dynamic Group Editor : New

File Edit Help
==
Available Criteria Al - Selected Criteria
IP Address dfor Master agent) = | o—= IR )
Managernent IP Address Retail Store Information / Model Mumber = 586
Managernent Port # LT Retail Store Information / Maodel Type = 4852

Management Protocol

Model Mumhber
—E 10
&8 240
=B 450
£ 66
= 7z
L 7

125 Model Type
—£F 4800
—2E 4810

m Remave
e

14. Click “Save As’ and give the group a descriptive name. Click “OK” to create the
group:
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Enter a descriptive name for this group.
1 |All SurePOE 5005 models 4852-568|
w

Ok Cancel ‘

15. The group will now appear on the IBM Director Console under the “ All Groups”

section. You can click on the group to verify that it displays all of your SurePOS
500, 4852-566 systems.

& IBM Director Console

Conhsole Tasks Associations View Options Window Help

-2 0 -5 0 m S e el o s B
Groups %

Mame
- 485256 (RMA-Derma)

F 1l SurePOS 500s models 4852.566 W
B @ by Groups
w3 Retail Groups
0% All Groups
B 4600 Controllers

§ 4690 Controllers at CD 090

‘ TCP/F Addresses | TCRIP Hosts
10100077

Q%, 4680 Maintenance Capahle Controllers
B 4690 Terminals

F Al 4690 Confrollers
T a

bz

@ Anvolace )19

16. Now, to apply the BIOS update package, you can either drag and drop to apply

the package to ALL of the systems within the group, or a number of systems
within the group:

i IBM Director Console

=1

Congole Tasks Associations Wiew Options Window  Help

-2 {f #-658-08-m- H-2 o-a-10- - & H-

Groups

%~ 2F AlSurePOS 500s models 4852.566 W

[ @ My Groups

Tasks

=3 Retail Groups
o @ All Groups
5 4590 Controllers
§ 4680 Controllers at CD 08C0
Q& 4690 Maintenance Capahble Controllers
B 4690 Terminals
&8 ll 4680 Controllers
M 4l Managed Objects

Hame &

B 455356x (RMA-Demo)

O RMA Software Distibution

[m] ﬁa All Software Distribution Packages
:? 4610 Printer Firmware Update - 3-3-2009
j" 4690 OF Update (ASM Package)
:? 4690VERT CSD - 09C0 1o 0AAD
ﬁ 4820-5¢ Touch Firmware Update Versiol
= ACE Uparade (ASM Package)

§ All BureP0O8 6005 models 4852-666 <k
' Anyplace Kiosk Clients

:? IEM SP7xd xFlash BIOS 86KT130

17. After dragging and dropping, you will have the ability to “ Execute Now” or

“Schedule” the package for future deployment:
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v IBM 4852-566 xFlash X9KT160: 485256« (RMA-Demo)

&

Do yvou wish to create a scheduled job
far this task or execute immediataly?

Schedule ‘ Execute Mow Cancel |

18. After the update finishes, you should re-collect Inventory on the systems units
that received the update. Then you can verify that the new BIOS level is correct
by looking at the “Hardware -> SMBIOS -> System BIOS’ table:

B Inventory Query Browser: 485256 (RMA-Dema) M=l E3 I
File Selected Options Help

S

Available Queries: Al Query Results: System BIOS(1)
B Custam Mame (Sys...| Ind... |Manufacturer (Systermn Blommease Date (... | Sh... | Mo...

O—£5 Hardware ABA2AEK (.. 1 Phoenix Technologies, LT X8KT160 Jghuary 11, 2011 (2.5
£ Adapter

{3 Chassis

{3 Cluster

{3 Device

£ Memory

£ Network

{23 Operating Systern Specific

{3 Settings

“5 SMEBIOS
Baseboard
Compaonent IO
(On Board Device
Fhysical Enclosure

(Mo B By m py ]

tem BIOS
Systern Board Canfiguration
B2 SMMP
B{"7] Starage
B{7) Software

RMA Software Distribution on 4690

RMA Software Distribution is supported on 4690 V6R1 and greater levels. Itissimilar
to software distribution on Windows and Linux with two key differences.
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Thefirst isthat software distribution to 4690 systemsis only allowed on the Master
Controller. To simplify that process, there is a pre-defined group for “4690 Maintenance

Capable Controllers’. This group will only display the 4690 systems that are eligible for
Software Distribution.

& IBM Director Console

Console Tasks Associgtions “Wiew Options Window Help
v-af e @B mH S o e o B

Groups Q{j ﬁ 4690 Maintenance Capable Controllers : Store Association v

[ @ My Groups Mame &« | TCPIIP Address. | Mame
[u} @ Retail Groups

B 4600 contrallers

ﬁ, 4690 Maintenance Capable Controllers

ﬁ 4690 Terminals

P All 4690 Controliets

‘ Anyplace Kiosk Clients

= JMH Systems

Revision (Buil

O-¢25 Store RMA-Demo

8 5 nNC (RMA-Demmo) 10.10.0.10 IBM 4680 OS Yersion 6 0AHD

The second difference between 4690 and other operating systems are the options for
adding commands to the Software Distribution package.

When you click on the “Commands’ button for a 4690 package, it will display several
command options specific to 4690:

Add Program E3

rCommand List:

Please select one ofthe fallowing commands

Invoke Batch File

Supply comrmand information manually
Re-IFL (ADXCE20L)

Apply Software Maintenance ADXKCETOL)

Back et Cancel ‘ Help ‘

The “ Supply Command Information Manually” option launches a command window very
similar to the dialog launched for Windows. It allows you to specify the path to the

command you want to run, arguments for that command, the expected return code, and
optionally areturn code file or command log.

RMA uses RCP as its means to run commands on 4690, so any RCP commands available
on 4690 may be entered in this dialog.
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Add Program E3

rCreate Command:

Flease enter the information for the command below:

> Path |

Argurments: |

® Return Code: |D

Return Cade File: |

Command Log: |

» Required

Back Cancel ‘ Help ‘

The " Invoke Batch File” option also launches a similar window, but prepends the path
with “COMMAND.286 —C" to ensure the command is issued from a command window
on the 4690 controller. Y ou would use this to execute batch files or commands that are
available on the 4690 file system, but not standard RCP commands.

Add Program E2

rCreate Command:

Flease enter the infarmation for the cammand below:

@ Path: COMMAMND 286 -C
Arguments: |
# Feturn Codea: |D

Feturn Code File: |

Command Log: |

» Required

Back

Cancel ‘ Help ‘

The"“Re-IPL (ADXCS20L)” option generates a command string to issue the ADXCS20L
command on a4690 controller. The options displayed let you specify the arguments for
Re-IPL command:
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Add Program E3

rRe-IPL:

Select one ofthe fl:ullcnwing DptiDnS forthis command:
i Re-IPL all terminals

i Reload the stare contrallerwhere the cammand is being invaked

) Reload all stare controllers an the LAN system

Help

Back Finish

When finished, the wizard will generate the ADXCS20L command with the proper
arguments based on what you sel ected:

'E Package Commands

rPrograms
Path Arguments Return Cade | Type | Return Code File Log File
ADKCS200 N 14 0 Re-IPL (ADKCS...
+
¥
Remaove Import
QK | Cancel |

The*"Apply Software Maintenance (ADXCSTOL) option iswhat is used to issue ASM
commands on 4690. The wizard will prompt you for all of the information necessary to
issue the ADXCSTOL command as desired.
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The first screen allows you to select which ASM products you would like to work with.
The available list of productsis pre-populated with the known products within RSS;

Add Program E2

~Apply Software Maintenahce:

Selectthe product(s) affected by this command by selecting each product name from the product list and
adding it to the list of selected products.,

ICEsoft Broveser IEM 4690 05
Application Extension Facility

Data Integration Facility

Store Integrator GUI

Store Integrator COMMON

Custorm ASM Packange

Eermove

Back | et ‘ Cancel ‘ Help ‘

If you have a custom built package with a unique product control file, then simply select
the “Custom ASM Package” option. Thiswill allow you to enter the unique charactersto
represent that product control file:

Custom ASM Package E3

Supply the ath and 7th characters of the package's PCF {product

contral file) name. 4690 PCF's are named ADKCTTpD DAT, where f
and pwary from product to product.

apxc| T[ D.DAT

Ok Cancel

The next screen will display each of the products that you selected along with a drop box
for the desired ASM package state. When the RMA Software Distribution Package is

executed, it will attempt to move the ASM package to the state that is selected (Accept,
Test, or Cancel):
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Add Program E3

~Apply Software Maintenance:

Selectthe target ASK state for each product

Products State

Arcent w1

Back | et I Cancel ‘ Help ‘

Finaly, the last screen lists all of the options available when issuing the ASM update
command:

Add Program E3

~Apply Software Maintenance:

Select from the following aptions:

[0 Re-IPL allterminals upon completion of the command
[0 lgnare LAM problems detected by ASM

[0 MolIPL The contraller will not be rebooted fallowing the ASM aperation

Back ‘ Cancel ‘ Help ‘

When you click “Finish”, the command string for your ASM package will be built along
with the options specified:
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B Package Commands

rPrograms
Fath Arguments Return Code Tpe Return Code File Log File
ADKCSTOL N 155 TL BY 0 Apply Software ..
+
$
Remaove Import
Ok | Cancel |

Please refer to the 4690 publications for more detail about the available RCP commands
and their options.

Example: Upgrading 4690 Levels Using RMA Software
Distribution

Using RMA Software Distribution to upgrade 4690 Levelsis very similar to the standard
RCP process that you would use to do the same. This example will walk you through all
of the steps necessary to:

e Preparethe files needed for the upgrade

o Build a software distribution package for the upgrade

e Target the systemsfor the upgrade

e Deploy the upgrade to the targeted systems

Note: Please refer to the 4690 User’s Guide for more detail on the upgrade process
while using RCP

Preparing the Files Needed for a 4690 Upgrade

1. Usethe ASM processto transfer the maintenance for the OS update on a master
controller a your host site:

Note: The update package files must be generated on a system that is at the
same OS level as the system that will be receiving the update in the field.
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IBM 4690 Remote Access - Remote Console - Test Store
File ©ption Help
CETASBH1 APPLY SOFTWARE MAIMTEMANCE

Select one of the following:

1 TRANSFER MAINTENANCE FILES
2 ACTIUATE MAINTENANCE

Type your zelection number, then pressz ENTER. il

F1 [F2 F3 F4 F5 F6& F? F8 F? Fi@
Time=23:11 Current Window=1 Number of Windows=1 SYSTEM MESSAGE AUAILABLE

IBM, 4690 Remote Access - Remote Console - Test Store

File Option  Help
CSTASBA2 TRANSFER MAINTEMANCE FILES

Type an ¥ beside one product that you wish to transfer.

® IBM 4698 08 Uersion 6

ICEsoft Browser Uersion 2

IBH SureP0S ACE Uersion 7

Common in bhackup
Data Integration Facility

Store Integrator GUI ACE in backup
Application Ext. Facility ACE in hackup
IBM SureP0S ACE EPS Version 7

Insert maintenance CD or diskette, then press

To display additional products. press Page Down.

Fi F2 F3 [F4 F5 F6 F F8 F? Fi@8
Time=23:11 Current Window=1 Mumber of Windows=1 SYSTEM MESSAGE AVAILABLE

Without activating the maintenance, open a command window and run the
ASMBUNDL command from the ADX_SMNT directory. Select the desired file
size for the bundle files and wait for the command to complete:
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== |BM 4690 Remote Access - Remote Console - Test Store

File ©ption Help

1 file copied.

1 file copied.

Select the size of the remote maintenance combine files
using the keypad and pressing the ENTER key:

1 - 3M files
2 — G5M files
3 — 18M files
4 —188M files

5 — a szingle file <(caution: file size may exceed 1BBAM>

Caution: There is a limit of 188 comhine files. selecting 3M
may result in errors if more than 366M (188 files)>
of compressed data must bhe transmitted.

3. After the ASMBUNDL command completes, transfer all of the completed bundle
files from your Master Controller to your IBM Director Server system. The
following files should be transferred:

o c\adx_smnt\adxhj??f.dat (i.e. the bundle files)
e c\adx_smnt\adxhjlcl.286
o cl\adx_smnt\adxnsxzl.286

Building the RMA Software Distribution Package for the Upgrade

1. OnthelBM Director Console, right click on the“RMA Software Distribution”
task and select “ Create Install Package”:

&3 RMA& File Transfer

4 Sch
% Sen
S5 BNl

2. Giveyour package a descriptive name and check “4690” for the target OS:

Create Uninstall Package

Import Package...
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& Edit - Retail Store Install Package

rGeneral Information:

This Wizard helps you create RMA packages.

Fackage Mame:

|4690 WER1 G50 - 09C0 to 0AA0]

Fackage Description:

Target 05 [JWindows [ Linux

4590 [ General

Target State: NOOP hd

3. Enter “c:\adx_smnt” for the destination directory:

= Edit - Retail Store Install Package

r4690 Settings:

Flease setup destination directory, selectfiles to distribute, enter executable commands, and
select post distribution actions for 054650,

Destination Directary: clady_smnt

Selectfiles to distribute Files
Executable Commands: Commands

Post Distribution Action: @ Do Mothing

) Restart Computer

) Restart Computer with Return File

4. Click the“Files” button, and add the transferred DAT files and the 286 files to the
package. Click “OK” when finished:
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Files to Distribute

~Source File System

Documents and Settings
EXEICiSES
FS
FProgram Files
RECYCLER
rss
System Walume Infarmation
temip
ASMFILES

I

B B Ak
Director 5.20.3
Ghost 150

ibmsensorrmal2020z2
Mirrocnft Wirhial S DR L

O Include subfolders.

rSelected Files

B ADxHJ01F DAT
B ADxHJ0ZF DAT
B ADxHJ03F DAT
B adhjlcl 236
B adsnszl 286

[ Save full path infarmation.

5. Click on the“Commands’ button to bring up the command list for this package.

6. Thefirst command needed will be to un-bundle the bundle files created by the
ASMBUNDL process. To add this command, click the “Add” button and select
“Supply Command Information Manually”:

rCommand List:
Please select one ofthe following commands

Invoke Batch File

Supply cammand information manuallky
Re-IPL (ADKCE20L)
Apply Software Maintenance (ADXCSTOL)

Back | Mext cancel Help
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7. Onthe next screen, add the adx_smnt\adxhjlcl.286 command with the N argument
as shown below. Click “Finish” when completed:

Add Program [g|

rCreate Command:

Flease enter the information for the command below:

@ Path: |c:1.adx_smnt‘tadxhjlcl.286
Arguments; |N|
s Retun Code: |0

Return Code File: |

Command Log: |

* Reguired

Back | Finish I cancel | Help |

8. The second command needed for the package will be the ASM command to move
the maintenance level into either the “Test” or “Accept” state. To add the ASM
command, click the “Add” button and select “ Apply Software Maintenance
(ADXCSTOL)". Click “Next” to continue:

Add Program E|

rCommand List:

Please select one of the following commands

Invake Batch File
Supply command infarmation manually
Re-IPL (ADKC520L)

Back | Mext cancel Help
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9. Select “IBM 4690 OS’ from the list of ASM packages and click “Add” to add it
to the selected package list. Click “Next” to continue:

Add Program [z

rApply Software Maintenance:

Selectthe product{sy affected by this cormmand by selecting each product name from the product list and
adding itto the list of selected products.
A ESUIL BT SET

Application Extension Facility

Data Integration Facility
Store Integrator GLI

Store Integrator COMMOMN

| |BM 4680 05

Custam ASh Package

) Remuove |
4

Batk | Mext | Cancel | Help |

10. On the next page, use the drop box to select the desired ASM package state after
the upgrade (Test or Accept). Click “Next” to continue:

rApply Software Maintenance:
Selectthe target ASM state for each product
Products State
Arcept ¥
Accept
Cancel
Back | et Cancel | Help |

11. Finally, decide if you want to apply and of the ASM options on the last screen and
click “Finish” to add the command:
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Add Program

|

rApply Software Maintehance:

X

Select frorn the following options:

Ignare LAN proklems detected by ASM:

O

Re-IPL all terminals upan campletion of the cammand

Mo IPL. The contrallerwill not be rebooted fallowing the ASW operation

Back | Finish I Cancel

| Help |

12. After verifying that your commands look correct, click the“OK” button to close
the Package Commands Window.

rProgram
Path | Arguments | Return Code ‘ Type |Return Code ‘ Log File
clady_smnbadkhjlcl 286 M 1]
ADKCETOL N155 BY 0 Apply Sofbeear...
Add | Remove ‘ Import |

& Package Commands @

13. Click “Next” and then “Finish” to build the RMA Software Distribution Package.
When finished, the package should appear under the “RMA Software

Distribution” task:
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o RMA Software Distribution

E—@, All Software Distribution Packages

—ﬁ 4610 Printer Firmware Lpdate

—ﬁ 4610 Printer Firmware Update - 3-3-2
M 4590 VBR1 CSD - 09C0 to DAAD
—ﬁ 4820-5x Touch Firrmware Update Vel
= ACE Uparade (ASM Package)

—ﬁ BIOS Update far SurePOE Txd

—ﬁ CMD command

Targeting the Systems for the Upgrade

To target the proper systems to deploy an upgradeto, it is recommended that you create a
dynamic group showing all of the 4690 controllersthat are at the level that needs to be
upgraded (ie, 09CO0).

To create this group:
1. Right-click on the groups column on the IBM Director Console, or use the Menu
tree to create a Dynamic group:

& IBM Director, Console

| Tasks Associations View Options Window  Help
Me Managed Qhjects » |
Find... Group
Cipen... Group Categary...

Cwhnamic Group...

Delete

Ame & |

2. Inthe Dynamic Group Editor, add the following conditions:
e Software-> 4690 ASM Package Properties -> Package Name -> IBM 4690
OSVersion 6
e Software-> 4690 ASM Package Properties-> CD Level -> ** 4690 Base
level to be upgraded **

e Hardware -> Settings -> 4690 Controller Properties -> Master Controller ->
TRUE

Make sure the conditions are set to “All true (AND)”. Thefina group tree should
look something like:
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Selected Criteria

O—&5 All true (AMD)

e 141 trLIE

()]

g 4690 ASM Package Properties f CD Level = DAHD
§ 4690 ASM Package Properties f Package Mame = IBM 4690 Q5 Version B
g 46590 Caontroller Properties [ Master Cantraller = True

3. Click “Save-As’ and give a descriptive name for the group.

4. When finished, the group will appear under the “ All Groups” section on the
Director Console. Click on the group and verify it contains the systems you are

looking for.

Deploying the Upgrade to the Targeted Systems

To deploy the upgrade to all of your stores, you simply have to drag and drop the package
that was created to the dynamic group containing all of the systems as the required level.

M Director Console E

sole Tasks Associations View Options Window Help

Lo e BB m XA e oM

Groups Ry £ 4690 Controllers at V6R1 09C0 ¥ Tasks
1 Retail Groups MName a |—&3 RMAFile Transfer
# &Il Groups -5 56 234 025 R Software Distribution

5 4690 Controllers

=4690 Controllers atVER1 090
#5 4600 Maintenance Capable Contrallers
B Al Managed Objects

' Anyplace Kiosk Clients

m Chassis and Chassis Members
7] Clusters and Cluster Members
€3 Hardware Status Critical

B Hardware Status Infarmation
&y Hardware Status Warming

20 M Systerns

31] Flatform Managers and Members 4

Platfiorms and Platform Members

\

-

083 Al Software Distribution Packages
; =# 4690 CSD Commands Only
4690 Migrate Commands Only

1ac0 1o

46890 ¥E6R1 CSD - 08C0 to 0AAD
- 4187 oo

‘ =" ACE Upgrade - A187 - Part 2
B4 scheduler
| server Configuration Manager
-7 BNMP Browser
IH Software Distribution
I Stare Authorization Management
I —a® Systern Accounts

Asthe package is running, the Execution History will show you the status of the systems
asthey are running the upgrade.

To view detailed logs for any system, right-click and select “View System Log”
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File Selected Export Help

Status

Fending

In progress
Suspended
Complete
Failed
Unavailable
Skipped

term Lodg...
Spreadsheet {.cev)
Weh Page (htrml)

Execute Mow

After the log is displayed, set it to “High” detail, and scan the logs for any errors.
Information from the RCP status file will be populated in these logs:

42202010 10:45:00 Abd
4222010 10:45:02 AM
47222010 10:45:04 AM
412202010 10:45:05 A
4222010 10:45:07 A
472212010 10:45:09 AM
47222010 10:45:10 AM
42202010 10:45:12 Abd
AFZ2201010:45:14 Al
47222010 10:45:16 AM
47222010 10:45:16 AM
42202010 10:45:20 Abd
4222010 10:45:20 AM
472202010 10:45:30 AM
472252010 10:45:30 AM

Fackage file streaming:
Package file streaming:
Package file streaming:
Fackage file streaming:
Package file streaming:
Package file streaming:
Package file streaming:
Fackage file streaming:
Package file streaming:

File  Edit [/

Reftesh
&, ;
(e Dynamic Update

Detail Lo PP
412202010 1150 saasail hanged 10 "Active".
4/220201010:44:54 AN Streaming BRI by ster Agent
412202010 10:44:58 AN Package fi| e il % complete

20% complete
30% complete
40% camplete
a0% complete
G0% complete
0% camplete
0% complete
a0% complete
100% complete

Making reguest to stage package on Master Agent
Device policy [d: 11901 46614

Software package deployment information read
Creating individual device policies

Saoftware package file extracted on Master Agent
Package staging complete

Y ou can view software distribution history data from previous distributions by enabling
the “Activations” association and right-clicking on the particular activation:
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1. + Activations

‘tg ‘ All Managed Objects : System Membership
Mame a 1
Eﬂ kramerl (234) 1
B sc 230 1
I]J—ﬁ':] Activations
at 1044 Ahd

-] 1690 VER1 C50 - N

When the Software Distribution is complete, you can re-collect inventory on all of your
4690 systems to ensure they are all at the proper level.

To view the ASM Package levels, look in the “ Software -> 4690 ASM Package
Properties’ table:
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File Selected Options Help

P%ﬁ

Ivailable Queries: Al Query Results: 4690 ASM Package Properties(9)

Mame (_[Package Name (4580 ASM Pack_| D | Packa_| Product|_|Rel_[Bas_[State 46| Date Applied (4580_[in
5G (234) IBM SurePOS ACE  Version 7 A155 adicatg S6398A1 101 ADOO MNormal September 19, 2009 ¢
SG (234) |IBM SurePOS ACE EPS Version 7 A155 adecati 5633BAZ 101 ADD0 Mormal Septemher 19,2009 ¢
LR Tl (234} |CEsoft Browser Yersion 2 0540 adxcaty S7IORVQ 101 0500 Mormal August 8, 2006 [

Device Drivers

56 (234) Application Ext. Faciliy AGE 1130 ackeaty 5724AEF 301 1138 TestMoce Februany12 2010 ¢
:ﬂiizllﬁﬂﬁiiﬁfs 56 (234) Data Integration Faciliy 4117 adkchla 5724G86 201 4117 Normal  Semlemper18,2009 ¢
Operating System SG (234) Store Integrator GUI ACE 1138 adxchth 5724GU 301 1138 TestMode Fehruary12, 2010 C
o 56 (234) Common 1138 adchtc 5724C0M 301 1138 TestMoce Februans12, 2010 ¢
56 (234) IBM 4690 05 VB Optionals 09GO adkests SBIGPTO0 101 09AD Normal  Septemper18, 2008 c
SG (234 |BM 4690 05 Yersion § 08C0 adxcsts S639PY0 101 05AD Mormal Septemher 18,2009 ¢

-
-
-

-

Y ou can also use this table to create a dynamic group of al of the systemsthat are, or are
not at the new level.
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Chapter 9 — Retail Peripheral Management

This chapter explains how to manage peripheral-attached devices (e.g. printers, cash
drawers, etc.) using RMA. It teaches you how to setup your POS terminals for periphera
management, and how to use IBM Director for inventory, resource monitoring, and event
management. It also explains how to use the “ Retail Peripheral Management” task to
simplify the presentation of the peripherals within Director.

Introduction to Retail Peripheral Management

There are several different ways to manage peripheral devicesusing RMA and IBM
Director:

1. JavaPOS or OPOS (known together as “UPOS"). For remote systems running
supported Windows or Linux-based operating systems, the IBM UPOS drivers
provide rich instrumentation designed to enhance the remote manageability of
supported peripheral devices. Thisinstrumentation is made available to RMA
through the Windows or Linux CIM repositories, allowing RMA to inventory and
monitor the attached devices. On Windows, RMA can aso relay status update
events from the peripheral devicesto IBM Director.

2. 4690 Operating System. For terminals running the 4690 operating system, the
operating system provides built-in instrumentation for RMA, allowing inventory
and monitoring of peripheral devices attached to the terminals.

3. Third-Party Drivers. Certain third-parties may provide support for RMA systems
management through their own proprietary peripheral device drivers. For
example, certain models of Honeywell (formerly Metrologic) scannersinclude
“Remote Mastermind” software, which enables instrumentation for RMA
peripheral management. Certain Symbol devices also include WMI-based
instrumentation that allows RMA to manage those devices. This document does
not cover these third-party drivers and devices.

The following table summarizes the peripheral management capabilities of RMA on the
various platforms:

Windows Linux 4690
Drivers Needed JavaPOS or OPOS JavaPOS only Built-into OS
Inventory Yes Yes Yes
Monitoring Yes Yes Yest
Event Forwarding Yes Yes No

Notes:
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e 1—Monitoring on 4690 is only support on 4690 VV6R1 and higher.

Note: This document assumes that the UPOS drivers are at the 1.9.6b version or
higher — older UPOS driver versions may not have the same level of functionality
as described here. 1t is highly recommended to maintain a current version of the
UPOS drivers when possible. The latest version as of the writing of this document
is1.13.1.

Theinstructions below will help you plan, install, configure, and effectively use the
peripheral management capabilities of the RMA and IBM Director solution.

Planning for Peripheral Management via JavaPOS / OPOS

Supported Platforms, Devices, and Interfaces

The first step in planning for systems management of the peripheral -attached devicesin
your environment is to understand exactly which devices and configurations are
supported by the drivers. Y ou should be aware of the resources below, which can help
you in the planning process.

The first resource is the UPOS download page on the RSS support website, which can be
found here:
http://www2.clearlake.ibm.com/store/support/html/driverss.html

At the link above, you will find information about the operating systems and POS
hardware units supported by the drivers. Asof version 1.13.1, the website shows the
following supported platforms:

Windows® 2000, XP and 7

CPOS5 1.13.1 4814, 4654, 4895, 4674
SurePCS 100/200/500/800/700
Kiosk [selected devices)

=]

7
b

JavaPOS™ 1.13.1 4824, 4874
SurePOS 100/300/500/800/700
and Kiosk (selected devices)

Linux

JavaPOS for Linux 1.13.1 4804205 745,206 246,207, 247,307 347 Doc
SurePOS 300/500/800/700

POSS for Linux 1.12.0 SurePOS 700-7Tx1, 4624-104,108,148,205, Doc

245 208,248, 207, 247, 307 and 247
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Note: Thelist of platforms shown aboveisfor illustrative purposes only — please
check with the website or the published UPOS documentation for the definitive
support list for any particular version of UPOS. Also note that WEPOS (Windows
Embedded for Point-of-Service) and POSReady are supported under the Windows
XP umbrella.

The second resource is the JavaPOS user’ s guide, which can be found at the link below:
http://www-01.ibm.com/support/docview.wss?rs=219& uid=pos1R7000087

For detailed information about individual devices (such as the POS printer, the POS
modular keyboards, etc.), look for the device-specific attributes in the UPOS user’ s guide.
Also look at Appendix A in the UPOS user’ s guide, which details the systems
management statistics properties available viaRMA. The user’s guide has awealth of
information about the systems management attributes, devices, and what to expect with
various methods of connecting the peripheral device to the system unit (i.e. USB vs.
RS232, etc.).

In general, the UPOS driver package supports systems management attributes on the
following devices:

e Cashdrawer
Check scanner
Fiscal printer
Hard totals
Keylock
Line display
MICR
Motion sensor
MSR
POS keyboard
POS printer
Scale
Scanner
Tone Indicator

For more detailed descriptions of the various attributes supported on the above devices,
consult the device-specific chapters, along with Appendix A, in the UPOS user’ s guide
(as noted above).

Y ou can aso find information in the user’ s guide about the list of specific
StatusUpdateEvent’s supported for each peripheral device, such as
“PTR_SUE_COVER_OPEN" for the POS printer. Thisinformation is contained
throughout the document, in the sections covering the various devices. On Windows and
Linux, these events are forwarded through RMA to IBM Director.
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Downloading and Installing the UPOS Drivers

Note: If you are installing JavaPOS for IRES, you should follow the setup
instructions found in “Chapter 4 — Setting Up RMA on IRES’.

If you are installing JavaPOS on SLEPOS 11, you should follow the setup
instructions found in the following article: http://www-
01.ibm.com/support/docview.wss?rs=0& uid=pos1R1004460

Before installing the UPOS drivers, you will need to download them from the UPOS
download page. (See above for the URL to download the drivers).

Once you have downloaded the driver package, follow the instructions in the UPOS
user’sguide to install the drivers. (See above for the URL to the user’s guide.)

Note: The UPOS user’ s guide contains valuable information about installing and
using the UPOS (JavaPOS/OPQOS) drivers. For example, if you are mass-deploying
the drivers, you can refer to the “ silent installation” section for information on how
to perform an unattended installation.

JavaPOS
When you install JavaPOS, make sure to check the * Systems Management” checkbox, as
shown in the following screenshot:

i IBM® UnifiedPOS™ for Windows - InstallShield Wizard

UnifiedP0OS Custom Install
These options will help customize vour install

{E} JawaP 5™ Device Suppork

(:} QP35S Device Support

SystemDetected: IBM SurePOS 700

Update Printer Firmware Files [#]5ystems Management Sl@

[¥] 1ava and JCOMM 1.4.2 SR11

< Back, ][ et = ] [ Cancel

OPOS
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When you install OPOS, it isimportant that you check the following options:
e Systems Management Support
e OPOS Common Control Objects

i IBM® UnifiedPOS™ for Windows - InstallShield Wizard

UnifiedP0S Custom Install
These options will help customize your install

Systembetected: IBM Anyplace Kiosk (4838-5mx, Trx or 9ux)

() JavaPOs5™ Device Support

I:‘ Update Printer Firmware Files Swsktems Management Suppork

QPOS Common Control Objects 1.13,000

< Back ][ Mext = ] [ Cancel

Inversions prior to 1.13.1, when you checked the “ Systems Management Support” option
for OPOS, it installed a JavaPOS Gateway that allowed OPOS to utilize the JavaPOS
infrastructure behind the scenes.

Asof version 1.13.1, OPOS systems management works directly without needing the
JavaPOS interface. Thisisamuch tighter integration with RMA, so it is highly
recommend that you are on version 1.13.1 of the UPOS driversif you want to enable
OPOS Systems Management support.

Verifying Systems Management Capabilities of Devices

Starting with version 1.9.6b of JavaPOS, it's now possible to use a specid “ Systems
Management” tab in the POS Control Center. Thistab alowsyou to easily test your
connection to the peripheral devices and verify the systems management capabilities of
the device. Thisisavaluable resource for testing/evaluating the systems management
solution, because it can help you determine quickly and easily what’s possible for your
specific configuration of drivers and peripheral-attached devices. Once you' ve verified
the capabilities using the POS Control Center, then you can begin using RMA to leverage
these capabilities remotely.

If you are using 1.9.6b, you need to download the “ Systems Management” plug-in
separately, from the RSS knowledge base. The URL is:
http://www-01.ibm.com/support/docview.wss?rs=219& uid=pos1R1004343
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Note: After you' ve downloaded the plug-in from the URL above, follow the
instructionsin that article to learn how to launch the POS Control Center with the
plug-in. The easiest method is to extract the contents of the ZIP file to any location
on your hard drive, then launch the BAT fileto start the POS Control Center.

If you are using version 1.12 or higher, then the “ Systems Management” tab is available
by default in the released version of POS Control Center.

To use the “ Systems Management” tab of the POS Control Center, follow the instructions
below:
1. First, make sure your “jpos.xml” fileis configured correctly. The
“AutoDetection” feature can be used to auto-populate detected devices into the
jposxml. (Refer to the UPOS user’ s guide for instructions.)

2. Launch the POS Control Center. (If using version 1.9.6b with the separate plug-
in, make sure you launch it according to the instructions found in the knowledge
base article for the plug-in.)

3. Select a peripheral-attached device on the left-hand side of the screen. In this
example, we'll use the USB-attached 4610 POS printer. Then select the “ Systems
Management” tab. Y ou should see a button labeled “ Start Statistics Test”.

£ |BM POS Control Center Application
Fil= Edit Help

_ﬁ_
Devices :Device Information | Flash update | Font download | Device DﬁSyﬁemManagememj

sige CazhDravver i
éHardmaws Logical Name |POSPrirterlISE v

y Heylock

El LineDisplay Start Statistics Test

ERMCR

SR
+# POSPrinterUSE

||||| SCanner
E Tonelndicatar

Device Output

Refresh ] [ AutoDetection ] «# Onling and Configured 7 Onling but not Configured 3§ Offline

JavaPOs registry loaded - CPOSNBMIPOSpos xinl

4. Click the“Start Statistics Test” button. The POS Control Center will then
open/claim/enable the device, and keep it opened/claimed/enabled until you
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click “Stop Statistics Test”. You will then seethe list of systems management
attributes that are available for that device:

£ |BM POS Control Center Application

File Edcit Help
Devices | : Device Information | Flash update | Font download | Device Demo | System Management ‘
i CashDrawer
HaraTotals Logical Name |FOSFrinterlsE v
U Kevylock
B MCR
& sk Device Output
&g POSHeyhoard
4 POSPrinter musummaem
+# POSPrinterUSE SNTTY Wal LE
x POSPrinter23z2 BarcodePrintedCourt 110 -
Tl scanner CommunicationErrorCaunt 3
4; Tonelndicator FailedPaperCutCount o
FailedPrintSideChangeCount 7
FirmweareRevizion 003501 B
ForminsertionCount 503
HomeErrorCount 91
HoursPoweredCount
|EM_FlashiiteF ailedCourt (u}
BN _ImpactHeadF ailed Court (u}
BN _ReceiptPaperJamCourt (u}
BN _ReceiptPaperRemaining -
Refresh ] [ AutoDetection ” Onling and Configured 7 Onling but not Configured 3§ Offline

JavaPOs registry loaded - CPOSNBMIPOSpos xinl

Note: After you' ve clicked “ Start Statistics Test”, you should also be able to
view the device within RMA/Director viathe IM X Browser (see instructions
below), since the device is opened/claimed/enabled at that point. Once you
click “Stop Statistics Test”, the device will no longer be visible because the
deviceis no longer opened/claimed/enabl ed.

To test the status update events (which are forwarded to RMA on Windows
installations), you can use the “ StatusUpdateEvent” tab. For example, try lifting
the cover open on a 4610 printer, and watch the status update events appear in the
POS Control Center. Thisisahelpful diagnostic step when troubleshooting
problems with event management via RMA/Director.
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< IBM POS Control Center Application

File Ect Help

Devices : Device Information | Flash update | Fort dovenload | Device Demo | System Management

e CashDranver .

HardTotals Logical Name |POSPrinterUsE v
T Keylock

8 | ineDisplay Stop Statistics Test

MICR

& msr Device Output
=y POSKeyhoard
= 4 POSPrinter Statistls |} atusUpdmeEvemE
« POSPrinterlISE MUMEER HAME VALLE
3 POSPrinter232 1.- he:3:2:953 JPOS_SUE_POMER_ONLINE  [walus : 2001
1IN =canner z- [8:3:22: 515 PTR_SLUE_REC_COVER_OPEN [value : 2
- Toneindicatar 3- 18:3:22: 516 PTR_SUE_COVER_OPEN alue 11

SutoDetection | 4 Online and Configured . Online hut nat Configured 3§ Offline

JavaPOS registry loaded - C:IPOSIBMIPOSpos xml

Verifying UPOS Device Mbeans in Director

To verify that the systems management instrumentation for your peripheral -attached
deviceisworking properly with RMA, follow the instructions below.

Note: In JavaPOS or OPOS 1.9.6b, your application (or the POS Control Center, or
some other application) must “open” the device before RMA will be able to see the
instrumentation! 1f you follow the steps below and find that the instrumentation is
not visiblein IBM Director, verify that the application has the device opened in
JavaPOS or OPOS. It’'salso generally agood ideato test using the POS Control
Center (see previous section of this document) before using your own application
totest. Also note that some systems management attributes are only visible if the
deviceis“opened/claimed/enabled” rather than just “ opened”.

After you have made sure that the devices are at least “ opened” via JavaPOS/OPOS, you
can usethe “JMX Browser” task within IBM Director to verify that the MBeans are
properly registered with RMA.

1. Right-click the system in Director, and select “IMX Browser”.
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*a

Retail Systems : Store Association v

Collect Inventary
Wiew [nventory
Ewvent Log

Checkout Lanes

ce Check Interval
Resource Manitars

Matme TCPIP Addresse
Store TSS Lab
Store IRES
10.0.1.91
%irescomy  Open.. 10.0.0.89
Store IBM Sto]  Delete
Rename...

2. Expand the tree on the | eft-hand side of the screen until you see the UPOS

Mbeans (for example, “UPOS_POSPrinter”).

JMX Browser: posClient1 (IRES)

File Help

Registered JMX MBean Hierarchy
o[l posClient! (RES)
- posClient1 10151
o= cim
—{§ Linw_BIOSElRment
—% Linux_BIQOSFeature
—{i§ Linwe_BIOSProduct
—@ Linux_ComputerSystem
—{i§ Linux_EthemetPont
— 0§ Linwe_ExtarileSystem
—@ Linux_IPProtocolEndpaint
—% Linux_LocalLoopbackPort
—% Linux_MFSv358ystemConfiguration
— Linux_OperatingSystermn

m MGMT

4

Type

B @ B B B B B @

Methods |
Modifiable Mame |

Additionalfvailahility

Availahility java.lang.Integer
BarcodePrintedCount java.lang.Long
Bus java. lang. String

CapCharacterSet java.lang.Long

CapCompareFirmwareVersion hoolean
CapConcurrentmRec boolean
CapConcurrentdrmslp hoolean
CapConcurrentPageiode boolean

[Liava.lang.Integer

b
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3. Oncethe UPOS Mbeans are appearing in IMX Browser (as shown above), you
can begin working with the devices using the Director user interface. For
example, you can collect inventory then use the retail peripheral management task
in Director.

Planning for Peripheral Management via 4690 OS

Supported Platforms, Devices, and Interfaces

On 4690 V5R2, the following devices are instrumented for remote management:
o Keyboard
e Printer
e MICR
e Check scanner

On 4690 V6, the device instrumentation for terminalsis as follows:
e MSR

Line display

Cash drawer

Tone indicator

Keylock

Printer

MICR

Check scanner

Keyboard

Initial Setup / Configuration

On both 4690 V5R2 and 4690 V6, RMA automatically has visibility to the terminal
devices viathe operating system (i.e. 4690 does not rely on the UPOS drivers, so thereis
no need to do anything special to make the devices appear in RMA).

Therefore, the steps to configure the peripheral devicesin 4690 are much simpler than for
UPOS. To set up the devices, you need to:

1. Set up RMA on 4690, and make sure the terminals appear within IBM Director.
(For information on general RMA/4690 setup, see “Chapter 2 — Setting Up
RMA on 4690".)

2. Verify that the MBeans appear in IBM Director (see section below).

3. Collect inventory, and begin using the retail peripheral management task (see
“Collecting and Viewing Inventory for Peripherals’ section of this document).
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Verifying 4690 Device Mbeans in Director

Even though 4690 does not rely on the IBM UPOS drivers, it does implement its device
instrumentation in terms of the UPOS specification. Therefore, the device
instrumentation is visible with Director’s“JIMX Browser” task, with names such as
“UPOS_Scanner” (for the scanner).

You can easily use the IMX Browser task within IBM Director to verify that the
peripheral devices are appearing correctly within RMA. To do that:

1. Openthe IMX Browser for one of your 4690 terminals:

‘?-r_‘, Retail Systems : Store Asso
MHame |TCF'J'IP Addresses| Device Type Pre
m{2 Store TS5 Lahk

3 | B Store IRES

B Store IBM Store #0041

O—&=5 Store 0002

HR {0002 10007245 4690 48C
& 14 (oop]  OPEn-. FOS Terminal 480
Delete
Rename...
Fower Management 4

Collect Inventory
Wiewy [nverntary
Event Log

ackout Lanes

neck Interal
W Resource Monitors
Retail Feripheral Management

[ N T N R )

2. Expand the tree on the left-hand side of the screen until you see the UPOS
Mbeans (for example, “UPOS_POSPrinter”).
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File Help

§& IMX Browser: 14 (00D02)

o{E
7

Registered JMX MBean Hierarchy

o 14 (0002
o= 1410150
O 4690

{3 IDE_Device

Eﬁ Kermelversion
LogicalDrive

g Memary

g Partitioninfo

@ RS5_MumericSensar

@ SMBIOS_Table_0_BIOS_Informatian

@, SMBIOS_Table_1_System_Information

ﬁ SMEBIOS_Tahle_11_0EM_Strings

E SMBIOS_Table_13_BIOS_Language_Information

E, SMEBIOS_Tahle_16_FPhysical_Memory_Array

@ SMEBIOS_Table_17_Memaory_Device

@ SMBIOS_Table_19_Memory_Array_Mapped_Addr
SMBIOS_Table_3_Base_Board

@, SMBIOS_Table_20_Memaory_Device_Mapped_Ad

ﬁ SMBIOS_Table_3_Systern_Enclosure

E SMBIOS_Table_32_Systerm_Boot_Infarmation
SMBIOS_Table_4_Processor_Information

@ SMBIOS_Tahle_5_Memary_Controller

@ SMBIOS_Table_f_Memory_Module_Information

@ SMBIOS_Table_¥_Cache_|nformation
SMBIOS_Tahle_8_Port_Connector_Infartnation

ﬁ SMBIOS_Table_9_Systern_Slots

USEDevice

s UPOS_CheckScanner
g UPOS_Keylock

{8 UPOS_LineDisplay
g UPDS_MICR

g UPOS_MSR

g urPos_FPOS

Type Value

Asynchode

AutoDisahle

BarcodePrinted Count
CapCharacterSet
CapCompareFirmwareVersion
CapConcurrentJinRec
CapConcurrentdrnSlp
CapConcurrentPageiode
CapConcurrentRecsip
CapCoverSensor

Methods |
Muadifiable Name

java.lang.Boolean true
Java.lang.Boolean false
Java.langInteger (2162655
java.lang.Integer 998
javalang.Boolean false
java.lang.Boolean true
java.lang.Boolean true
Java.lang.Boolean false
Java.lang.Boolean false
Java.lang.Boolean true
J

J

J

]

]

J

CapJm2Color ava.lang.Boolean false
CapdrmBold ava.lang.Boolean false
CapJmCartridgeSensor ava.lang.Integer 0
CapJmColor ava.lang.Integer 1
CapJmDhigh ava.lang.Boolean false
CapJmDwide ava.lang.Boolean false

CanlrnCiwidaDhioh
—

3. Oncethe UPOS Mbeans are appearing in IMX Browser (as shown above), you

can begin working with the devices using the Director user interface. For
example, you can collect inventory then use the retail peripheral management task

in Director.

Collecting and Viewing Inventory for Peripherals

After you have verified that the peripheral MBeans are visible in the IMX Browser (see
sections above for steps to verify), you can begin collecting and viewing inventory for the
peripheral-attached devices.

1. Collect inventory for your system(s). If the peripheral MBeans are visiblein IMX

Browser, then the inventory collection process will gather the inventory
information for the peripheral -attached devices.
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‘&D Retail Systems : Store Association v
Marne « TCRIP.

Store TSS Lahb

05 Cliste anr o 10018
3 iresColl T CRemk: 10.0.0.8¢
Store IBM

Collect Inventory

Event Log
Configure Self Checkout Lanes

(Keep in mind that there are many waysto collect inventory, schedule the
collection, customize the inventory collection settings, etc. (For additiona
information on collecting and using inventory, see“Chapter 5—RM A/Dir ector
Basics’.)

Onceinventory is collected, use the “View Inventory” task, and navigate to
“Hardware/ Device/ External / Retail Peripherals’ within the inventory query
browser.

‘&m Retail Systems : Store Association ™

| Name~v [TcP
Store TSS Lab
Store IRES
| Boosc 10.0.
% iresCombo Open... 10.0.
Store [BM Store|  Delete

Fename...

Wiew [rventary
S E—

Configure Self Checkout Lanes
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Inventory Query Browser: posClient1 (IRES)

File Selected Options Help

Oy

vailable Queries: All -

B3 Custom
O—&5 Hardware
B Adapter
B3 Chassis
B3 Cluster
025 Device
=5 External
keyhoard
Pointing Device
Printer

L Swm | R etail Perip

£ Cash Drawet
£ Check Scanner
{3 Coin Dispenser
{1 Fiscal Printer

To begin browsing ima

3. Click onone of theretail peripherals shown in the inventory query browser, and

you should be able to examine the attributes collected for that device. The

example below shows the POS Printer attributes.

Inventory Query Browser: posClient1 (IRES)

File Selected Options Help

o

—

Query Results: General Properties{1}

[Bvailable Queries: Al
T T L

“ |e Caontrol (PO Fr‘trGenf |DC .|Serla\ Numbe..‘\me. ‘ Fir.. ‘PuwevS.l Power .. ‘Mfg .|Mec.|ln5| .|UF' .|Da\ce

D
£, e TorSale Keyh o
#] Point-of-Sale Power
= Point-of-Sale Printer
(== ral Properties
= @ | Station Capabilities
@. Journal Station Properties
- @ FPOE Printer Capahilities
= @ POS Printer Properties
@ Receipt Station Capabilitie:
= @ Receipt Station Propertie
= @\ Slip Station Capabilitieg
(T, Slip Station Propers®

0 5

i POSPrinter Device Con

USE 0x70 Unknown Disabled 1308 1.9 SPri

q

o o

4. Onceyou've collected inventory, you can begin doing the following:
e Create dynamic groups based on the inventory information you've

collected.

e Export the inventory to a spreadsheet, XML file, etc.
o Usetheretail peripheral management task to view the inventory and

resource monitors for your devices.
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Monitoring Peripherals

Resource Monitors for Peripherals

Working with the “ Resource Monitors’ task for peripheral management is no different
than for any other attribute within RMA.

1. Drag thetask to the device(s) or group(s) you want to monitor (or right-click, use
the menus/tool bars, etc.).

%ﬁl Retail Systems : Store Association W

Name + [ Tcrip:

B-{" Store TSS Lab
05 Store IRES

[ Noosciientt zoee 10.0.1.91
g% iresComb gpf:'" 10.0.0.8¢
B Store EM Stort. —
Rename...

Caollect Inventary

Wiew Inventory

Event Log

Configure Self Checkout Lanes
JW Browser

| S G ol

2. After the “Resource Monitors’ task is activated, navigateto “RMA Agent /
Retail Peripheral Monitors”’.
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[ Resource Monitors: posClient1 (IRES)

File “iew Help

Available Resources

{3 Fiscal Printer Monitors
{3 Hard Totals Maonitors
£ Keylock Monitors

{23 Line Display Monitors
£ MICE Monitars

£ Motion Sensor Monitors
£ MSR Monitors

{23 PIN Pad Monitors

(£ POS Keyboard Monitors
£ POS Power Monitors
£ POS Printer Monitors
£ Scale Monitors

£ Scanner Monitors

£ Tone Indicator Monitors

B0 Retail Systern Monitors
B | [zakdefined Manitnes

3 Coin Dispenser Monitors

3. Choose the periphera attributes you want to monitor, and create your thresholds
as appropriate. Inthe example below, athreshold is created for the POS printer.

[T Resource Monitors: posClient1 (IRES)

BEx

File Wiew Help

Available Resources

Selected Resources

B—{" PIN Pad Monitors
B2 FOS Keyboard Monitars
B—{") POS Power Monitors
25 POS Printer Manitors
O3y General Monitars
[ Barcode Printed Caunt

-l Flash Write Failed Count
[ Home Errar Count
- Hours Powered Count

- MYRAM wirite Count

I Maxirurm Temperature Reached C

2

. T Power State __ |5

b

Selected Resources
[Cover Open]

posClignt! (RES)

=
% Requesting table refresh

Last updated: 4:12:46 PM

4, Keepinmind that periphera resource monitors work the same way as other
resource monitors —i.e. you can create single or group thresholds; you can
organize your threshold into “threshold plans’; you can import/export threshol ds;
and you can create custom “user-defined” thresholds using any attribute in the
JMX Browser. (See“Chapter 7 — Resource Monitoring” for more genera

information on resource monitors.)
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Event Management for Peripherals

The UPOS drivers are capable of relaying peripheral eventsto RMA/Director only on
Windows and Linux operating systems. To take advantage of the event forwarding
capabilities of the UPOS drivers on Windows and Linux, use the “Event Log” and “ Event
Action Plans’ tasks within IBM Director’s user interface. (See“Chapter 6 — Event
Management” for more general information on event management.)

For example, when the 4610 printer receipt cover is opened, you will see an event similar
to the following (assuming the printer is opened/claimed/enabled):
£ Event Log: ValueTrend_Service (TSS Lab) (=

File Edit View Options Help

% i

Events (7) - Last 24 Weeks

Date | Time Category | Severity ‘ Systern Mame | Event Text
32502009 36711 PM  Resolution Harmless YalueTrend_Service (TSS .. System ValueTrend_Serice (TSS Lak)'is online Director.Topal
3/25/2009 35710 PM  Alert Harmless WalueTrend_Service (TSS System ValueTrend_Service (TS5 Lab)' is offline Director. Topal
325i2009 35509 PM  Resolution Harmless YalueTrend_Service (TSS ... System ValueTrend_Serice (TSS Lak)'is online Director. Topol

32502009 2:55:31 PM Alert Harmless WalueTrend_Service (TSS ..
; Alert g
21 P it ;

3252009 2:55.21 PM Alert Harmless WalueTrend_Service (TSS ...

. Printer coveris closed Retail.upos.po

. L B Retail.upos.po
Retail.upos.po
Retail.upos.po

1

Event Details
Keywords values
Date 312512008
Tirne <—-e-zT i
Event Type Retail upos posprinterreceipt cover.open >
Event Text R TP
Systern Mame || YalueTrend_Service (T3S Lak)
Severity Harmless
Categary Alert
Group Narme
Sender Name

E Attributes

HKeywords Values

TIME_CREATED | Tue Mar 24 14:55:21 EDT 2009

clagsname UPOS_POSPrinter

deviceid FOSPrintetlJSBUPOS_POSPrinter
codename h2

eventtype madifyinstance

[501 reow

When creating an event filter for these UPOS events, you can use the “ Event Type” tab to
select the applicable event types for the UPOS-specific events. In the screenshot below,
the event type selected is “ Retail .upos.posprinter.receipt.cover.open”. (For more
information about creating event filters, see “Chapter 6 — Event Management”.)
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«¥ Simple Event Filter Builder: New

File Help

=%
=

%i

Severity rDaw’Time rCategor\r rSenderName rEventText rExtended Attributes rSVstem Variahles

I
[ Any 0 [ Retail e
By default, the event

B [base
filter excludes none |
ofthe eventtypes, [ e
except for rdt
Windows-specific | Dlmg
and i8/05-specific i- [0 054690

events. To exclude !
=]
ShTe SRR : [ selfCheckout

clear the Any check B [ 216U
box. [l upos e
il- O cashchanger
!l— O cashdrawer
— [ checkscanner
— [ coindispenser
;l— O fiscalprinter
il— [ keylock
&[] matian
I- O pospower
I:|-— O posprinter e
= [ cover
5 [ firrmware
— Oidle
3 [ journal
8- [ power
1 [ receipt e
- O cartridae
I!:‘-- [ cover e

LI closeD

- O nearempty
- ready
3 [ slip

5[] scale

__||

A completelist of the UPOS events that are forwarded through RMA and their severities

can be found in the UPOSEventQualifiers.properties and
UPOSEventSeverities.properties files.

These files are located on the RMA Agent systemsin the following directories:
Windows:. C:\Program Files\IBM\Storel ntegrator\user\rmal\config\cim

Linux: /opt/ibm/Storel ntegrator/user/rmal/config/cim
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Using the Retail Peripheral Management Task

Theretail peripheral management task is a special task in IBM Director that makes it
easier for you to work with the peripheral devicesin your environment.

Note: Before you begin using the retail peripheral management task, you MUST
have collected valid inventory for the peripherals using the instructions above.

Without inventory data for the peripheral devices, theretail peripheral management
task will not work!

Use the instructions below to use the retail peripheral management task:

1. Double-click the “Retail Periphera Management” task in IBM Director. (Or you
can drag it to the system(s) or group(s) you want to manage, etc.)

Tasks

E [=H WX Browser
| @ Microsoft Cluster Browser
£ Metwork Configuration
u % Process Management
@ Remaote Contraol
7 RemoteMasteriing
7 RemoteMasterMind Task
E Remaote Session
source Monitars
@ Retail Feripheral Management
Software Distributio
@é Scheduler
[H self Checkout Configuration

2. Ontheleft, click on the type of periphera device you are interested in managing,
and you will see alist of systems appear in the middle of the screen. Each of the
systems listed in the middle of the screen has at |east one instance of the device
type selected on the | eft.
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(2 Retail Peripheral Management : All Managed Objects =Jol&d

File Help
Peripheral Tynes Systems with Point-of-Sale Printer Peripheral Tasks
05 RefailRoskabae = | —ll posclientt (RES) [?E_;; Peripheral Inventary
L =P oint-oi-Sale Printer i Peripheral Monitors

P E—
—=F Line Display
—@ Faoint-of-Sale Keyboard
—=1 Magnetic Stripe Reader
— I s anner 4 b
—= Check Scanner

tagnetic Ink Check Reader
By Fiscal Printer

—'? Hard Totals

5 Keylock

—II1 Seale

—5 motion Sensar -

3. Finally, drag the “ Peripheral Inventory” or “Peripheral Monitors® task to the
system(s) you want to apply them to. Then you can work with the inventory
information or with the resource monitors using the standard techniques.

(% Retail Peripheral Management : All Managed Objects ==
File Help
Peripheral Types Systems with Point-of-Sale Printer 2
O Retail Peripherals - -—l posclient! (RES) ‘—‘:% Peripheral Inventory S
e JFaint-of- Sale Printer i e onitors
—@ Cash Drawer
—F Line Display

—&m Point-of-Sale Kevhoard
—= Magnetic Stripe Reader
— I seanner 4 >
—= Check Scanner

Magnetic Ink Check Reader
—EEy Fiscal Printer

—Ig Hard Totals

3 Keylock

Il Scale

—5 motion Senzor -

4. Youwill observe that the “ Retail Peripheral Management” task is sometimes an
easier way to access the desired inventory and/or resource monitors for the
peripheral typesyou are managing. It'sreally just another way to access the same
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information that’s available using the standard inventory and resource monitors
tasks. Feel free to use whichever approach seems most logical for your needs.
5. It'saso agood ideato become familiar with the “ Retail Peripheral Management”
section of the RMA user’s guide, which can be found here:
http://www?2.clearl ake.ibm.com/store/support/html/pubs.htmI#RMA

Distributing Firmware Updates to Peripherals

Updating Peripheral Device Firmware (JavaPOS / OPOS)

For systemsthat are running UPOS, thereis abatch file called “flash.bat” that runs by
default on every reboot of the system. This batch file looks in a particular directory to
determine whether there any firmware updates for attached peripheral devices. If updates
are found, the batch file automatically flashes those devices.

To update firmware remotely viaRMA, you need to copy the updated firmware files into
the appropriate directory on the system running UPOS, then reboot the system. Flash.bat
will then automatically flash the devices. To verify the flash succeeded you can use
inventory (or inventory alerts) to make sure the devices are at the correct firmware level.
(See“Chapter 5—RMA/Director Basics’ for more information about using inventory
and inventory alerts.)

The UPOS user’ s guide includes details on where to copy your firmware files (page 179
for the 1.13.1 version of the document). If using JavaPOS, look for thisinformationin
“POS Printer” chapter, under “ Additional JavaPOS Information”, “4610 Printer
Firmware Update’. If using OPOS, look in the “POS Printer” chapter, under “ Additional
OPOS Information”, “4610 Printer Firmware Update”.

Example: Updating the 4610 Printer Firmware

This example explains how to update the firmware for the 4610 printer for remote
systems that are running UPOS on Windows.

Instructions:
1. Start by downloading the firmware update files from the RSS support website.
Go to thefollowing URL:
http://www?2.cl earl ake.ibm.com/store/support/html/4610-1234.html

Click on “downloads’ for the printer you plan to manage, and select the firmware
download that is most appropriate for your printer.

When you download the package from the website, be sure to click on the
firmware update files that are intended for “ OPOS/JavaPOS/Diagnostics’:
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Download package

Download RELEASE DATE LANGUAGE SIZE({Bytes) Download Options
OPOSlJavaPOSiDiagnostics 23 May 2011 English 1990144 ETP
4690 08 9 Jun 2011 English 863485 ETP

2. Unzip thefile that you downloaded to any location on your Director Server.

3. CreateaRMA Software Distribution package to distribute the firmware filesto
the remote system. (For more information on creating software distribution
packages, see“ Chapter 8 — Software Distribution”.)

4. Giveyour package a name, description, and select “Windows’ for the target OS.
It'susually agood ideato choose “SW_MAINT” in case this package is ever
distributed to a system (such as self-checkout) that usesthisflag. (By default,
RMA does not use the target states.)

it - Retail Store Install Package

-General Information:

This Wizard helps you create RMA packages.

Package Mame:

Package Description:

|Update firmweare an printer

Target 05 EWindows [ Linux

IMECED] [ General

Target State:  SW_MAINT -

A Back Next » Cancel Hep |
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5. For your destination directory, enter the path found in the UPOS user’s guide.
(The path illustrated below is for JavaPOS, and will not work on a OPOS system.)
Also make sure that “ Restart Computer” is selected.

L Edit - Retail Store Install Package (=JoJed
rWindows Settings:

Please setup destination directory, select files to distribute, enter executable commands, and
select post distribution actions far Windows.

Destination Directony: clposibmjposiresiflashirs485

Selectfiles to distribute Files
Executabhle Commands: Commands

Fost Distribution Action: 2 Do Mothing

® Restart Computer

) Restart Computer with Return File

4Back || Nedw |  Cancel Help

[ ety

6. For thefilesto includein your package, browse to the location where you
unzipped the firmware update files, and add all the “hex” files to the software
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distribution package.

Files to Distribute

Source File System
Director Server

—El aipdbmed.hex
—E aipdbmch.hex
—El aip46tig.hex
—E aipdbwd hex
—El aipdbvd bt

—B ct_pri72.hex
—E db_prt49.hex
—El hs_prt49.hex
—El macpric hex
—E] README TxT
—E sM_PRT25.HEX
—E sM_PRTMC.HEX
Tx3 eflash

hackup

CHEC extensions
Director 5.20.2
DirectorEvents
honeywell
HyperSnap

—E

A e mmema e

rSelected Files

SM_FPRT25
Shi_FRETMC

5.HEX
HEX

U Include subfolders.

[ gave full path infarmation.

Ok

Cancel

Y ou don’t need any commands, so go ahead and finish creating the software
distribution package without commands. When compl ete, you should see your

new package in the “Tasks’ pane within the Director console.

Tasks

] B Febwork Configuration

B E Process Management

—|§ Remote Control

—% RemoteMasteriing

—E Fermate Session

& Resource Monitars

—ﬁ Retail Peripheral Management
» 1 ware Distribution

TSI LLTOTT ™ IURaT
4610 Printer Firmware Update - 3-3-20049 >
LTI =
Distribute 4690 File
eFlash BIOS Update
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8. You can now distribute the package to your POS systems, or scheduleit to
distribute at adifferent time. Refer to “Chapter 8 — Software Distribution” for
more compl ete instructions on creating and distributing software packages.

9. After you have distributed the firmware update, and allowed the system to reboot,
you can verify that the firmware update succeeded. To do this, you'll use the
inventory features of Director, since the “flash.bat” program (which appliesthe
firmware update to the printer) does not return success/failure information to
RMA.

10. Make sure the printer is opened/claimed/enabled, then collect inventory on the
system. (Or, use a custom inventory collection.)

11. After you' ve collected inventory, you can verify your results using any of the
methods listed below. (For more information on these ways to verify the
inventory, refer to “Chapter 5— RMA/Director Basics’.)

Manually view inventory for the system, and check the firmware field for the

printer:

Inventory Query Browser: ValueTrend_Service (TSS Lab) E]@

File Selected Options Help

S

\Available Queries: All

Cuery Results: General Properties{1)

B Motion Sensar
B FIM Pad
B3 Point-of-Sale Keyboard
w2 Point-of-Sale Power
025 Paint-of-Sale Printer
E¥General Froperties
Journal Station Capahiliti
Journal Station Propertie
POS Printer Capabilities
POS Printer Properties
Receipt Station Capahiliti|
Receipt Station Prapertie
Slip Station Capabilities
Slip Station Properties
|- Geale
B—{"] Scanner
B3 Tone Indicatar
B Internal
B2 Mermory
|- Metwork
B Operating Systern Specific

Wer..| Device Control (POS Pri-Gen.) | DC Var..| Serial Mu.. ‘Iﬁ| Firmware Level T\:

] JawaP OS5 POSPrinter Device Contral 1009006  41-LWHEH B 0x0301 |

Or, you could create a“dynamic group” to show ALL printersin your
environment that are at the current firmware level:
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= Dynamic Group Editor : New

File Edit Help

=M=

mrail_ahle Criteria Al » Selected Criteria

el T 2R ~ | = POS Prt-Gen. I Firmware Level = (%0301
B—{"7 Journal Frop.

B FOS Pr-Cap.
O—25 POS Pr-Gen.
B2 DC Yersion
8" Device Category
B2 Dewice Control
B—{"] Device Description
B2 Device Mame
O—25 Firmware Level
—=& noes
(o (R
8 T

Remoye

Ready

¢ Finaly, you could use inventory derts to automatically alert you when the
firmware version matches the expected value. (See“Chapter 5-—
RMA/Director Basics’.)

Example: “Paper Low” Sensor for 4610-2CR / 2NR

This example shows you how to monitor the “ paper low” sensor for the 4610-2CR or
2NR printer.

Since this example is a peripheral management example, we' |l assume you aready know
how to use resource monitors and event management in general. (If not, read “Chapter 7
— Resource Monitoring” or “Chapter 6 — Event Management” before following this
example.)

Instructions (for Windows):
1. Make sure JavaPOS isinstalled with systems management enabled, at the 1.9.6b
version or higher.

2. Configure your jpos.xml to include the POS printer.

3. Open the POS Control Center with the systems management plug-in, and verify
that your POS printer appears on the | eft-hand side of the screen with agreen
check mark (indicating it is configured correctly and online).

4. Select the printer on the l€eft, then click on the “ Systems Management” tab on the
right.
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5. Click “Start Statistics Test” to open/claim/enable the device.

£ |BM POS Control Center Application
File Edit Help

Devices |

< CashDravwer
éHardTo{a\s Logical Name |POSPrinterUSEi

, Keylock

B |ineDisplay Start Stafistics Test

B3 MCR

: Device Output
(g POSKeyhoard

Refresh ] [ AutoDetection ] « Orling and Canfigured .~ Online but not Configured 3€ Offline

JavaPOS registry loaded - C:POSIBMIPOSpos xmi

Note: Do not stop the statistics test (i.e. don't click on * Stop Statistics Test”).
L eave the printer opened/claimed/enabled while you proceed with the rest of
these steps.

6. LogintoIBM Director, and open the IMX Browser for the system to which the
printer is attached.
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ey Retail Systems : Store Associat
Marrne = |TCPIIF‘ Addresses| Device T
&5 Store TSS Lah

antn = ” - ]
B ctoresi7d Cipen...
E, 5G (TS5 L gelete :
ename...
= 56 (TS50 !
. FPower Management b
I-TE o mits-xserig Coliec | ; ,
allect Inwento
B cHECBO] fy :
Wiawy [mwentany
= Store SP1005
EventLog
i Store sp100

eckout Lanes

Store IRES
Store IEM Stor

e ———
=1 neck Intanal

Resource Maonitars
Retail Peripheral Management

Set Status [

fice:

7. Locate the UPOS_PosPrinter MBean to verify the printer is visible with
RMA/Director.

B& IMX Browser: YalueTrend_Service (TS5 Lab) - | [m] ﬂ
File Help |

Registered JMX MBean Hierarchy JMX Class Mame com.ibm.ret
O oa ValueTrend_Service (TSS Lab) “ i g
o= ValueTrend_Service 10157

CIMProxyMBean

er

& M3Acp_ThermalZoneTemperature
& R55_LedAlarmDevice
U -

Win32_BIOS
Win32_CacheMemory
Win32_CDROMDrive
Win32_ComputerSystern
Win32_CaomputerSystermProduct

Win32_DesktopMonitar -

Win32_DiskDrive Methods |
Win32_DiskPartition Madifiable Narme Type

ulieP R AT e ‘Avallability java.lang Integer

Win32_IDEController - J
Win32_IDEControllerDevice BarcodePrintedCount java.lang.Long 110
Win32_keyboard Bus Jjava.lang.String Use
Win32_LocalTime CapCharacterSet java.lang.Long 993
Win32_LogicalDisk . N .

- CapCompareFirmwareversion boolean false
Win32_LogicalDiskTaPartition e
Win32_LogicalMemorrConfguratio CapConcurrentJmRec boolean false
Win32_MemaryArray CapConcurrent)mslp boolean false
Win32_MemoryDevice CapConcurrentPageode boolean false
Win32_MetworkAdapter [~ ] B =

[ T | — b

8. Closethe IMX Browser, then collect inventory for the system.
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| Retail Systems : Store Association v

Marme |TCPJ‘IP Addresses | Device Type
025 Store TSS Lab
i ! WalueTrend_Sernviceglle s Lokt LCLCLO Sl
B storen174P0SE (73 CPEM
H 56 (TS5 Lak) Delete
Rename...

B 56 (185 Lab)

i W mts-xseries-dir (TS
B CHECBOSS (TSS
Store SP1005tore

a0 e Event Log
nre sp Configure Self Checkout Lanes
Slioiz 33 JNE Browser

Stare [BM Stare #001 Set Prezence Check Interval

Fesource Manitars

9. Double-click the “Retail Periphera Management” task in Director.

Tasks

T/ | [T WX Brovweer

—@ Microsoft Cluster Browser
— £ Metwark Configuration
l—[a’ Frocess Management
—@ Remote Control

—7 RemoteMasteriing

—® RemoteMasterMing Task
—Q Remaote Session

il Software Distribution
4 Scheduler
L= Self Checkout Configuration

10. Click on “Point-of-Sale Printer” and verify your system appearsin the middle
section of the screen.
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Retail Peripheral Management : All Managed Objects ;Iglil
Fila Halp |
Peripheral Types Systems with Paint-of-Sale Printer Peripheral Tasks
= - [l posClient! {IRES) Peripheral Inventory
B valueTrend_Service (T58 Lak) Peripheral Monitars

= Line Display
&8 Point-otSale Keybhoard
—= hagnetic Stripe Reader
W scanner P »
= Check Scanner

Magnetic Ink Check Reader
- Fz Figcal Printer

g Hard Tatals —
—£\ Keylock

Il Seale

93 Muation Sensor

)

11. Drag the “ Peripheral Inventory” task to the system.

eripheral Management : All Managed Objects ;Iglil
File Help |
Peripheral Types Systems with Point-of-Sale Printer PEnprerns
O3 Retail Peripherals - [l DUSCMEW
r B valueTn Te (195 Lab) S s
—@ Cash Drawer
= Line Display

&8 Point-otSale Keybhoard

—= hagnetic Stripe Reader

W scanner P »

= Check Scanner

Magnetic Ink Check Reader

- Fz Figcal Printer

g Hard Tatals —

—£\ Keylock

Il Seale

93 Muation Sensor
o

12. Verify the inventory looks correct for the printer, then close the inventory browser.

B Inventory Query Browser: ¥YalueTrend_Service (TSS Lab) - |E| Ll
File Selected Options Help |

iwailable Queries: Al Query Results: General Properties(1)
Marme (Syster) [ Device Mame (FOS Pri-Gen) [Model Mame (P_| M
ValueTrend_Service (TS5 Lab)  IBM 4610 SureMark Enhanced POS Printer 4610-2GR-5BGS 1B

Journal Station Capabilities
Journal Station Properties
POS Printer Capabilities
POE Printer Properties
Receipt Station Capabilities
Receipt Station Properties
Slip Station Capabilities
Slip Station Properties
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13. Drag the “ Resource Monitors’ task to the system.

. Retail Peripheral Management : All Managed Objects =10) x|
File Help |
Peripheral Types Systems with Point-of-Sale Printer Peripheral Tasks
O3 Retail Peripherals - [l posClient! (IRES)
*oint- C = ValueTrendeewmQ—
| Cash Drawer
—=F Line Display

& Point-of-Sale Keyboard
=1 Magnetic Stripe Reader
M scanner 4 »
= Check Scanner

Wagnetic Ink Check Reader
2 Figcal Printer

@ Hard Totals —
—@g! Keylock

Il Seale

43 Motinn Sensor

14. Navigate to “Receipt Station Monitors/ Receipt Near End” in Resource Monitors.
Double-click the value and verify that it reads “false” on the right-hand side of the
screen.

&in Peripheral Monitors: ValueTrend_Service (TSS Lab) E]@
File “iew Help

Availahle Resources Selected Resources
Fower State ~ | Selected Resources [ValueTregpmemmeg TS5 Lab)|
[IW Printer Fault Count [Receipt Mear End] False

=3-{-0 Journal Station Monitors

125 Receipt Station Monitors

T Failed Paper Cut Count

W Paper Cut Count

M Receipt Cartridge State

M Receipt Character Printed Court

— [ Receipt Cover Open Count

— Ml Receipt Empty

Tl Receipt Line Feed Count

Tl Receipt Line Printed Count

- mi End

Ml Receipt Paper Jam Count

M Receipt Paper Remaining

M Stamp Fired Count

M Thermal Print Head Element Failure
— T Unexpected Receipt Gover Open Gount
3] Slip Station Monitars

Ready Last updated: 4:50:21 PM

[«

15. Create athreshold to send a“Warning” event when the value changesto “true”.

Page 298 of 352



B System Threshold: YalueTrend_Service (TS5 Lab) 1Ol x|

Thresholds [RMA Agent][Retail Peripheral Monitors]... [Receipt Near End]

Name: [Paper iow alert

Description ‘Warmmg when paper low for B0 seconds

Enabled to generate events

[ enerate events on value change

Maximum queued events 033

Minirurm Duration 6033 second(s)

Resend Delay Uaﬁ hour(s)

rThreshold strings

Mormal
WWarning

aK | Cancel | Delete | Help

16. Open the printer cover, and remove the roll of paper (which should be a
somewhat new roll of paper with plenty of paper remaining). Then replace the

roll of paper with aroll of paper that is almost empty.

(i.e. The paper roll should

already be showing the red markings that indicate it’s almost gone.) Thistriggers

the “paper low” scenario.

17. Verify that the value changed to “ True” in the resource monitors Ul.

Ly Peripheral Monitors: ValueTrend_Service (TSS Lab)

[=1%

File ‘iew Help

Availahle Resources

Selected Resources

Printer Fault Count [Receipt Mear End]
B2 Journal Station Monitors

125 Receipt Station Monitors

M Failed Paper Cut Count

T Paper Cut Count

Ml Receipt Cartridge State

[ Receipt Character Printed Caunt

— Receipt Cover Open Count

— [ Receipt Empty

M Receipt Line Feed Count

T Receipt Line Printed Count

i |Receipt Near End

[ Receipt Paper Jam Count

M Receipt Paper Remaining

[ Stamp Fired Count

M Thermal Print Head Element Failure

— T Unexpected Receipt Gover Open Gount
=2 Slip Station Monitars ht

Power State = | Selected Resources |ValueTre 55 Lab)
i

Ready

Last updated: £:56:11 PM
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18. Go back to the main Director console (i.e. close the peripheral management and

resource monitor windows), and view the event log for the device. Y ou should
see 2 different events:

e The"Retail.upos.posprinter.recei pt.nearempty” event that was forwarded
directly from the UPOS drivers:

Events (13) - Last 24 Weeks
| Severity | Systerm Name | Event Text ‘

Event Type Gro
Harmless ValueTrend_Service (TSS Systern WalueTrend_Serice (TSS Lah)'is online Director. Topology. Online
Harmless ValueTrend_Service (TSS Systern WalueTrend_Service (TS5 Lah)'is offline Director. Topology Offline

Harmless ValueTrend_Serice (TSS ..
| Ihinor [l
Harmless ValueTrend_Service (TSS PP el
Harmless ValueTrend_Service (TSS Receipt cover is closed
Harmless ValueTrend_Service (TSS .. Printer coveris open
Harmless ValueTrend_Service (TSS .. Receipt coveris open

5 i, S crvice (T3S Lab)'is online

Retail.upos posprinter.receipt.cover.closed
Retailupos posprinter.cover.open
Retail.upos.posprinter.receipt cover.open

o The"JIMX.Monitor.String.Matches’ event that was generated by your
resource monitoring threshold:

Events (14) - Last 24 Weeks

‘ Severity ‘ System MName ‘ Ewent Text |
Harmless ValueTrend_Service (TSS .. Svstern ValueTrend_Semice (TSS Lab)'is anline

Harmless ValueTrend_Service (TSS .. Svstern ValueTrend_Semice (TSS Lab)'is offine

Harmless ValueTrend_Service (TSS = Rk T a0 u e
4 0 |WalueTrend_

Minor YalueTrend_Service (TSS ..
Harmless ValueTrend_Service (TS5 ..
Harmless ValueTrend_Service (TSS Receipt cover is closed
Harmless ValueTrend Setvice (TSS Printer cover is apen

Event Type
Director. Topology. Online
Director. Topology. Offline

eceiptr
Retail.upos.posprinter.cover.closed
Retailupos posprinter.receipt.coverclosed
Retailupos posprinter cover.open

19. You can now create afilter for either one of these two events, then test your filter,
and/or create an event action plan to handle the event according to your needs.
(See”Chapter 6 — Event Management” for more details on this step.)
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Chapter 10 — Power Management

Retailers are becoming more and more energy conscious and one of the areas they have
defined as an opportunity to reduce energy consumption and lower costsis through
Power Management of Point of Sale (POS). The IBM Director console provides a unique
Power Management interface to remotely manage the power management schemes for
RMA agents. Through the Director Console you have the ahility to schedule an
enterprise Power Off, Restart, Power On (Wake On LAN), and Suspend of your systems.

This chapter explains what platforms and agents are supported and how to manage Power
Management using IBM Director and RMA. |t teaches you how to invoke a Power Off,
Power On, Suspend, and Restart of asingle system. It will also teach you how to use the
IBM Director Scheduler to define a*“ Store Close” and “ Store Open” for your systems.

Introduction to Power Management

There are several different ways to manage power of POS devices using RMA and IBM
Director.

1. Shutdown and Power Off (*S5”). Off. The hardware is completely off, the
operating system has shut down; nothing has been saved. Requires a complete
reboot to return to the working state. The typica power consumption when a
system is power off is 2W.

2. Restart. Thisreboots the operating system on the target system.

3. Suspend (“Deep Sleep”). The System Appears off, the CPU has no power, RAM
isin slow refresh and the power supply isin areduced power mode. In“Deep
Sleep” mode the typica power consumption is 3W.

4. Power On (“Wake On LAN /WOL"). Wakeon LAN (WOL) is atechnology that
allows a network professional to remotely power on a computer or to wake it up
from “ Deep Sleep” maode. By remotely triggering the computer to wake up and
perform scheduled maintenance tasks, the technician does not have to physically
visit each computer on the network.

The following table summarizes the power management capabilities of RMA on the
various platforms:

Shutdown and Restart! Power On?® | Suspend
Power Off * WOL

Linux GA, Linux Yes Yes Yes No
Kiosk GA
Windows GA, Yes Yes Yes Yest
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Windows Kiosk GA,
SCS Lane

Windows MA, Linux No® Yes® No® No®

MA, 4690 Controller

MA

4690 Controller GA Yes Yes No No

4690 Terminal Yesb Yesb Y e’ Yes®

Notes:

1 — Shutdown and Power Off and Restart are available when the managed object
isonline.

2 —Power On (Wake on LAN) is avail able when the managed aobject is offline.

3 —Power On (Wake on LAN) functionality requires that system BIOS and
network settings are configured properly to support Wake On LAN.

4 — The hardware model has to support “Deep Sleep”, the BIOS has to be enabled
for S3, and the NIC needs to configured to wake a system out of suspend mode.
5—If thein-store Master Agent is powered off, all communication islost with the
other agentsin the store.

6 — Refer to the 4690 publications for the situations in which power management
is supported on aterminal.

7 —Power On is only available for 4690 Enhanced Terminals running version
V6R2 or later

8 — Suspend is only available for terminals running version V6R2 or later

Note: This document assumes that the UPOS drivers (if used) are at the 1.9.6b
version or higher — older UPOS driver versions do not have power management
support for Retail Peripherals.

Theinstructions below will help you plan, install, configure, and effectively use the
power management capabilities of the RMA and IBM Director solution.

Example: Shutdown and Power Off a Single System

1. Right-click on a system, sdlect “Power Management”, and select “ Shutdown and

Power Off”.
g CC (TS5 Lab 10.0.0.250 4690 4300783
o = 4810-33h (TES | ab 1000174 Windows %P 481033H
11 (TS5 L 5 Terminal 4800783

Delete
Rename...

Fower Management

B—{{) Store IRES
B—{C7) Store 0002
EE mTs-xsERIES

Shutdown and Power Off

Collect Imventory
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2. Sdect “Execute Now”, the Execution History will show Completed, and the
device will go offline.
& Shutdown and Power Dff: 4810-33h (TSS Lab)

&

Doyouwish to create a scheduled job
for this task or execute immediately?

Schedule M’ Cancel

w5 S Stored1 TAPOSE

Y mts-xgeries-dir (TSE
ﬂr T | R

’:’ Execution History: 3/31,/2009 at 2:25 PM: Shutdown and Power Off:

A Status o Complete

B Store IRES Panding .
B Store 0002 In progress

X 3 Suspended
2 MTS-HSERIES-DIR Complete

Failed :
Unavailable
Skipped

B-g5 Complete

Example: Power On “Wake On LAN” a Single System

o e e e s e |

Note: In order for RMA to have the ability to Power On a system, the systems
BIOS has be enabled for “Wake On LAN”. Refer to hardware user guide for
instructions on how to enable ‘Wake On LAN” for each hardware platform.

1. Right-click on a powered off system select “Power Management”, and select
“Power On”.
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5 CC(TSS Lab) 10.0.0.250 4680 48c

[ B Na510-33h (T 100126 Windows ¥P 481

B 11 (TS5 L3 S Terrminal 480
B—{{7 Store IRES
B—{"7 Store 0002
2 mT5-%SERIES

S5 1 ahy
Cpen...
Delete
Rename...

e ——

Power On
.

FPower Management
Collect Inventory
2. Select “Execute Now”, the Execution History will show Completed, and the

device will come online.
@) Shutdown and Power OFF: 4810-33h {T55 Lab)

@

Do you wish to create a scheduled job
for this task or execute immediately?

Schedule (;m Cancel |

"lh.-__'___,-ll"

B 3 G Stored1 74POSE % Execution History: 3/31,/2009 at 2:36 PM: Power On:

=
) mis-xseries-dir (TS o golacted  Export  Help

Status o Complete

B—{C7 Store IRES Pending 0
(] Store 0002 In progress - 0
@ MTS-XSERIES-DIR Suspended - 0

- 3 Complete o

Failed o0

1]

1]

navailable
Skipped

Example: Suspend “Deep Sleep” a Single System

Note: This exampleisonly possible using RMA 2.5 or higher! On 2.4 and lower,
it's not possible to suspend a remote system.
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Note: In order for RMA to have the ahility to suspend a system, the hardware
platform has be support “ Deep Sleep”, the systems BIOS has be enabled for “ S3”,
and the NIC has to be enabled to bring the system out of suspend mode. Refer to

hardware user guide for instructions on how to enable * S3” for each hardware
platform.

1. Verify the NIC card is enabled to bring the system out of suspend, by opening
Network Connections, go to the Properties of the NIC, click the “ Configure”
button, select the “Power Management” tab, and verify the check box “Allow the
device to bring the computer out of standby” is checked.

<% Local Area Connection Properties i

General |ﬂ.|.rtherrtic:ation Advanced

Connect using:

ES Intel(R) PRO/1000 PL Network Conr ‘

General || Advanced | Driver || Resource®w, Power Managemert

Intel(R) PRO/1000 PL Metwor: Connection

[w] Allow the compuisrbe-bummmatbisdaics 1o save power.

& Allow this device to bring the computer out of ﬂg@

] ©nly allow management siations to bring the computer out of standby.

Waming: Allowing this device to bring the computer out of standby may
cause this computer to periodically wakeup to refresh its netwar state.
you travel with this computer or run it on a battery, you should not tum on
this feature as the machine may awaken at inopportune times or consume
the battery.

2. Right-click on a powered off system select “ Power Management”, and select
“Suspend”.

5 ccTasLab) 10.0.0.250 4690 48¢
- ag10-330 T 1000176 Windows %P 481
B 11 (TS5 L3 S Terrminal 480

S5 ah

Cpen...

Delete

Store IRES
Store 0002 Rename...
MTS-¥SERIES Poweer an

Collect Inventory
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3. Select “Execute Now”, the Execution History will show Completed, and the
device will come online.
& Shutdown and Power Dff: 4810-33h (TSS Lab)

@

Doyouwish to create a scheduled job
for this task or execute immediately?

Schedule M’ Cancel

" l% Store3174FOS6 (g9 Execution History: 3/31,/2009 at 2:25 PM: Shutdown and Power OFF;

Y mits-xseries-dir (TSE
g toxcer (M5 File Selected Export Help

~Status © Complete

B-{ Store IRES Pending
B—{"]) Stare 0002 In progress

X _ Suspended
@\ MTE-XSERIES-DIR Complate
Failed
Lnawailable

Skipped

oo o =00

B g3 Complete

Example: Restart a Single System

1. Right-click on asystem, select “Power Management”, and select “ Restart”.

5 CC(TSS Lah) 10.0.0.250 4690 4300733
[} = 4810-33h (TSS Lak) 1000125 indows XF - 481033H
:" 11 (TS5 Open... 05 Terminal 4800783

B-{"]) Store IRES Delete
] ﬁ Store 0002 Rename...
FOPREERNEERY:  Power Managemen

Collect Inventony
Wiewy Ihventary
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2. Select “Execute Now”, the Execution History will show Completed, and the
device will go offline.
& Shutdown and Power Dff: 4810-33h (TSS Lab)

&

Doyouwish to create a scheduled job
for this task or execute immediately?

Schedule M’ Cancel

-5 =) Stored1 T4POSE |

Y mits-xseries-dir (TSE
gl.'. (T File Selected Export Help

Status o Complete

”!' Execution History: 3/31,/2009 at 2:25 PM: Shutdown and Power OFF;

B-{] Stare IRES Pending
B~ Stare 0002 In progress

X : Suspended
@, MTE-XSERIES-DIR Complate
Failed :
Unavailable

Skipped

oo o= oo 0

Bg= Complete

Example: Schedule a “Store Close” and “Store Open” Power
Policy

Most customers are interested in scheduling an enterprise wide shutdown and power on
of systems for the closing and opening of a store day. Using the IBM Director Scheduler
you can schedule a Power Off and Power On systems for a specific time. This exampleis
provides the steps for configuring a scheduled “ Store Close” and “ Store Open” Power
Policy.

Store Close “Power Off” Example:
1. Double-click on the Scheduler from the Task Pane, the Scheduler will open.
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@ Retail Petipheral Management
- =L RMi-Eefugre Distribution

out Configuration

File Selected Help

r WEEEEIEREE] Week Calendar r Day Calendar |/.J0hs | |
& | March | (=3 |I
sun Mon Tue Wed Thu Fri Sat
1 2 3 4 5 6 7
&P 350 PM §11:41I
P 4:29 F
g g9 10 1 12 13 14
15 16 17 18 19 20 21

EaTr

Eate)

i

Reaihy

2. Right-click on adate in the Scheduler and select “New Job” and “New Scheduled

Job” window will open.

ﬁ 9:47 AM ;. Restart: Power Manac
ﬁ 2:09 AM  Update Application

& 2:25 P Shutdown and Power
&P 236 Ph Poweer On: Power Mat
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7 New Scheduled Job

File Help

=

f DateTime

Task | Targets [ Options |

Schedule the taskto execute on a date and time

Date: [4/1/2009 B

Time : |3:1 5 PM - Repeat...

Do task an 40152009 at 3:14 P

Server Date : Tuesday, March 31, 2009 310 PN

Server Date is already converted to console time zone. -
. T v |

Ready

3. Select the“Time” drop down box to select the time you want to schedule a Power
Off of your store systems, and the select the “ Repeat” button to define the
freguency of the Power Off.

[ DaterTirme Task |/Targets |/Opti|:

Schedulethe taskto execute anac

Date : |4/112009 e
—...

Dotas|12:15 AM
12:30 Ah
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Date: |4/1/2008 i

Time : ‘1200 An| QRepeat... }

Dotask on 41152009 at 1:00 A

4. Select the “Repeats’ drop down box, select “Daily”, select the second “ Repeats’
drop down box and select “Every day”.

rFepeats

onee i

Qnce

5. Configure the Duration fields by selecting the “For” radio button, selecting
“Months” from the drop down list, and selecting “Don’t move” for the“On
Weekends’ field, then select OK.

- rDwration
QK
Starting date / time |4I1 20049 i ‘1 00 AM -
Cancel

) Until date / time 4i16/2009 B | | 1:00 AM
¥ Reset
'|,.  For -

i) Farever Hours

Onweekends Don't move

Your selection
|Repeatjnb Every day frorm 41172009 at 1:00 AM until 411552009 at 1:00 A

6. On the New Schedule window select the “Task” tab, expand the “ Power
Management” tree, select “ Shutdown and Power Off”, click on “ Select” button.
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% New Scheduled Job

(Fle Hep

@rgets [" Optians |
itdble Selected Task

Rl Power Management
@ Shutdown and Power Off

|i| Power On Hold
@ Power On Release
@ Restart

@ Restart Mow

@ Resume

Shutdown and Poveer Off

B reTem

] Eb Process Management
=l Resource Monitors

3 4k Remo

. On the New Schedule window select the “Target” tab, select the “ Specify alist of
targets’ radio button, select the system(s), select the “Add” button.

Note: You can select the “Use agroup as the target” radio button to select a
group of systems, but remember not all operating systems support a “ Power
On”, so be sure the group you select does not have systems that can not be
woken up.
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% New Scheduled Job
File Help

DateTime [ Tagk ptions |

) Use a group as the target

{® Specify a list of targets )

Availahle Selected
£ 14(0002) BB 4510-33h (TSS Lak)
B 4810-33h (TS5 Lab) B \aiueTrend_Cafe (TS Laki

B ccTss Lak

ﬂ‘_‘ Hb (00027

# iresCombn (IRES)

@ MTS-XSERIES-DIR

' mis-xseries-dir (TSS Lak)

T :
B valueTrend_Service (TSS Lab)

Note: In order for RMA to have the ability to Power On a system, the systems
BIOS has be enabled for “Wake On LAN". Refer to hardware user guide for
instructions on how to enable ‘Wake On LAN” for each hardware platform.

8. Click the“Save As’ button, enter a saved job name as “ Store Close”, click OK,
click OK on the Job Saved message, and then close the New Schedule Job
window.
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ew Scheduled Job

File Help

- <€)> Please enter a descriptive job name

—E
—
g
_'i! (]34 Cancel
_@

& 255 AM . Update 4
7 g 4
o @p 1:00 AM ; Store Close @ 1:00 A Store Close| @p 1:00 Ab : Store Close

Store Open “Power On” Example:
1. Double-click on the Scheduler from the Task Pane, the Scheduler will open.

= Retail Peripheral Management
fucgre Distribution
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% scheduler

& | April | =3 |I
Sun Mon Tue Wed Thu Fri Sat
29 30 31 2 3 4
@szdmml @ 1:00aM: S B 100 AM S @p1:00AM S| Ep 100 AM S
G 5:55 AM
8 B 7 8 ] 10 11

@p 100 AN S| @p 100 AN S| @100 AM S @100 AM S| B 100 AM S @p 100 AW S| @p 100 AN S

12 12 14 185 186 17 18
@p 100 AM S| @p 1:00 AN 0 S @ 1:00 AM S @ 1:00 AM S @ 100 AM S @p 1:00 AM 1 S| @p 1:00 AN S

18 20 21 22 23 24 25
Ep 1:00AM S @p 100 AN S| G 100 AW S G 1:00 AM S B 100 AM: S @p 1:00 AW S| @p 100 AN S

2. Right-click on adate in the Scheduler and select “New Job” and “New Scheduled
Job” window will open.

&9 1:00 AM - Store Close
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7 New Scheduled Job

(Fle Hep ]
=4

f DateTime

Task | Targets [ Options |

Schedule the taskto execute on a date and time

Date: [4/1/2009 B

Time : |3:1 5 PM - Repeat...

Do task an 40152009 at 3:14 P

Server Date : Tuesday, March 31, 2009 310 PN
Server Date is already converted to console time zone.
q | ]

Ready

3. Select the“Time” drop down box to select the time you want to schedule a Power
Off of your store systems, and the select the “ Repeat” button to define the
frequency of the Power On.

Task [ Targets Opt

Schedule the task to execute on a

Date |4IEIEDDQ B
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Dae: [42/2009 i

Time : |5:00 AM kR‘epeat...

Do task an 45272009 at 6:00 Ak

4. Select the “Repeats’ drop down box, select “Daily”, select the second “Repeats’

drop down box and select “Every day”.

i Repeat

rRepeats

once it

Qnce

Configure the Duration fields by selecting the “For” radio button, selecting
“Months” from the drop down list, and selecting “Don’t move” for the “On
Weekends’ field, then select OK.

rDuration

Starting date ! time |4f2r2009 5 |a:un AM ~

i) Until date / time 4/16/2009 B 600 AM
% For ) = R

i) Forever

Cancel

Reset

e

F ey

Diont move RS —

Onweekends

Your selection
Repeat job Every day from 4722009 at 6:00 AM until 41672008 at 6:00 AW

On the New Schedule window select the “Task” tab, expand the “ Power
Management” tree, select “Power On”, click on “Select” button.
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% New Scheduled Joh

File Help

@Targets [" options |
able Selected Task

atform Task e P ower Management

@ Fower On

Fower On Hold
|i| Power On Release
@ Restart
@ Restart Mow
|i| Fesume
@ Shutdown
@ Shutdown and Power Off
@ Suspend
] Eb Process Management
=Tl Resource Monitors
m1=0 RMA Sofware Distribution
[ % Systermn ldentification

el Thrnlne Dicemear: Tacl

m, i Ik Remove

Ready

On the New Schedule window select the “ Target” tab, select the * Specify alist of
targets’ radio button, select the system(s), select the “Add” button.

Note: You can select the “ Use agroup as the target” radio button to select a
group of systems, but remember not all operating systems support a “ Power
On”, so be sure the group you select does not have systems that can not be
woken up.
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% New Scheduled Job
File Help

DateTime [ Tagk ptions |

) Use a group as the target

{® Specify a list of targets )

Availahle Selected
£ 14(0002) BB 4510-33h (TSS Lak)
B 4810-33h (TS5 Lab) B \aiueTrend_Cafe (TS Laki

B ccTss Lak

ﬂ‘_‘ Hb (00027

# iresCombn (IRES)

@ MTS-XSERIES-DIR

' mis-xseries-dir (TSS Lak)

T :
B valueTrend_Service (TSS Lab)

Note: In order for RMA to have the ability to Power On a system, the systems
BIOS has be enabled for “Wake On LAN". Refer to hardware user guide for
instructions on how to enable ‘Wake On LAN” for each hardware platform.

8. Click the"Save As’ button, enter a saved job name as “ Store Open”, click OK,
click OK on the Job Saved message, and then close the New Schedule Job
window.
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ew Scheduled Job

StoreOper] J

o |

|~

9. The New Schedule Job will appear on the Scheduler.

2 3
@ 1:00 AM - Store Close &y 1:00 AM : Store Close @p 1:00 AM : Store Close
{:E B:00 Al Store Open> Ep £:00 AW - Store Open

a g 10
@p 1:00 AM : Store Close &p 1:00 AM : Store Close & 1:00 &M : Store Close
@ B:00 AW - Store Open &p F:00 AM - Store Open Ep £:00 AW - Store Open
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Chapter 11 — Data Capture .

Example: Generic file capture using RMA data capture

This example shows you how to collect afile from aremote POS system using RMA data
capture. Although this example describes how to collect afile from a4690 file system,
the same exact procedure can be used to collect files from Windows or Linux as well.

1. Fromthe IBM Director Console, initiate the Data Capture Policy Manager. If this
isthefirst Data Capture |mplementation done on this Director Server, this must
be done by right clicking a Master Agent and selecting “ Data Capture Policy
Manager”. Thiswill populate the manager with the available policies on that

agent.
ey #" Retail
Hame & |
=g ha
i Qpen...
Delete
Rename...

Collect Inventary

Wiew [nventory

Event Log

Jhlx Broweser

Set Presence Check Interval
Resource Monitors

Retail Peripheral Management

Set Status

2. After thefirst Data Capture Implementation for a Master Agent, the Data Capture
Policy Manager can be initiated by double clicking it in the task list.

Tasks

[ Asset|D
; &= CIM Browser
w0 Configure SMMP Agent
=] s’m Data Capture Policy Manager
w32 Event Action Plans
B2 Event Log
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3. Inside the Data Capture Policy Manager, right click GenericL ogCapture under the

Data C@ture | mel ementations column:

Data Capture Implementations

GenericLogCapture
RetalixLogCapture
REMALoaCapture

4, Select the New Genericl ogCapture option.
I

Data Capture Implementations

5. Enter ameaning full name for the capture implementation and the name(s) of the
files to be captured.

ation File capture
SR IPGRMEAMOPTRHS. NI
CAALE IPGRMEAMOPTHES.DAT
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Note: Wildcards can be used for file names only in the Capture File Path

6. To create apolicy for thisimplementation, right click “ All Data Capture Policies”
in the Data Capture Policieslist.

Data Capture Policies

Al Diata Capture Policies

7. And select the New Policy option.

Data Capture Policies
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9. Expand thetree for the new policy and drag the “4690 Controller” device typeto
its Trigger List. (If using Windowsinstead, drag “ Retail Clientswith

Windows’.)

I Data Capture Policy Manager

{8][=] |

File Help

Data Capture Palicies

Device Types

O3 All Data Capture Policies
'T—E! ACE Data Capture Policies

4690 Controllers
O TR a1 Capture
(01 Sample Palicy for RMA Logs

o

Data Caplure

—H JMX Systemns

— @ Kiosks with IRES

— B Kinsks with Windows
—@ Mobile Terminal Devices
7! Retail Clignts with Windows
" Retail IRES Branch Servers
— Ml Retail IRES Terminals
—H" Retail Master Systems
[ Retail Systems

—4@3 Self-checkout BOSSes
LB gemcheckout Lanes

-l GenericLogCapture

RMA Config File
8- RetaliLogCapture
() RMALgCapturs

10. Drag the new implementation to the device typein the trigger list for the new

policy.

oo e et

{B8][=]% |

File Help

Data Capture Policies
O-¢&5 All Data Capture Policies
L —E‘ ACE Data Capture Policies
|9 Capture List

|
O-¢&5 Triger Li

Device Types

Data Capture Implementations

— B 4680 Terminals
= JMX Systemns

— B Kiosks wi

EACE Fersonalization File capture
(0] gampte RemfmErepie
(81 Sample Palicy for RWA Logs

Kiosks with Windows
—@ Mobile Terminal Devices
7! Retail Clients with Windows
% Retail IRES Branch Servers
W Retail IRES Terminals

— i Retail Master Systems
[ Retail Systems

— & seif checkaut BOSSes
LB Self-checkout Lanes

r’.}_ﬁ GenericLagCapture

Page 323 of 352



11. Close the data capture policy manager window, and return to the main Director
Console view. Expand Data Capture Policy Manager under the Taskslist and drag
the new policy to the Master Agent.

Tarshs
-G Fatal Grocs Nams & [re STUA T} D Tie —— [Produe:. J_I i Assati
|- & 4880 Contotars &g B 517 J A CIM Brermrsin
|l 480 Teminats Ll 1000340 P Teeminsd anoore: 44 Conigure SHNP Agant
(B mplare Kosk Chants i comaEn LT EIE] PO Termingt -4 Data Capture Pakcy Manage
L J Systemns ot En 1004250 600 2800743 7
[ e win o - 100011 Linasx i Data Castum Folicies |
1+ B Rl s with Wisstirs - star g (517} S3I1ER 1T 55 " 2 |
1 Feetail IRES Termimals < ng 7 131 mampe Pelicy far FMA Lesgs
(8 Rl Neasten Sysherns | [T ACE Data Capture Bokis o8 Evunl Acton Plams
I Rl Systama aptrn [ EveniLog
% Suraona Chants | (i} 5amedn Policy for RMALags w53 Futomal applcation Launch
|+ Hh SursPOIG 300 Cilpets B POS Taminal eystone (517) 0005 Windonws ¥P AB007RI 3 Fia Tranesse
| @ SurePOS 500 Clients B Pos Tamminal <P 511 1000114 Windews 1P A000FL3 % Handerans Slatas.
|18 SurePOS TO0 Clivrts {5 imentony
-0 Ml eoups (T e Erowser
—F Micrasof Clustar Reowse
80 Hetwoek Contguratan
T Process Managemant
P Rumote Cantiol
P Remote Session

-8l Rosource Montor
s Retail Paripheesl Management
=4 rMa Sofware Disvibutien
B seniasie
B canar Configuration Manager
(45 Bt Browsar
4 Settwae Duarisetion
o Byakem Accounts
(3] Upda Manager
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12. Usethe “ Associations’ menu to make sure that “ Data Capture Policies’ is
checked. Thisalowsyou to view all the data capture policies that are associated
with the master agent.

O Retail Groug
—& 4690 Co
— & 4690Te
—B® Anyplace
L N Sys

—@ sureFo3

—ﬂ SurePO]

l—@ All Groups
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13. Y ou should now be able to see your data capture policy associated with the master
agent in the main Director Console display.

‘%CI Retail Systems : Store Association v
| Mame & | TCPRIP Addresses | Device
0= Store 517
—ﬁ 13517} 10.0.0.250 POS Te
—ﬁ CCmImT 10.0.0.213 POS Te
—,E, CCa1T 10.0.0.250 4690
—l IRES Client (517} 10.0.0.116 Lir
1§ Master Agent (517 1921681755 Windo,
01 ACE Data Capture Policies

14. Toinvoke the policy (i.e. to trigger the policy to collect ACE files), right-click the
data capture policy and select “Invoke Policy(s) Now”.

Y Master Agent (517) 1
Data Capture Policies

(o]

[l Mvocation History
_= F'OS-TE Femove Policy Associationis)

R = TR
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15. You will now see the “ Data Capture Invocation Status’ screen, which allows you
to see the history of data captures that were taken for this data capture policy.
Expand the Data Capture Policies tree and select the policy invoked to show the
invocations for this policy. Expand the tree for the invocation of interest to
display it’'s status. Y ou should see that each system is* Completed”.

:\3-] Data Capture Invocation Status g@

File Wiew Help
Data Capture Policies

Master Agent (517) - ACE Data Capture Policies

D--ﬂ“:‘ Master Agent (517) O-7i0i08 3:38 PM Last Update: 7I8/08 338 PM
e CWACE Data Capture Policies Capture Stae™ Completed
Transfer St
Capture ID: TET174818153092209705
Capture Log

7/9/08 3:38 PM  Found Capture MBean: maproxy:DevicelId
7/9/08 3:38 P Capture invoked, capture ID: 75717431
7/9/08 3:38 PM Sueccessful DataCaprtureNotification re

q T v
Transfer Log

7/9/08 3:38 PM No files to transfer for completed cg

[0 oo

16. NOTE: Y ou may need to “refresh” this view afew times before you can see that it
has completed. To refresh, use the “View” menu.

»J Data Capture Invocation Status

: —=
. Refresh Capture Histary »
o e cane
(m]

ACE Data Capture Palici

17. After the data capture policy invocation reaches the status of “Completed”, you
can transfer the capture bundle to the Director Server by right-clicking the
date/time and selecting “ Transfer Capture Bundle”.

+UI Data Capture Invocation Status

File Wiew Help

Data Capture Policies
o-§% Master Agent (517) O [y
E A CE Data Capture Policies Delete 'Frai08 3:38 PM'

d
Transfer Capture Bundle.

Master Agent {517) - ACE Data Capture Policies
Last Update:

Capture Status:
Transfer Status:
Capture ID:

Capture Log
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18. You'll see thelocation of the ZIP file on the following screen. Y ou can now
unzip that file access the files transfered.

Data Capture Invocation Status @

v Capture Bundle was transferred successfully.
| i ! CAProgram FilesuBMiDirectondatatrmatcapturel802849528 1215632333828 zip

19. To access the files captured, open the capture bundl€’' s ZIP file on the Director
Server. Enter the folders exposed at each level until the folder containsa ZIP file.
The captured files should bein the ZIPfile.

Note: Y ou can return to the data capture invocation history at any time by
right-clicking the data capture policy (in the main Director Console view) and
selecting “View Policy Invocation History”

Example: Modifying an Existing Generic Capture Policy

1. Thefollowing procedure can be used to modify an existing data capture
implementation to change the files specified.

2. Enter the Data Capture Policy Manager by double clicking the Data Capture
Policy Manager task on the Director Console.

[Fatsset D
@%lm Erowser
% Configure SHMP Agent
u ?;s'_;.m Data Capture Policy Manager

Tasks
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3. Expand the GenericL ogCapture Implementation and right click the
implementation to be modified. Select Edit to change the implementation.

Data Capture Implementations
ol GenericLogCapture

:I_EE 4690 RMA Configuration Profile

-apture’

E capture'

:LEE simple QeTTETT CopmTe
6] RetalixLogCapture
o] RMALogCapture

4, Edit thelist of filesin the Data Capture Implementation and accept by clicking
OK.

5. Remove the policy association for thisimplementation from the Master Agent.

%CI Retail Systems : Store Association v
Name & | TCPIP Addresses | Devi
O—=5 Store 517
—ﬁ 13(517) 10.0.0.250 Pos
—ﬁ CC.O13(E1™) 10.0.0.213 Fos
—H= cC s 10.0.0.250 4590
—l IRES Client (517 10.0.0.116 Lirwx
[J—ﬂ'}" Master Agent (517) 1892.168.17.55 Wi

I]J—ﬁ Data Capture Policies
[0 4630 Data Capture Policy
[0 ACE Dats

Wit
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6. Drag the policy to the MA to re-associateit.
| e Director Comsole BER)
| Console Tasks Associatons Miew Ogtions Window Hels

220 & B Q- m-H- Ao - 0-H
[ Retal Systemns | Store Assockstion ¥

L.
&
2
g

1000340
LT EIE]
10.0,0250
000116 Linuse

EnUrnEEeREl 9l
&

&

iﬁ';m fuway Host: 100045 User 102 185 DSEC TORVammisratr 7 abjects

Example: How to Collect RMA Log Files using RMA Data
Capture

To collect RMA log files remotely, you can create a“ data capture policy” and associate it
to the master agent. After you’ ve created a data capture policy, you can collect RMA log
filesin one of two ways:

1. Tomanualy “solicit” the collection of RMA log files using your data capture
policy, you can right-click the policy, and select “Invoke policy(s) Now”. This
will immediately trigger the MA (and all attached GA’s) to collect log filesina
data capture bundle. Y ou can then use the data capture policy invocation history
to transfer the capture bundle to the Director Server and view thefiles.

2. If RMA encounters an error, it will sometimes automatically trigger an
“unsolicited” data capture. An event will be sent to Director, and you can use the
data capture policy invocation history to obtain the data capture files for the error.

Use the instructions below to set up your data capture policy, associate it to the master
agent, then invoke the policy to obtain the RMA log files.

Steps:

1. Right-click the master agent in the Director console, and select “ Data Capture
Policy Manager”.
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ins Yiew Options Window Help

- G-om- Moo e 9

A | 4" Retail Master Systems ¥

. 192 168.17.55
Cpen..
Cielete
nts
Rename...
Collect Inventory
15 .
i Wiew [nventory
Yindows Event Log
als Jhti Broweser
(115 Set Presence Check Interval
Fesource Monitors
Retail Peripheral Management
Iz i apture Policy aner
s Set Status »

War ning: Do not invoke the data capture policy manager from the “ Tasks” pane
by double-clicking it. It must be invoked on the master agent using the method
described above, or el se some of the steps below will not be possible.

The “Data Capture Policy Manager” will appear. Right-click “All Data Capture
Policies” and select “New Policy”.
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Data Capture

Device Types

—2, 4680 Controllers

@8 4680 Terminals
—&,JMX Systermns

— B Kinsks with IRES

@ Kiosks with Windows
@ Mohile Terminal Devices

Retail Clignts with Windows
—H Retail IRES Branch Servers
— Ml Retail IRES Terminals
—H Retail Master Systerms
—- Retail Bystermns

& self-checkout BOSSes
4@-, Self-checkout Lanes

(R GenericLogCapture
(f RetalidLogCapture
Ul RMALDoCapture

3. Enter aname for your data capture policy (for example, “Collect RMA Logs’).

Callect RMA Logs|

ok | cancel |

4, Youwill seeyour new palicy in the tree on the left-hand side of the screen.

Device Types

Data Capture Implementations

fMlication Capture
(0] gample Palicy for 51 Logs

—5, 4890 Controllers

7‘ 4690 Terminals

—Q,JMX Systems

— @ Kiosks with IRES

@ Kiosks with Windows

@ Mobile Terminal Devices
7= Retail Clients with Windows
ﬂ Retail IRES Branch Servers
—l Retail IRES Terminals
—H Retail Master Systems

¥ Self-chackout BOSSes
ﬁ Self-checkout Lanes

GenericLogCapture
o] RetalizLogCapture
RMALogCapture
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5. Drag the “Retail

a

b [

[ sal

P Trigger List
L- Retail Systems
W, Sam| o

ple Policy for Applicg

Data Capture Policies

Device Types

Data Capture Implementations

O All Data Capture Paolicies

0gs

—5, 4890 Controllers

—ﬂ 4690 Terminals

—E.JMX Systems

— @ Kiosks with IRES

@ Kiosks with Windows

40 Mohile Terminal Cevices
7= Retail Clients with Windows
—E Retall IRES Branch Servers
—l Retall IRES Terminals
—H Retail Master Systems

* E2E s

@ Self-checkout BOSSes
ﬁ Self-checkout Lanes

r 4

:

GenericLogCapture
RetalizLogCapture
RMALogCapture

6. Right-click the“RMALogCapture” implementation, and choose “ New
RMALogCapture”.

Data Capture Implementations

GeneticLogCapture
RetalixLogCapture

7. Giveit aname (for example, “Get RMA Logs’).

ok | camcal |

8. After you click OK, you'll see your new implementation in the tree on the right-
hand side of the screen.
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I pata Capture Policy Manager: tss-rma-ma (517)

=1

!71"_’1 Capture List
O3 Trigger List
L“ Retail Bysterns
(01 Sample Policy for Application Capture
- [0] Sample Palicy for 51 Logs

[ JM Systems

— @ Kiosks with IRES

B Kiosks with Windows
@ Mohile Terminal Devices
:,l Retail Clients with Windows
1" Retail IRES Branch Servers
I Retail IRES Terminals
% Retail Master Systems
R .

¥ Self-checkout BOSSes
7@‘ Self-checkout Lanes

File Help
Data Capture Policies Device Types Data Capture
05 All Data Capture Policies ;—g 4690 Contrallers IJ-\E GenericLogCapture
b-[0 Collect RMA Logs @ 4690 Terminals T—m Rejallas )

O] RMALDgCapture

9. Drag your new implementation so that it appears underneath “Retail Systems”
within your data capture policy.

JI Data Capture Policy Manager: tss-rma-ma (517)

=1 |

File Help

Device Types

Data Capture

Data Captur Paolicies

I Retail Systems
7T Giet RMA Logs
B-[0] Sample Telme L ation Capture
I-—W Sample Palicy for 51 Logs

—=, 4690 Controllers
— ﬁ 4690 Terminals
= JM Systems
@ Kiosks with IRES

‘IJ-\E\ GenericLogCapture
—'-{F\ RetalizsLoaCapture
ol RMALogCapture

. B

&

- Indows
@ Mohile Terminal Devices
;—-! Retall Clients with Windows

i Retall IRES Branch Servers

I Retail IRES Terminals
" Retail Master Systems

4 Self checkout BOSSes
—@_, Self-checkout Lanes

10. Close the data capture policy manager window, and return to the main Director

Console view.

11. You will now see your new data capture policy in the “Tasks’ pan underneath
“Data Capture Policy Manager / All Data Capture Policies’. Drag your new data
capture policy to the master agent.
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Y 1BM Director Console =S

Console Tasks Associations “iew Options Window Help

- 2 0 &6 0 W 25 & 8- B

Groups Ry " Retail Master Systems ¥ Tasks
o @ Retail Groups Marme « | TCPIP Address.. | Device [ AssetiD
5, 4690 Contrallers =% tss-rma-ma (517 1821681765  Window | —5 CIM Browser
!- - ﬁ 4690 Terminals s?E Configure SHMP Agent

l;--a[ﬁ\ Data Capture Policy Manager

- Anyplace Kinsk Clients
o Wl Bystems

Kiosks with Windows

& Retail Clients with Windows
Retall IRES Terminals

' Retail Master Systems

“ Retail Systems

!——ig SureOne Clients

gl ca Paolic: Stion Captu
0] sample Palicy for S Logs

B¢ Event Action Flans

EventLog

u-[E] Edernal Application Launch

Iﬁ SurePOS 300 Clients -&3 File Transfer
|— @ SurePOS 500 Clients % Hardware Stalus
i ﬂ SurePOS 700 Clients [ 5 E. Inventary

& 3 &l Groups 4 > [ UM Browser

@ Microsoft Cluster Browser
88 Network Configuration
B-3® Process Management
@ Remate Conirol
E Remaote Session
& [l Resource Manitors
& Retail Peripheral Management
w3 RMA Software Distribution
@ Scheduler
-% Server Configuration Manager
& SMMP Browser
w1 sofware Distribution
= Systern Accounts
{#] Update manager

|§ Reatly Host: 10.0.0.56 User ID: TSS-DIRECTORMEministrator 1 object

12. Use the “Associations” menu to be sure that “ Data Capture Policies’ is checked.
Thisallowsyou to view &l the data capture policies that are associated with the
master agent.
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#" Retail Master Syste

— & SureP0g

— I surePOg
—ﬂ SureP0O8

B3l &) Groups

Capture Folicies

13. Y ou should now be able to see your data capture policy associated to the master
agent in the main Director Console display.
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@ IBM Director Console

M=)

Console Tasks Associations Wiew  Option

s Window Help

.24 e B -

m- -2 =55 0- X

@ 4690 Terminals

—B Aryplace Kinsk Clients
e W Systerns

— Kiosks with Windows
&8 Retail Clients with Windows
—M Retail IRES Terminals
—g" Retail Master Systems
—“ Retail Systems

Wig SureOne Clients

12 SurePOS 200 Clients
— @ surePOS 500 Clients
& SurePOS 700 Clients
I*@AH Groups

Groups Ry " Retail Master Systems ¥ Tasks
m-@ Retail Groups Marme « | TCPIP Address...| Device -[#) AssetiD
o, 4590 Controllers o tse-rma-ma (517) 1821681765  Window | — CIM Browser
1

28 Configure SMMP Agent
l;--a[ﬁ\ Data Capture Policy Manager
363 All Data Capture Palicies
|- Gollect RMA Logs
[ sample Policy for Application Gaptu
—[0] sample Palicy for §1 Logs
B¢ Event Action Flans
EventLog
u-[E] Edernal Application Launch
& File Transfer
4 Hardware Stalus
|- E. Inventary
{H M Browser
I @ Microsoft Cluster Browser
88 Network Configuration
[ B 3 Process Management
§ Remate Conirol
I § Remaote Session
& [l Resource Manitors
f &Retai\F‘Er\phara\Management
w3 RMA Software Distribution
t %theduler
% Server Configuration Manager
|5 SMMP Browser
w1 sofware Distribution
- Systern Accounts
{#] Update manager

L 4

’

Host: 10.0.0.56 User ID: TSS-DIRECTORWdministrator 1 ohject

14. To invoke the policy (i

capture gol

click the data
LR

.€. to trigger the policy to collect RMA log files), right-
icy and select “Invoke Policy(s) Now”.
T T T LA EE T

%

#"! Retail Master Systems w

Marme &

| TCPAIP Address...

oY tss-rma-
Ij:i—ﬁ Data

W

ma (917} 192.168.17.95

Capture Policies

Irwoke Pali
Wiew Policy Invacation Histany
Remaove Policy Associationis)

15. You will now see the “ Data Capture Invocation Status’ screen, which allows you
to see the history of data captures that were taken for this data capture policy.
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Y ou can expand the tree(s) to display the status for the data capture on each GA
attached to the MA (aswell asfor the MA). You should see that each system is
“Completed”.

Jl Data Capture Invocation Status

[]f=1%

File “iew Help

Data Capture Palicies tss.rma-ma (517) - Collect RMA Logs
O-7i2/08 17°44 PM Last Update: __ZigRaddidd PN
110151 Capture §fGtus: Completed
[Ceei e Transfer Matys: Completed
—CC101461 S P
~linwe 10151 Capture ID: 847920542214950860

— Rl ture Capture Log
ll--ma-tss-rma-ma_10150 F/2/08 1Z:44 PM Found Capture MEean: maproxy:levicel
!.—:_-2281%?218.1099 7/2/08 12:44 PN Capture invoked, capture ID: 8479208
E*SGHUEQ 7/2/08 12:44 PM Successful DataCaptureNotification &

4 ]

Transfer Log

7/2/08 12:44 PH Transfer completed for client £ild «
742708 12:44 PN Transfer completed for client f£il

7/2/08 12:44 PM Transfer completed for client f£il

7/2/08 1Z:44 PM Transfer completed for client fil |
F42/08 1Z:44 PM Transfer completed for client f£ilg |
742/08 1Z:44 PH Transfer completed for client £il |
7/2/08 1Z:44 PN Transfer completed for client filg ‘

L1 T

5 ooy

NOTE: You may need to “refresh” this view afew times before you can see that it

Das completed. To refresh, usethe“View” menu.
=) Data Capture Invocation Status

44 PM

L RMALogCapt
ma-tss-rma-ma.
MTSEOSE.1094

16. After the data capture policy invocation reaches the status of “Completed”, you

can transfer the capture bundle to the Director Server by right-clicking the
date/time and selecting “ Transfer Capture Bundle”.
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Data Capture Policies tss-rma-ma {517) - Collect RMA Logs
tss-rma-ma {5173 oot d Indate:
@ Collect BMA Logs

ma-tss-rma-ma. 10140
MTSBOSS.1099

Capture Log

Transfer Log

17. You'll see the location of the ZIP file on the following screen. Y ou can now
unzip that file to view the RMA log files for the data capture.

Note: You can return to the data capture invocation history at any time by right-
clicking the data capture policy (in the main Director Console view) and selecting
“View Policy Invocation History”.

tm E Retail Master Systems W
| Mamea [ TCPAP Addre
D—Etss-rma-ma &1 192168175
I]J—ﬁ Data Capture Policies

Collect RM& 1 one
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Note: Any time a data capture completes (solicited or unsolicited), Director will
receive an event in the event log for the master agent. Y ou can go to the event log
at any time by right-clicking the master agent, and selecting “Event Log”.

" Retail Master Systems v

| TCPIP Addre
e 192.168.17 5

s

]
e e Ewent Log
Is

s

Inside the event log, you will see an event for each data capture invocation.

i (517) FMA agont 105t CC.011.11058
il o

THRO0H 5046 Alar _Harmiess  fs _RMA lost 1110151 Retad baca.di

008 45045PM Alert Humiess  tss-rmie-ma (517) RMA agent lost CC.10151 Retwl base.di]
i

v Detalls

Heywords Viakies.

Dats

Tima 1Tdd4e Pul

Event Tme Fetad momi capture solicaed

Event Test ‘Golicied RMA ¢ata capture complele, resul SUCCESS, captare |d: GO0SD04597 45096742, emor message

Gystem Mame | tss-1ma-ma (517}

Bevarity Harmiess.

Categury Alert

Group Namw

Eundis i

Y ou can create event action plans based on these events, which will alow you to
react to the data capture events in a more advanced way (for example, by sending
an email, or displaying a message on the Console, or by flagging the system status
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for review). Thisallowsyou to proactively detect when a data capture occurs.
(The data capture events are especially useful when RMA encounters a serious
error and takes an automatic/unsolicited data capture — this allows you to detect
that the problem occurred so you will know to check the invocation history to
obtain the capture bundle.)
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Chapter 12 — Using the RMA File Transfer Task

This chapter explains how to use the “RMA File Transfer” task in the IBM Director
Console for RMA agents. From this task you have the ability to:

Browse details of the file system of aremote MA or GA

Create, delete, or rename directories

View, edit, rename, or delete files

Drag-and-drop to transfer files or directories between Director and RMA MA/GA

While thistask alows you to quickly and easily transfer files to and from a single target
system, it is not intended to replace RMA Software Distribution which can be used to
deploy packages to many systems asonce. Instead, the RMA File Transfer task is helpful
in debugging problems and applying patches to small numbers of systems.

Introduction to the RMA File Transfer Task

RMA File Transfer task

The“RMA File Transfer” task was introduced in RMA V2R6. It can be launched on
Windows and Linux agents running RMA V2R4 or later, and 4690 agents running 4690
V6R2 or later.

The“RMA File Transfer” task appears in the tasks pane in the Director Console, and can
be launched like any other task, with the caveat that it can only be used on asingle
system at atime:
¢ Drag-and-drop to asingle managed object
¢ Right-click a single managed object and use the context menu to select “RMA
File Transfer”
e Use the console toolbar or “tasks’ menu

Tasks
— — =TT T

[ % Frocess Management
@ Remote Control
Q Remote Session

= Resource Monitars

Py

@é Scheduler
% Server Configuration Manager
4= SMMP Browser

Page 342 of 352



Using the RMA File Transfer Task

Once you launch the RMA File Transfer task, you will seethe “RMA File Transfer”

window appear, as shown below.

File Actions View Help

Source File System

Target File System

Local Kramer (13 -
Mame Mame
AL & OO T. 2541 R
(o} —E msos.dl
Config.Msi —E] muzx.cfy
dave —[E ntdetect.cam
Documents and Settings —B NTEventLogAppender.dll
empty —E ntldr
localdir —E output2 bt
mmydirectony —E outputtd
Program Files —E output3.ta
RECYCLER —E pagefile.sys
rmakbt —E et
Systern Yolurme Information —E 59”d5|g_na|-93<8
—E sleepr.jar
:22::-:; —[E TestEventLon.exe
testiongdirectary —& TestEventlog!.1.exe
WINDOWWS —[E TimeTestclass
wiork —[E transferTest bd
adxesozfdat —B UposSetup.iss
AUTOEXEC BAT —E] WinEventLogger.bat
boatini —[B winEventLogger.class | |
E _crhlcis ove —[E] zerobyte td -
MName:; |*.* MName; |*.*

Ready

The " Source File System” on the left can be set to show the file tree from either the local

system where you are running the IBM Director Console, or the IBM Director Server

systemitself. To change between those systems, simply click on the drop box at the top

of the panel:

File Actions Wiew Help

Source File System

Lacal

IEM Director Server

The“Target File System” will only show the file tree from the RMA Agent system.
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If you would like to view file attributes on either the source or target systems, select
“Details’ from the “View” menu:

File Actions Help

S0 .
Local & -
Matne Jﬂ

O O, ) Horizantal

Ly e |

This may slow down the performance of the RMA File Transfer task, but will show more
detailed information such asfile sizes and last modified dates:

Target File System
43007x4 (RMA-Demo) A4
Narmie | Size | Modified
B SensorDriver 321 9:41 P
B2 Systerm Yolume |... A25/08 D48 F
B termp 1217109 6:07 Al
B3 upos1130aga 429111 3 P
B0 UXLOG TI20M1 519 F
B WINDOWYS 228008 226 F
AgentStatupCo... 1KE 121809 5:21 Al
ALUTOEXEC BAT OKB  225/08 243F
hoot.ini 1 KB 11525109 2:27 Al
COMFIG 8YS OKE  2425/08 243 F
DIF_CHK.THT GOT KB 308188 P
ID.THT 1 KB 308188 P
10.5%5 OKB  225/08 243 F
jpos.gay TTEB 1211710 339 A
MED0S.5YS OKE  2625/08 243 F
MTDETECT.COM 43 KB 4/114/0811:00 A
ntidr 251 KB 414508 11:00 Al
pagefile.sys O0KB 1231/893.00P
testproviog b 45 KB TizaM1 128 F
UposSetup.iss 2KEB 42911 342P
= Nk 12131769 8:00 Ph

Modifying Files and Folders

To create, delete, or rename a directory on the target file system, simply right-click and
select the proper option:
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Target File System
48007x4 (RMA-Dema) -

Mame

Open

Create Directary

Refresh

Celete

Rename

Transfer File(s) to Source
Froperties

Mewy FOTOET

touchFirmwarelpdate

upos1121aga

Y0042

wittual coram

ibrnsensor2kep020300 zip —

kramerpaperipg

restartRMA, bat

RMA_D025.i50

thresh1 thrshplan

upost121agazip
upas1130aga

:E UXLOG -

Marme: |*.*

Similarly, to edit, delete, or rename afile, right-click on the file and select the proper
option:

Target File System
48007x4 (RMA-Demo) -
Mame
R3S o
SensorDriver
Systerm Yolume Infarmation
termp
700 dema
700 Picg
BIOSUpdate
ibmsensor2kxp020300
neswy
Mew Folder
touchFirmwarelpdate
uposi1iziaga
w0042
vitual cdrom
ibrmsensorZkxp020300 zip —
kramerpaper.ipg
restatRMAF————
B RMA_D026 j| el
threshi thrs|  DEIEIE
uposii21ag  Rename
upos1130ags Transfer File(s) to Source
:E UXLOG Froperties -

Marre: |*.*
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If you chooseto “Open” thefile, the “RMA File Transfer” task will launch atext editor
on thefile:

File Options Help

|volume in drive C is WEPOS -
Wolume Serial Mumber is 4C0C-FED

Directary of CAProgram FilestBMStorelntegratonRMAZS10023

08272009 1248 PM  =DIR=

08f27i2009 12:48 PM =<DIR= .
08272009 1248 PM  =DIR= lib
08272009 12:48 PM =DIR= Jre
08272009 1248 PM  =DIR= hin
08272009 10:54 AM 92,996 siheep jar
08272009 11:32 AM 133,641 soxs jar [
08272009 11:32 AM T7ATT siwbern jar
082712009 11:32 AM 816,731 rma jar

08f25/2009 08:06 AW 31,605 commons-logaing. jar
08/25/2009 08:06 AM 218,166 jlog.jar

082512009 08:06 AM 33,066 ITLMToolkitjar
082712009 10:54 AW 993,737 simgmt.jar I

Note: You should only “Open” filesthat are readable in atext editor.

From there, you can make any changes that you choose and then select “File/ Save’ to
save the file back to the remote system’ s hard drive:

= File Editor - test.txt

| Mumhberis 4C0C-FED1

Directory of CAProgram Files\BMStorel

Transferring Files and Folders

To transfer files and folders between the target file system running an RMA Agent and
the source file system on your local system or Director Server, either right-click and
select the transfer option or simply drag and drop between the two columns:
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me:

File Actions “iew Help

source File System Target File System
Local Kramer (1) =
Marme Marne
Al & TUOEFT. 2. 5.J4T R
G —E msgs.d
Config.Msi —E mux.cfy
dave —[E ntdetect.com
Docurments and Settings — B NTEventLogAppender.dll
empty —[E ntidr
localdir —E output.2.td
mydirectory —E output
Program Files —E output3.td
RECYCLER —BE pagefile sys
rrakvt —E rcbd
System Volurme | SEHdSiglnal.Exe
Drag and drop pplesgiy
Ei?nl; & TestEventLog.exe
testiongdirectory —E TestEventLog! 1.exe
WINDIOWE —[E TimeTestclass
wark —[E transferTestbt
adxcsozf.dat —E UposSetup.iss
AUTOEXEC BAT —E winEventLogger.bat
hoat.ini —E winEveniLogger.class ||
El ~abEls ove —E zerobyte bt -
Marme: 77 Marre: 7=

Ready

Either of these options will initiate afile transfer between the systems. Whilethefileis
being transferred you will see a progress bar indicating what percentage of the transfer is

complete:
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Transferring Files...

Transferring file named: RMA_0025.is0
File Size: 454 25 MB

At any point the transfer can be canceled by clicking the “ Stop” button in the
“Transferring Files’ window.

If afile or folder already exists on the system where it is getting transferred, then a pop-
up will be displayed with options as to how to proceed:

Confirm File Replace

This folder already has a file entitled: RMA_0025.is0
Do youwish to replace this file?

—

Yes To Al Mo Cancel
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Chapter 13 — Getting Support

How to open a PMR for RMA

If you encounter a problem that you believe is due to adefect in the software, then you
should open a PMR (Problem Management Record). Follow the instructions below to
open aPMR and to include the necessary documentation.

1

Contact your geography-specific IBM support representative. Inthe United
States, call 1-888-IBM-HELP. It'saso possible to open a PMR on the web,
using the instructions below:

http://www-1.ibm.com/support/docview.wss?rs=219& & uid=pos1R1003779

To speed up the process, tell your support representative that you would like to
open aPMR with component ID "5639ff100". (Thiswill be routed to the
“SIF,112" queue.) Please include as much detail as possible when opening the
PMR.

After you' ve been given a PMR number, you must submit any additional
documentation for your PMR using the documentation standards described bel ow:
http://www-01.ibm.com/support/docview.wss?rs=219& uid=pos1R1001365

Note: It isvery important to submit all the relevant documentation (including

screenshots, log files, config files, etc.). Itisalso very important that you use
the naming conventions described in the article above, as thiswill prevent any
unnecessary delaysin the process.

At aminimum, you should collect RMA and IBM Director logs that demonstrate
the problem. (Use the documentation standards above to submit this
information.) Y ou should aso report the exact version numbers that are being
used for al relevant software components. See the example below (“How to
Collect RMA and Director Log Filesfor Problem Analysis’) for more
information on collecting the necessary log files.

It's also agood ideato include any configuration files or screenshots that
demonstrate the problem. Include any additional information you can provide to
help the support team understand and reproduce your problem.

How to Collect RMA and Director Log Files for Problem Analysis

If you experience a problem with RMA and/or the Retail Extensions for IBM Director,
the instructions below will help you collect the necessary log files to troubleshoot the
problem.
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Note: This article assumes that Director isinstalled in “C:\Program
Files\IBM\Director”, and all paths are given using Windows path formatting. If
you've installed Director to a different location within Windows, or if you're
running Director on Linux, then you' [l need to take note of the path differences as
you follow these instructions.

Note: This article does not cover advanced logging configuration, or how to take
javacore or javaheap dumps. This article also does not cover how to configure
advanced logging for RMA. If thisadditional information is needed, IBM
technical support will give you additional instructions to collect the extra
information. (You can also refer to the RMA user’s guide for additional
information.)

Collecting logs from IBM Director:

1. Enable RASlogging on the IBM Director Server and/or Console. (If you are
using the Director Console on a separate system, this step should be done
separately for both the Director Server and the Director Console; otherwise, it
only needs to be done once.)

Note: Logging should never be enabled in a production environment except
when gathering data for a problem. The performance impact of enabling
logging in IBM Director is quite high.

To enable RAS logging, do the following:
o Make abackup copy of thefile* C:\Program
Files\IBM\Director\data\twgras.properties’. (After you are finished
collecting data, you will restore this backup file.)

e Openthefile “twgras.properties’ using the text editor of your choice.
Typically, you will only need to remove the “#’ symbols at the
beginning of each linein thisfile. Be sureto save your changes when
you are finished editing. When you are finished, the file should look
like the following:

#wgras comps=-1 % ———Uncomment these lines to enable logging
#worastypes=-1 4 f_______.-_——-"’"___

#twrg ras size=16354 4

#twg ras high=1 4 TUneomment this line to enable high logging

frwgras.sysoutr=l Tncomment this line to enable logging of stdout

Note: Later, when you are completely finished collecting log files from
Director, you should restore your backup copy of the origina
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“twgras.properties’ file, then close the Director Console and restart the
Director Server. (If you do not restore your backup copy, you will experience
performance problems with Director!)

2. After you' ve enabled RAS logging (on both the Director Server and on the
Director Console if you are using a separate system for the Console), close the
Director Console and restart the Director Server.

3. Launch the Director Console using the following commands:

cd “C:\Program Files\IBM\Director”
twgjava com.tivoli.console.Consol el auncher > console.log

4. Loginto the Director Console, and perform any steps needed to recreate your
problem (i.e. reproduce the problem for which you want to collect log
information). If possible, close the Director Console when finished reproducing
the problem.

5. After you've reproduced your problem, run the following commands on the
Director Server:

cd “C:\Program Files\IBM\Director\log”
rasdump —high > server.log

6. Collect dl the following files (for both the Console and the Server, if running on
separate systems):
a. C:\Program Files\IBM\Director\console.log (for the Console only)
b. C:\Program Files\IBM\Director\log\server.log (for the Server only)
¢. C:\Program Files\IBM\Director\log\*.err (if any exist)

Collecting logs from RMA master and general agents:
1. Reproduce the problem using the steps described above.

2. Collect the following files from the relevant RMA master and general agents
a “%Sl_HOME%\silogs\ssmgmt.*”
b. “%Sl_HOME%\silogs\simgmt_m.*"
“%Sl_HOME%\silogs\rma.stderr”
“%Sl_HOM E%\silogs\rma.stdout”
“%S|_HOM E%\silogs\rmacimtrc.log”

oo

Note that you can also replace “ %SI_HOME%" in the paths above with the
location of your SI home directory, which istypically “C:\Program
Files\IBM\Storel ntegrator”.
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. If you would rather collect these RMA log files remotély (i.e. using Director), you
can use RMA data capture to collect them. (See“Chapter 11 — Data Capture’
for an example.)

Note: If you are debugging a problem related to connections, file transfer,
software distribution, or data capture, it is not a good ideato collect the log
files remotely — you should get them manually from each system.
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