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IBM: Kompleksowe podejscie do bezpieczenstwa

— Jedyny dostawca rozwigzan bezpieczenstwa typu
end-to-end

— 15,000 badaczy, developerdow i innych pracownikéw
zwigzanych z bezpieczenstwem

— 3,000+ patentéw zwigzanych z bezpieczenstwem

— 200+ klientéw bedacych publiczng referencjq i ponad
50+ opublikowanych case study

— 40+ doSwiadczen w zabezpieczaniu Srodowisk
zSeries

IBM Security Framework

SECURITY GOVERNANCE, RISK MANAGEMENT
AND COMPLIANCE

@ PEOPLE AND IDENTITY |

@ DATA AND INFORMATION |
@ APPLICATION AND PROCESS |

@ NETWORK, SERVER AND END POINT |
@ PHYSICAL INFRASTRUCTURE |

Common Policy, Event Handling and Reporting

Professional Managed Hardware
services services and software
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,Pude ,ka” to nie
bezpiecze mstwo !

... Bezpiecze nstwo to co §zupe hie
innego !

Zrozumienie zagro Zenia jest
kluczem do ochrony
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Whnioski z raportu za 20009r.

Application and
Process

Data and
Information

Network, Server,
and End Point

People and Identity

= Odkryto 6,601 nowych podatnosci w catym 2009, to o 11% mniej niz w 2008,
= 49% podatnoSci dotyczyto aplikacji Web.

m  52% podatnosci nie miato poprawki producenta w 2009r.

Znacznie wiecej podatnosci zwigzanych z PDF niz z dokumentami Office.
Coraz wiecej automatycznych narzedzi do tworzenia wrogich kodéw.
® W US hostowanych jest najwiecej stron ze ztoSliwymi linkami.

= 7.5% treSci w internecie jest uwazanych za nie do zaakcpetowania z powodow
spotecznych.

= llos¢ wrogich linkow zwiekszyta sie 0 345% w poréwnaniu z 2008.

= Wiekszo$¢ SPAM'u (80%) jest klasyfikowana jako URL spam.

m Coraz wiecej SPAMU powotuje sie na znane i wzbudzajgce zaufanie domeny.

= 60.9% phishing jest skupionych na instytucjach finansowych, 20.4% dotyczy organizacji
~,rzadowych”
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Tylko w 2010 wykryto 4383 nowych podatno  Sci
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,Dobre strony ” serwuj q ztosliwe
linki
— Prawie potowa strony uzytkownikow ,domowych” (czesto umieszczone na

serwerach dostawcow internetowych) posiadajg odnosniki do niebezpiecznych stron
— Ponad 10 takich linkéw posiadajg strony z pornografig 28%0 i hazardem 14%

Top Web Site Categories Containing at Least One Malicious Link Top Web Site Categories Containing 10 or More Malicious Links
20A9 K2 2009 H2
“Persanal Homepages” or * Communication Services™ Sites |
“Parmography” or “ErcticSex” Sites [
“Blogs/Bulletin Boards™ Sites ||
“Search Engines/Web Catalogs/Portals” Sites _

Pomogtapny” o “Erosorserstes
cambingiotey svec
“Search Engines/Web Catalogs/Portals” Sites _

“Parsonal Homepages" or * Communication Services” Sites _

“Gambling/Lottery” Sites -
“Education” Sites [l
"Shopping™ Sites -

"News/Magazines” Sites [JJIll
"Computer Games” Sites .
“lllegal Drug™” Sites .
“Dating” Sites ]

“Anonymous Proxies” Sites l

ove:

0% 5% 10% 15%

Source: IBM X-Force:

“Blogs/Bulletin Boards” Sites ||| | | NI
“llegal Drug” Sites _
“News/Magazines” Sites -
“pating” Sites |
“Anonymous Proxies” Sites .
“Computer Games” Sites l
ove: |
0% 5% 10% 15% 20% 25% 30%

Source: IBM X-Forc
U



Kazdy administrator IT powie:
° ... Umnie dziata

. Panuje nad sytuac |
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Pytanie czy systemy zabezpiecza] qce mu w tym
pomagaj q...
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Celem atakow jest popularne
oprogramowanie

0 Liberty - Browsers - Opera

File  Edit View Bookmarks Widgets Tools Help
ﬂ";rﬁ Liberty - Browsers X
N'i til '_' 'ti_ i I o | |ﬁ http: /fx0r. su/spl liberty fadmin.php "|

Fia

Browser Uniques Downloads
E;al (100 4 &
Lo || 0
Gaswy | b 0

EsB

=1
= Opera
= Frefox
= Chrome
= Urknown

Percent

0 %

0% (0
%)

0% (0
o)

»B [Sr (O 100% (¥ |




W dalszym ciggu nie ma poprawek dla luk
wyrytych w poprzednich latach

;s . Vendor Percent of 2009 Percent of Critical
= Ponad po’rowa (52%) pOdatnOSC| OdkrytyCh w 2009 Disclosures with & High 2009
nie ma tatki bezpieczenstwa. No Patch ﬁf‘;‘;’a“hms with
e 45% z 2006, 43% z 2007 i 50% z 2008
, . A . All Vendors— 52% 60%
podatnosci w dalszym ciggu nie jest zatatana 2009 Average
(stan na koniec 2009). Linux 50% 53%
Oracle 40% 36%
Percentage of Vulnerabilities with Vendor-Supplied
Patches by Vulnerability Disclosure Year Movell 27% %
2006-2009 IBM 25% 27%
No patch during No patch at the No patch at the Google 47% 2594
disclosure year end of 2008 end of 2008
65% — Apple 14% 22%
Microsoft 29% 15%
60%
Sun 7% B%
55% Symantec 168% 7%
p_— HP 16% 5%
Adobe 49, 404,
8% Cisco 1% 1%
40% Opera 47% 0%
2006 2007 2008 2009 GNU 339 0%
65% 50% 52% 52%
Mozilla 15% 0%
46% 44% 52%
45% 43% 50% 52% Rim 14% 0%

Vulnerability Disclosure Year Table 4: Best and Worst Patchers, 2009

Source: IBM X-Force®)
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Vulnerability Consequences as a
Percentage of Overall Disclosures
2006-2009

= “Uzyskanie dostepu” to w

daISZym Ciagu najCZQStSZa . ?)Zitr;x::lizlﬁbon ;}:r]rt):!:;fj;:at:on (] izi'l‘:banipu;ailon
konsekwencja udanego ataku. LB owareee W Sorme
60%
= “Data Manipulation” to w 0%
dalszym ciggu duze
zagrozenie. 0%
30%
20%
10%
0%
2006 2007 2008 2009

Source: |IBM X-Force®
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Hosting for costs $50 for 3 months.
This includes the following:

ZeUS Cl’lmeW # Fully set up ZeuS Trojan with configured FUD

Member slots filled- 3 / 30 blnary

# Log all information via internet explorer
O Tatis  eetvee the Zeu Trogenant i A bromecr st | T 1200 @I E TP CONNECtions

[Q]““m““w” R # Steal banking data

[A] Hosting for costs $30 for 3 months. This includes the following: # Stea| Credit CaI’dS
el # Phish US, UK and RU banks

& Logall FTP connections

o Stat banking g # Host file override
- i 05, U and i # All other ZeuS Trojan features
i # Fully set up MalKit with stats viewer inter

» Fully set up MalKit with stats viewer inter graded.

» 10IE 4/5/6/7 exploits g rad ed .
Coe # 10 IE 4/5/6/7 exploits

* Admin area to view statistics

[Q] Can i see a dema? ’ i # 2 FlrefOX eXp|0ItS
[A] Yes you can, there is a demo set up {Comming soom) -
# 1 Opera exploit

e I

o a@da:m a3 :E 3

(R o
=

= -

-

[

PR TR We also host normal ZeuS clients for
We aiso hos il $10/month.
This includes a fully set up zeus
panel/configured binary

s e
1ands
ate ‘
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Wiekszo §€ wrogich kod 6w to Trojany

— Udziat Trojanéw zwiekszyt sie o

. 0 ’ _ 0
dziewiec procent (w 2008r — 46%) .
Percentage of New Unique Samples in 2009 HA1

— Duza czes¢ wrogich kodow
generowanych jest za pomocg 05',5,}9’
publicznie dostepnych narzedzi Worm -,

6% g1

_Virus
4%

— Poziom zaawansowania wrogich
kodow w 2009 byt na niespotykanie

wysokim poziomie Tojan

55%
. Technlkl.propagaq’l, mutacll i B i
ukrywania ataku swiadcz q o 21%
podtek $cie finansowych dzia tania

wrogich kodow

sourge: IBM X-Force®
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Bronze Edition

This product
sarre [

Price : 179%

S 0U Can

Price : 2495 {LUnited State Dollar) .



Automatyczne SQL Injection z wyszukiwarkg
Komercyjne narzedzia do

. . !(B—Scan) [Yuln] 18808 on 1242 sites
SQL |njeCtIOn Sa' [<n-scan> [LIILY] 3090 on 5468 sites
{haaaaaweee> 'string

automatycznle <{A-Scan> agenda.php3?restagenda= allinurl:/phpmyagenda/

{B-Scan> [IJigtili}| components/con_extended registration/registration_detailed.

. inc_ph sConfig absolute path= inurl:com extended registration
aktuallzowane {A-Scan> |QUIINY| 3128 on 5468 sites

<{haaaaaweee> *a components/com_extended_registration/registration_detailed.inc.php?mo
- . sConfig_absolute_path= inurl:com_extended_registration
(SCEII'I_GI]Dg].E) [lil'“l’l] Joomla [:DI'I'IPI]I'IE'I'It EHPDSE <= RC<a-%Scan> [[lu}k] inurl: com_ exten[led |9915t| ation
Vulnerability - http://uwww_ nilwlrn.confexploits/4194 <a-Scan> |EHL]] cumpunents.’cum_extended_reg1stratlunlregistratiun_detailed.inc.php?mns
{Scan_Google> [milwBrm] QuickEStore <= 8.2 (insertord [HllEfmciilliia- i
Vulnerability - http://www.milw@rm.com/exploits/y193 <A-Scan> |ECCi BLEUUELD BELEIALIIDIY ] ]
<Scan_Google> [milwBrm] Uivuvo CHS <= 3.4 (index.php) <A_Scan> |ELLPEy] inurl:com_extended registration - -
Exploit - http://uwu.milu@rm.com/exploits/4192 components/com_extended registration/registration_detailed.inc.php?mosConfig_absoluy

{3can_Google> [milwBrm] Pictures Rating {(index.php ms
Uulnerbility - http:/fwuw.milwBrm.com/exploits/u191
<Scan_Google> [milw8rm] Data Dynamics ActiveBar Actiy
Insecure Hethods - http://www.milwBrm.con/exploits/%\¢p_scan> 846 on 2186 sites
{Scan_Google> [milwBrm] Expert Advisior (index.php id<B-sScan> 1118 on 1242 sites
Vulnerbility - http://wuw.milwBrm.com/exploits/4189 |<A-Scan> 3158 on 5468 sites
{Scan_Google> [milwBrm] Flash Player/Plugin UVideo fil<B-Scan> 1148 on 1242 sites
Execution POC - http://wuu.miluérm. cumfexplnltsf!l188|<3 SCATLE 1170 'on 1242 sites
<h3x8z501> tscan phpBB HModule SupaMav 1.8.8 {B_Scan> TRE-h: Tk skes
{3can_Google> [Scan] Started: phpBE - Dork: HModule SupaMav 1.8.8 Engine: Google
<Scan_Google> [Scan] Google Found: 158 Sitest

<Scan:Gungle> [S5can] Cleaned results: 2 Sitest Na]p|erW WySZUkanle

<Scan_Google> [Scan] Exploting started?

<S-::an:l;ungle> [Scan] Scan Finished Mﬂdl:llE SupaMav 1.8.8 pOdatnyCh CeléW1 a

inurl:com_extended_registration -

<h3x8z501> *scan Flash Player/Plugin Video file parsing Remote Code Execution POC naSt n|e
{Scan_Google> [Scam] Started: Flash - Dork: Player/Plugin Video file parsing Remote Qp

Code Execution POC Engine: Google i
{3can_Google> [Scan] Google Found: 2679 Sites? przeprowadzenle ataku

<Scan_Google> [Scan] Cleaned results: 492 Sites?
<Scan_Google> [Scan] Exploting started?
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Narzedzi oparte o subskrypcje

« Automatyczny atak typu SQL Injection

= Wyspecyfikowanie payload (default http://www.2117966 [dot] net/fckjp.js )
= Sprawdzenie na stronie w
Chinach czy jest wazna subskrypcja
. 74D |http A v google.comydzearch?num=100&hl=engi=knevmwindow=1az_qdr=allkq=inulZ 387222 aspZ22+inurlZ34%2 |
» Wyszukanie za pomocg Google
odatnych stron inurl:".asp" inurl:"a='
= . . hittp: £ finvesting. businessweek. com/research/commonsymbollookup/symbollookup. aspletterl n=d
http: ##search bamesandnoble. com/booksearch/results asphwrd=a+new+earthisrc=te
H hitp: 4 Avesv recruitireland. comdcareercentre/news/anmyviewer. asp?a=151 2kz=2kisasp=iinews. asphsubcat=
L R O Z p o C Z QC I e atak u hitp: /v robertmundell. net/book s/main. azp? Title=4%20T heory % 200f 200 ptimum? 20Currency  204reas
http: / Avan. sethbarnes. com/index. aspPfilename=therez-a-worldwide-war-between-good-evil
http: /v, inz. state. pa.usdins/cwosview. asp7a=1331%0=042973
http: /A, aeqis. com/nidtopics/gloszan/a. asppage=4
http: 4 Av. nizcair res.inlnfarmationR esourcesAnfo. aspa=tapframe. htméb=leftcon. aspic=nalnal htrmid=test
hittp: £ Avav. maneyrninded. com, audwords/default. asp Fletter==4
http: 4 Avana. online-medical-dictionary. argfa. asp?g=""a
hitp: 4k epwords. msu eduda-z/directory. aspPlist=a
hitp: /v, banking. state. pa.us/banking/cwpdview. asp?a=135080=546528
hitp: / Avwi. sickkids.ca/HumanR esouces? section. aspPs=Find+a+CarserksID =13
hittp: 4 Avoen vegastowers. comydraf. asp?BT ag=a
http: #Avin. atstacticalgear comdstar aspPa=29%manufacturer=ATS
http: 4 Avny. acranymfinder.com/ af-queny. asp?acranym=Hep+4
hittp: A v, watermelon. orgdindex. asp Pa=dzpihtype=recipelpid=13
http: 4 Aven ecml. at/help/alpha. aspPabo=4
hittp: 4 Avn.nhra.com/apomAAPCM viewer. asp?a=175204z=8
http: 4 fvan wigla comdabsalutenm//«laabzolutenmdanmwiswer. asp?a=1%z=1
http: # Aven lawe-dictionary. arg/a. asp?g="a
hittp: /vy, maplemusic. comd artizt_listing. aspidl=a
http: / Avan. tafe. wa. gov. au/Dynamic/DynamicPge. asp?a=10029,0,5td

hittp: 4 Ave. . co.za/Content/13_[L asp?a=18%0=10293
hittp: 4w, di21.comdSCRIPTING /RUNDLL32/REFGUIDE ASP?P=4

|http:#www.gong|e. com/dzearch?a=inurk %22 asp222+inurl %2 22a% 3d% 2 2knum=100%hl=enr=newwindow=14as_qdr=al&start=200

! http: 4 Aven, simmitester. com/pagesnews/showpubnews. aspMile=A+Quick+Look +at+E nhanced+Perfarmance+Profiles+[EPPJ+Me A

£ *
ALL MEMO1'S URL FINISHED! ~_~ SEE LOG

Courtesy: http://isc.sans.org/diary.html?storyid=4294
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Przxk’fad narzedzi automatycznych

Hﬂiﬂ: il‘tttp_u'r_u'r'\\' UEL: http'fflocalhost;‘rsqlinject;‘rnews asp?id=1
i ME EXN - [ et 1 =558 | FUEE | mo | Cokies | ik |

. p—— -
‘sEx. ) (mE ) (g8 O EERLEES C EMEBPIFNREAS

- TR RS AR TR ¢
AR453343 + MTT-54\G30L
| BEEE5" 50 server
U FNER L MTT-540G50L

B
HE
— i
P #4851 .
5

0686

"]"‘1‘%/%: :-. 1R e EEEIFEFE | ([lestUb admin
Eoay I T f—

i‘:ﬁ* ﬁ%ﬁ%| SOL Server : W

chigEs ILIRERAT: [ETEASSrv- BEERE .|

HE R e MR b A IR T 5

fEFL s T
5 | SetishShell | FRIEENT |
= BE. :
| SQL: |se1ect top 3 id, usernams, password from TestDE. . admin eorder by id
HFIEE |T‘-'5tDB | HERF: |id 1d usernams password
. e
B4 TestDB 1 testlzersis 123458 —
j it W |Wusername i
E| j e Wlpassword 25 test .password
- T
= . [privilege o £f
% T [Jtelephone s
g2 =| username Claddvass

P
password

SEnEL brivilige

I His ﬂ telephons

;httpij'rfr'n\"ﬁ"ﬁ'. E] address =
| http:f Fwww. e [ pazslr

| i

:htt T E|j i

P L temp g id

[http: /fawe. ges Zl title

El'lt K d b, &8s REETa IR g RitE: REME m
i NTT-544G5 SL Server WTT-544350L NTT-544G5

| http: . MPZ ey ame piba y 2
| Bt tps F Fwwn. < 2 ’

(httplffwwn. pmEsEamE

\hitp:ffde comfzfbz/zfnr, asp?id=T8 515 = Yok 8=3 + Yok 88  ¥OR T T ) PE B =S AT
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Tak dziatajq niektore systemy...

technologia zorientowana na exploity:
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E%rzystaj ze sprawdzonych rozwi  gzan...

...czasem dobry pomys % moze spali € na
panewce
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Michat Ceklarz

IBM Internet Security Systems

Michal.Ceklarz@pl.ibm.com




