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Petnhowymiarowe rozwigzanie zarzgdzania zdarzeniami
w wielofunkcyjnych srodowiskach IT
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Skad pochodzg zagrozenia??

* Wrog jest wsrod ,nas”

* 87% wewnetrznych incydentow
jest powodowana przez
uprzywilejowanych uzytkownikow _

* Wiekszo$¢ z nich jest | PriviegEsors
spowodowana nieumysinie | 87%

* Pozostate wynikajg z zemsty

| checl zaszkodzenia firmie

Source: USSS/CERT Insider Threat Survey 2005
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A wiec nalezy kontrolowac!

Kto to zrobit?

Czy miat do tego prawo?
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Czy mo zemy to udowodni ¢é?
Interakcja
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A Jak to zrozumiec?
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‘¥, AUDIT_200503.AUDIT (C:'Documents and Settings'ross'Desktop) - GYIM2 o =] | |
File Edit Tools Svntax Buffers Window Help E (ol x|
a | @ @ | % @ | & ﬁ ﬁ @ | é é & | ? & | ? ?—l File Edit Tools Syntax Buffers Window Help
FFE AR TR KR, @RCEEEEEEEE L B F @SECURITY L B2 @53  z An @ H &) @D+E § 68 =3 18 (2@ sEE aah 332 Taa|
T o G . ) id: 2674 =
Auditable event: Batch process login
Event time: 1-MAR-2005 00:03:09.84
PID: 20402844
Process name: BATCH_448
Username : SYSTEH
E"H '@ Y"H Process owner: [SYSTEH]
“E G ECYGHUS . "E"S @DSA@:[SYSA.SYSCOMHON. J[SYSEXEILOGINOUT .EXE"F R ATE" T E"K @; @ @ C"E"(|Image name: D3ABZ[SY¥51_SYSCONHON. J[SYSEXE]LOGTHOUT .EXE
“ETLTEF ESECURITY L E2"@$cknz " A="E"H @) "Ewll! $"BE ESYSTEH “HC Pus:i.x UID: -2
3°H @/ R"D R AE"H R W Apijiiii“H ®" X" Apijji Posix GID: -2 {%XFFFFFFFE)
“ETHRTYHRTRE"® . . )
“@ G ECYCHNUS _“@ S @DSAD: [SYSO.SYSCOMHON. | [SYSEXE]LOGINOUT .EXE™ G @™ A R T @ K @, @ @ ¢ @ ([SeCUrity audit (SECURITY) on CYGNUS, system id: 2673
“E°L @ F E@SECURITY L @2 @N"Lanz"Ax"@"H @) "GuEt $ @8 @SYSTEHM = - 16.11
L43"HTG/ @D @ ATRTH R U AR TH @R AP TR T
PERL AL e N HOMTC_P2_BG164
[CHC - -
“@*L"e”
L. Ele Edit Tools 3Syntax Buffers Window Help e TROUTHE e
™~ |@@|K®|@ﬁ€@|éé§&|?&'@|?@ Remote node id: 241859594
™~ apr 5 17:20:30 syslog su{pam_unix)}[164%9]: authentication failure; logname=acristal uid=1ee:[Remote node fullname: ®yzz .bananajunior.com
™ tty= ruser=acristal rhost= user=HQH Remote username: HOH
Apr 5 17:22:83 syslog sshd{pam_unix)[1p351]: session closed for user acristal Posix UID: -2
Apr 5 18:81:81 syslog crond{pam_unix)[¥8%8&]: session closed For user MQH Posix GID: -2 (%XFFFFFFFE)
fApr 5 19:81:81 syslog crond{pam_unix)[18438]: session closed for user MQH
Apr 5 20:81:81 syslog crnnd(pam_unl:.x)[1ﬂu!m H sess::mn closed for user HMOM Security audit (SECURITY) on CYGNUS, system id: 20873 —
Apr 5 21:81:01 syslog crond(pam_unix)[10442): session closed for user HOM Auditable event: Batch process login
Apr 5 22:81:81 syslog crond{pam_unixz)[18444]: session closed For user MOM Euent time 1-MAR-2805 B0:02:32.61
fApr 5 23:81:81 syslog crond{pam_unix)[18446]: session closed for user MQH PID: 20219477
Apr 6 B08:81:81 syslog crond{pam unix session closed for user HOH Process names: BATCH 443
Apr 6 81:81:01 syslog crond{pam_un closed for user MQM " =
Apr 6 B2:01:01 syslog crond{pam_un closed For user HQM R anel SRS
Apr 6 B83:81:01 syslog crond{pam_un closed for user MQM Process ouner: [SYSTEM]
Apr 6 B3:33:29 syslog crond(pam_un closed for user HQH
Apr 6 B4:81:82 syslog crond{pam_un closed for user HQH
Apr 6 B4:83:46 syslog crond({pam_un closed for user MQM
Apr 6 B4:38:82 syslog crond{pam_un closed For user MQHM
Apr 6 B5:81:81 syslog crond{pam_un - closed For user MQM
Apr 6 B86:81:81 syslog crond{pam_unix)[11833]: session closed for user MQH
fApr 6 B7:81:81 syslog crond{pam_unix)[11835]: session closed for user MQH
Apr 6 88:81:01 syslog crond{pam_unix)[11837]: session closed For user MOM
Apr 6 B88:42:11 syslog sshd{pam _unix)}[11841]: session opened for user ebarrios by {uid=8)
Apr 6 B8:42:43 syslog sshd{pam unix)[11871]: authentication failure; logname= uid=8 euid=8 tty=ssh
Fuser= rhost=18.181.1.154 user=ebarrios
Apr 6 B8:42:49 syslog sshd{pam unix)[11877]: session opened for user ebarrios by {(uid=8) LI
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Cel: Uproszczenie analizy

Windows z/0S ‘ AIX | pEacie SAP ISS FireWall-1 |Exchange s E?ola ris |
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Tlumaczenie Logow

TCIM “W7”
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Jak dziata Tivoli Compliance Insight Manager?

IBM Tivoli Compliance Insight Manager
 Technologia® Iterpretacja

Aplikacje Pobieranie Analiza W7 Raporty
predefiniowane

Archiwizacja normalizacja

@ Kto Moduty

< Jaka akcja audytowe

@ Jakie dane ISO 27001

Systemy mainframe Przeszukiwanie @ Kied.y Bazylea II
@ Gdzie SAS70

@ Skad HIPAA

Bazy danych

Systemy operacyjne Indeksowanie

: Raport
Syst. bezpiecz. clagiadt] o Dokad GLBA

logéw SOX
PCI

-
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Architektura

Zrédta Zdarzen

Aplikacje

Bazy Danych

I .....z....i!

IDS & IPS

Firewall

Systemy Operacyjne

33

$

Kolekcja danych

=

Agenci

Bez agentow
(np. po przez SSH)

High Performance Collector

Repozytorium
Logbw

Aplikacja

Bazy Raportujace
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Integracja

Powiadomienia
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