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“Nigdy nie lataj samolotami projektowanymi
przez optymistow.”

. @ W -
TIVOII Day 15.10.2009 r. - Warszawa v 2 D (o AP
g W e

2009



Ve % NY/AVR T

Myslenie poprzez bezpieczenstwo
= Myslenie “negatywowe”
—“Normalny” architekt: Jak to bedzie dziatac?

— Architekt bezpieczenstwa: Jak to bedzie sie
pPSuc?

= Nie Istnieje petne bezpieczenstwo
—Zwyczajowo: Czy to jest bezpieczne?
— Stuszniej: Czy to jest wystarczajgco bezpieczne?
= Nieustajgca czujnosc
— Strzelanie do ruchomego celu
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Kilka faktow

Co mamy do chronienia w firmie?
Srodki/Aktywa (PACS)
Dane (IT Security)
Co wymuszajg na nas regulatory?
- Zrozumienie co dzieje sie w organizacji
- Jakie sg ryzyka?
- Co moze sie sta¢ z moimi krytycznymi elementami biznesu?
- Jakie incydenty zwigzane sg z moim IT?
- Jak wiele ich jest?
- Ktore sg ,akceptowalne” a ktore nie?
- Jaki wptyw moze miec incydent na organizacje?
- O co zapyta sie audytor?
- Udowodnij, ze wiesz co sie dzieje
- Udowodnij, ze twoje krytyczne dane sg chronione
- Udowodnij, ze dostep do krytycznych danych jest kontrolowany
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Regulatory

Prescriptive Not Prescriptive

Sarbanes-Oxley, FISMA,
PCIl/ HIPAA HIPAA, Great majority of
domestic regulations

Carrot [NOTHING] Basel Il
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Bezpieczenstwo zawsze jest z czyms w
niezgodzie

= Zarzgdzanie ryzykiem vs Unikanie ryzyka
— Co mozemy zrobic¢ aby 9/11 nie powtorzylto sie wiecej?
« Uziemi¢ wszystkie samoloty
— Kiedy uznamy ze jestesmy bezpieczni? Moze nigdy?
— lle jestem w stanie wydac na bezpieczenstwo?
« Samochody meteoroodporne?
= Uzytecznos¢/Dostepnosc vs Bezpieczenstwo
— Czy SSO zwieksza czy zmniejsza bezpieczenstwo?
= Prywatnosc vs Bezpieczenstwo
— Im wiece] wiemy tym wieksza szansa ze sie uchronimy?
« CBA?
= Swoboda vs Bezpieczenstwo

—“Ci ktorzy chcieli by oddac¢ podstawy wolnosci, by kupic troche czasowego
bezpieczenstwa, nie zastugujg ani na wolnos¢ ani na bezpieczenstwo.”
Benjamin Franklin
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Kilka faktow
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Kilka faktow

Less than 3
More than 22 incidents 10%

20%

Between 3 and 22
70%

o Source: 2006,07,08 survey by the IT Policy Compliance Group
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Kilka faktow

— Improper Use of Corp Data

» 59% of workers who left their positions took
confidential information with them

* 67% used their former company's
confidential information to leverage a new

job
mins hours
3% 12%
weeks
Time to terminate access
« 24% still had access to Corporate
@® mins Systems
@® hours
days
® weeks

Source: “Data Loss Risks During Downsizing”,
Ponemon Institute LLC,Feb 23, 2009

days

65%
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Kilka faktow

The enemy is “us”:

90% of insider incidents are caused by
privileged or technical users

Most are inadvertent violations of:
Change management process
Acceptable use policy

Account management process

Others are deliberate, due to:

Revenge (84%) Privileged or technical

“Negative events” (92%) users (90%)

Regardless, too costly to ignore:

Internal attacks cost 6% of gross annual revenue or
9 dollars per employee per day

Sources: Forrester research, IdM Trends 2006; USSS5/CERT

Insider Threat Survey 2005/6; CSI/FBI Survey, 2005; National
Fraud Survey; CERT, various documents.
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Kilka faktow

Operator Error

60%

Malicious Attacks

20%

Application Failure

20%

“"‘-‘_ x -
TiV’OIi Day 15.10.2009 1. - Warszawa "} P

2009 1 4



WA A NVJAVIR TSNS
Kilka faktow

Less than 3
More than 22 incidents 10%

20%

Between 3 and 22
70%

o Source: 2006,07,08 survey by the IT Policy Compliance Group
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Nowosciw TS

« TDI 7.0 (GA)
— Nowy interfejs — Eclipse
— Szybciej, czytelniej, sprawnie]
« TIM 5.1 (GA)
— SoD - segregacja uprawnien
— Nowy system recertyfikacji
— Hierachiczne role
— Zarzadzanie grupami
 TAMESSO 8.1
— Generyczne wsparcie PKI
— Firefox 2.x, 3.x
— Windows Vista i 2008
« TKLM (GA)
« TSIEM 2.0
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Zarzgdzanie tozsamoscig | dostepem

Zarzadzanie
KTO ma DOSTEP do CZEGO

| DLACZEGO
-
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Trusted ldentity
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ldentity Management vs. Trusted ldentity

PROVISION DIGITALWORLD MANAGEMENT
DIGITALIDENTITY USAGE
PERSON
Request
Digital Identity
/,\"3 > 4 —
Primarily user IDs and Use digital identity for Manage and monitor
passwords online authentication digital credentials
Identity
Management
TI’UStIGd IDENTITY DATA AND RELATIONSHIP MANAGEMENT 3
|dentity (e
Provides a single view of a person and manages &
Request their identity data and associated relationships < 3
Trusted Identity
4 1 ‘ 2 \ 4
ENROLLMENT PROOFING CREDENTIAL DIGITAL & PHYSICAL MANAGEMENT
ISSUANCE WORLDUSAGE

Collect biometrics,
breeder documents,
biographic information

Validate biographic and
biometric information

Biometrics, smart chips,
certificates, OTPs, etc.

Strong and multi-factor
authentication

Manage and monitor
trusted credentials
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Przyktad Trusted Identity

_&gy

Automatyzacja uprawnien
Zarzadzanie kartami . %
i n§§§§§y : fﬁl

g
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BeZpIeCZGI’lStWO ---------------------------- Securlty
fizyczne
Definicja dostepu : Definicja
fizycznego H uprawnien i
. dostepu
2z
Zarzadzanie
badge’ami
- Gtowne elementy rozwigzania:
2 e Identity LifeCycle Manager
E . * SSO Manager
. S|/SO - Card Management System
! %‘ « Certification Authority CA
' e Physical Access Control System

 Sign-in/Sign-out Management System
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TSPM Solution — Portal Deployment Project

Insurance Portal
(i.e. IBM, Sharepoint)

Applications

.
Dy

Mike Stevens
Security Administrator

-7 Authorization
Policies

Tivoli Security Authorization _ *
Policy Manager | Pelicies
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TSPM Solution — ESB Project

Enterprise Service Bus Applications
(i.e. Websphere, Datapower)

L
w9

Mike Stevens

Security Administrator

Tivoli Security Authorization
. Policies = ESB
Policy Manager
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TSPM Data & Application Security

Mike Stevens
Security Administrator _|

Applications

Jose Fuentes
Application Programmer

Determines data How many Ievel_s of
access policies based access granularity ?

on business and does Jose need to
code?

compliance drivers

and provides to Jose. / ®

e vamole oolioy. Tivoli Security [ authorization
xampie potey: Policy Manager %

« Claims Approver can view all
claims but only approve their
own claims and if the value is ‘
less than 25% of the insured _l
value.
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Zarzgdzanie poprzez role

Istniej gce uprawnienia w systemach Uprawnienia po analizie Wyczyszczone role
| usuni eciu bt edow

Original User Pemmission Assapment Matrs with Eri

Al *‘v’éfs-saﬂ“;m ¥ "4

L

Original assignments sorted according to roles Assignments cleaned from suspected errors
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Policy and Role Modeling

W
Import and export roles, v/ Policy & role PoI.icy &role Import and export data
separation of duty and = Y m.odelln.g & lifecycle & service classification
provisioning policies simulation management and entitlement policies

B . !dentity Management "l

Entitlement/Rules Management

Integrate

application roles,

Entitlement lifecycle Context-based

Identity Access Remediation services, groups, . .
lifecycle certification of user access classifications and management enforc.ement (identity,
management (access rights entitlement policies service & request)
assignment)
Query roles, Query data
approval/certification User Act|v|ty Monitoring classifications, services,
and provisioning = entitlement policies,
policies m etc.
Unified Compliance Feedback for
reporting and reporting policies and
auditing modules (SOX, roles
PCl, etc.)
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Role and Policy Modeling
LT
Import and export roles, 1 “A/Role Policy "~ Role Import and export data
separation of duty and - ! Modeling Design Management & service classification
provisioning policies Assistant Tool Assistant and entitlement policies
B . 'dentity Management "~ Entitlement Management

| i Integrate ﬁ z 5’

application roles,
services, groups,
classifications and

IBM Tivoli Identity Manager entitlement policies IBM Tivoli Security Policy Manager
//
L ——
Query roles, Query data
approval/certification . User ACt|V|ty Monito ring classifications, services,

and provisioning o entitlement policies,
policies t‘h etc.
IBM Tivoli Compliance Insight
Manager
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SoD

Separation of Duties Constraints
(Meta Policies)

|

Role Analyzer Policy Analyzer Log Analyzer

XACML
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Boundles

: Reduce cost and risk by easing the
Identity & Access — onboarding and offboarding of
Assurance users, reporting on user activity

and ongoing access certification

- - Protect business information and
Data & Application — reputation by safeguarding data
Security in use or at rest

Improve mainframe security

Security Management : administration & enable integrated
for System z mainframe & distributed security
workloads
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