IFIX-112818
Production level OSGi Agent Extension
Ability to reboot a device using the OSGi Agent
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Abstract

This IFix adds a production level OSGi agent extension to the WSDD 5.7.x product. The
original product contained only a sample agent extension not suitable for production
environments. This new agent extension also adds support for rebooting your device via
a DMS command.

Content Overview of this IFix:

osgiagent.jar - The core agent that provides support for processing DMS jobs. This is an
update to the existing bundle.

OSGiAgentExt.jar — The production level agent extension. This is used for supplying
information about the device such as the device ID, model, manufacturer and resources.
Either this bundle or the SampleAgentExt bundle can be used at a time, but not both.
OSGiAgentExtConfig.jar — A sample configuration. This must be implemented by each
customer who wants to change the device id, manufacturer, and model. This new bundle is
provided as an example for those customers accepting its functionality.

dependency.xml — This updates the ESWE system bundle information in the platform
builder.

osgiagentservlet.jar - A servlet that can be used to control the OSGi agent via a web
browser. The URL is http://localhost/osgiagentservlet. This is an update to the existing
bundle.

OSGiAgent.properties — Template file used to supply the agent with device account
information.

Prerequisite products and versions:

You must have at least WSDD 5.7.1 installed before installing this fixpak. You may also
install this IFix if IFix-109852 has been installed. This IFix is cumulative — it includes the fixes
that were contained in IFix-109852. Do not install IFix-109852 after installing this IFix as you
will replace newer files with older ones.

The OSGi Agent provided with this IFix is designed to communicate with WEDM version
5.0.x. You should have WEDM 5.0.1 with Fixpak 2 installed. Please note that the OSGi
Agent that is provided in this IFix supersedes the one that comes with WEDM Fixpak 2.

Instructions for installing this IFix into WSDD 5.7.x for use by the
Platform Builder:

This IFix will require you to replace four files in WSDD. Please backup any files before
overwriting them. After following the instructions in this section, you will be able to use the
Platform Builder to produce platforms using this updated OSGi agent. References to
<WSDDHOME> indicate the location to which WSDD 5.7.x was installed.



Unzip the zip file into a temporary directory on your WSDD workstation

1.
2.

Close WSDD 5.7 .x if it is running.

Backup the old osgiagent.jar file located in
<WSDDHOME>\wsdd5.0\technologies\eswe\bundlefiles and replace it with the
new osgiagent.jar found in the IFix’s temporary directory.

Backup the old osgiagentservlet.jar file located in
<WSDDHOME>\wsdd5.0\technologies\eswe\bundlefiles and replace it with the
new osgiagentservlet.jar found in the IFix’s temporary directory.

Backup the old dependency.xml file located in
<WSDDHOME=>\wsdd5.0\eclipse\plugins\com.ibm.eswe.builder_5.7.*\resources
and replace it with the new dependency.xml found in the IFix’s temporary
directory.

Backup the old file OSGiAgent.properties located in
<WSDDHOME=>\wsdd5.0\technologies\eswe\files\deviceagent

and replace with the new OSGiAgent.properties found in the IFix’s temporary
directory.

Launch WSDD 5.7.x and then create a new Platform Builder Project

Since some of the file names have changed since WSDD 5.7.x we cannot simply
place these files in the default eswe/bundlefiles directory for Platform Builder. We
will have Platform Builder treat them as custom bundles On the custom bundles

page select Add... and add OSGiAgentExt.jar and OSGiAgentExtConfig.jar from
IFix’s temporary directory. Select the bundles as shown in the image below.



Custom Bundles
Spedfy custom bundles to add to the target platform -
MNarme | Version | Size (KB) | Add . |
O5GiAgentExt 1.5.1.5 15
OSGiAgentExtConfig L5 L6 4 Remowve
Select All
< Back Mext = Einish Cancel




8. Click Compute to compute the dependencies, and then select the bundles as
shown below. Please be aware that these instructions apply to building a simple
platform containing only this new updated agent. If you are adding your own
custom bundles to the platform, you may need to resolve dependencies
differently.

Resolve Dependencies

The following bundles provide packages or services that fulfill
detected platform dependencies. To resolve this issue, select
bundles from the list to add to the platform, or ignore this issue
and no additional bundles will be induded.

Mame Version | Size (KE) |
05Gi Log Service 2.2 21
05Gi Service Interfaces and Cl...  3.0.1 27
05Gi Service Tracker 3.0 7
SyncML/DM 0SGi Agent 1.5.1.6 491

Deselect All |

[+ Show only supported bundles

Resaolve... | Ignaore... Cancel

9. Click Resolve... and it should tell you that all dependencies have been resolved.
10. Click Next to go to the System Bundles page.

11. Click Next again to go to the Summary

12. Click Finish to build the platform.

Once this is completed your platform.zip file will be in the output folder. Unzip
platform.zip onto your device and begin using it.

NOTE: The zip file contains an OSGiAgent.properties file that configures the device
account information. You may hand edit this file if you wish to change the default
values. Also, prior to building, this file may be edited in your WSDD project under the
path “file/smf/OSGiAgent.properties”.



Instructions for importing this IFix into a WSDD 5.7.x SMF
Bundle Server

These steps must be followed for all SMF Bundle Servers that you have created.
1. Start an SMF Bundle Server in WSDD/AD.
- From the SMF perspective, select Run -> Run ..
- If you have already created an SMF bundle Server, then select it and click Run.
- If you have no bundle servers defined, click on the SMF Bundle Server, then click the
New button, then click Run

& Run '
Create, manage, and run configurations g _l
Configurations: Name: | SMF Bundle Server

¢ C/C++ Local
- [y DB2e Install Cc _ .
7 Java Applet Options IM- Arguments | Wil JRE| 1} Classpath | 3% Common

i34 Java Applicatio
2@ Java on Device  pundle Server:

o Juni Part | s0so
B Microanalyzer
- B Mlet Suite Name  [smf

2., Remate Micro/

- 7¥ Remote Smart

- B Remote SMF R USer

i 2P SmartLinker Pr 1] | Admin

- SMF Bundle Se -

T s

= By SMF Runtime  MNote: User settings are used to connect to server. This must be a valid user that already exists
B sMF Runtin "

Mews | (ie)g] Reveart




2. In the SMF perspective, open up the Bundle Server view (click the SMF
Bundle Servers tab):

‘Developer M=) %
File Edit MNavigate Search Project Run Window Help
IF-HE&S || ¢8RS k- X-%- |[[dddd~-|® 4
| %a cmw
ﬁ [ sMF Bundle Servers &H x || J Start.java FE MANIFEST.MF X S.e ¥ X
L OIERE SMF Bundle Developer g @3 |
o Bundle Manifest Ttems 3 A @B
I@ Specifies the 05Gi bundle settings.
e
e &7 Bundle-Name ESBPtest
&7 Bundle-Version 1.0.0 z S
erver:
7 Bundle-Activator _
|| Runtime: MN/A
&) Bundle-Category M
e B - - - == | Irstall
Package Explorer{SMF Bundle Servers [}< | i | (2]
¥ Tasks (2 items) O R Y X
| J| g | Description | Resource | In Folder | Location | E
G TODO Auto-generated method s...  Start.java ESBPtest/com/ibm line 33 E
Bundle Details | Snapshot Details | Runtime Log | Tasks | Console




3. Expand the tree for the bundle server and locate the SampleAgentExt bundle. Right Click on
this bundle and select Show Versions. In the Bundle Details tab at the bottom, right click
SampleAgentExt and click Disable. SampleAgentExt is an agent extension designed for
demonstration and evaluation purposes only. The OSGiAgentExt bundle is a production level
agent extension. You should not have both enabled in the SMF Bundle Server at the same time.

i

SMF - SampleAgentExt - WebSphere Studio Device Developer =]
File Edit Mavigate Search Project Run  Window Help

IF-DE&|dRBRNS | B-X-%-|dd DS -

|® 2|l e--

i=] B sMF Bundle Servers &9 X [BsampleAgentExt X \ By svFRuntme - x
----- OSGiAgent ~ ~ a
[ & OsGiagen ~| SMF Bundle Developer (Read Only) $= 3|13
..... & 0SGiAgentServiet = @P SMF System Bundie
----- & PersistenceManage Bundle Manifest Items
""" g PizzaJSPslampIE I Spedfies the 05Gi bundle settings.
----- PizzaServletSample
----- & PreferencesService =3 Bundle-Mame SampleAgentExt
""" & RemoteBundleAdmi =7 Bundle-Version 15.1
----- & RemoteVmAdminAg
_____ & SMF System Bundle &7 Bundle-Activator com.ibm, tivali.agentext. InventoryHelperBundle
----- & SMFAdministration =3 Bundle-Cateqory
""" g SMF;LJHC"EMESSEQE =7 Bundle-ClassPath
----- SampleAgentExt
_____ & Serviet2.1 =7 Bundle-ContactAddress
..... & serviet2.3 =7 Bundle-Copyright
""" & SessionService =3 Bundle-Description IEM SyncML/DM O5Gi Sample Agent Extension;
----- & SimpleBundle = Bundle DoclRL
=
----- & SimpleDriverLocato Hnde—e (<] 1l | =l
..... &8 simplePermissionPa =3 Bundle-UpdateLocation Server: localhost:a080/:
""" @ SynciL4) [} &5 Bundle-Vendor IBM [} Runtime: localhost: 1457
< I | (3] < i (2] m
Package Explorer ISMF Bundle Ser... | | Manifest I IveAttrs |Resources |Bur|dle Info I Iﬂl
~ Bundle Details x
MName | Version | Enabled | Processar | Addr. L
s ampleAgentExt 151 YES
e et Remove
< I Export "" >
Bundle Details JSnap Disable Log |Tasks |Cnnsole




4. Locate the OSGiAgent bundle. Right Click this bundle and select Remove All Versions. We
will install the replacement bundle in the next step. Repeat this step for the following bundles if
they exist: SyncML4J, OSGiAgentExt, OSGiAgentExtConfig, and OSGiAgentServiet

SMF - O5GiAgent - WebSphere Studio Device Developer

o

File Edit Mavigate Search Project Run  Window Help

|F-HEE || S NRNE| S E[[3- k-5

EX T ErEEr

2

B

EEI E§5 » @'DSGiAgent )(l b SMF Runtime w
[ -
T ~Bundle Developer (Read Only) =@ |3
. f SMF System Bundle
Export e Manifest Ttems
oo Al Versons es the O5GI bundle settings.

Show Versions
Install

Bundle-Mame QSsGiAgent

Bundle-version L5.1

..... & SMF System Bundle &d  Bundle-Activator com.ibm.osg. service.osgiagentimpl. O5GiAgent

----- & SMFAdministration &7 Bundle-Category

""" & SMFBundieMessage = Bundle-ClassPath . Syncml4iGwp+1.0. 2. jar, fpr.jar,Job 2bxml. jar

----- &5 SampleAgentExt

..... @ Serviet2.1 & Bundle-ContactAddress

----- & serviet2.3 =d Bundle-Copyright

""" & SessionService &3 Bundle-Description IBM SynchL/DM OSGi Agent

----- & SimpleBundle = Bundle-DocURL

=

----- &% SimpleDriverLocato Hneleo [i] 1] ]

..... &3 SimplePermissionPo =d  Bundle-Updatelocation Server: localhost:3080/:

""" & syndiL41 Iﬂ &3 Bundle-Vendor IBM M Runtime: localhost: 1457
< 1 | 2] 1l n J E3 0

st

Package Explorer ISMF Bundle Ser... | | Manifest J IveAtirs |Resources |Bundle Info I \EI
‘%] Bundle Details x
Mame | Version | Enabled | Processar | Addr. L
4osciagent 1.5.1 YES
< I | b4

Bundle Details ]Snapshot Details |Runtime Log |Tasks |Cnnsole




5. Right click on the SMF Bundle Server, and select Import Bundles

File

Edit Mavigate Search Project Run  Window Help

EX R

® |l e-9 -

ﬁ..

[F-HEAS | daRP R[] t-%-%-

Egﬁf&rdeﬁmers E§§ b

J]Confi... | 4] SMFA... |E,|_’|Bund1... | 51 mnitiali... [@xs x\

4F

B sMFRuntime » X

MNew
Stop
Remove

Bundle Manifest Items

SMF Bundle Developer (Read Only)

Specifies the 05Gi bundle settings.

5 | =7 Bundle-Name ampleAgentEx
F | =¥ Bundlen SampleAgentExt
e iz =d  Bundle-Version 54
&4 DependencyAdmin
&) DeviceManager 53 Bundle-Activator com.ibm. tivoli. agentext. InventoryHelperBundle
leAdministrator undle-Categary
FileAdministratol =3 Bundle-Cate
g SecurityPlugin = Bundle-ClassPath
HttpService
s 1BM Cloudscape 5. =3 Bundle-ContactAddress
&8 IBMCloudscapeSyn &7 Bundle-Copyright
g JhECZ2.0 &7 Bundle-Description IBM SynchL/DM O5Gi Sample Agent Extension)
IMS1.1
@ LogHttpinterface =J Bundle-DocJRL [:I = | &
| & LogService 3 =3 Bundle-Updatelocation | server:  localhost:8080}
= %_MQTEEWEH}'TFBHSI&I == = Bundle-Vendor _1BM M Runtime: localhost: 1457
< | i | 2] Mzl i 3]

i $h=ﬂ|iaz@§5

- ﬁ SMF System Bundle

Package Explorer |SMF Bundle Ser...

Manifest |I!.re.httrs | Resources |Bm1dlﬁ Info

I Trstall

8| Console [C:wsdd571wsdds.0lve-2, 2bin'jow.exe (41305 5:09 PM]]

B k-84 x

05Gi Service Platform Release 3

Licensed Materials - Property of IEM

Bundle Details |Snapshnt Details |Runtime Log |Tasks l:?.onsde ]
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6. Select the Add Directory button. Browse to the folder where you unzipped the IFix.
7. You can expand the folder view to see the bundles that will be imported to the server.

8. Be sure to select Replace Bundles. If you do not, the two new jars will be imported into the

bundle server, but the three that are being updated will not overwrite the original bundles and you
will see an error message warning you of this.

¥e 1

Import bundles from @
Bundles

+ [ [ {Admin@localhost:3080 /smf: Add Directory...

- C: ftemp /DeviceAgentIFix
@ osgiagent.jar Add Server. .,
&) OSGiAgentExt.jar
&) OsGiAgentExtConfig.jar
@ osgiagentservlet.jar

[ Replace Bundles

Einish | Cancel

9. Select Finish.

Now when a user deploys one of their projects to a runtime, and the project depends on the
device agent, the bundle server will automatically provide the updated bundles.
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How to initiate a device reboot

DMS Node Discovery and Custom Command Jobs

Initiating a device reboot is done via the use of DMS Node Discovery and Custom Command jobs.
This outlines how to initiate a reboot on the device.

Guided method

The following steps describe how to change properties for the agent, making use of multiple jobs
to perform this task. Because there are multiple jobs, these steps may take longer, but more
information is pre-populated in the dialogs. These steps also make changes only to a single
device. To apply changes to multiple devices simultaneously, use the Advanced Method listed
below.

These steps illustrate changing the ./SystemCommand/Reboot value.

. On the WEDM console, select Devices.

. Select Use New Query and Return anything as your search criteria.
. Select OK.

. The DM console will show a list of enrolled devices.

. Select your device, right click and select Submit Job.

. Select Next.

. Select the Job Type as Node Discovery (Use default settings for all the other job
attributes).

8. Select Next.

9. Select Add Group.

10. Enter ./SystemCommand as the Target URI.

NOoO AP WN -
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11. Enter a Search depth of 2.

; g# submit Job: Job Parameters

X

i ~Group 1
Target LRI

| JSSystemCommand
Example Text: [DevDetsil

Store path nodes
o

T |

Search depth

2

Femaove

by

Add Group

Back

Zancel | Help

12. Select Next.
13. Select OK.

14. The job has been submitted. Select Close.

15. You will need to wait for the job to complete (this will depend upon the configured

polling interval).

13



Once the job has completed, select the device, then click View Inventory...

16. Then select Management Tree.
17. Select the entry with the URI: ./SystemCommand/Reboot.

¥ Inventory

Device name = <my device id=

Device class = SampledSGi

ECU
05Gi Bundle Table
05Gi Packages Table
05Gi Resources Tahle
05Gi Services Tahle
Device Detail
Device Information
Accounts
Management Tree

Device MName A|Da‘ca |F0rmat |Tvpe |

UR|

=my device id=  =myd... chr textipl...
=y device id= 0 chr textinl...
=y device id= 0 chr textinl...
=mmy device id= chr textipl...
=my device id=  Samp.. chr textipl...
=my device id= 0 chr textipl...

SDevinfo/Devid
SDewlnfa/Dimy
JDevinfa/lLang
ADevinfo/Man
ADevinfo/Mod
JSystemCommandiReboot

Yiew Details

Submitdoh | Close |

18. Select Submit Job.
19. Select Next.

20. Leave the defaults as supplied in the panel, then select Next.
21. Enter 1 for the Command Number Field.

14




22. Set the Data value to reboot

|
Ul Alert Command | ~Group 1
e ) Add Group
Add Command Cammand grouping Remuove =
Copy Command no selection -
Delete Command
Exec Command Command number
Get Command |*I
Replace Command | | 1515t R
|3ystem00mmandIRehnnt
Alternate data source
no selection -
Diata
| reboof
|
by
Back | [ et | Cancel | Help |

23. Select Next.
24. Select OK.
25. Select Close.
26. Select Close.

27. Wait for the job to complete.
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Advanced method
The following steps describe how to change properties for the agent, but allow you to change the
properties for multiple devices. Less information is pre-populated in the dialogs.

These steps illustrate changing the ./SystemCommand/Reboot value.

1. Select File > Submit Job... > All New...

2. Select OSGi as the device class.

3. Select Currently Enrolled for the status of the target devices, since you are configuring agent
specific properties.

4. Select Next.

5. Select the Job Type as Custom Command (use default settings for all other job attributes).
6. Select Next.

7. Select Replace Command, then click Add Group.

8. Enter 1 as the Command Number.

9. Enter ./SystemCommand/Reboot as the Target URI.

10. Enter reboot as the Data.
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g Submit Job: Job Parameters x|

Ul Alert Command | ~Group 1 Add Group
Add Command Command grouping Remove =
Copy Command na selection - |

Delete Command
Exec Command Command number

Get Command | 1
Replace Command Target URI

|3ystemCummandIHebnnt

Alternate data source

no selection hd
Data
| reboof
|
by
Back | M et | Cancel | Help |

11. Select Next.

12. Select OK.

13. Select Close.

14. Wait for the job to complete.

After this job is complete, a file by the name of reboot.txt is placed on the file system specified by
the system property java.io.tmpdir with the contents of “reboot now”. A script monitoring this
directory for the presence of the file can now perform actions on the system.
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