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Four dimensions of big data

-

Data at Rest

Terabytes to
exabytes of existing
data to process

J

-
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Data in Motion

Streaming data,
milliseconds to
seconds to respond

Data in Many
Forms
Structured,

unstructured, text,
multimedia

Data in Doubt

Uncertainty due to
data inconsistency
& incompleteness,
ambiguities, latency,
deception, model
approximations

* Truthfulness, accuracy or precision, correctness
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What is data security and privacy?
Protection of high value data
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Sensitive data is EVERYWHERE
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METROPOLITAN MUNICIPALITY (Government)

Which Critical Data Asset is Guardium safeguarding:
mAccounts Payable database (Municipality Expenditures)

=Utilities Payment database (water, electricity)

"Why ?

»Expenditure databases holds all the money that goes out. Unauthorized
changes can mean paying more to vendors.

»Unauthorized changes to customer's bills, can negatively affect the
municipality's main revenue source.

»Apart from negatively affecting the main revenue source, unauthorized
users can get access to Banking Details of those customers who pay
on-line
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Can you that
privileged users have

not inappropriately
accessed or
jeopardized the
integrity of your

sensitive customer,
financial and employee
data?
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Database servers are the primary source of breached data
Focus limited resources on the most threatened data source

Categories of compromised assets by percent of breaches
and percent of records

Servers

User Devices

People 7% [ 34%
Offline data 3% 1 <1%
Network infrastructure | <1%/<1%
Unknown | 1%/ 1%

Sources: Verizon Business Data Breach Investigations Report 2011

64% / 94%
60% / 35%

data, and that fact isn’t lost on data thieves.

It’s really not surprising that servers seem to have a lock on first place when it
comes to the types of assets impacted by data breaches. They store and process
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Organizations are slow to respond to database attacks

Seconds | Minutes | Hours Days Weeks | Months Years
g 75%
Initial Attack to
Initial Compromise
2% 0% 1% 0%
1)
Initial Compromise 387%
to Data Exfiltration
Htrat 8% 8% | 8%
. 0%
\
Initial Compromise 54%+
to Discovery 29%
0% | 0% | 2% i | 2%
Discovery to 38%
Containment / 17%
Restoration 0% 1% l 4%

http://www.verizonbusiness.com/resources/reports/rp_data-breach-investigations-report-2012_en_xg.pdf?CMP=DMC-SMB_Z_7Z 77 7Z TV_N_Z038



Organizations are slow to respond to database attacks

Initial Attack to
Initial Compromise

Initial Compromise
to Data Exfiltration

Seconds | Minutes Hours
g 75% A
38%

8%

Initial Compromise
to Discovery

| |

Days

Guardium VA, Encryption

Weeks

Months

Years

Discovery to
Containment /
Restoration

Guardium

DAM

0%

1%

http://www.verizonbusiness.com/resources/reports/rp_data-breach-investigations-report-2012_en_xg.pdf?CMP=DMC-SMB_Z_7Z 77 7Z TV_N_Z038
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Information Management

Chosen by Leading Organizations Worldwide

* 8 of the top 10 global banks
* 5 of the top 6 global insurers

* 4 of the top 4 health care providers

* 9 of the top 10 telecoms

* 3 of the top 4 auto makers

* 3 of the world’s favorite beverage brands
* 2 of the top 3 global retailers

Top government agencies

Top global cardholder brand

Top energy suppliers

The most recognized name in PCs
#1 dedicated security company
Media & entertainment brands
International airline brands
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The Choice of Financial Services
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The Choice of Telecommunications
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The Choice of Energy & Utilities
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The Choice of Middle East & Africa
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The Choice of Local Organizations
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Extend real-time Data Activity Monitoring to protect sensitive data in
databases, data warehouses, Big Data environments and file shares
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Directory Services
(Active Directory, LDAP, TDS, etc)

SIEM

(IBM QRadar, Arcsight, RSA

Envision, etc) SNMP Dashboards

(Tivoli Netcool, HP Openview, etc)

JaY Send Alerts

g Change Ticketing
en
. . Events SyStemS
Authentication (Tivoli Request Mgr, Remedy,
(RSA SecurlD, Radius, Kerberos, A\ Peregrine, etc)
LDAP) Nt
o Vulnerability
Data Classmcatl?n | Standards
and Leak Protection W (CVE, STIG, CIS Benchmark)
(Credit Card, Social Security, phone, /%ﬁy
custom, etc)
Security Management
Platforms
Long Term Storage ,_’:/ (IBM QRadar, McAfee ePO )
(IBM TSM, IBM Nettezza, EMC Centera, ;
FTP, SCP, etc) TAP
Database . .
Server Application Servers
Software Deployment (IBM Websphere, IBM Cognos, Oracle

(IBM Tivoli Provisioning Manager, RPM, Native
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EBS, SAP, Siebel, Peoplesoft, etc)
Distributions)
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Reports and Workflow

Failed User Login Attempts 8. Data Access Map Viewed by Database

The following table shows a partial set of databases accessed for server 10.10.10.60

dowie ___000n __000n | sewe e somerogoms s |
apreciado 10.80.10.132 10.10.10.60 4 10101060 CARDS 2 6
bpetty 10.10.10.88 10.10.10.60 4 10101060 ConcurExpense 9 1
des 108022107 10.10.10.79 4 10.10.10.60 CPI 2 2
dpieraﬂ 10.10.10.88 10.10.10.60 6 10.10.10.60 dynam 4 151
fandalon 101010171 10.10.10.79 1 10.10.10.60 EFM 1 1
gonzalez 1NN 1043 AN 1010 RN 2 10.10.10.60 EGL 1 1
hgonzalez Detailed SQL Audit by Client IP 10.10.10.60 ELV 1 1
hgonzalez 10.10.10.60 GP_ICENTER 1 1
hgonzalez [ OO SaLVa) N CounOTOBRe I omaeess | | 10101060 Hs0
kiom 1010.1020 % 1132 6399656 10404060 icenter Visual Data Access Map
ohernandez 10.80.10.128 19 363 349909 10.10.10.60 Interchang
10.10.10.171 7 179 104835
sa 10.10.10.60 Interchang 1m3890°
sa 10.80.1093 B 1405 81969 10101060 Interchang |
. 10.10.10.88 14 m 61629 10101060 M4150
. 10.80.10.136 8 290 46012
sa 10.80.10.132 19 568 24259
. 10.80.10.96 18 575 13106
10.80.15.98 2 440 11163
10.10.10.102 “ 445 11041
10.10.10.65 il 408 8583
10.80.25 56 - = FeRn
— Errors and Exceptions
1. Top 10 SQL Errors
1000000 7000 B Could not find stored procedure % s’
a0 W incorrec] syntax near the keyword % "ls"
800000 5000
Onvalid column name % *Is’.
70000 5000
Fo0nea o of Sels %18 C,
- 4000 keyin chject % *ls”
- m invalid object name %."ls" R =
300000 S0 - 4
B Grantor doas nof have GRANT parmission T
200000 2000 s - \,
! : —— o b i e AR - e
Sw2005 SI02005  SNN05  SN22005  SNR005 514005 A flalin pola aeopnimd %5 MEA.
9 4 W Sanar usar % *I5"is not a valid user in database % 5"
W %ls permisaion denied in database "% *ls’.
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= Scheduled & automated tasks

* Find sensitive data as
it “migrates” due to ongoing changes

—Find by pattern, table name, etc. — and then:
— Assign classification, alert, add to group, etc. (policy-based)
—Run on regular basis to keep security policies updated

= Compliance reporting
— Automatically generate reports
— Distribute to oversight team
— Track electronic sign-offs
— Escalate when required
— Store process trail in secure repository
— Demonstrates oversight process
for auditors

Anditng Application

fn T
iy
|l )
1

Use an existing Report, Assessment or Privacy Set to., "Flw E

E g 5
Track data access

] Define how information

Deflne an
Audit Process

P ’ ',*‘_:'\I
Track exceptions should be presented '#l::_ = 3
(2 Bl i
Assess data arcess : DF_!fII'IE an
l_ﬁf_.l Awdit Process

Track privacy
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1

Large Regional Bank

Monitors database activity to support compliance regulations

Prevent users from inappropriately accessing or jeopardizing the integrity of
enterprise data. Protect financial and transactional data including: payment
card primary account numbers (PAN data), automatic cleansing house
(ACH) transaction data and human resources (HR) data. Comply with
Sarbanes-Oxley, Payment Card Industry Data Security Standard (PCI-DSS)
and other financial privacy and audit regulations.

Implemented IBM InfoSphere Guardium Database Activity Monitor to
monitor end-user and privileged user activity across the IBM DB2, Oracle
Database, MS SQL Server, and MySQL databases in the AlX, Solaris,
Windows and Linux environments.

» Effectively monitors database activity for over 800 banking branches
and supports compliance with privacy and audit regulations

* Helps prevent fraud and delivers return on investment with capabilities
to identify suspicious database activities

» Supports data governance by preventing unauthorized changes to
critical database values and structures

20 IEZT CONFIDENTIAL

“Monitoring database
activity with IBM Guardium
is helping us support
compliance with our privacy
and audit requirements
without impacting database

)

performance.’

-- Source: Senior DBA,
Large Regional Bank

* IBM InfoSphere Guardium
Database Activity Monitor



InfoSphere Platform for data security and compliance

InfoSphere InfoSphere InfoSphere
Optim Guardium Discovery

F

Holistic @ Scalable

The Difference

Allows you to ...

» Customer streamlines testing and
protects test data saving
$240K/year in administrative costs

Reduce the cost
of compliance

Completely protects
across diverse data
types and environments

Prevent data _- + Organizations complete audits Scales across small and
breaches % 20% faster SaVing about |arge heterogeneous
$50,000 per year enterprises
L . Delivers both processes
Ensure data ] * Monitoring database aptlwty and technologies
integrity % protects data and provides
239% ROI

21
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Understand the SCOPE of your project

DATA Audit Requirements P
d What data repositories | have? 3 What regulations or requirement?
 Where does my sensitive date reside? O What activity should be logged?
= Which users to audit?
& Credentials P = What granularity to log?
= What is the retention period?
1 Who has access to what data L What are the archive requirements?

1 Who should have access

Security Policies

Stakeholders

O What activity to monitor?

— [ Who owns Security? = Requests

~ [ Who owns Compliance? = Replies

: U Who views the audit reports? = Exception
O Who reacts to security incidents? L What action to take when policy
L Who updates security policies? violated?

i

=Trigger an alert 29
= Block / Terminate / Quarantine
= Mask

e e =




\

Reduce costs through integrations and automation

IT Changes

. New data center
. New Servers
. Consolidation/Virtualization projects

I

. New Database Instance —

Personnel Changes

. New DBA hired

. Roles Rotation / Change of responsibilities

— Regulatory/Policy changes

. New Audit Requirements/

. New Security Threats
. New Regulation put in place

\\\\\

Failover
Load Balancing
Guardium Grid

Discovery
Classification

Data Level Security
Users Hierarchies
LDAP Integration

Automation of

- Group generation
- Audit Reports

- Security Policies

s
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I
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What’s the business value?

Business Agility & Resiliency
Increase ability to meet SLA

Increase application performance
Profitability
Reduce fraudulent transactions

Reduce downtime

Automate repetitive tasks
Speed audits Increase visibility and clarity
Increase customer satisfaction

Protect brand reputation

Reduce operational costs
Labor
Power
Data Center Space
Hardware / Software

Data Security & Risk Mitigation

* Improve visibility to risk exposure
* Implement controls to mitigate risk

* Demonstrate compliance
1 Sox
2. PCI
3. Data Privacy
4.  Other/Corporate regulations
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