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Addressing all aspects of database security
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Main Use Cases

� Data access audit trails

– Very large estates
– Getting more and more heterogeneous
– Mainframe getting more attention in audits
– Big data starting to get attention – mostly in the US

� Fine grained access control and data protection

– 1/4-1/2 of deployments include a blocking element; differences mostly in geos
– Seeing jump into blocking as part of first implementation rather as follow on
– Asking for even more “fine grained” than blocking

� Vulnerability assessment

– Also very heterogeneous, large estates
– Seeing more deployments that start with VA or do VA in parallel to DAP
– Very easy rollout

�Others

– Entitlement review/mgmt growing
– Discovery still mostly a supporting feature
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RDBMS + Big Data + …

Integration with 
LDAP, IAM, 
SIEM, TSM, 
Remedy, …
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Some features/mechanisms to know about

� Fire-IDs and quarantining

� Hierarchical groups

� Grdapi

� Self-service and DLS

� Compliance workflow

� Diff reports
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Hierarchical Groups and Multiple Policies

� Multiple policies at different 

levels/ownerships

–Corporate wide, biz units, 

geo, ..

� Each level with full authorization and 

control

� All auditable and reportable

� All can affect multiple 

networks/servers/zones/..
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Grdapi & Scripting

817 June 2013
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Data Level Security and Self Service

� Three levels of user and role-based security – application, element, data

� DLS is key to efficient on-going maintenance

–No need for multiple policies etc.

–Dynamic and automated updates

� Allows for self-service and mixed deployments

917 June 2013
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Advanced workflow
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Advanced Workflow – cont.
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Management by differences
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Applications

Local access

Coverage

Auditing

categories

Enterprise 

deployment

SQL2005, z/OS,

SybaseIQ, Informix,

Sybase 15, Oracle EBS.

PSFT,

SQL/SSL, ..

Advanced archiving,

LDAP integration,

RSA SecureID,

Interfaces

ALL Local Access 

IDS/IPS

Oracle 8

MSS, Sybase

Oracle 9,10 DB2

Basic

Aggregation

Aggregation/

Central mgmt.

SQL

Bind values/

Full sql

Flat log

Reporting/

Alerting Tools

Application packaging:

Security health, Audit Guard,

Access maps, baselining, ..

Alerting
Real-time alerting

Custom handlers, 

TCP resets

Firewall

values 

SP indirect calls

MSS-Kerberos

Regex

Values,

Simulation

comments, 

Enhancements,

Rec. affected, ..

Hunter, 

BEQ for Windows

STAP

MySQL, Teradata,

z/OS, Oracle 11,

Informix 11, SQL2008, ..

Vulnerability Management,

Investigations

S-GATE,

XPath rules,,

Quarantines

ASO

CEF,

External feeds

Product

Evolution

CDC

IMS, VSAM

Dynamic Data Masking, Capture/Replay

IBM/IM Integrations-

DataStage, MDM, Optim,…

GGr1
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V9 – Oct 2012

� Operational dashboard

� Guardium for Hadoop – MapReduce, HDFS, HBASE (maybe more)

� STAP for system I

� Support for SQL Server 2012 (and other refreshes)

� Native integration with DB2 LUW

� Integration with Q1 for VA

� Various VA enhancements such as aging reports, more DB2/z, Sybase IQ, …

� SCAP

� XACML

� Delivery platform for GA Capture/Replay

� ILM Interface – Table last reference & query types

� Significant throughput increase for full details logging

� STAP for Z:

– Architectural simplification

– Commit/rollback

– Stage 1 -> Stage 0 filtering

– Failed SQL capture

– Spill file

– Further zIIP enablement

– VSAM Record-level audit

� Significant support-driven product enhancements

� Move to X-series appliances

14
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V9x – June 2013

� BigData and NoSQL:

– MongoDB

– CouchDB

– Cassandra

– GreenplumDB

– HortonWorks

� Quick search

� Audit analytics – filtering, pivoting, delta 

reporting, …

� Policy and audit process summaries

� 64 bit & other performance improvements

� Change data capture

� CM active-passive

� Tablet UI

� Connection profiling application as built-in

– Including default policy 

� REST APIs

� Windows auto-discovery of MSSQL

� STAP upgrades in Linux OS upgrades

� Support Gathering

� Outliers Detection – shortly after v9x

15
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V9x Performance Improvements 

� 64 bit option

� Faster database kernel

� Multi-line insert

� Faster parsing options

� Specific improvements for STAP/z

� Scaling to bigger machines

16
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Write Speed Improvements (no change to parsing) 

17

No Details With Details
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Specific - z

� ~400% throughput improvement (9x vs. 8.2 – both 32 and 64 bit)

� Results are from a real customer workload (big European bank) 

18
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With Logging and Parsing Improvements

� Average SQL size = 1500 bytes

� Tested using typical policies with and without details

� Percentage improvements:

19

No Details With Details
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Scaling to larger machines

� V9x 64 bit

� 2 socket machine vs. 4 socket machine (6 cores per socket)

– Theoretical limit is 200%

� No Detail: 140% - 195% (depending on short/medium/long and database type)

� Full Detail: 140% - 160% (depending on short/medium/long and database type)

� With Extrusion Data: 140% - 190% (depending on short/medium/long and database type)

20
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Pivoting – Data Marts

21
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V10

� SAP HANA

� Web application redaction – Beta-level now

� Dynamic Data Masking – Completed first pilot with large financial services / cards 

brand

� Versioning

� Smart entitlements & recursive collapse – including historical deltas and pivots

� Smart scheduling & dependencies

� Policies, filtering etc. using additional parameters including hostnames.

� File system monitoring and controls – Beta-level now & completed pilot within IBM

� Selective purge and archiving

� New architecture options – hypervisor interception, streams, …

� Extension of V9x search into Big Data for Guardium

� Everything as RPMs

� Close gaps on DB2/Z – prevention, extrusion, DDM, ..

22
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Row and column level filtering

� Policy says I can only see salary data for dept 20 – instead of removing columns, 

redact them

23

SQL> select * from emp;

EMPNO ENAME      JOB              MGR HIREDATE         SAL COMM     DEPTNO

---------- ---------- --------- ---------- --------- ---------- ---------- ----------

7499 ALLEN      SALESMAN        7698 21-FEB-81     ******        300         30

7521 WARD       SALESMAN        7698 23-FEB-81     ******        500         30

7566 JONES      MANAGER         7839 03-APR-81    3599.75                    20

7788 SCOTT      ANALYST         7566 20-APR-87       3630                    20

7839 KING       PRESIDENT            18-NOV-81     ******                    10

7844 TURNER     SALESMAN        7698 09-SEP-81     ******          0         30

7876 ADAMS      CLERK           7788 24-MAY-87       1331                    20

7900 JAMES      CLERK           7698 04-DEC-81     ******                    30

7902 FORD       ANALYST         7566 04-DEC-81       3630                    20

7934 MILLER     CLERK           7782 24-JAN-82     ******                    10

4444 RON        DEV             7902 02-NOV-02       2000        100         20

14 rows selected.
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QR GUI
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