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1” IBM Security Systems
Dunya giderek daha donanimli, birbiriyle baglantili ve zeki hale geliyor

Akilli Tedarik ) Akilli Enerji
Zincirleri Akilli Ulkeler Akilli Perakendecilik Akilli Su Yonetimi Akilli Hava Sebekeleri
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BIRBIRIYLE i
DONANIMLI < ZEKI
BAGLANTILI
Akilli Petrol Sahasi Akillr Saglik Akillr Trafik
Teknolojileri Akilli Bélgeler Hizmetleri Sistemleri Akilli Sehirler Akilli Gida Sistemleri
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Bununla birlikte daha fazla hedef ve glvenlik acigi ortaya ¢ikiyor

Cok sayida hedef iceren ortam Dunya ¢capindaki veri patlamasi
(1 Zetabayt = 1 Trilyon Gigabayt)
B e s

35000 -
30 milyar RFID etiket ) 35.000
(ur.unler, pasaportlar, 2 milyar Internet 30000 Zetabayt
binalar, hayvanlar) \ ' , kullanicisi
~ 7 25000 -
20000 -
15000 A
%60 Yillik Bilesik Artis Orani
-
S . 1.800
50 milyar baglantili . Zetabayt
nesne (otomobiller, 5 milyar cep telefonu
aygitlar, kameralar) 0
2009 2010 2012 2013 2014 2015 2020

"Mobil tarayicilarla baglantili olarak, henliz yeterince bilgi sahibi olmadigimiz givenlik sizintilari bulunuyor.”
Bilgi Teknolojileri Yoneticisi, Medya Sirketi

© 2012 IBM Corporation
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Network Guvenligi

Stealth Bots * Targeted Attacks
Worms « Trojans « Designer Malware

&

SOFISTIKE

ATAKLAR

CEVRIM iCi VIDEO
SITELER]

hulu

m

m@ - SOSYAL
B AcLAR

NOKTASAL

URL Filtering < IDS/IPS
IM/P2P « Web App Protection
Vulnerability Management

COZUMLER

Cok sayida atak vektoru
kullanilan ve riskleri ortaya koyan
daha sofistike ataklar

Cevrim ici sitelerinin gcok buyuk
oranlarda bandwidth tuketmesi

Yeni atak vektorleri icin sosyal
media sitelerinin Uretkenlik,
gizlilik ve guvenlik risklerini
sunmasi

Noktasal ¢ozumlerin minimum
entegrasyon ya da veri paylasimi
ile silolanabilmesi

© 2012 IBM Corporation
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Kanit noktalari: Hedefli saldirilar isletmeleri ve devletleri sarsiyor

Saldir Tipi

SQL Enjeksiyonu

URL Degistirme

Northrop
Grumman

Bethesda
Software

« @

Fox News
E'dOIand|r|C|I|k X-Factor
Citigroup .
ispanya Sega
Ulusal Polisi
Guvenli Kimlik Gmail
Hesaplari PBS .
Vanguard
Sony Defense
Malezya .
RSA Devlet SiteBeru |Ozel
Polis
HB Gary Lockheed . Kuvvetleri
Martin
Nintendo
E e
Communications Sony BMG .
Dairenin boyutu, ihlalin goreli Yunanistan DL‘\J/TZH .
etkisini yansitmaktadir Arizona Polisi
o0 . ' ‘ ‘ ABD SenatosiNATO
Subat Mart Nisan Mayis Haziran Temmuz Agustos

© 2012 IBM Corporation
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Limitler

* Standart tanimlama metodlari yeterliligini
kaybediyor

* Cevrimici video siteleri ve gelisen web
uygulamalari ile gelen yeni agikliklar

* Temel “Block Only” modunun gereklilikleri de
limitlemesi

* Entegre edilen uygulamalarin karmasiklik ve
maliyeti artirmasi

Gereklilik: Cok yonlu koruma

* (-day threat protection gerekliligi ve diger
¢ozumlerle entegrasyonunun yeterince guglu
olmamasi

* |s disi uygulamalarin maliyetini azaltabilme

* |s gereksinimi ve kullanici roliine gére kisitl
erisim kontrolleri uygulanmasi

* Toplam karmasikligin azaltiimasi

Bugunku degisimler ve geleneksel cozumler

F Internet
= Gmail SKYDEIpe
" Stealth Bots .
m @ :':ﬁrce‘ Worms, Trojans %
@ Targeted Attacks v
Designer Malware
. ' Firewall/VVPN — port
sl and protocol filtering
e —

Email Gateway — m :ssage
and attachment sec irity only

Web Gateway — securing
web traffic only, port 80 / 443

Everything Else

Cok Yonli Ag
Korumasi

— tim trafik, uygulama
ve kullanicilar

© 2012 IBM Corporation
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KIM? NE?

/ il

/

'II/IM/I/II//I/I//I/I/’

/

Kontrol?

?

Pazarlama ve satis
takimina erigime izin
verilmesi

Tum disari dogru
Mail veya chat trafigi
icin eklerin bloklanmasi

Daha net trafik ’
kurallarinin iletisimde bulunt

ulkeler
icin uygulanmasi

Web serverlara gelen
uygulama trafiginin
daha iyi anliz edilebilmesi

Bilinen botnet
serverlari ve phishing
sitelerinin bloklanmasi

Finansal ve medya

sitelerine giden trafigin
izin verilemesi ama
iceriginin izlenmemesi

Guvenlik

R !
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IBM Guvenlik Cercevesi
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IBM Givenlik Cergevesi

Guvenlik Zekasi,

IBM Security Systems A e

* Pazarda temel guvenligi ugtan uca kapsayan
tek satici firma

Profesyonel
Hizmetler

* Yenilikci teknolojilere 1,8 milyar ABD dolari
yatirim

_
L,
=
©
0
=

* 6.000'den fazla guvenlik muhendisi ve
danigmani

= Odulli X-Forcee arastirma birimi

* Endustrideki en buyuk guvenlik acigi
veritabani A

Zeka .« Butunlestirme < Uzmanhk

Bulut ve Ydénetilen
Hizmetler

lleri Diizey Giivenlik
ve Tehdit Arastirmalari

Yazilimlar ve
Ayagitlar

© 2012 IBM Corporation
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IBM Security — Delivering Intelligence, Integration and Expertise

= IBM addresses

Security Intelligence,
Analytics and GRC

Advanced Security
and Threat Research

Software and
Appliances

Professional
Services

Cloud and Managed
Services

Security Governance, IEM (Security Intelligence,
Risk & Compliance Enterprise Compliance)

m Identity and

Access Management

Identity Management

Data Loss Prevention
Encryption and Key . .
Lifecycle Management MESEEGE SOEUTY
Database Mom_torlng and Data Masking

Protection

Access Management

Data
Security

iRy  Emai

Security

O

o . App Vulnerability Scanning
Application Security 4 Web Application Firewall
o & 4 App Source Code Scanning . 4
"a . 4 Y
m We_b / .URL Access and Entitlement SOA Security
Filtering M
anagement
V. y V.
Infrastructure Security VSl Mainframe Security
Assessment
I ] m Threat Assessment mWeb/URL Filtering Intrusgn BT
3 ystem
Firewall, IDS/IPS, Security Event . :
MFS, End Point Mgmt. Management TS ) S

v X-Force Arastirma ve Gelistirme v IBM Kassel igerik guivenligi ekibi

i ol v" Yonetilen Guvenlik Hizmetleri
v T.J. Watson ve diger 8 giivenlik
arastirmalan morkozi ¥ 11 merkezde 2.000'den fazla givenlik mihendisi




Yeni IPS
X-Force® X-Force® guncellemeleri

= Bilinen Kétii Niyetli Web Arastirma Geligtirme = Korumanin Gelistiriimesi
Sitelerinin Derinlemesine

* Glncellemeler Saglanmasi
Taranmasi

* Yeni istismar Yontemlerinin
Analiz Edilmesi

* Yeni Koruma Rehberligi ]
Saglanmasi ve Istenmeyen Yonetilen

Yeni kétii niyetli Posta Suzgeci| Guvenlik Kétu niyetli
Web siteleri Teknolojisi Hizmetleri URL adresleri

* Yonetilen Glvenlik Hizmetleri Baglantilarinin * Taramalarinin Izlenmesi:

Siniflandiriimasi - Milyonlarca Son Kullanici

] iIgiIi Web Sitelerinin Bulunmasi (Derin Tarama) - Binlerce Miisteri

» K6tu Niyetli Yazilimlarin Aranmasi - Yiizlerce Ulke

* Yeni Kotu Niyetli Web Sitelerinin Bulunmasi = Kot Niyetli Baglantilarin Engellenmesi
* Tam Kotu Niyetli Etki Alanlarinin Engellenmesi » X-Force'a Baglantilar Génderilmesi

© 2012 IBM Corporation
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= |IBM'in hizmet
verdigi alanlar

Kimlik Yonetimi

Erigim Yonetimi

Veri Kayblnln Onlenme3|

Sifreleme ve Anahtar
Yasam Cevrimi Yénetimi lleti Sistemi Giivenligi
Koruma

Uygulama Guvenlik Acigi
Uygulama Givenligi Taramasi | Web Uygulamasi Guvenlik
Duvari

1BM Givenlik Gergevesi

Givenlik Zekasi,
& Analitik ve “Yonetisim,

Risk ve Uygunluk’

Profesyonel
Hizmetler

ks
c
o
@
=

Uygulama Kaynak Kodu
Taramasi

m o Hizmet Odakli Mimari
J BRI AR I ST Erisim ve Yetki Yonetimi Gaivenligi

Bulut ve Yonetilen
Hizmetler

lleri Dizey Giivenlik
ve Tehdit Aragtirmalar

Yazilimlar ve
Aygitiar

L ' Giivenlik Agigi . L
Altyapi Guvenligi m}egerlendirmesi Anabilgisayar Guvenligi

l@@g Megerle-rl;gm':tesi / URL Adresi Siizme izinsiz Giris Onleme Sistemi

Guvenlik duvari, ' . . . L
DS/IPS, MFS, Ug J ! nlik Olayi Yoénetimi Sanal Sistem Giivenligi

v X-Force Arastirma ve Gelistirme v IBM Kassel icerik givenligi ekibi
v T.J. Watson ve diger 8 glivenlik V" Yonetilen Guvenlik Hizmetleri
s arastirmalari merkezi v 11 merkezde 2.000'den fazla glivenlik mihendisi
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Aglarimiza kimler saldiriyor?

Saldirgan Tipleri ve Yéntemleri 2011 Birinci Yari

*Fark gbzetmez

. : |
*Geligmis teknik becerilere sahip degildir ‘ E;T;?ﬁ:lr amagli hedefi I
Kullanima Hazir gistiagdEeiasinveRovet ¢ DDoS saldirilari %
yazilim seti kullanir
araglar ve e e LulzSec ve Anonymous | .
Ontemler S el el (aktivist bilgisayar korsanlart)
y eFinansal amagl kotu niyetli yazilim etkinligi
o IsStenmeyen posta ve DoS
Sdaldda @
@b a2 Wb - \
058458 @A
e Advanced Persistent Threat
Gelismi _ e Organize, devlet destekli ekipler
elismis * Siber Savag e Yeni sifir giin agiklar bulunmasi
[ ]

Genig Capl

Benzeri gordlmemis saldir

yontemleri
Hedefli

Kaynak: IBM X-Force® Arastirma ve Gelistirme

© 2012 IBM Corporation
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IBM Security Network IPS ve “Hibrid Koruma®- IBM Gelismis Tehdit
Koruma Platformu

= Web uygulamasi guvenlik aciklarindan Advanced Persistent
Threat (APT) turG tehditlere kadar pek ¢ok tehdide yanit veren
kapsamli portfoy

B
e

Security Network Labs
Intelligence SIEM Activity __ Future v et
Platform Moaonitor hietides 2l
LR T R S 2 “

Threat — oo mmme e =
Intelligence Vulnerability Data Malicious Websites Malware Information | IP Reputation :
andResgarch | | T
Advanced —— _ s T S p
Threat iiitEion Content Network i : _
Protection EBreaention and Data Anomaly 1 : Future :
Platform - Security Detection 11 i IBM Network

| s M Security

* Gergek zamanli tehdit bilgileri ve Glvenlik Zekasiyla birlikte genis
cesitlilikteki ag guvenligi yeteneklerinden yararlanarak olagandigi
ag davranisinl saptamakta ve kapsamli tehditlerden koruma
saglamaktadir.

© 2012 IBM Corporation



| ||

!!:u:”
|||I

ii”ll"

1y
&’ IBM Security Systems

IBM Security Network Protection XGS 5000

XGS ILE YENILIKLER XGS ILE YENILIKLER
g - MUKEMMEL S :
KANITLANMIS GUVENLIK GORUNEBILIRLIK BUTUNLESIK KONTROL

um network aktiviteleri igi
0-Day protection, X-Force® KiM, NE ve NE ZAMAN
sorularinin algilanmasi

Uygun uygulama ve network
kontrolunden emin olunmasi

IBM Security Network Protection XGS 5000
builds on the proven security of IBM intrusion prevention solutions by delivering

the addition of next generation visibility and control to help balance security and
business requirements

© 2012 IBM Corporation
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Kanitlanmig Guvenlik: 0-Day Korumasi Powered, X-Force®

» “Tehditin Oniinde”

= Tam ve derinlemesine protokol
ve uygulama incelemesi ile
imzalarin 6nine gegme

» Supheli dosya ekleri ve web
uygulama ataklarina karsi
guvenlik

IBM Security Network Protection XGS 5000

IBM Security Threat Protection

Vulnerability Modeling &
Algorithms

Stateful PacketInspection
Port Variability

Port Assignment

Port Following

Protocol Tunneling

Application LayerPre-
processing

Shellcode Heuristics
ContextField Analysis
RFC Compliance

Statistical Analysis

*

*

— X-Force®
TCP Reassembly & Flow — 15 yildan fazla arastirma
Reassembly T
gelistirme

HostResponse Analysis . .
— Dunyanin en buyuk

hukumet ve ticari otoriteleri
tarafinda kabul gérme

IPv6 Tunnel Analysis
SIT Tunnel Analysis

PortProbe Detection — Sadece imzalara bagl

Pattern Matching kalmayan sistem

Custom Signatures — Ozellestirilmis Motorlar

* Exploit Payload Detection
* Web Application Protection
* Content and File Inspection

Injection Logic Engine

© 2012 IBM Corporation
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KIM, NE ve NE ZAMAN?

= Anlik hangi uygulamalara ve
web sitelerine erisimin tespiti

* Hizli bir sekilde uygulama,
web sitesi, kullanici ve
gruplarin amag digi
kullaniminin algilanmasi

= KIMIN NE KADAR band Network EmploiE (e
genisligini kullandiginin tespiti fRC Employee A

e r——

* QRADAR ile entegrasyon

B Gmail 77, @ )
{ I m @‘lkjbrce‘ {}Gmx@d

Network Flow Data (Ag Kullanici ve gruplarin Uygulama tanima
Akis verisi) ile gercek ag kullanimi, uygulama 1000+

zamanl analiz ve aliskanliklari bilgilerinin

korelasyon gozlemlenmesi
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IBM Security Network IPS

Onemli Sorunlar

* Guvenlik ile is agisindan kritik uygulamalarin
performansinin dengelenmesi

* Degisen tehditlerin sinirli uzmanlik, kaynaklar ve butce ile

cozulmesi
* Guvenlik altyapisi maliyetinin ve karmasgikliginin -Uygulama denetimi
azaltiimasi *Virtual Patch Teknolojisi
* Daha buyuk kuruluglarin, agin merkezinde guvenlige
gereksinim duymasi Guvenligin kalitesinden ve gesitliliginden taviz

verilmeksizin 20 Gb/sn'nin Gzerinde veri ¢ikigi ve
10 GbE bagdlanirlik saglayan rakipsiz performans

"Tehdidin ilerisinde" kalinmasi i¢in gicunu
dunyaca unli X-Force aragtirmalarindan alan
surekli gelisen koruma

Nokta ¢ézUmlerinin birlestiriimesi ve diger
guvenlik araclariyla butinlestirme araciligiyla
daha dustk maliyet ve karmasiklik

VIRTUAL
PATCH'

Sanal Yama istemci Tarafi Web Uygulamasi Veri Glvenligi Uygulama !
- Uygulama Korumasi Korumasi Denetimi © 2012 IBM Corporation
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Protokol Analiz Modulu ile Genigletilebilir koruma

X-Force veritabanin
katkisi ile daha derin

koruma

Virtual Patch

What It Does:

Shields vulnerabilities
from exploitation
independent of a
software patch, and
enables a responsible
patch management
process that can be
adhered to without fear
of a breach

Why Important:

At the end of

2009, 52% of all
vulnerabilities
disclosed during the
year had no vendor-
supplied patches
available to remedy the
vulnerability.

VIRTUAL
PATCH'

CHNBLODGY

B L

Client-side
Application Protection

Client-Side Application

Protection

What It Does:

Protects end users
against attacks
targeting applications
used everyday such as
Microsoft Office,
Adobe PDF,
Multimedia files and
Web browsers.

Why Important:

At the end of 2009,
vulnerabilities, which
affect personal
computers, represent
the second-largest
category of
vulnerability
disclosures and
represent about a fifth
of all vulnerability
disclosures.

Web Application
Protection

What It Does:
Protects web
applications against
sophisticated
application-level
attacks such as SQL
Injection, XSS (Cross-
site scripting), PHP
file-includes, CSRF
(Cross-site request

forgery).

Why Important:
Expands security
capabilities to meet
both compliance
requirements and
threat evolution.

T = VIRUS
b=

Web Application
Protection

What It Does:
Detects and prevents
entire classes of
threats as opposed to
a specific exploit or
vulnerability.

Why Important:
Eliminates need of
constant signature
updates. Protection
includes the
proprietary Shellcode
Heuristics (SCH)
technology, which has
an unbeatable track
record of protecting
against zero day
vulnerabilities.

Data Security

What It Does:

Monitors and identifies
unencrypted personally
identifiable information
(PIl) and other
confidential information
for data awareness.
Also provides
capability to explore
data flow through the
network to help
determine if any
potential risks exist.

Why Important:
Flexible and scalable
customized data
search criteria; serves
as a complement to
data security strategy.

IBM Protocol Analysis Modular Technology

APPLICATION CONTROL

(0] a2

Application
Control

Application Control

What It Does:
Manages control of
unauthorized
applications and risks
within defined
segments of the
network, such as
ActiveX fingerprinting,
Peer To Peer, Instant
Messaging, and
tunneling.

Why Important:
Enforces network
application and service
access based on
corporate policy and
governance.

© 2012 IBM Corporation
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Tam Kontrol

» AQ erisimi: Kullanici, grup,
sistem, protokol ve
uygulamaya gore

= Yuksek riskli sitelerin
bloklanmasi ve Phishing,
Malware gibi kategorilerin
taninmasi

* 16 Milyardan fazla URL

* 1000 den fazla uygulama ve
onlarin faaliyetleri ile ilgili
zengin destek

ﬁ Home
Applance

| Metwork Access Policy

@ New | © Edt | ) Delete

Order Enable Source Destnation Appication Action Inspecton Schedule Comment
f ¥ S Ay & Any DHCPL © Accept Default IPS Alow DHCP
. 2 v B Unauthenticated Us & Any oy 8 Autherticate (Rejec Defaut IPS CapivePortal ]
3 v =] Any © Accept Defaut IPS AILMI ccess
4 __* ce Research & Any Any © Accept Default IPS Full Web Access
5 & any SocialNetworking © Accent Default IPS Alow HR
6 InternalNet & any GoodURLS Q Accept Defauit IPS White Ist
BadSites .
Intesnalliet & Ay Bittorrents @ Reject callog Defaul IPS Biock bad sites
Movies
| | nit the use of social Allow full access to Stop broad misuse of the
| tworking, file sharing, social networking corporate network by
d web mail for sites for marketing blocking sites that
|l mmon users and HR teams’ introduce undue risk and
cost

Flexible network access
control policies

© 2012 IBM Corporation
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The XGS 5000

Daha iyi Network kontrolU
*Firewall ve VPN igin tamamlayici destek

=VVar olan sisteminizi etkilemeden herhangi birseyi
degistirmeden entegrasyon

*Derinlemesine guvenlik ve kontrol

Daha iyi Guvenlik Korumasi

*Gergek protokol tanimlamasi ve farkindaligi
=Zero-day ataklarina karsi daha etkin koruma
*SNORT tabanli 6zellestiriimis imza verisi

IBM Security Network Protection XGS 5000

Kanitlanmig Guvenlik § Gergek Gorunurluk Tam Kontrol l

F Internet
& Gmail > VESD .
Stealth Bots eeRe
E glley%rce' Worms, Trojans @
v @ Targeted Attacks r
Designer Malware

Firewall/NVPN — port
and protocol filtering

Email Gateway — message Web Gateway — securing
and attachment security only web traffic only, port 80 / 443

Everything Else




Guvenlik
Zekasi
Cozumleri

Guvenlik
Zekasi
isletim
Sistemi

‘;

© QRadar
- Log
* Manager

- Ortak Bir Temel Uzerine Kurulmustur

SERE]

Aygitlar

S

p—
/ Raporlama

Motoru

Veri Ambari

is Akisl

Kural Motoru

Analitik Motoru

Normallestirme

Gergek Zama

Gorunttleme

Aracli

Arsivieme

AN

>/

LEEF

AXIS

Yapilandirma

ihlal

Zeki, Butunlestiriimis, Otomatiklestirilmis - Tek Konsolla Guvenlik

Raporlama
Uygulama
Programlama
Arabirimi

Kanit Arama
Uygulama
Programlama
Arabirimi

© 2012 IBM Corporation
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Mevzuata Tam Uygunluk Igin Céziimler ve Guvenlik
Zekasli Zaman Cizelgesi

Harici / dahili Yapilandirmamiz

tehditler nelerdir?

Su anda

neler oluyor? Etkisi nedir?

bu tehditlere karsi
koruma sagliyor mu?

TAHMIN / ONLEME ASAMASI Istismar MUDAHALE / IYILESTIRME ASAMASI lyilestirme
inlal Oncesi Ihlal Sonrasi
Risk Yonetimi - Mevzuata Uygunluk Yonetimi Guvenlik Bilgisi ve Olayi Yonetimi - Anormal A§ Davranigi Algilama
Guvenlik Acigi Yénetimi - Yapilandirma Izleme Gunluk Yénetimi - Veri Kaybi Algilama

Paket Delili Arama - Iyilestirme - Gésterge Panolari

© 2012 IBM Corporation
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Zeki: Baglam ve [liskilendirme ile
En Derinlemesine Is Kavrayisini Saglar

___________ Varlik
Kesfetme

Kategori £ Givenli Kural iligkilendirme
: iléltgleen"k y ' Ag Kullanicisi

Degerlendirmesi . Uygulama

iGi - - — . Giivenilirlik Pasif Glvenlik Davranig

Acigi
Degerlendirmesi Etkinlik Baglami
istatistiksel Kullanici Ginlikleri

[ligkilendirme

________ SUPHELI OLAYLAR

_ En Dogru ve Etkinlige
Kaynaklar +_ Dénustirilebilir Is Kavrayisi

© 2012 IBM Corporation
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Log Ac

Network Activity

Assets Reports Risks.

IBM X-Force® Threat
Information Center

Real-time Security Overview
w/ IP Reputation Correlation

Identity and
User Context

Real-time Network Visualization
and Application Statistics

Admin
+ and Security Menitering =] | [)NewDashbcard [ Rename Dashbosrd () Delete Dashboard | Add ltem... ¥ Next Refresn: 00:00:05 I @ |
Internet 7 tion Centel £
ot R os | | Most Severe Offenses (G %) | || Firewon beny by SRC P (reaktime) (o] x|
oy,
Current Threat Level & Jngs i | Offense Name Magnitude |
i X-Force IP n Feed containin nn
ALERTCON™ - orable 1o Dele oo
—_—
Last updated Wed Apr 25 20:08:39 GMT+00:00 2012 S It A R nner
© SAMBA RPC Memory Coruption and Code Execution { Eetler.Chator I Trallc Delecled corfaining Chal MEN e
[y o dasiinckar o a1 d 'y Communication to a know Bot Command and Control containing ChatIRC
amba could allow a remote attacker to execute arbitrary code on the —
—_—
system, caused by an error within the Network Data Representation nT AL E lication | —
(NDR) marshalling functionality. An attacker could exploit this
using a specially-crafted RPC call to execute arbitrary code on the Top Applications Outbound to the Internet (Source Bytes) GOB
system with root privileges L
© . . . Zoom: max 2010-Oct-26, 02:52 - 08:52
Java AtomicReferenceArray Sandbox Evasion and Code Execution
© Migrosoft Windows ActiveX Control Code Execution 10500000 O Legend
A privately disclosed vulnerability in the widely deployed Microsoft DESes.168.151.22  @EI201.76.172122 @ B82.249.58.101
Common Controls ActiveX control (MSCOMCTL.OCX) can be exploited @=218248171.97 (@EM12220071.18 (O 54.20.65.162
for remote code execution 7000000
© Adobe Flash Player for Chrome Sandbox Bypass Vulnerabilities g View in Log Activity
© Microsoft Windows Remote Deskiop Protocol Code Execution . %ﬁoouo =1
° ) LH, \ Inbound Events by Country (real-time) 206 =
Adobe Flash Player sequence code execution
u
Top Authentication Failures by User (Event Count) ] x] o : . - el
Zoom: ma 5010-0ct26. 0254 0854 0300 04:00 05:00 06:00 07:00 08:00 )
135 © Legend
(D other @ VoPSkype @ P2PBTorrent @ WebMisc @ nnerSystem Flowgen () Web Text HTML T
@ Webimage JPEG () Web.image.GF (DWeb.Appication XJAVASCRPT () Web.SecureWeb (i) Remainder
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Gunluk Yonetimi

Radar’

Log Manager

Radar

Log Manager Free Edition

&

+ KOBI'lerden biiyiik kuruluslara kadar

Anahtar teslimi giinliik yonetimi

Kurumsal giivenlik bilgisi ve olayi yonetimine
buyiitiilebilir

Gulvenlik Bilgileri

Biitlinlestirilmis giinliik, tehdit, risk ve
mevzuata uygunluk yonetimi

®
ve Olay Radar * Gelismis olay analitigi
Yonetimi SIEM * Varlk profili olusturma ve akis analitigi
« ihlal yénetimi ve is akisi
* Tahmine dayali tehdit modeli olugturma ve
. . .. ® benzetim
Risk Yonetimi Radar « Olgeklenebilir yapilandirma izleme ve denetimi

Risk Manager

Gelismis tehdit gorsellestirme ve etki analizi

Ag Etkinligi ve
Anormallik
Algilama

Radar’

SIEM

Radar

QFlow

Ag analitigi

Davraniga ve anormallik algilama
Giuvenlik bilgisi ve olayl ydonetimi ile tam
butunlestiriimis

Ag ve Uygulama
Gorunarlagu

* igerik toplama

Katman 7 uygulama izleme

Fiziksel ve sanal ortamlar

© 2012 IBM Corporation
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Biitiinlestiriimis: Olgeklendirme ve Kullanim Kolaylidi icin
Butunlestirilmis Platform

Birlestirilmis Cozum QRadar Butunlestirilmis Cozimu

« Olgeklendirme sorunlari * Yuksek duzeyde Olgeklenebilir

* Butunlegtiriimemis raporlama ve arama * Ortak raporlama ve arama

* Yerel karar yok * Dagitilmisg iligkilendirme

* Cok sayida UrUn ile ydonetim * Birlesik yonetim

* Birbirinin kopyasi gunlik havuzlari * Tek kopya olarak saklanan gunlukler
> [sletim darbogazlar » Tam goriis netligi

Bolted together vs Integrated

© 2012 IBM Corporation
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QRadar Network Anomaly Detection

" QRadar Network Anomaly Detection IBM'in
Atak Onleme portfolyosu icin Qradar
urandnun o6zel versiyonu

* Qradar'in davranis analitigi ve gercek
zamanli korelasyonu

* IBM Security Network Protection ile
entegrasyon

Labs

| An IBM Company

I.— i .'
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5
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Akls analitigi ve Anamoli Tespiti

= Ag trafigi yalan soylemez!

* Atak yapan parmak izlerini silebilir fakat network akisini kesemez.
= Zero- day Ataklarinin tayini igin imzasiz yap!

= Kesin kanit sunabilmeTum atak iletisimini gozlemleyebilme

Top 10 Application Results By Source Bytes (Sum) D
Zoom: max 2010-0ct-05, 01:03 - 01:5¢
m Remaindsr m Web. SecurslVeb Web.lmage. GIF m Web. Application. XJAY ...
mWeb. Image. JPEG Web. Misc m DataTransfer, Windows... m FemoteAcoess 55H
m other m P2P BitTorrent VaolP Skyps
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15000000 _ &
E 4
@
7500000 ~ , }! A -
P = IL‘. . v
T T T T T T T
0110 0115 01:20 01:25 01:30 01:35 01:40 01:45 01:50 01:55
| — |
Source IP (Unique | Source Network Destination IP Destination Port Destitation Destination Bytes
pplcation Count) (Unigue Count) (Unigue Count) {Unigue Count) "e“"g;'l‘u{l'tjl““‘“e STIMEE BT (Sum)
DataTransfer Window| Multiple (24} Multiple (7} Multiple (13) Multiple (2) Multiple (7) 16319 315 531531708
P2P BitTorrent Multiple (20} Multiple (5) Multiple (85) Multiple (50) Multiple (3) 44 216 868 191 621 654
other Multiple (259 Multiple (9 Multiple (3 063 Multiple (2 877 Multiple (10) 37 349 699 168 802 101
VolP.Skype Multiple (5 Multiple (4) Multiple (40) Multiple (40) other 131172 458 46 819 290
RemoteAccess. S5H | Multiple (10} Multiple (5} Multiple (7} 22 Multiple (4) 37 885 116 111 228 020
Web Misc Multiple (16} Multiple (5) Multiple (295) 80 other 10726 080 20 635 741
Web. Application Misc | Multiple (9) Multiple (4) Multiple (31) 20 ather 654 743 23 125 267
Web.mage JPEG | Multiple (13) Multiple (4) Multiple (50) a0 other 2 418 857 18 538 204
A m b WA B Rultinla (418 Blultinlo fAY Bultinla F1E7Y N nthnar TIRR RAA 0477 2R A
W ZU 1Z 1BIVI UO
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Hirsizlik Atak Tespiti

N Offense 2849 [ summary ‘th (@) Targets @Ca‘miﬁ [Z] Annctaticns -Nzkh [ Events| . Flows| [F)Rules Acns ¥ (5
Potensiyel Botnet Tespiti? Magniuse || | Relevancs ———
. T . . . o . Malware - External - Communication with BOT Control Channel - -
BIFQOk Gozumun gldeb||d|g| SOI'I Lesciphon containing Potential Botnet connection - QRadar Classify Flow Event count 6 events in 1 categories
nOkta' Attacker/Src | 10.103.6.6 (dhcp-workstation-103.6.6.acme.org) Start 2009-09-29 11:21:01
\ . Target({s)iDest| Remote (5) Duration Os
Network(s) other Assigned to Mot assigned
Not Botnet Scenario This offense captures Botnet command channel activity from an internal host. The botnet node communicates with IRC
A senvers running on non-standard ports (port 80/http), which would typically bypass many detection techniques. This sc...
I Pmt protocol | Source 1P | 2UrC® | pestination 1P
IRC -—> pOl't 807 Time Port
. 11:19 tcp_ip 10.103.6.6 | 48667 62.64.54.11
IBM Securlty QRadar QF'OW tcp_ip 10.103.6.6 192.106.224.13 80
Kanalin tespit edilmesi 1010366 62.181.209.20
11:19 fcp_ip 10103.6.6 | 47961 62.211.73.232 | B0 MIA F.3,PA
Source Payload
108 packets,
o a0 o 8850 bytes
Layer 7 akis verisinin yardimi ile komut .
L. NICK IamaZombie
tesp|t| USER IamaZombNICK IamaZombie
USER IamaZombNICK IamaZombie
USER IamaZombPROTOCTL MNAMESX
(. o PROTOCTL NAMESX

PROTCCTL NAMESX

NOTICE Defender :[GiVERSION xchaNOT|
JOIN #botnet_command_channel

JOIN #botnet_command channel

<

Application layer (Uygulama Katmani) akis analizi ile derinlemesine

tespit
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Ornek: Atak Algilama

Offense 3063 E| Sumimarny ‘Aﬁal:tas Targets EC—E‘tEQ{H’iE Annotations [l Events
Magnitude // Relevance 3 SO u nd S N asty
Target Vulnerable to Detected Exploit e
| preceded by Exploit Attempt Proceeded by Recon . But how do we know this?
SEELL LI preceded by ExploitMalware Events Across Mulliple Targets £ lEllil 1428 events In 3 cate ] . ) .
preceded by Recon - External - Potential Network Scan The evidence is a smgle click

Attacker/Src | 202058 / Start 2009-09-29 16:05:01 away_
Target(s)/Dest| Local (717 Duration 1m 32s
Network(s) Multiple (3) Assigned to Mot assigned
Not Yulnerability Correlation Use Case lllustrates a scenario involving correlation of vulnerability data with |

oles China (202153 48 66) sweeps a subnet using the Conficker worm exploit (CVE 2008-4250). The first =

Network Scan Buffer Overflow

Detected by QFlow Exploit attempt seen by Snort

7 —/
Destination Destination Low Level
Event Hame Source IP P Port Wm& P
O [ Metwork Sweep - QRadar Classify Flow 202153 48 66 | Multiple (Y16) | 445 / LPlow Classification E| Network Swee|
B | METBIOS-DG SMB vd srvsve MetrpPathConon| 202.153.48.66 | Multiple (8 445 ' Snort@ 10.1.1.5 Buffer Overflow]|
. | osvoe L Risk |
Port | Service D Name Description severity

Microsoft Windows Server
Semnvice Crafted RPC
445 unknown| 49243 | Request Handling
Unspecified Remote
Code Execution

Microsoft Windows Server Service contains a flaw that may allow a
malicious user to remotely execute arbitrary code. The issue is triggered 3
when a crafted RPC requestis handled. tis possible that the flaw may
allow remote code execution resulting in a loss of integrity.

Targeted Host Vulnerable Total Security Intelligence:
Detected by Nessus Convergence of Network, Event and Vulnerability data

© 2012 IBM Corporation
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