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Challenges Our Customers
are Facing

Kristin Lovejoy

General Manager, IBM Security Services
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Security Attacks

The Average Company Faces Per Week

IBM Cybersecurity Intelligence & Response Team, Q4’ 2012 Scorecar
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Health & Social Services
Transportation
Hospitality

Finance & Insurance
Manufacturing

Real Estate

Mining, Oil & Gas
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Top 7 Most ATTACKED Industries
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Malicious Code

'~ Sustained Probe or Scan
Unauthorized Access
Low-and-Slow Attack

B Access/Credentials Abuse
Denial of Service

What IBM Sees
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End user didn’t think before clicking

N

Weak password / default password
In use

Insecure configuration

3
4. Use of legacy / unpatched
hardware or software

5. Lack of basic network security
protection or segmentation

Top 5 reasons WHY attacks
were possible
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Security
Incidents

The Average Mature Company
Experiences Per Week

IBM Cybersecurity Intelligence & Response Team, Q4’ 2012 Scorecard




Most Mature Least Mature

Real Estate Construction
¥ '///; Transportation Education
W) Hospitality Utilities
Finance & Insurance Mining, Oil & Gas
Health & Extraterritorial
Social Services Activities

Industry Maturity Indicator Based on
Incident Rate Per 1M Attacks

IBM Cybersecurity Intelligence & Response Team, Q4’ 2012 Scorecard
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% Build a Manage Automate

risk-aware Incidents with security

culture intelligence hygiene

Key Controls Are the Difference

IBM Cybersecurity Intelligence & Response Team, Q4’ 2012 Scorecard



IBM Security
SEervices

The (cyber)storm is coming. ARE YOU READY?

|« Emergency? Call: (US)+1.888.241.9812 | (WW) +1.312.212.8034




Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response
to improper access from within and outside your enterprise. Improper access can result in information being altered, destroyed or misappropriated
or can result in damage to or misuse of your systems, including to attack others. No IT system or product should be considered completely secure
and no single product or security measure can be completely effective in preventing improper access. IBM systems and products are designed to
be part of a comprehensive security approach, which will necessarily involve additional operational procedures, and may require other systems,
products or services to be most effective. IBM DOES NOT WARRANT THAT SYSTEMS AND PRODUCTS ARE IMMUNE FROM THE
MALICIOUS OR ILLEGAL CONDUCT OF ANY PARTY.

IBM’s statements regarding its plans, directions, and intent are subject to change or withdrawal without notice at IBM's sole discretion. Information
regarding potential future products is intended to outline our general product direction and it should not be relied on in making a purchasing
decision. The information mentioned regarding potential future products is not a commitment, promise, or legal obligation to deliver any material,
code or functionality. Information about potential future products may not be incorporated into any contract. The development, release, and timing
of any future features or functionality described for our products remains at our sole discretion.

Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment. The actual throughput or
performance that any user will experience will vary depending upon many factors, including considerations such as the amount of
multiprogramming in the user’s job stream, the 1/O configuration, the storage configuration, and the workload processed. Therefore, no assurance
can be given that an individual user will achieve results similar to those stated there.

© Copyright IBM Corporation 2013. All rights reserved. The information contained in these materials is provided for informational purposes only,
and is provided AS IS without warranty of any kind, express or implied. IBM shall not be responsible for any damages arising out of the use of, or
otherwise related to, these materials. Nothing contained in these materials is intended to, nor shall have the effect of, creating any warranties or
representations from IBM or its suppliers or licensors, or altering the terms and conditions of the applicable license agreement governing the use
of IBM software. References in these materials to IBM products, programs, or services do not imply that they will be available in all countries in
which IBM operates. Product release dates and/or capabilities referenced in these materials may change at any time at IBM’s sole discretion
based on market opportunities or other factors, and are not intended to be a commitment to future product or feature availability in any way. 1BM,
the IBM logo, and other IBM products and services are trademarks of the International Business Machines Corporation, in the United States, other
countries or both. Other company, product, or service names may be trademarks or service marks of others.
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