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Scope
1. Cyber: The Problem 
2. Cyber: The Solution  

• Unique challenges
• How DCAT being used  

3. Cyber: The Forward  
• Commercialisation 
• Validation
• Report 
• Simulation (Gamified Attraction Assessment) 

4. Q&A

“An effective cyber capability is dependent on the quality of its people”.
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CYBER: The Problem



Nature of Cyberspace (Highlights)

• Virtual & Created by Humans

• Continuum of National Functions
• Blurring Military, Criminal & Espionage
• Crossover with National Security

• Global / Pervasive
• Not Just Internet
• Asymmetry 
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We are building our own offensive cyber capability – a dedicated ability 
to counter-attack in cyberspace.
We have built this capability through investing in a National Offensive 
Cyber Programme.

The Programme is a partnership between the Ministry of Defence and 
GCHQ, harnessing the skills and talents of both organisations to deliver 
the tools, techniques and tradecraft required for the UK to establish a 
world class capability.



Adjusting to New Forms of Warfare 
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“The People Problem”

• Higher Voluntary Outflow (VO) rate from cyber roles

• Conventional military posting mechanisms presents challenges

• Very high level of technical competence requires significant 
training – need individuals to be capable ‘right off the bat’



The Requirement

• To Seek ‘latent’ ability not pre-existing knowledge
• Recruitment

• Select the very best from a wide pool across Defence
• Objective standard for employment in a Joint Cyber Unit
• Support existing Jt and sS selection processes
• Manage talent in our workforce better

• Training
• Find higher quality individuals with greater learning capacity

• Retention
• Long term workforce management strategy; recruiting the most passionate 

encourages excellence



CYBER: The Solution



Test Creation Process
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1.Defence Cyber Aptitude Test (“DCAT”) Overview
• AIM:

- Identify the best personnel with the right aptitude, skills and competencies to succeed in Cyber 
roles.

Section Objective
Realistic Job Preview Give a realistic expectation of role
Error Identification

ability to identify errors quickly and correctly 
Attention to Detail Measures ability to identify errors quickly and correctly
Numerical Measures how well candidate reasons with numbers
Verbal Measures how well candidate reasons with words and sentences
Behavioural Measures personal characteristics and preferences



2. Defence Cyber Aptitude Test: Non Behavioural (“DCAT-
NB”)
• AIM:

• Identify the best personnel with the right aptitude, skills and competencies to succeed in Cyber 
roles.

Section Objective
Realistic Job Preview Give a realistic expectation of role
Error Identification Measures ability to identify errors quickly and correctly 
Attention to Detail Measures ability to identify errors quickly and correctly
Numerical Measures how well candidate reasons with numbers
Verbal Measures how well candidate reasons with words and sentences



3. Defence Cyber Aptitude Test: Intelligence Analysis (“DCAT-
IA”)
• AIM:

• Identify the best personnel with the right aptitude, skills and competencies to succeed in Cyber 
Intelligence Analysis roles.

Section Objective
Intelligence Analysis Situational 
Judgement Test 

Give a realistic expectation of role

Error Identification Measures ability to identify errors quickly and correctly 
Attention to Detail Measures ability to identify errors quickly and correctly
Numerical Measures how well candidate reasons with numbers
Verbal Measures how well candidate reasons with words and 

sentences
Behavioural Measures personal characteristics and preferences



Candidate Experience



DCAT Administration
• DCAT administered as a SaaS through the Assess Platform
• JPA Competence

• DCAT Pass threshold
• Continually monitored normative sample 



CYBER: 
The Way 
Forward



Future Challenges



ENTERPRISE ALLIANCE 
AND MIS REPORT

Creating an Enterprise Alliance - Concept Phase

Reference EAC/SA/RP/0031
Context Enterprise Approach Concept Phase
Title Defence Enterprise Value Proposition and Management Information System User Requirements
Issue: 1.0
©	IBM	Corporation	2016



Knowledge

Skills

Competency
Suite

Alliance Alliance Behaviour:
§ The behaviours, ways of working 

and degree of alignment 
required to build effective teams 
that deliver the purpose

Alliance skill:
§ The level of capability 

(proficiency, technical 
capability and learned 
ability) to execute the 
required competency

Alliance 
Knowledge: 
§ The degree of facts and 

information drawn from 
the alliance partners 
relevant to the mission 
and purpose of the 
alliance

Alliance Experience: 
§ The degree to which the same 

or similar has been seen 
before allowing this history to 
be applied to the situation 
encountered. Perspectives 
brought from the past

An alliance based on 
skills and competencies The Attributes the organisation must 

acquire through its people to ensure it 
fulfils its confirmed purpose

The Target Operating Model will determine how each of these elements 
are manifested in the Alliance during the Assessment phase





DCAT Evolution

• FY15/16
• Set up costs for test build only and use with individual licence quota.
• Additional spend for:

• Enhanced Cyber Intelligence Analysis Test (replaces RJP)
• Develop Individual Report 
• Selectable Behavioural Test (removal allows DCAT to screen existing workforces)

• FY16/17
• Develop ‘non-fail’ test for recruiting use at public awareness events 

• Future: 
• Licenced sales through MOD Crown Commercial

• MOD owns the bulk of the DCAT IPR 
• Potential sales to allies at our discretion
• Commercial opportunity
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Questions?


