IBM BusinessConnect

Kljuc do resitev 2014

Misli prinodnost. Bodi sprememba.

GH Bernardin | 23. oktober 2014




IBM BusinessConnect

Klju¢ do resitev 2014

Misli prinodnost. Bodi sprememba.

Novosti v razvoju mobilnih
aplikacij (Worklight 6.2)

Srecko Janji¢, IBM




Klju€ do reSitev 2014

Misli prihodnost. Bodi sprememba.

IBM BusinessConnect N

Strateska usmeritev: IBM MobileFirst

Protect
and manage the
mobile infrastructure
to optimize
performance

© 2014 IBM Corporation

Transform

the value chain to drive
growth and ROl

IBM MobileFirst Engage

customers in context by
leveraging mobile insights

Build

and deploy mobile
applications efficiently
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|zziv: Pisana paleta platform

World-Wide Smartphone Sales (Thousands of Units)
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Source: Wikipedia
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|zziv: Razdrobljenost modelov in tipov

Brand fragmentation in the Android market is immense, but Samsung still
leads the charge with 47.5 percent of the market share.

Open Signal
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|zziv: Razsiritev pojma mobilne naprave
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|zzIv: Iskanje prave zasnove aplikacije

Hybrid

Pure web

Mobile
web site
(browser
access)

HTMLS5, JS,
and CSS3 (full
site or m.site)
Quicker and
cheaper way to
mobile
Sub-optimal
experience

2014 IBM Corporation

Native
shell
enclosing
external
site

HTMLS5, JS, and
CSS

Usually
leverages
Cordova
Downloadable,
app store
presence, push
capabilities
Can use native
APIs

Pre-
packgd.
HTML5
resources

HTML5 +
native Ul

Web-Native Continuum

As previous

+ more
responsive,
available offline

Web + native
code
Optimized user
experience with
native screens,
controls, and
navigation

Mostly
native,
some
HTML5
screens

App fully
adjusted to OS
Some screens
are multi-
platform when
makes sense

Pure native

Pure
native

App fully
adjusted to OS
Best attainable
user experience
Unique
development
effort per OS,
costly to
maintain




K'!“9 do res!tev 2014 IBM BusinessConnect N
Misli prihodnost. Bodi sprememba.

lzziv: Mobilna aplikacija ni samo "Ul"

30%

of the value
and effort is
visible

(mobile UI)

/0%

Operations of the value

nd effort
s under
e surface

Security

Push User App Data
upgrades authentication  security  protection
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IBM Worklight Platform

Application
Scanning

’.—E-.\/)

Quality Assurance

—_—

HC

Studio

Server

Runtime

Console

Application Center

Development

© 2014 IBM Corporation

Continuous Delivery

>

Application Scanning
Detect code vulnerabilities at the
time of development

Quality Assurance
Collect beta test feedback, crashes
and analyze user sentiment

Foundation
Development, Runtime, Operations
Console & Private Store
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Razvoj: Worklight Studio

Eclipse-based IDE
HTML5, Hybrid, and

Code assist tools with auto-complete and Native Coding

validation S
Application scaffolding and componentization integrated Device | = | " Fhone
Mobile OS-specific optimization 5 Party Library &3
Device-specific optimization with Skins WY':?SS;ZEM

3rd-party library integration for HTML5 and a;jni‘tri”o“n';t Mobile Web
native components Testing Deskiopiweb

Quick access to simulators, emulators, and
debugging tools

© 2014 IBM Corporation




Kljuc do resitev 2014 IBM BusinessConnect N
Misli prihodnost. Bodi sprememba.

Razvoj: "Bring Your Own Tools!"

= |n Worklight 6.2 developers have the flexibility to use the development tools of their choice —
Worklight Studio is no longer required

= A Command Line Interface (CLI) is provided to enable the use of other development tools

= The CLI provides the following capabilities:
Add Worklight SDKs to a native project
Create Worklight hybrid projects
Add environments to a Worklight hybrid project
Create Worklight Adapters
Test Worklight Adapters
Deploy Worklight applications and adapters to the Worklight Server
Start and stop the Worklight Server
Launch the Worklight administrative console
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Testiranje: Mobile Test Workbench

= Comprehensive, complete, resilient functional testing Kooy
Transparent Overlay ..O"!N View

Integrated View
on Device

» Android and iOS, native and hybrid -
HTML and jQuery ]

Record, edit, and run on mobile devices or emulator

Same test runs across multiple devices in the platform family

Natural language scripts can be used by developers and non-
dGVG'OperS 8.|Ike [eh Mobile Data 52 = B8 % wbank_3 52

[iBi Screen Capture | & Elements Test - wibank_3

Test Contents

u Simple process ! . Pay BIMS [Enter filter text

¥ EE wibank_3

A = v < P £5] Test Resources
ReCO rd i Pay from One of Your Accounts q ¥ [ Launch application: WLBank 1.6

E&Tap on Division containing Span element whose Content is ‘Log In to
= 3 Click on JQuery Input field whose Hint is 'Username’
utnor Infinity e
Account 1224567897283912 ) f& Enter text ‘Demo’ in JQuery Input field whose Hint is 'Username’
54 835.00 F& Enter text 'demo’ in JQuery Input field whose Hint is ‘Password’
Playback faTap on Division whose Content is 'Log In'
AT&T E&Tap on JQuery List item whose Content is ‘Pay Bills®
62079 ) E&Tap on JQuery List item containing Division whose Content is ‘Accour
: \.SD.D.D E&Tap on JQuery List item containing Division whose Content is ‘Infinity
! Ll__aTap on JQuery List item containing Division whose Content is 'Payee’

E&Tap on JQuery List item containing Division whose Content is 'AT&T"

Transfer Amount E nr = Click on JQuery Input field whose Content is '0"
e f& Enter text ‘100" in JQuery Input field whose Content is '0*

E&Tap on Division containing Span element whose Content is 'Pay’

L'__aTap on Division containing Span element whose Content is ‘Confirm’

faclick on JQuery Input field

F& Enter text 'demo’ in JQuery Input field

faclick on Span element whose Content is "OK' located at pesition 1

Payee Grmn e

Report
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Povezava z zalednimi sistemi: Adapter

SOAP /

SQL / JDBC e

REST

Java

. Enterprise back-ends and
Extension

cloud services

CAST IRON

Node* ESB**

* As tech preview
** Available with IBM Message Broker

Worklight Server

Run time For developers

Lightweight server-side logic to expose systems of records JS anywhere: Simple APIs for server-side
in a mobile-friendly way JavaScript development

Security Extensibility: Java API for custom adapters

Analytics Easy-to-use, consistent client-side API to call
Data sync any back-end system

Mobile user engagement

© 2014 IBM Corporation




Klju€ do reSitev 2014

Misli prihodnost. Bodi sprememba.

IBM BusinessConnect N

"Service discovery wizard"

[ Project Explorer &2
4 79 IBMBank

> TH. Java Resources —
- B JavaScript Re =81

s | ser

> 4= Account! I l=r Workli
4 = apps
a = IBMBank
> G andre |
» = comir
> = legal g

E! appli ] ]
bLIilleD mobile nawv

=

]

. = bin

b SErVer

= =

E=3 |

=

5‘2 Apply data correlation rules...

@E Create Application Compeone
%‘E Add/Rernove Application Co

Validate

Debug As

Profile As

Run As

Team

Cormpare With

Restore from Local History...

Add Back-end Service

Add a back-end service to invoke from the mobile application

Service type: | Web Service Definition Language (WSDL) ~

@ URL: http://localhost:8081/MockService/mockservices/offersService/offersService. WSDL

) File:

SITSTIRR 4 73 BankServiceSoap

8 getOffers

Workspace

&

File System

w2 services

> 1= IBMEankIEMBar

Discover Back-end Services

> [=F Worklight Devel

= =seryices - [BR
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"Push" notifikacije — unificiran pristop

« Uniform access to push notifications providers
- Register for, notify, and receive a notification via Worklight APIs or SMS

* Register for and send SMS based notifications
- E.g., for feature phones

© 2014 IBM Corporation

Polling
Adapters

Unified
Push API

Message-
based
Adapters

Administrative Console

Notification
State
Database

User-
Device
Database

10S
Dispatcher

Android
Dispatcher

Windows
Phone
Dispatcher

SMS
Dispatcher

Notification statistics, SMS subscription control

Apple Push
SEWES
(APN)

Google Push
Servers
(GCM)

Microsoft
Push
SEIWES

SMS/MMS
Brokers

Optional 2-way SMS

Worklight
Client-side
Push Services

Worklight
Client-side
Push Services

Worklight
Client-side
Push Services
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"Offline" nacin: JSON Store

= On-device, mobile database support = Server-to-client Sync

— Embedded JSON mobile database — Retrieve, store and keep data store up-to-
— JavaScript APIs to store, query and update date using adapters
the data in offline mode using MongoDB- = Client-to-server Sync

like APIs — Simplify write actions on data while the app
= Encrypt sensitive data is offline and send these actions to the

— Using a key provided by developer or server
obtained as user’s password » Enterprise API-based

— FIPS140-2-compliant — Leverages corporate APl / SOA layer to

access sensitive enterprise data

Worklight

Server < N

N—

Back-end
system or
database

Worklight N—
Adapter XML, JDBC, ... i

Mobile App N

© 2014 IBM Corporation @

Corporate SOA /
EnteriiIse Bus
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"Direct Update"

1 Download
Pre-packaged

resources

App Store

Update Is Available 2 Transfer

An update for the application is
available (file size 1.23 MB). i / \ 3 Check for

Opaate updates

> Login with Weibo Cached

Worklight Web resources
Server resources

4  Update web
resource @

Web resources packaged with app to ensure initial offline availability

- : ‘
T Log in with Facebook

Web resources transferred to app's cache storage
App checks for updates on startup and foreground events

Updated web resources downloaded when necessary,

© 2014 IBM Corporation H . . .
with user confirmation or silently
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"Remote disable"

Remote Disable: Deny access to an app of a specific version on a
specific environment

« Ensure users use the latest security fixes

« Avoid using previously installed old versions that are no longer
supported

F gt kel
Land cquinns o 2010720 1549
» P versizn 12 9 At ¥ Sacriy Tast

Apz Authartication:
Lock s verson & Davics Auhardcal on
User Auhermization:
Verzion 1.1 W Acthae, Notiving Sec.ry Test
A Auttireiation:

Defaut notficaton 12t (wdl acper on fie
davicay Devioe Authenticalon:

Lt Auftmrrizadnns:

x T Emcr meszages of Mtk 0 puagcs e
Service Notification s = G Application Disabled
Versan 1.2 has boon released Lock 115 version o Fioase upgrade to version 1.2

T TA————

vergon 15 & Disatios v Soc.riy Test of Close Got nuw verson

Ape Auttmriazslos:
y  Log in with Weibo breica o DevioAuhordcaton ' Log In with Weibo

varsicn 1.2 .

Lisar Autheriizaln e
in with Facebook
Ui messmgns 0f TIATle WogURges
LWL o 1% Dadees: pppd caed on wenscn (pts
I AR AT e 0 moly b s
MENAQeMEnt app)
betp S ben coee

0l Dares

Lock hes wweenn &
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Varnost: Worklight security model

= Goals
— Controlling access to the protected resources
— Propagating identity to the backend
= Resources
Application
Adapter procedure
Event source
Static resouce

Multifactor security test

1. Call Protected % .
B oocedure @ IBM Worklight Server

Session authentication
2. Request
Authentication

© 2014 IBM Corporation
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Analitika: Worklight Operational Analytics

= Qut-of-the-box analytics address the following:
User adoption, device and app properties
User actions and called adapter procedures
Performance and data usage information
Exceptions, crashes, logs, response time
Geolocation data

= Analytics component now provided in a WAR for simple install and administration

App Usage Environment Usage Adapter Calls

PictureGallery M MobileBankApp iphone M android [l common RegistrationAdapter M CheckoutAdapter
© 2014 IBM Corporation M insuranceReport M fiffifi M Other W mobilewebapp M CAdapter M BAdapter M Other
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Distribucija aplikacij: Application Center

» Share apps across developers, testers,
and other stakeholders

— 10S, Android, Windows Phone 8,
BlackBerry 6 and 7

Developers

« Easily distribute app to testers

Testers

« Easily find apps and versions to test

Testers
* Provide rating and feedback directly
from the device
Developers

» Access all feedback in a centralized
manner

© 2014 IBM Corporation
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Mobile Quality Assurance

™ "I
"‘. - D
ﬂ a

Technical app owner Developer Tester End Users

@ Quality feedback @ Over the air build distribution @ In app bug reporting @ In app user feedback

Quality feedback ‘ Builds

oy 30203

© 2014 IBM Corporation
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Application Scanning

Ensure mobile applications are not susceptible to malware!

Support for Android and Native

[l configuration [EgTriage | Analysis
T Trace %

Apple iOS apps T

'CLLocation.-coordinate

NSString. +stringWithFormat:
NSArray. yWithObjects:
dictionaryWithObjects:forKeys:

[ 55 5

Security SDK research & risk
assessment of over 40k Android
and iOS APIs

Mac OS X platform support :

[= -setiTTPBosy:

Tempi22

<

NSURLReguest. +getRequestPOST:params:http
[#] NsDictionary.-valueForKey:
Bns

mat:

[#]NSString. -dataUsingEncading

[ NSMutableURLRequest.-setHTTPBody:

Xcode interoperability & build
automation support

Full call and data flow analysis of

. . ®213 rin de - [NSString stringWithFormat:E"%f", location.
Ob tIV _C ®214 NSStrin ude - [NSString stringhithFormat:@"%f", location.coordina
- jeC e @215 NSStrimg *_accuracy = [NSString strimghithFormakt:8"%f", location.horizontalAccurac:

a
216 NSString *alias = self.locationCaptureCommand;
walues

*latitu
*langit

217

— JavaScript
- Java

Identify where sensitive data is
being leaked

- [NSArray arrayWithObjects:latitude, longitude, _accuracy, alias, ni

© 2014 IBM Corporation
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http://www.ibm.com/developerworks/mobile/worklight/
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