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A New Era of Smart

Customers are faced with challenge of balancing 
innovation and risk
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Cloud and mobile create opportunities for enhanced security

IBM security portfolio enables clients to innovate with confidence

33 IBM mobile security portfolio enables clients to manage mobile device,  
application and transactions



A New Era of Smart

Agenda

�Mobile Security – Landscape and Strategy

� IBM Mobile Security Solutions
–Protect the

• Device
• Application
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• Application
• Transaction

�Summary



A New Era of Smart

Mobile Security and Management spans business control 
spectrum

Business Span
of Control

High

Corporate Owned 
Assets

Employees 
w/BYOD

Task/Temp 
Workers

Business 
Partners

Consumer
Transactions

Low

Requirements for Mobile Management and Security:
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Mobile Device Management

Mobile Application Management, Containers

Secure Transactions

Solution Approaches:
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Mobile Security and Management spans business control spectrum
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Mobile Device Management
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Solution Approaches:

Requirements for Mobile Management and Security:
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Mobile Application Management, Containers

Secure Transactions

IBM Offerings: 

Additional Integration Points:
• SDKs can be used in Worklight IDE so all apps can be secured (IBM Worklight)
• Security information and events will feed into QRadar for analysis and actions will return to mobile tools

(IBM QRadar)
• Code scan be part of process before apps are deployed into app store/catalog (IBM AppScan)

IBM  Security 
Access Manager 

for Mobile



A New Era of Smart

IBM Security capabilities for the mobile enterprise

Protect the Device Protect the Application Protect the Transaction

SECURITY INTELLIGENCE

Enterprise Applications
and Cloud Services

Identity, Fraud,
and Data Protection

Protect the Application

Protect the Transaction

Protect the Device

DATA

Personal and 
Consumer

Enterprise
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Solutions to manage a diverse set of 
mobile devices from corporate owned 
assets to BYOD and do it all easily 
from the cloud.

Developer solutions to secure 
applications by design early in the 
development process.  Protect 
enterprise data in both the 
applications you build and the 
applications you buy.

Solutions to protect mobile 
transactions with customers, business 
partners, and temporary workers that 
are not part of your enterprise mobile 
management framework.

SECURITY  INTELLIGENCE

A unified architecture for integrating  mobile security information and event management (SIEM), log management, 
anomaly detection, and configuration and vulnerability management.



Addressing Mobile Security 
challenges with IBM solutions
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challenges with IBM solutions



A New Era of Smart

Safeguard mobile,
cloud and social

interactions

Safeguard mobile,
cloud and social

interactions

Prevent insider 
threat and 

identity fraud

Prevent insider 
threat and 

identity fraud

• Validate “who is who” 
when users connect from 
outside the enterprise

• Enforce proactive access 
policies on cloud, social and 

• Manage shared access
inside the enterprise 

• Defend applications and 
access against targeted web 
attacks and vulnerabilities

Capabilities to help organizations secure enterprise identity as a new perimeter

Threat-Aware Identity and Access Management
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Deliver intelligent
identity and access

assurance

Deliver intelligent
identity and access

assurance
Simplify identity
silos and cloud

integrations

Simplify identity
silos and cloud

integrations

policies on cloud, social and 
mobile collaboration channels

attacks and vulnerabilities

• Provide visibility into all available 
identities within the enterprise 

• Unify “Universe of Identities” 
for security management

• Enable identity management 
for the line of business

• Enhance user activity monitoring 
and security intelligence across 
security domains 



A New Era of Smart

As part of our Mobile Security strategy, IBM has launched its NEW
appliance-based solution - IBM Security Access Manager for 
Mobile Safeguard mobile, cloud

and social interactions

� Deliver Mobile SSO and session management to 
help secure employee and consumer access 
to mobile and web apps

� Enforce context-aware access with mobile device 
fingerprinting, geo-location awareness 
and IP Reputation

Mobile Access Management

IBM Security Access 
Manager for Mobile

NEW
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and IP Reputation

� Improve identity assurance using built-in mobile 
authentication service and one-time-password use

� Help secure mobile app deployment with IBM 
WorkLight and QRadar security intelligence 
integration to support access control

� Reduce TCO and time to value with an “all-in-one” 
access appliance in virtual and hardware form factors

Mobile Identity Assurance

Mobile Security Intelligence



A New Era of Smart

Deliver mobile SSO and session management for employees, partners 
and consumer interactions across the enterprise  

SSO

ISAM for Cloud & Mobile* 
(FIM BG, SPM)

Enterprise 
Applications/Data

User accesses data from inside 
the corporate network1

User is only asked for Userid 
and Password to authenticate2

Corporate Network

User accesses confidential data 
from outside the corporate network3

Audit 
Log

ISAM for Mobile
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from outside the corporate network3

User is asked for Userid /Password 
and OTP based on risk score4

Outside the Corporate Network

� Deploy mobile security gateway for user access based on risk-level (e.g. permit, deny, step-up authenticate)

� Built-in Risk scoring engine using user attributes and real-time context (e.g. location, device) 

� Support mobile authentication with built-in One-Time Password (OTP) and ability to integrate with 3rd party strong 
authentication vendors, as needed

� Offer Software Development Kit (SDK) to integrate with 3rd party authentication factors and collect additional contextual 
attributes from the device and user session

� Deploy mobile security gateway for user access based on risk-level (e.g. permit, deny, step-up authenticate)

� Built-in Risk scoring engine using user attributes and real-time context (e.g. location, device) 

� Support mobile authentication with built-in One-Time Password (OTP) and ability to integrate with 3rd party strong 
authentication vendors, as needed

� Offer Software Development Kit (SDK) to integrate with 3rd party authentication factors and collect additional contextual 
attributes from the device and user session

Strong 
Authentication 
(optional)

How IBM SAM for Mobile Can Help How IBM SAM for Mobile Can Help 



A New Era of Smart

Enforce risk-based access and strong authentication for transactions

Reduce risk associated with mobile user and service transactions

� Example: transactions less than $100 are allowed with no additional authentication

� User attempts transfer of amount greater than $100 – requires an OTP for strong authentication

User attempts high-value 
transaction

Strong authentication 
challenge Transaction completes

Mobile Identity Assurance
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Get “Mobile Security Intelligent” with OOTB QRadar 
integration

Who?
An internal user

Potential Data Loss
Who?  What?  Where?
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An internal user

What?
Oracle data

Where?
Gmail



A New Era of Smart

Mobile Security:  Centralized and Consistent Policy Enforcement for
Context-Aware Access, Threat Protection, Fraud & Malware Detection
Out-of-the-box and seamless integration delivers unmatched end-to-
end security

IBM Security Access Manager

11
Enforce identity- and context-
aware application access on 

the mobile device

Safeguard mobile, cloud
and social interactions
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22
Protect web facing 

apps from risks 
associated with the 

OWASP Top 10

33 Create dynamic access 
policies to protect 

enterprise from fraud & 
malware without 
modifying apps  
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Easier Fraud & Malware Detection with IBM SAM for Mobile and Trusteer 

NEW

Attach Trusteer context-based policy to any app resources with no 
code updates

Secure Browser
• Out-of-the-box recognition of Trusteer-

specific attributes being included in 
request messages from Secure 
Browser and Mobile SDK

Safeguard mobile, cloud
and social interactions
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Mobile SDK

Browser and Mobile SDK

- Device attributes

- Malware

- Jailbroken / rooted

• Author reusable policies that can be 
attached to multiple applications

• Enforce consistent fraud & malware 
detection policies without updating the 
apps
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Securing mobile identities
An international banking organization targeting mobile user access for 
employees and end users

North American entity 
secures user access 
from mobile and web 
channels

10,000
internal users
by end of 2013

Safeguard mobile, cloud
and social interactions

Mobile Users

Web & Mobile Apps

Any Device
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by end of 2013

Business challenge

� Secure employees and contractors access to web and mobile apps

� Rollout new mobile apps; ensure end user access from mobile devices 

� Eliminate passwords as a weak link to enforce access to web and mobile

Solution benefits

� Centralized user access control across web and mobile channels consistently

� Reduced IT cost with self-care, single sign-on and session management

� Introduced risk-based access and multi-factor authentication for 10M+ users 



A New Era of Smart

Calculate & Communicate Risk Score

Rogue 
Apps

Jailbreak 
/ Root

Security 
Patches

Infected Pharming
App 

Integration

WiFi

Feeds

Consult 
with 

Pinpoint 
ATO

Scan for risk factors

Scan
Device

Fraud Protection using Trusteer to Secure Mobile

Unknown
crime logic

Tag with 
Persistent ID

ATOID
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Feeds

Close app based 
on risk score

Restrict login,
adding payees

Limit Transfer

Automated

Take Action

Uninstall 
Malware App

Guided
Manual 

Mitigation

Change 
Configuration

Adaptive 
Protection

Known
crime logic

User’s Mobile 
Device
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MaaS360 Delivers an Integrated Approach

Comprehensive Mobile Security
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Complete Mobility Management

One Platform for All Your Mobile Assets
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MaaS360: Robust Mobile Security addressing BYOD

Device

Applications

Email

Documents

Auto-quarantine/access 
approval

Contain emails and 
attachments

Remote wipe of work email

Auto-quarantine/access 
approval

Contain emails and 
attachments

Remote wipe of work email

Encryption and passcodes

Jailbreak/Root detection

Locate, lock, wipe

Encryption and passcodes

Jailbreak/Root detection

Locate, lock, wipe
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Network

Password authentication
Restrict copy, paste, share
Remote wipe of work files

Password authentication
Restrict copy, paste, share
Remote wipe of work files

Configure Wi-Fi and VPN 
profiles

Cert delivery and 
authentication

Dynamic policy based on SSID

Configure Wi-Fi and VPN 
profiles

Cert delivery and 
authentication

Dynamic policy based on SSID

Blacklist/Whitelist mobile apps
Wrapping and compliance rules
Remote wipe of managed apps

Blacklist/Whitelist mobile apps
Wrapping and compliance rules
Remote wipe of managed apps

Web

Define URL filters and 
categories

Allow access to intranet sites
Disable native/3rd party 

browsers

Define URL filters and 
categories

Allow access to intranet sites
Disable native/3rd party 

browsers



Summary
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Summary
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IBM Security capabilities for the mobile enterprise

Protect the Device & Content Protect the Application Protect the Transaction

SECURITY INTELLIGENCE

Enterprise Applications
and Cloud Services

Identity, Fraud,
and Data Protection

Protect the Application

Protect the Transaction

Protect the Device

DATA

Personal and 
Consumer

Enterprise
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Protect the Device & Content Protect the Application Protect the Transaction

MaaS360 Secure Mail

MaaS360 Secure Document Sharing

MaaS360 Secure Browser

IBM Security AppScan

MaaS360 Application Security

IBM Security Access Manager

IBM Security Access Manager

IBM Trusteer Mobile SDK

SECURITY  INTELLIGENCE

IBM Security QRadar 
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Key takeaways
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Cloud and mobile create opportunities for enhanced security

IBM security portfolio enables clients to innovate with confidence

33 IBM mobile security portfolio enables clients to manage mobile device,  
application and transactions


