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A New Era of Smart

Customers are faced with challenge of balancing
iInnovation and risk

CLOUD

>

MOBILE i —

Cloud and mobile create opportunities for enhanced security

IBM security portfolio enables clients to innovate with confidence

/- -/

IBM mobile security portfolio enables clients to manage mobile device,

application and transactions
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A New Era of Smart

Mobile Security and Management spans business control
spectrum

Requirements for Mobile Management and Security:

Business Span
of Control

High
Corporate Owned Employees Task/Temp Business Consumer
Assets w/BYOD Workers Partners Transactions
Solution Approaches:

Mobile Device Management

Mobile Application Management, Containers

Secure Transactions
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Mobile Security and Management spans business control spectrum

Requirements for Mobile Management and Security:

Business Span
of Control

High

Corporate Owned Employees Task/Temp Business Consumer
Assets w/BYOD Workers Partners Transactions

Solution Approaches:

Mobile Device Management

Mobile Application Management, Containers

Secure Transactions

Trusteer

arl IBM Company

IBM Offerings:
.®@® .

MaaS36O

by Fiberlink

Additional Integration Points:
» SDKs can be used in Worklight IDE so all apps can be secured (IBM Worklight)

» Security information and events will feed into QRadar for analysis and actions will return to mobile tools
(IBM QRadar)

» Code scan be part of process before apps are deployed into app store/catalog (IBM AppScan)
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IBM Security capabilities for the mobile enterprise

Personal and
Consumer

SECURITY INTELLIGENCE

Protect the Transaction

Protect the Application

Protect the Device

Protect the Device

Protect the Application

and Cloud Services

g

Identity, Fraud,
and Data Protection

Protect the Transaction

» Corporate devices

* BYOD

* Developer solutions to secure
applications.

* Protect enterprise data in both the
applications you build and the
applications you buy.

» Customers
* Business partners

» Temporary workers

A unified architecture for integrating mobile security information and event management (SIEM), log management,
anomaly detection, and configuration and vulnerability management.
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Addressing Mobile Security
challenges with IBM solutions
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Threat-Aware ldentity and Access Management

Capabilities to help organizations secure enterprise identity as a new perimeter

Safeguard mobile, Prevent insider
cloud and social threat and

interactions identity fraud

+ Validate “who is who” « Manage shared access

- Defend applications and
access

» Enforce proactive access
policies

Deliver intelligent
identity and access Simplify identity
assurance - silos and cloud
integrations

* Enable identity management

* Provide visibility

« Enhance user activity monitoring * Unify “Universe of Identities”
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As part of our Mobile Security strategy, IBM has launched its NEW
appliance-based solution - IBM Security Access Manager for

Mobile Safeguard mobile, cloud
and social interactions

L

IBM Security Access Deliver Mobile SSO and session management

Manager for Mobile

Enforce context-aware access

Improve identity assurance
Mobile Access Management

Help secure mobile app deployment

Mobile Identity Assurance Reduce TCO and time to value

Mobile Security Intelligence
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Deliver mobile SSO and session management for employees, partners
and consumer interactions across the enterprise

Corﬂorate Network

User accesses data from inside
the corporate network

ISAM for Mobile

User is only asked for Userid
and Password to authenticate

“ User accesses confidential data ‘
. from outside the corporate network % @
e
(0 O User is asked for Userid /Password
Strong

Authentication and OTP based on risk score Outside the Corporate Network
(optional)
How IBM SAM for Mobile Can Help

v Deploy mobile security gateway for user access based on risk-level (e.g. permit, deny, step-up authenticate)

v" Built-in Risk scoring engine real-time context (e.g. location, device)
v Support mobile authentication with built-in One-Time Password (OTP)

v Offer Software Development Kit (SDK) to integrate with 3rd party authentication factors
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A New Era of Smart Mobile Identity Assurance

Enforce risk-based access and strong authentication for transactions

Reduce risk associated with mobile user and service transactions

v Example: transactions less than $100 are allowed with no additional authentication

v" User attempts transfer of amount greater than $100 — requires an OTP for strong authentication

User attempts high-value Strong authentication ,
transaction challenge Transaction completes

% 35 .l &= 10:59 $ 35l = 11:03 £ ¥ il = 11:00

Transfer Transfer

Confirm the Following Transfer One-time password Fund Transfer Confirmed.
Everyday Savings / You h,ave been sent an SMS containing your Your transfer was successful.
Transfer From #123456789283912 one-time-password. April 29,2013 11:00 AM (EST)
$9,790.00 3529 [118433

First Class Travel ’
Transfer to #123456789283912 /
(§6,570.00) Everyday Savings |
i Transfer From #123456733283912 |
Transfer Amount $150.00 Delivery Reselection New Balance: $9,640.00
Click on the Reselect button to reselect the _ First Class Travel
m method for generating, delivering, and Transfer to #123456789283912
verifying the one-time password. New Balance: ($6,420.00)

Reselect
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Get “Mobile Security Intelligent’ with OOTB QRadar
Integration

Magnitude ———————
Potential Data Loss Description ,Fotential Data Loss/Theft Detected S\
AttackerrSrc\ 10.103.14.139 (dhcp-workstation-103. F.139.acme.org)
Who? What? Where? —— S
Target(s)iDest| LOCETTSMRAQME (1) e
L - o
Network(s) Multiple {3
Tt Data Loss Prevention Use Case. Demonstrates QRadar DL
authentication ...
Event N source 1P Log Seurce {Unique Count) u?lfr!lame Category {Unigue Count) Who?
vent Name - og rce (Unigue n nigque egory (Unique n
{Unigue Count) / .
Count) _— An internal user
O | Authentication Failed 10.103.14.139 | OracleDbAudit @ 10.101.145.198 | Multiple (2) Misc LogW \_ Yy
B | Misc Login Succeeded 10.103.14.139 OracleDbAudit @ 10.101.145.198 | scott /MH Succeeded
B | DELETE failed 10.103.14.139 | OracleDbAudit @ 10.101.145.198 | scott - System Action Deny
B | SELECT succeeded 10.102.14.139 | OracleDbAudit @ 10.101.145.198 oit System Action Allow | Whatf?
B | Misc Logout 10.102.14.139 | OracleDbAudit @ 10.101.145.198 | scott Misc Logout "
O | Suspicious Pattern Deteq 10.103.14.139 | Custom Rule Engine-8 = qradar-vn| Mi& Suspicious Pattern Detected Oracle data
B | Remote Access Login Fal 10.103.14.139 Custom Rule Engine-3 : gradar-vn| MN/A Remote Access Login Failed \ y
Navigate = > 1i QRadar Has Completed Your Request
Information > DNS Lookup L Go to APNIC results
Resolver Actions > ) o Where?
TNC Recommendation Port Scan [Querying whets.arin net] .
B | Asset Profile [whois.arin nat] Gma”
Search Events \
Search Flows DrgName: Gmgle Ine. ®
OnD: GOGL Labs

Total Security Intelligence | An IBM Company
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Mobile Security: Centralized and Consistent Policy Enforcement for
Context-Aware Access, Threat Protection, Fraud & Malware Detection

Out-of-the-box and seamless integration delivers unmatched end-to-
end security

Safeguard mobile, cloud

and social interactions

Enforce identity- and context-

a aware application access on
the mobile device

® Worklight:
IBM Security Access Manager E
1
Create dynamic access
Protect web faci policies to protect
rotect web tacing Trusteer enterprise from fraud &
apps from risks I Compeny malware without
associated with the

OWASP Top 10 modifying apps

Q‘\
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Easier Fraud & Malware Detection with IBM SAM for Mobile and Trusteer

Attach Trusteer context-based policy to any app resources with no
code updates

L

Safeguard mobile, cloud

and social interactions

Trusteer

» Qut-of-the-box recognition of Trusteer-
Secure Browser

specific attributes being included in Trusteer
request messages from Secure e
Browser and Mobile SDK -

- Device attributes
- Malware

- Jailbroken / rooted

» Author reusable policies that can be
attached to multiple applications

* Enforce consistent fraud & malware
detection policies without updating the
apps Mobile SDK

Trusteer

Y 2V 14 IDIVI LOIpordtori
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Fraud Protection using Trusteer Secure Mobile

Scan for risk factors Calculate & Communicate Risk Score

O

Scan Tag with
Device PersistentID

Known
crime logic

Close app based
on risk score

User’s Mobile
SO =L o

Restrict login, Automated
adding payees

Limit Transfer

= JON LIH X I s

Rogue WiFi Jailbreak Security | Consult
Apps / Root Patches with

t
e . .
— m

Infected Pharming |nte3f-’aption

Unknown .

crime logic
Feeds

Change
u Configuration
Guided i
Manual @
Mitigation

Uninstall
Malware App

Take Action
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MaaS360 Delivers an Integrated Approach

Comprehensive Mobile Security

MaaS36b° '

Complete Mobility Management

One Platform for All Your Mobile Assets
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MaaS360: Robust Mobile Security addressing BYOD

[j Device M  Email
Encryption and passcodes Agtoor;gc_ﬁeesri :Fﬁsp;?]\éa
i ; | |
Jailbreak/Root detgctlon attachments
Locate, lock, wipe Remote wipe of work email
-+ Applications —| Documents

Password authentication
Restrict copy, paste, share
Remote wipe of work files

Blacklist/Whitelist mobile apps
Wrapping and compliance rules
Remote wipe of managed apps

Web @ Network

Define URL filters and Configure Wi-Fi and VPN
categories profiles
Allow access to intranet sites Cert delivery and
Disable native/3 party authentication
browsers Dynamic policy based on SSID
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IBM Security capabilities for the mobile enterprise

Personal and . and Cloud Services
Consumer I il-]
SECURITY INTELLIGENCE E

Protect the Transaction

(@}

Protect the Device Identity, Fraud,
and Data Protection

] )

Protect the Application

Protect the Device & Content Protect the Application Protect the Transaction
MaaS360 Secure Mail IBM Security AppScan IBM Security Access Manager
MaaS360 Secure Document Sharing MaaS360 Application Security IBM Trusteer Mobile SDK
MaaS360 Secure Browser IBM Security Access Manager

IBM Security QRadar
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Key takeaways

MOBILE gy —_—

Cloud and mobile create opportunities for enhanced security

IBM security portfolio enables clients to innovate with confidence

/- -/

IBM mobile security portfolio enables clients to manage mobile device,

application and transactions




