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Presentation focus

This presentation will focus on how to address networking challenges with the 
recently announced IBM NetView for z/OS V5.4

The focus will highlight new Network Management features but will cover a few 
previously available network management capabilities.
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What’s New?

� IBM NetView for z/OS V5.4
�Prereqs z/OS 1.9 

�Generally available October 2, 2009

� Sysplex management Enhancements
� Expanded discovery and management of sysplexes

� IP management
� REAL-Time TCP/IP and OSA Traces. 

� Inactive IP connections now include the reason the connection was terminated.

� Dynamic Virtual IP Address (DVIPA) monitoring has been enhanced

� IP Subnet and z/OS discovery through IBM Tivoli Network Manager.

� NetView Management Console support for IPv6 communications.

� Expanded Tivoli Enterprise Portal (TEP) support
� New and expanded data and workspaces:  OSA, HiperSockets, Telnet servers, DVIPA

� Core NetView
� Long password phrase support.

� Service oriented architecture through a Web services gateway.

� Enhanced Command Revision

� SMF type 30 record automation support. (job & job-step termination)

� The KEEP stage in the PIPE has been enhanced to allow access globally from any regular task.
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AGENDA
� Addressing Networking Challenges with 
IBM NetView for z/OS V5.4

z/OS Communication Server Network Management

1. Real Time TCP/IP Packet Trace

2. Real time OSA Trace

3. OSA Monitoring

4. Hipersockets

5. IP Stacks

6. DVIPA 

7. TCP/IP Connections

8. Telnet Server

9. SNA EE/HPR Traces
Next, Overview of Network Management
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TCP/IP
SNA

APPN & SubareaFTP 

3745/46

CCL

NtuneMon

OSA-Express HyperSocket

TN3270 

IBM z/OS Network Performance Monitoring and Management 

EE/HPR 

NPMIBM Tivoli OMEGAMON XE 
for Mainframe Networks

DVIPA

IPSEC

IBM Tivoli NetView for z/OS

TDW

Next, Data collection and User Interfaces
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z/OS Network Performance Data Collection and User Interfaces

VTAM API TCP/IP API SNMP

z/OS Communications Server

OMEGAMON XE 

for Mainframe Networks

Network Management Interface API (NMI)
�Fast

�Scalable

�Reliable

NetView for z/OS

Trace APINLDM API

NMI APIs

Tivoli Enterprise Portal (TEP)3270 Network Management 
Console  (NMC)

Topology and Status
for Operators

Targeted
for Specialists

Integrated
for Everyone

Next, what is the TEP?
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What is the Tivoli Enterprise Portal (TEP)?

Common user interface

�Manage z/OS and distributed resources from a single browser interface.

�Displays data in graphs, charts and table formats

�View real time and historical data, at the same time

� Easy to configure, right from the TEP

� Out of the box Best Practices

�Workspaces, Situations, and Expert Advice

Next, how do we trace
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Packet Detail

Real Time Traces

� Formatted Real-Time Traces

� Gather, format and refresh packets – With a new trace user interface

�IP Packet Trace
� Requires z/OS Communications Server V9 later

�OSA-Express2 Network Traffic
� Requires z/OS Communications Server V1R11 or later and OSA-Express2 Card

� Reduced overhead by leveraging NetView Dataspaces

Communication Server for z/OS

NetView For z/OS

Trace
Dataspaces

z/OS

NMI API

New Real Time Traces with NetView V5R4

Manage and view traces for 

all stacks on all LPARS from

one central NetView

TCP/IP IPTrace Control Center

IP Stack NetView Domain  Traces

SYSTEM1      LOCAL       PKT/ACT

SYSTEM2     NETVIEW2     PKT/ACT       

SYSTEM3     NETVIEW3     OSA/ACT

Command ==>

z/OS

z/OS

NetView2

NetView3

Next, lets look at a scenario
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Status of All Traces on All Known Stacks

Select a stack and press Enter.

List of the stacks 

known to this NetView
On both local and 

remote domains
PKT/ACT = Active Packet Trace.

OSA/ACT = Active OSA Trace.
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Status of All Traces on Selected Stack

Select TCP/IP Packet Trace hit Enter
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Manage TCP/IP PKTS Trace

Turn ON or OFF TCP/IP PKT Traces

Set FILTERS

View Packets

3
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Summary View of Packets

Scroll up and down
F11 Scroll right 

for more info

F5: Refresh data space 

with new trace records  

Select a Packet and press PF4 to see 

the detailed data for that packet



13© 2009 IBM Corporation

View Formatted Packet Detail

Use window PF Keys and functions

to navigate detail data 
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Set Filters and number of Records

SET FILTERS 

NUMBER OF RECORDS
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Control How to View Packets
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Another Example of Formatted Packet Detail
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Issue Commands from PKT Trace summary

Select packet 250

Use PF 9 to get Command menu

F5 Refreshes with new Packets
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Commands from Packets Summary

1

Select 1 for Ping

Commands are issued against the IP resource of the selected Packet.

RADDR issue command to the external address 

STACK issue command to the local IP Stack
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Ping Results
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OSA-Express2 Real Time Trace

� Supports tracing of OSA packets with OSA-Express2 Network Traffic

� Analyzer Requires OSA Express 2 card or higher

� Requires z/OS V1R11 Communications Server or later

� Allows for capture of
� Ethernet data (Ethernet type, source/destination MAC addresses, VLAN tag, LLC fields)

� IPv4 & IPv6 data

� ARP packets

� SNA transmission headers

� Direction indicators

� Discard code

� Interface identification

� Syntax and behavior similar to TCP/IP packet trace

� Simultaneous Capture Filters

�IP Address Protocol, Ethernet type, Port, Device, VLAN, MAC Address

New with NetView V5.4
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OSA Trace Control

OSA Tracing is active

NetView is collecting 
traced packets.

NetView domain

and z/OS level

F4: Stop OSA TracingF3: Apply Capture Filters

Capture FiltersSelect OSA Port
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OSA Express Packet Summary
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Latest Enhancements for TCP/IP Packet Trace Formatter

http://www-01.ibm.com/support/docview.wss?rs=852&context=SSSN3L&dc=D400&uid=swg24007395

NetView users will see Packet Trace formatting enhancements from Communications 
Server for z/OS. 
These updates can be applied to previous Versions of Communications Server for z/OS

Next, look at OSA within a Topology
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NMC Views:  OSA Port Parent View

IP Stack

OSA 

Enhanced with NetView V5.4

Is my outage due to OSA or

Or some other Resource?

Next, launch the TEP for details
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Management of OSA-EXPRESS

NetView for z/OS OSA Channels and Ports Status and Configuration

OSNMPD

SNMP Agent

OSA Proxy

Subagent

TCP/IP
SNMP 

Subagent

O
S
A
-E
X
P
R
E
S
S

Remember to set up!

IOBSNMP
or 

IOASNMP

New with NetView V5.4

For OSA Performance and Utilization 

USE

OMEGAMON XE FOR Mainframe Networks

OSA in TEP Requires RODM

Is my OSA Configured Wrong?

What is the MAC Address and Port?

Is the Configured Speed incorrect?

Is it in Service Mode?

Next, Let’s check the Hypersocket
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NMC Views:  Hipersockets Interfaces

Hipersocket

Enhanced with NetView V5.4An interface connected to 
the Hipersockets is down 
but another one connected 
is active.
Operator reactivates.

Interfaces

Next, launch the TEP for details
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Management Hipersockets

NetView for z/OS Hipersockets Configuration and Status

Requires z/OS V1R11 Communications Server or later

New with NetView V5.4

Is the Hipersockets up?

Is Hipersockets accelerator set?

Is multiple write set to offload to the zIIP?

For Interface Performance and Utilization 

USE

OMEGAMON XE FOR Mainframe Networks

down

up

up

Next, network discovery
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TCP/IP

Network

NMC 
Server

RODM
Data Cache

GMFHS

NetView for z/OS

TCP/IP | SNA
dNetView

(ITSC)
with

MSM agent

NetView for the z/OS Network Discovery 
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ITNM 

with 

MSM Agent

�Tivoli Network Manager IP Edition (ITNM-IP) 

�Transition from distributed NetView

�Resources that are “1 hop” away from z/OS

�Enhanced discovery of Layer 3 IP resources

NetView 

Discovery 

Library 

Adapter

CMDB

TADDM

Sysplex Resources

IP managed elements 

(routers, bridges, 

switches, etc.) and 

their relationships 

(networks, subnets, 

etc.)

New with NetView V5.4

Next, check IP Stack status

NMC
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TCP/IP IP Stack Status and Configuration

New with NetView V5.4

For IP Stack Performance and Utilization 
USE

OMEGAMON XE FOR Mainframe Networks

Is the IP Stack up?

Is Segmentation Offload Enabled?

Is zIIP IP Security offload Enabled?

ACTIVE

ACTIVE

ACTIVE

ACTIVE

INACTIVE

For Stack Performance

USE

OMEGAMON XE FOR Mainframe Networks

Next, see how DVIPA is performing
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DVIPA Management Enhanced with NetView V5.4

Notice FTP connections are not distributed evenly over DVIPA Targets.

This could be caused by WLM or XCF issues.

Next, check the DVIPA Server Health
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Distributed DVIPA Server Health

NetView DVIPA Server Health and Unhealthy Workspaces:

New with NetView V5.4

Look at methods and weights, they Influence where connections go
•Weights: WLM, zAAP, CP, zIIP,and Composite

•Methods: ROUNDROBIN, BASEWLM, SERVERWLM, WEIGHTEDACTIVE, TARGETCONTROLLED

Next, Look at DVIPA Expert Advice
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DVIPA Expert Advice Provided with Situations 

Next, Look at TCP/IP Connections
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TCP/IP Connections Enhanced with NetView V5.4

For Connection Response times

USE

OMEGAMON XE FOR Mainframe Networks

User calls complaining that TCP/IP connections fails all the time.
We see that the connection failed due to Excessive Retransmissions.
�How often is this connection failing?
�What is the number and percent of segments that were retransmitted 
�What is the window size?
�Problem could be caused by high CPU at the remote resource.

Retransmissions

Excessive_Retrans

Next, see the termination reason codes
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Connection Termination Reason Codes

Intrusion detection found the connection to be malicious and closed the connection
Intrusion_Detect

The acknowledgment that was received is in the lastack state.
ACK_In_LAST_ACK

The connection is stopped because the stack timed out waiting for a fin in the
finwait-2 state.Finwait2_Timeout

The connection is closed because multiple keepalive probes were not 
acknowledged.Keepalive_ Not_Ackn

The connection is closed because the TCP window is reduced to zero and multiple 
window probes were not acknowledged.Window_To_Zero

The connection is closed because the same packet is being retransmitted multiple 
times.Excessive_Retrans

The connection is stopped because the client sent a reset.
Client_Sent_Reset

An error occurred during a pascal accept.
Pascal_AcceptError

A pascal routine issued a disconnect request.
Pascal_Disconnect

A pascal routine issued an orderly close request.
OrderlyPascalClose

The application using the socket closed the connection using a close().
App_Closed

The connection from a client is stopped because the application closed the socket 
before performing an accept().App_Close_NoAccept 

The connection is stopped because the local IP address bound by the application 
was deleted from the stack.App_Laddr_Deleted

The connection is stopped because of an administrator action (for example, using
Netstat DRop/-D command or the NMI API).Admin_Action

The connection is denied because of a NetAccess rule.
NetAccess_Denied

The last stack that can own the dynamic VIPA bound to the socket is stopping..
Last_DVIPA_Term

The connection is stopping because the stack is stopping.
Stack_Terminating

A persistent socket used by FRCA(AFPA) is closed by a FIN.
FIN

An error occurred during a send using FRCA(AFPA), possibly because the stack is 
stopping.SendErr

New with NetView V5.4

Next,Telnet Server status
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NMC showing Inactive Telnet Server

User complains they cannot logon.

Operator sees a Telnet server is down.

Next, launch the TEP for detail
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NetView TEP Shows Telnet Server Configuration & Status 

For Performance and Response times
USE

OMEGAMON XE FOR Mainframe Networks

New with NetView V5.4

We Issue QUIESCE / RESUME to server.

Then confirm that Telnet Server recovers.

ACTIVE

ACTIVE

ACTIVE

ACTIVE

ACTIVE

Next, manage network availability
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NetView Availability and Automation with AON

�Issue alert when remote printers are down.

�Then Network Automation

Next, look at EE and HPR
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List APPN Sessions that Transverse over EE

UDP
Enterprise
Extender

CICS

IMS

WAS

.  

.

.

HPR

APPN Sessions

•See sessions that 
transverse  EE connections

•Are sessions going over 
correct EE?

NetView for z/OS 

NLDM (Session Monitor)

NLDM SESS name * ACTREF

Added with  APAR OA16305

Next, look at HPR Topology
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HPR Topology in NetView Session Monitor (NLDM)

NLDM.AR APPN SESSION ROUTE CONFIGURATION                        PAGE 1

-- PRIMARY ---+-- SECONDARY --+--------------- PCID ---------------+- DOMAIN –

NAME ECHOA69  | NAME ECHOA29  | NETA.A69M.D2030CADFE6B236A      |  CNM99 

--------------+---------------+------------------------------------+----------

+---------+

|   CP    |

|A69M     | SEC-SA: 000F

+----+----+

TG021 | HPR-ABCDEF1234567890

+----+----+

| CP(ICN) |

|A99M     |

+----+----+

IN-TG |

+----+----+

| SUBAREA |

| NODE(S) |

+---------+

HPR indicates a TG that is part of an HPR pipe whose TCID number is shown. 
VTAM reports path switches and NLDM reflects them in the route. 

Next, look at tracing HPR/EE
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APPN Trace Formatting in NetView - NLDM

New APPN Trace Formatting
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APPN Trace Formatting in NetView - NLDM

Or Set Hex On to see raw data
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Drill down to see Session Failures in NetView - NLDM

11 STR (See details on failure code)
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See Session Failure codes Details - NLDM
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Summary
� Addressing Networking Challenges with 
IBM NetView for z/OS V5.4

z/OS Communication Server Network Management

� Real Time TCP/IP Packet Trace

� Real time OSA Trace

� OSA Monitoring

� Hipersockets

� IP Stacks

� DVIPA 

� TCP/IP Connections

� Telnet Server

� SNA EE/HPR Traces
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Questions?
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For More Information
NetView Home Page http://www.ibm.com/software/tivoli/products/netview-zos/

�Downloads (NMC, MSM agents, tools)

�Release comparison

�Link to Announcement letter

�Links to other online information sources

�More

NetView Documentation
http://publib.boulder.ibm.com/infocenter/tivihelp/v3r1/index.jsp?toc=/com.ibm.itnetviewfor
zos.doc/toc.xml

NetView Customer Forum

http://groups.yahoo.com/group/NetView/

Network Traffic Analysis (NTA)

� IBM Service offering to help analyze traces

ftp://ftp.software.ibm.com/networking/.../network_traffic_analysis 
For z/OS Performance Managing: OMEGAMON XE for Mainframe Networks

http://www-01.ibm.com/software/tivoli/products/omegamon-xe-mainframe/
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Classes

� New / updated classes

�NetView for z/OS 5.3 Technical Update

� October 27-28, Zurich, Switzerland

� http://www.ibm.com/services/learning/de/ta-iris.nsf/(ExtCourseNr)/TM78D0DE

�NetView for z/OS 5.3 Workshop:  Fundamentals, Automation, REXX and 
PIPEs

� October 13-17, Pittsburgh

� November 3-7, Dallas

� November 10-14, Stuttgart, Germany

� December 1-5, Raleigh

� http://www.ibm.com/software/tivoli/education/U188790N96197Y71.html

�NetView for z/OS 5.3 Workshop:  Fundamentals

�NetView for z/OS 5.3 Workshop:  Automation Techniques

�NetView for z/OS 5.3 Workshop:  REXX Programming

�NetView for z/OS 5.3 Workshop:  NetView PIPEs
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Where to Find Web Seminars

� Recordings of all Web Seminars are available at the STE Web page:

� http://www.ibm.com/software/sysmgmt/products/support/supp_tech_exch.html

� Search Previous Webcasts

�NetView for z/OS
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Teleconferences and Webinars

� Top 10 tips for getting more out of OMEGAMON XE Teleconference OCT 29TH, 2009

� Register at: http://www-01.ibm.com/software/os/systemz/telecon/oct29/

� Tivoli Classes and Webinars Descriptions and Recordings
� http://www.ibm.com/software/tivoli/education/edu_prd.html#N

� Examples

� NetView for z/OS 5.3 Enterprise Management Agent (EMA)

� TCP/IP Management – Part 1

� TCP/IP Management – Part 2

� Automation

� Time to Value, Ease of Use, and Migration Considerations

�A monthly e-newsletter for System z and zSeries IT Service Management, Information 

on Demand, and Service Oriented Architecture/Enterprise Transformation

�http://www-01.ibm.com/software/tivoli/systemz-

advisor/?&ca=spotlights&me=W&met=inli&re=lmiitsm

IBM System z Advisor
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Thank You!
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