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Hide in Plain Sight: Producing and 

Protecting Sensitive Test Data

Using File Manager to Scramble Data
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What are the issues?

� Creating data that can be used for properly 

testing new or modified applications

� Protecting private/sensitive data from being 

viewed or modified
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Using Copy to Scramble Data
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Utilities - Copying Data

� You can copy data between files regardless of file format

� You can use COBOL or PL1 record layouts to map fields

� You can reformat fields, changing field definitions and 

lengths

� Your "TO" dataset does not need to be pre-allocated

� Sensitive data can be scrambled
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Utilities – Copy Data – Scrambling

FM is enhanced to provide a ‘scrambling’ algorithm which modifies data in a 
field while maintaining its system data type.  Scrambling is intended to de-
identify (disguise) personal information in different ways for different data 
types.  Repeatable scrambling’s goal is that application relationships based on 
equality tests can be maintained if desired, even after the data is scrambled.  
The following are supported:

•An algorithm which modifies strings and numeric values.

•Options to control whether the scrambling is random or repeatable.

•A lookup function which allows replacement of one value with a 

corresponding value in a lookup table.

•The ability to write a user exit to scramble data as desired by the user.
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Utilities – Copy Data - Scramble Field Value
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Utilities – Copy Data – Scrambling

•An algorithm which modifies strings and numeric values.

•Options to control whether the scrambling is random or 
repeatable.

•A lookup function which allows replacement of one value with a 

corresponding value in a lookup table.

•The ability to write a user exit to scramble data as desired by the user.
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Utilities – Copy Data - Scramble Field 

Value

Source File Target File
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Utilities – Copy Data – Scramble Using 

Lookup Table

•An algorithm which modifies strings and numeric values.

•Options to control whether the scrambling is random or repeatable.

•A lookup function which allows replacement of one 
value with a corresponding value in a lookup table.

•The ability to write a user exit to scramble data as desired by the user.
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Scramble Using a Lookup Table – Control 

File

Note the name for account number 560Note the name for account number 560
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Scramble Using a Lookup Table – Input 

File

Let’s watch account numbers 410 and 560Let’s watch account numbers 410 and 560
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Scramble Using a Lookup Table
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Scramble Using a Lookup Table –

Scramble the NAME Field
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Scramble Using a Lookup Table –

Scramble the NAME Field
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Utilities – Copy Data – Scramble Using an 

Exit

•An algorithm which modifies strings and numeric values.

•Options to control whether the scrambling is random or repeatable.

•A lookup function which allows replacement of one value with a 
corresponding value in a lookup table.

•The ability to write a user exit to scramble data as 
desired by the user.
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Utilities – Copy Data - Scramble Using an 

Exit

Samples are sent for the following languages:

FMNSCXEC      COBOL source

FMNSCXCO     JCL for COBOL compile/link

FMNSCXEA      Assembler source 

FMNSCXHA      JCL for assembler compile/link

FMNSCXEP       PL/I source

FMNSCXPL       JCL for PL/I compile link
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http://www.redbooks.ibm.com/ Search on “ad tools”
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http://www.ibm.com/software/awdtools/filemanager/

library/
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Thank You for Joining Us today!

Go to www.ibm.com/software/systemz to:

�Replay this teleconference

�Replay previously broadcast teleconferences

�Register for upcoming events


