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With 7 Billion people on the planet…
• 3.5 billion

 
people use toothbrushes

• 4.5 billion
 

people with access to a working toilet
• ? billion

 
mobile devices

Mobile Adoption continues to explode…

Mobile is becoming THE 
primary platform
• 33%

 
government web site visits

• 20%
 

of online financial transactions
•

 

81%
 

of adults use personal devices 
for business
•

 

91%
 

of adults of smartphone

 

within 
reach 100% of the time 
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You know? you can do 
this with your mobile 

device now.
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35% of developers are currently 
targeting tablets, with more than 

90% plan to develop for tablets 
in the near future. 

Nearly 90% of developers 
are currently extending 
enterprise apps to mobile 
or plan to in the near future.

In the next 12 months 

77% of developers will 
be focused on Hybrid 

application development. 

More than 200M people 
upgraded to iOS7 in the first 
week (September, 2013) 

Source: Evans Data Mobile Developer Survey Mobile Development Report 2012 Volume 
Source: Business Insider (September 2012)

Almost all expect 

to deploy more than 25
 

mobility 
applications in the next two years

29% of mobile developers currently 
focus on Hybrid app development with 

another 49% expected to 
focus on it in the next year.

Mobile app development is a top 
enterprise priority
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Fancy Apps Don’t Equal Business Value
Creating a truly engaging Mobile experience involves far 
more than building great Mobile apps

Building Mobile apps that support a range of 
devices, are easy to use and look really cool

Rapidly innovating to keep enhancing experience

Protecting Mobile access to enterprise data

Scaling elastically to deliver responsiveness

Integrating Mobile activities with rest of business

Increasing speed to market to deploy capabilities



6

Mobile workloads impact System z 
differently than web workloads…

 
do 

you know your impact?

•

 

Increased z/OS transactions. 
Increase in off-peak transactions. 
Expect 10-50% growth as you add a 
mobile channel.

•

 

Increased query or “read-only”

 transactions. As many as 50% of 
mobile transaction could be “read-

 only”.

•

 

Unanticipated spikes in workload

 due to popular apps, features.
No traditional times for workload spikes.

•Inefficient applications written by “non-professional”

 

coders. 
Drives up z/OS transaction rates.
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System z bridges Systems of Record 
and Systems of Engagement

Systems of RecordSystems of Engagement
Mobile Apps

Siloed

 

Dept. Apps

Order 
Fulfillment

Corporate

 

Data

 

Ware-

 

house

Accounting

Finance

https://www.paypal.com/us/cgi-bin/webscr?cmd=_home
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Enterprises face unique mobile 
application challenges

•

 

Highly fragmented set of devices, platforms, 
languages, and tools complicates 
development, test, and operations

Fragmentation and developing for multiple 
mobile platforms

•

 

Accelerated development demands instant 
provisioning of development servers.

•

 

Spikey

 

mobile traffic demands highly 
scalable cloud-based infrastructures, for 
both SoE

 

and SoR.

Accelerated time to market requirements

•

 

Apps typically need to leverage existing 
enterprise services, which must be made 
mobile-consumable, and remain secure.

•

 

Enterprise systems must be able to instantly 
provision new services and environments.

Connecting apps with existing 
enterprise systems

•

 

Development tools that 
seamlessly integrate z data and 
trans.

•

 

Mobile tools supported in Cloud-

 
based development and 
production environments.

•

 

Easy access to z data and trans.

•

 

End-to-end transactional security

•

 

Low incremental MIPS cost.

…and Unique z Requirements
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System z addresses Enterprise mobile 
development and delivery challenges

•

 

Highly fragmented set of devices, platforms, 
languages, and tools complicates 
development, test, and operations

Fragmentation and developing for multiple 
mobile platforms

•

 

Accelerated development demands instant 
provisioning of development servers.

•

 

Spikey

 

mobile traffic demands highly 
scalable cloud-based infrastructures, for 
both SoE

 

and SoR.

Accelerated time to market requirements

•

 

Apps typically need to leverage existing 
enterprise services, which must be made 
mobile-consumable, and remain secure.

•

 

Enterprise systems must be able to instantly 
provision new services and environments.

Connecting apps with existing 
enterprise systems

IBM Worklight

 

Studio and RDz

•

 

Seamless integration with z data 
and transactions.

•

 

Device runtime provides mobile 
device independence.

System z Scalability

•

 

System z Linux enables rapid 
provisioning of Worklight

 

servers.

•

 

z/OS is highly and easily scalable 
to handle workload increases. 

z/OS is mobile enabled
•

 

z/OS subsystems are mobile-ready, 
with z/OS Connect feature embedded 
within WAS, IMS and CICS. 

•

 

End to end mobile security.
•

 

High-performance access from Linux 
on System z
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Scan & Certify

Instrument

Test

IntegrateObtain Insight

Manage

Deploy

Design & Develop

The IBM mobile Application 
Development lifecycle

Rational Test Workbench
Mobile Quality Assurance

Worklight

 

&
Rational Developer for z

Tealeaf (User Experience)
Security (Fiberlink, Trusteer)

z/OS Connect, 
Worklight,

 

MQ/MQTT, 
IIB,

 

DataPower

AppScanWorklight

 

& UrbanCode

Worklight

 

&

 
Fiberlink

Tealeaf

Run on z
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IBM Worklight
 

integrates all aspects 
of the mobile application lifecycle

Application Center

Quality AssuranceApplication 
Scanning

Development Continuous Delivery

Studio Console

Server Runtime

Application Scanning
Detect code vulnerabilities at the 
time of development

Quality Assurance
Collect beta test feedback, crashes 
and analyze user sentiment

Foundation
Development, Runtime, Operations 
Console & Private Store
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Worklight
 

scales better on Linux on 
System z than x86
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Worklight
 

provides lower Response 
Time on Linux on System z than x86
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Which platform provides the 
lowest TCA over 3 years?



 

400 concurrent users


 

60% Login, 30% Add or 
Delete,10% Update

3,446 TPS   
131.4ms RT   

$2,355 per TPS     
(3 yr. TCA*)              

Prod + Dev/QA + DR  

2,145 TPS     
205.4ms  RT      

$2,631 per TPS

 
(3 yr. TCA*)             

Prod + Dev/QA + DR

Mobile 
Users

Worklight
WAS ND   

DB2

VMware

CICS   
DB2

z/OS

Mobile Insurance workload using 
Mobile Workload Pricing

Co-locating Worklight
 

with System of Record 
increases throughput by 61%, reduces 
response time by 36% and TCA by 10%

10% 
lower cost

Worklight
WAS ND   

DB2

z/VM

CICS      
DB2

z/OS

zEC12-410 + 6 IFLs

zEC12-406HP ProLiant

 

BL460c           
Intel E5-2697v2 2.7GHz 6co

* 3-Year TCA includes list prices for Hardware and Software total cost for front and back end incorporating Mobile Workload Pricing for zOS

 

components. Sizing shown is for Production to which 30% is added

 

for System z for Dev/QA and CBU pricing for DR and 2x for Distributed 
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IBM WebSphere
 

Liberty z/OS Connect 
for Secure and Consistent Enterprise 
Connectivity for Mobile

Enterprise
Applications

Enterprise
Data 

On-Premise

 
Applications

Enterprise 
Transaction 
Processing 

FREE feature that ships with WAS, CICS, and IMS. Runs in z/OS only.
• Built for z/OS

 

–

 

Builds on z/OS qualities of service -

 

security, auditing, chargeback.
• Unifies connectors

 

–

 

A common solution for mobile, cloud, and web
• Simplified integration

 

–

 

Hide complexity of connecting to z/OS using REST
• API Management

 

–

 

Mobile developers can discover the transactions you choose.

Cloud APIs

Mobile 
Apps

Systems of Engagement Systems of Record

WAS, CICS, IMS
BatchBatch

TransactionsTransactions

IBM 
WebSphere

 

Liberty z/OS 
Connect
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End to end security from mobile 
to the mainframe

SOAP/https

IBM 

 

Endpoint

 

 
Manager

Worklight

 

Studio

https

MQTT

Worklight

 
Server*



 

End to end capability of mobile users identity permits, syncing of LDAP, auditing of 
transactions, and simplified identity mapping with RACF®



 

Advanced scalability of encryption processing with System z cryptography cards


 

Centralized certificate management

 

with z/OS PKI services


 

Secured integration gateway for System z services, centralized key management 
and mobile access policy capabilities with DataPower



 

High level security to backend applications

 

via HiperSockets

 

or IEDN support with 
Worklight

 

Server

SOAP/https

Data 
Power 

zEnterprise

zBX

Linux on z z/OS

TFIM

LDAP

RACF

PKI Services

Cryptography

 

 
cards

Hardware

SOAP/https

*Worklight

 

Server can also reside on Linux on z

IBM MessageSsite
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Client Example

Click Here

https://www.youtube.com/watch?v=KuY16RRYpL0
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•

 

Reduce z/OS peak MSUs

 

attributable to mobile workloads --

 

up to 60%

•

 

No Infrastructure Changes Required…

 

(such as separate LPARs)

•

 

Customers must tag and track z/OS CPU seconds from mobile workloads.

•

 

New MWRT tool replaces SCRT and will subtract mobile CPU seconds

 from peaks.

•

 

Announcement letter. 

New System z Mobile pricing enables IT 
investments to scale with the growth & 
business returns of mobile

Other z/OS  
Workloads 

CPU

Mobile

Adjusted z/OS

 
Peak Utilization

Reduced cost of 
growth on Mobile 
workloads

Other 
Workloads

Mobile 
Workloads 

CPU

Current z/OS

 
Peak Utilization

http://www-01.ibm.com/common/ssi/ShowDoc.wss?docURL=/common/ssi/rep_ca/0/877/ENUSZP14-0280/index.html&lang=en&request_locale=en&ce=ISM0056&ct=swg&cmp=ibmsocial&cm=h&cr=crossbrand&ccy=us
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Example: Mitigating mobile impact to 
reported LPAR MSUs

z/OS &
Other

CICS

Measure LPAR MSUs:
Standard SCRT methodology, 
SMF 70 records

1,500

Usage

Tag Mobile transactions:
e.g. Capture CICS 
transaction details (SMF 
110 records) and filter by 
transaction type

Other

Mobile

Other

1,380 MSUs

Subtract 60% of mobile MSUs:
-60% * 200 = -120

Measure CICS usage:
Capture SMF 89 record 
in new IBM reporting 
tool (replaces SCRT); 
SMF 89 is IBM usage 
standard

CICS,
z/OS &
Other

200

100
100

80

Adjusted LPAR MSUs: 
Per new MWRT reporting tool

Transaction
definitions

Adjusted LPAR 
MSUs

 

used to 
determine peak 
for month; 
Pricing & billing 
BAU based on 
peak

MSUs

1

2

3

4

5

6
300

Mobile

LPAR MSUs
(Standard)
z/OS/Other  1,500

CICS

 

1,500

LPAR MSUs
(Adjusted)
z/OS/Other

 

1,380

CICS

 

1,380
Figures are for illustrative purposes only.
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Detailed MWRT Reporting Example

Capture LPAR MSUs
(SMF 70 records)

Customer requirement –

 

Provide 
Mobile MSUs

 

by interval:  Customer 
input with IBM approval. Values 
provided monthly in CSV format. 

Tool will subtract 60% 
of Mobile MSUs

 

from 
LPAR original values

Adjusted LPAR totals used to 
determine new monthly peak. 

5655-S97 CICS TS for z/OS V4
Processor Type Serial 2817-XXXX
Date Time of Interval LPAR Total MSUs Machine

LPAR1 LPAR2 LPAR3 LPAR4 LPAR5 Total
02 Nov 2013 - 00:00 UTC 197 354 28 143 198 920
02 Nov 2013 - 01:00 UTC 205 329 27 131 180 872
02 Nov 2013 - 02:00 UTC 182 280 25 114 143 744
02 Nov 2013 - 03:00 UTC 136 213 21 75 81 526
02 Nov 2013 - 04:00 UTC 105 172 21 54 68 420
02 Nov 2013 - 05:00 UTC 96 184 22 65 84 451
02 Nov 2013 - 06:00 UTC 107 181 24 72 90 474
02 Nov 2013 - 07:00 UTC 123 183 24 78 100 508

Mobile MSUs Machine

LPAR1 LPAR2 LPAR3 LPAR4 LPAR5 Total
79          142        11          57          79          368        
82          132        11          52          72          349        
73          112        10          46          57          298        
54          85          8            30          32          210        
42          69          8            22          27          168        
38          74          9            26          34          180        
43          72          10          29          36          190        
49          73          10          31          40          203        

1

2

3Mobile MSU reduction Machine

LPAR1 LPAR2 LPAR3 LPAR4 LPAR5 Total
(47)         (85)         (7)           (34)         (48)         (221)         
(49)         (79)         (6)           (31)         (43)         (209)         
(44)         (67)         (6)           (27)         (34)         (179)         
(33)         (51)         (5)           (18)         (19)         (126)         
(25)         (41)         (5)           (13)         (16)         (101)         
(23)         (44)         (5)           (16)         (20)         (108)         
(26)         (43)         (6)           (17)         (22)         (114)         
(30)         (44)         (6)           (19)         (24)         (122)         

Adjusted LPAR Values for Billing Machine

LPAR1 LPAR2 LPAR3 LPAR4 LPAR5 Total
150        269        21          109        150        699        
156        250        21          100        137        663        
138        213        19          87          109        565        
103        162        16          57          62          400        
80          131        16          41          52          319        
73          140        17          49          64          343        
81          138        18          55          68          360        
93          139        18          59          76          386        

Formula for LPAR 1, Interval 1:

LPAR1 Total MSUs

 

= 197

Mobile only MSUs

 

= 79

Subtract 60% of Mobile =

(79 * 0.60 = 47)

Adjusted LPAR MSUs:

197 –

 

47 = 150

4
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LPAR MSU values adjusted for mobile 
contribution 

•

 

MWRT removes 60% of the Mobile workload, interval-by-interval
–

 

Non-mobile workload is unchanged

–

 

Billing for the month is based upon the newly calculated R4HA curve after 
the mobile workload has been reduced

New Peak R4HA Value = 1231 MSUs

 
MWRT savings =   173 MSUs

Provides benefit when Mobile workloads contribute to monthly peak MSUs;

 
Off-peak MSU adjustments will not affect MSUs

 

used for billing.

Original Peak R4HA value = 1404 MSUs
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The IBM Apple Partnership

+
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IBM MobileFirst Business Acceleration: 
CICS Integration speeds time to market 

IBM Ready App: 
CICS Banking Accelerator
Beyond the reference framework, the CICS 
Banking Accelerator provides essential code and 
resources to simplify the integration of the 
mobile application with your existing mainframe 
banking solution

CICS Application 
Integration

2. CICS Resource definitions
Pre-built resources for inclusion  

in your CICS systems to simplify 
installation and integration with 
existing apps

•

 

Simplify integration with existing mainframe 
assets

•

 

Simplifies identification of mobile workload to 
qualify for Mobile Workload Pricing

1. CICS Best Practices
Recommended best practices 

for mobile workload (including 
mobile pricing data collection 
recommendation) 

3. CICS Workshop
Advice and hands-on labs to 

help you rapidly exploit the IBM 
Ready Apps or other mobile apps

CICS 
Assets

 

CICS 
Assets
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Interested? Next steps…
•

 

Read our Point-of-View paper.

•

 

Request a Demo. 
–

 

Banking, Retail, Government, Insurance 

–

 

Use Worklight

 

on Linux on System z

–

 

Use z/OS transactions. 

•

 

Try the System z Mobile demo apps
–

 

CICS Genapp.

–

 

CICS EGUI

–

 

IBM Remote. Sample App you can use to manage z 
HMC.

•

 

System z Mobile home page
–

 

Customer case studies

–

 

Analyst reports

–

 

Customer Videos.

http://www.redbooks.ibm.com/abstracts/redp5088.html
http://ibmremote.com/
http://www.ibm.com/systems/z/solutions/mobile.html
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Connecting mobile & your enterprise

Do you know what your 
overall enterprise mobile 
strategy is?

Are you adapting your 
System z infrastructure to 
support mobile?

Are you designing and 
developing applications to 
take advantage of your 
existing investments?
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Building and Maintaining a Secure 
Enterprise Mobile Application

zBX

z/OS

CICS
DB2
IMS
…

z/VM
Linux

PKI Services

Cryptography 

 

cards

Hardware z/OS

IDID

RACF

SOAP/https

IBM Security

 

AppScan

 

Source
IBM Security

 

AppScan

 

Source
IBM Security

 

AppScan

 

Source

zBX

z/OS

CICS
DB2
IMS
…

z/VM
Linux

PKI Services

Cryptography 

 

cards

Hardware z/OS

IDID

RACF

SOAP/https

IBM Security

 

AppScan

 

Source

zBX

z/OS

CICS
DB2
IMS
…

z/VM
Linux

PKI Services

Cryptography 

 

cards

Hardware z/OS

IDID

RACF

SOAP/https

IBM Security

 

AppScan3

2

1.

 

Start with the most secure operating 
system, applications and database

2.

 

Build, deliver, deploy & maintain secure 
mobile applications 

3.

 

Identify and correct security 
vulnerabilities as the application is 
developed and maintained.  
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Secure the Users & Devices 
for the Mobile Enterprise

zBX

z/OS

CICS
DB2
IMS
…

z/VM
Linux

PKI Services

Cryptography 

 

cards

Hardware z/OS

IDID

RACF

SOAP/https

Trusteer Mobile

IBM Security

 

AppScan Source

IBM Security

 

Access Manager

IBM Security

 

AppScan Source
IBM Security

 

AppScan Source

zBX

z/OS

CICS
DB2
IMS
…

z/VM
Linux

PKI Services

Cryptography 

 

cards

Hardware z/OS

IDID

RACF

SOAP/https

IBM Security

 

AppScan Source

zBX

z/OS

CICS
DB2
IMS
…

z/VM
Linux

PKI Services

Cryptography 

 

cards

Hardware z/OS

IDID

RACF

SOAP/https

IBM Security

 

AppScan

4

5

4.

 

Secure the device
5.

 

Authenticate and authorize the 
user
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Secure the Mobile Enterprise Run Time 
Environment

zBX

z/OS

CICS
DB2
IMS
…

z/VM
Linux

PKI Services

Cryptography 

 

cards

Hardware z/OS

IDID

RACF

SOAP/https

Trusteer Apex

Arxan Application 
Protection

IBM Security

 

AppScan Source

IBM Security 
zSecure 

IBM InfoSphere 
Guardium

IBM Security

 

Access Manager

IBM Security

 

AppScan Source
IBM InfoSphere 
Guardium

IBM Security

 

AppScan Source

zBX

z/OS

CICS
DB2
IMS
…

z/VM
Linux

PKI Services

Cryptography 

 

cards

Hardware z/OS

IDID

RACF

SOAP/https

IBM InfoSphere 
Guardium

IBM Security

 

AppScan Source

zBX

z/OS

CICS
DB2
IMS
…

z/VM
Linux

PKI Services

Cryptography 

 

cards

Hardware z/OS

IDID

RACF

SOAP/https

IBM InfoSphere 
Guardium

IBM Security

 

AppScan

IBM Security 
zSecure 

6.

 

Protect the applications against 
hacking attacks & malware

7.

 

Monitor databases in real time for 
vulnerabilities

8.

 

Monitor operating system in real time 
for vulnerabilities

6

8

7



31

Real-time security intelligence for the 
Mobile Enterprise 

zBX

z/OS

CICS
DB2
IMS
…

z/VM
Linux

PKI Services

Cryptography 

 

cards

Hardware z/OS

IDID

RACF

SOAP/https

Trusteer

 

Apex

Arxan

 

Application 
Protection

IBM Security

 

AppScan

 

Source

IBM Security 
zSecure

IBM InfoSphere

 

Guardium

IBM Security

 

Access Manager

IBM Security

 

AppScan

 

Source
IBM InfoSphere

 

Guardium
IBM Security

 

AppScan Source

zBX

z/OS

CICS
DB2
IMS
…

z/VM
Linux

PKI Services

Cryptography 

 

cards

Hardware z/OS

IDID

RACF

SOAP/https

IBM InfoSphere 
Guardium

IBM Security

 

AppScan Source

zBX

z/OS

CICS
DB2
IMS
…

z/VM
Linux

PKI Services

Cryptography 

 

cards

Hardware z/OS

IDID

RACF

SOAP/https

IBM InfoSphere 
Guardium

IBM Security

 

AppScan

IBM Security 
zSecure 

IBM QRadar Security

 

Intelligence Platform
9

9.

 

Aggregates and 
analyzes security 
event to identify high 
priority concerns
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