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Sophisticated attackers break through safeguards every day

SQL injection Watering holePhysical
access

MalwareThird-party softwareDDoSSpear phishing XSS Undisclosed

Attack types

Note: Size of circle estimates relative impact of incident in terms of cost to business Source: IBM X-Force


Threat Intelligence Quarterly – 1Q 2014

2011
Year of the breach

2012
40% increase

2013
500,000,000+ records breached

61% of organizations say
data theft and cybercrime are their
greatest threats
2012 IBM Global Reputational Risk & IT Study

$3.5M+
average cost
of a data breach

2014 Cost of Data Breach, Ponemon Institute



A new security reality is here

61
%

data theft and cybercrime
are their greatest threats
2012 IBM Global Reputational Risk & IT Study

of organizations say

Average cost of a
data breach

2014 Cost of Data Breach, Ponemon Institute

$
3.5M

70
%
of security

executives have cloud and mobile
security concerns
2013 IBM CISO Survey

Mobile malware growth
in just one year

2012 - 2013 Juniper Mobile Threat Report

614
% security tools from

vendors

85

45
IBM client example

83
%

of enterprises

have difficulty finding the security skills
they need
2012 ESG Research



Security leaders are more accountable than ever before

Source: Discussions with more than 13,000 C-suite executives as part of the IBM C-suite Study Series

Loss of market share and
reputation

Legal exposure

Audit failure

Fines and criminal
charges

Financial loss

Loss of data confidentiality,
integrity and/or availability

Violation of employee
privacy

Loss of
customer trust

Loss of brand reputation

CEO CFO/COO CIO CHRO CMO

Your board and CEO demand a strategy



As Cyber Attacks Detonate, Banks Gird For Battle
• Jamie Dimon, CEO, JPMorgan Chase & Co.,

acknowledged that attacks are becoming more
complex and dangerous, no longer carried out by
"fairly simplistic" hackers commandeering people's
personal computers.

• "Now you're talking about state-sanctioned folks,
hundreds of programmers," he said in a call with
reporters this spring, "taking over not just PCs but
servers and mainframes.“(1)

• JPMorgan Chase & Co. is the largest bank in the
United States second largest bank (2)

http://www.npr.org/templates/story/story.php?storyId=20264
5037

http://en.wikipedia.org/wiki/JPMorgan_Chase

(1)

(2)



Today’s technologies have eliminated “mainframe isolation”

The increasingly desirable target of the mainframe
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%
of all active code
runs on the mainframe80 %

of enterprise data is
housed on the mainframe80

Internet

Cloud

Social

Mobile

Big Data

Business
Innovation



Security challenges specific to the mainframe
• Monitoring of security events from System z is often performed by the people that implement security

changes!

 Poor Separation of duties
 Window of opportunity to commit fraud
 Out dated practices
 Staff unable to focus on improving security

• Silo approach . . .  System z isolated from the Enterprise Security Monitoring practice

• Security Monitoring no longer fit for purpose, often running reports that were written 20 years ago . . .
the threat and compliance landscape has changed significantly!

• Existing SIEM solution does not handle events from the mainframe very well

• Many events are not logged or reviewed

• Too many critical events are being reported 24+ hours later

• Security Monitoring does not meet compliance requirements



and more challenges …..

• The mainframe can be difficult to hack from the outside world, however
it has been done!

• Biggest threat to the mainframe is the insider / internal attacks

 Those employees with detailed knowledge of the systems – they also
know how to circumvent controls

 Many Security Monitoring implementations would not detect
suspicious/inappropriate activities

 Attackers can avoid detection for months/years



IBM z Systems are a highly securable environment

Security is embedded into the System z architecture

 Processor

 Hypervisor

 Operating system

 Communications

 Storage

 Applications

Z Systems security addresses regulatory compliance for:
 Extensive security event logging

and reporting capabilities
 Extensive security certifications including EAL5+ (e.g.,

Common Criteria and FIPS 140)

 Identity and access management
 Hardware and software encryption
 Communication security capabilities



Customers need security intelligence:  automated continuous
compliance to address worldwide industry standards and
regulations

Monitor, analyze audit
records and create
compliance reports

Automate corrective
actions by updating

access controls

Collect information, assess,
and establish security

policy

Automatically and
continuously enforce

security policy

Security
Intelligence

IBM Security zSecure Compliance and Audit



1.
Security
Policy

2.
Security
Design

3.
Security

Implementation
4.

Security Enforcement

5.
Security Auditing

6.
Measurement Against Policy

zSecure:
A comprehensive and continuous approach to mainframe
security development



Addressing those challenges with IBM Security zSecure

zSecure Admin
Enables more efficient and effective
RACF administration, tracking and
statistics using significantly fewer
resources

zSecure Visual
Helps reduce the need for scarce,
RACF-trained expertise through
a Microsoft Windows–based GUI
for RACF administration

zSecure CICS Toolkit
Provides access RACF command
and APIs from a CICS environment,
allowing additional administrative
flexibility

zSecure Manager for RACF
z/VM
Combined audit and administration
for RACF in the VM environment
including auditing Linux on System
z

zSecure Command Verifier
Policy enforcement solution that
helps enforce compliance to
company and regulatory policies
by preventing erroneous
commands

zSecure Alert
Real-time mainframe threat
monitoring of intruders and alerting
to identify misconfigurations that
could hamper compliance

zSecure Adapters for
QRadar
Collects, formats and sends
enriched mainframe System
Management Facility (SMF) audit
records to IBM Security QRadar
SIEM

zSecure Audit
Vulnerability analysis for the
mainframe infrastructure;
automatically analyze
and report on security events and
monitor compliance



IBM Security zSecure Administration and Visual

zSecure Admin
Improves the efficiency of admin and audit tasks with
highly usable ISPF panels with overtype capability
 Enables offline RACF database management

and helps with merging RACF databases
 Provides access monitoring for RACF database

cleanup and verifying validity of defined security
 Apply updates to multiple live RACF databases

with or without RRSF from one single session
 Apply command to multiple profiles showing

on a display
 Digital certificate administration

with use case templates

zSecure Visual
Windows based GUI modernizes
and helps with RACF consumability
 Specify once, execute on multiple systems
 Drag and drop administration



zSecure Admin - Access Monitor
Part of your zSecure Admin license

Use it for clean-up projects – the solution assists you with the following:

• Maintain an accurate record of “used” and “unused” access

• Identify and remove unused access, such as access control list entries

• Identify and remove unused group connects

• Identify and remove unused profiles (including user IDs, dataset/general resource profiles)

• Improve testing of security changes . . . simulate the effect of your proposed clean-up

• Quickly back-out changes associated with RACF database clean-up

Overall, helps to:

• Remove excessive, unneeded access

• Reduce risk and costs associated with clean-up projects

• Simplify the implementation of Role Based Access Control initiatives

• Improve RACF performance

• Reduce audit concerns and comply with policy, standards and regulations

Common Compliance Failure - Excessive
Access!

Common Compliance Failure - Excessive
Access!



IBM Security zSecure Compliance and Auditing
zSecure Audit
Provides highly customizable reporting and analysis
of audit records (SMF etc.)
 Includes events and compliance information from RACF, Top

Secret, and ACF2 as well as  subsystems such as DB2, CICS, IMS,
MQ and more
 Reports on Compliance Framework for regulations including

PCI-DSS, GSD331, and STIGS
 Collects, formats and sends enriched security information to

QRadar SIEM for enterprise wide analysis and threat detection

zSecure Alert
Provides real time threat monitoring extending RACF
and ACF2 real time notification capabilities
 Monitors for status changes in z/OS, RACF, and ACF2
 Alerts on PCI data

zSecure Command Verifier
Helps to control and maintain compliance by preventing RACF
commands that are erroneous or do not adhere
to  corporate security policy
 Reduce database pollution by preventing noncompliant commands
 Reduce the risk of security breaches and failed audits caused

by internal errors and noncompliant commands, enforce naming
conventions



Administration managementSecurity audit and compliance

IBM Security zSecure suite automation capabilities

Reduce administrative overhead
with security management tasks

Prevent abuse of special
roles and authorization
with privileged user monitoring

Enforce security policies
by blocking dangerous commands
and potential errors

RACF data set cleanup
of unused security profiles and
inactive / terminated users

Enhanced data collection z
of SMF audit information from:
• RACF, DB2, CICS, IMS,  MQ, SKLM,

WAS, UNIX, Linux on z Systems,
OMEGAMON XE on z/OS, FTP,
Communication Server, TCP/IP,
PDSE and more

Automated remediation to detect and
prioritize potential threats with security
event analysis

Real-time alerts of potential threats
and vulnerabilities

Compliance monitoring and reporting
• PCI-DSS, STIGs, GSD331,

and site-defined requirements

Comprehensive customized
audit reporting
Detect harmful system security
settings with automated configuration
change checking



React quickly to non-compliant changes with zSecure Alert
You need to be told immediately when changes occur that could create a compliance headache for you later!

Suppose a compliance test was due the next day, however you were unaware that some non-compliant changes
had just been implemented

Finding out about such an event 24+ hours is no longer acceptable – the window of opportunity is too great.



Security Assessment - Enhanced compliance reporting
Features:

 Extend automation and coverage for PCI-DSS*, STIG**, GSD331***
and other regulatory requirements
 New reports specific to PCI-DSS, STIG
 More flexible reporting
 Ability to combine report types
 Allow for exceptions
 Target percentage reporting
 Improved UI
 Enhanced zoom in UI reporting

Benefits:
 Helps customers comply with latest iterations of regulations
 Helps customers identify, document, and remediate security breaches

** STIG: Security Technical Implementation
Guide; Guidelines from US Defense
Information Systems Agency (DISA)

*PCI DSS: Payment Card Industry Data
Security Standard for retail payments

*** GSD331: IBM's primary information
security controls documentation for
Strategic Outsourcing customers



PCI-DSS rule set example



Zoomable compliance test details

Priority

Work!

Narrow captions



In summary:  Security is a process, zSecure is the toolbox

zSecure Audit:
compliance reports

QRadar SIEM

zSecure Admin:
Access Monitor
RACF Offline

zSecure Audit:
automated vulnerability

finder

zSecure Audit reports

zSecure Alert

zSecure Command
Verifier

IBM Security zSecure Compliance and Admin

Security
Intelligence



Key functionality

 Activity Monitoring
Continuous policy-based real-time monitoring
of all data traffic activities, including actions
by privileged users

 Blocking and Masking
Automated data protection compliance

 Vulnerability Assessment
Database infrastructure scanning for missing patches,
misconfigured privileges, and other vulnerabilities

 Non-invasive / disruptive, cross-platform architecture
 Dynamically scalable
 Separation of Duties enforcement for DBA access
 Auto discover sensitive resources and data
 Detect or block unauthorized and suspicious activity
 Granular, real-time policies (who, what, when, how)

 Doesn’t rely on resident logs that are easily erased
by attackers and rogue insiders

 No environment changes
 Prepackaged vulnerability knowledge base

and compliance reports for SOX, PCI, etc.
 Growing integration with broader security

and compliance management vision

IBM InfoSphere Guardium real-time activity monitoring

Central Manager Appliance

Data
Repositories

Host-based
Probes (S-TAPs)

Application
Servers

Collector
Appliances



Real-time Data Activity Monitoring across the enterprise
For data warehouses, Big Data environments, and file shares

Applications Databases

DB2 IMS

Data Warehouses

Exadata

NetezzaCICS

Siebel
PeopleSoft
E-Business

WebSphere

Database Tools Enterprise
Content Managers

Big Data Environments

File Shares

VSAM

FTP



What does the enabling zSecure of with Guardium provide?

zSecure Audit:
• zSecure Audit job loads DB2 with

CKADBVA tables
• Date and time of zSecure extract for

each DB2 region
• User, Group and Connect information
• Pass RACF_DB2_ACL for all supported

object types, in 2 forms:
• ACL NORMAL
• ACL EFFECTIVE

Guardium:
• Guardium VA 9.1 inside Guardium

appliance
• picks up tables if new information
• applies policy
• creates exception reports

Guardium
Vulnerability Assessment Tool

IBM Security zSecure Audit for RACF, CA ACF2 or CA Top Secret



New zSecure VA tests on system and database privileges
27 New system privilege tests.
These tests are looking at the
effective system privileges granted
to the grantee, including privileges
inherited from the group.  These
tests check for privilege grants to:
Users, universal groups, orphans,
and all variations of PUBLIC
grants.  There is one test created
for each system privilege type.

15 New database privilege tests.
These tests are looking at the
effective system privileges granted
to the grantee…including privileges
inherited from the group.  These
tests check for privilege grants to:
Users, universal groups, orphans,
and all variations of PUBLIC grants.



New zSecure VA tests on database privileges

15 New database privilege tests.  These tests are looking at the effective system privileges granted to the
grantee…including privileges inherited from the group.  These tests check for privilege grants to:  Users,
universal groups, orphans, and all variations of PUBLIC grants.



Guardium Vulnerability Assessment – Report

Prioritized
Breakdown

Detailed Test
Results

Result History

Detailed
Remediation
Suggestions

Filters and Sort
Controls

Current Test Results
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IBM X-Force® Threat
Information Center

Real-time Security Overview
w/ IP Reputation Correlation

Identity and
User Context Real-time Network Visualization

and Application Statistics

Inbound
Security Events

QRadar provides security visibility and Security Intelligence



Value of zSecure integration with QRadar
• Plugs a hole in the Enterprise Security Monitoring practice
• Provides a holistic, centralised approach for Security Monitoring
• Supports separation of duties – stop the legacy practice of self-policing!
• Maximize QRadar capabilities for:

– Log management
– Security Information and Event Management
– Anomaly detection
– Incident forensics
– Configuration Management
– Vulnerability Management
– Risk management

• Enhances the monitoring experience with graphical displays and user friendly reporting

• Extend best practices and comply with regulatory/legal/compliance requirements



The zSecure products that enable integration with QRadar

RACF
CA ACF2

CA Top Secret
z/OS

CICS

DB2

Event sources from z Systems . . .



What does the enabling zSecure products deliver?

Log file based (send events collected over
time . . hours or days) *

Real time (send event seconds after it
occurs) **

.
*    IBM Security zSecure Audit for RACF or CA ACF2 or CA Top Secret

*    IBM Security zSecure Adapters for QRadar SIEM

**  IBM Security zSecure Alert for RACF or CA ACF2



zSecure, Guardium, AppScan & QRadar improve your Security
Intelligence

Guardium
DB2
IMS
VSAM

zSecure
z/OS
RACF
ACF2, TSS
CICS

Extensive Data Sources Deep
Intelligence

Exceptionally Accurate and
Actionable Insight+ =

AppScan
Web Apps
Mobile Apps
Web services
Desktop Apps

 Centralized views;  automatic alerts; increased accuracy; simplified compliance



How about if you could transform this . . .



Into this . . .



Scenario # 1 – Inappropriate access to sensitive data on
z/OS

Systems Programmer
accesses a Payroll file on the

mainframe



Scenario # 1 – Monitoring inappropriate access to
sensitive data

Who accessed
the sensitive

resource

What they
accessed

Resource is
sensitive for read

access



Scenario # 1 – Monitoring inappropriate access to
sensitive data

Drill down into event detail

zSecure has enriched event data – assists the
Security Officer to understand the user involved

and what they accessed



Scenario # 2 – Privileged User Activities occurring on
System z

Assigning
powerful RACF

attributes

Modifying the
Trusted

Computing BaseLogon with
powerful

emergency user
IDs



Scenario # 2 – Monitoring Privileged User activities in
QRadar

Events sent to
QRadar, seconds

later

Collected and sent
to QRadar by
zSecure Alert



Scenario # 2 – Monitoring Privileged User activities in
QRadar Drill down into event detail

Detailed information alerts us to the fact
that an emergency user ID has been used
– big problem for mainframe customers!



Scenario # 3 – Security Administrator activities occurring on
System z

Executing RACF
Commands

Security Administrator is
creating new security

definitions on the mainframe



Scenario # 3 – Monitoring Security Administrator activities

A view of the RACF commands that have been
executed over a 24 hour period – mainframe
customers typically run this type of report on a
daily basis!

Event data
collected by

zSecure Audit



Scenario # 3 – Monitoring Security Administrator activities
Drill down

The actual RACF command that was executed by
the Security Administrator



Scenario # 4 – Monitoring your Systems Programmers

Highly sensitive resource
– keys to the kingdom!

Could be used to circumvent
system security



Scenario # 4 – Monitoring your System Programmers

Drill down



Scenario # 5 – Keeping track of Security Violations

A view of security violation for sensitive application datasets

Application data is sensitive for
read access



Scenario # 6 – Spot trends in behaviour amongst
infrastructure staff

Is this normal for the user?



Scenario # 7 – Who used FTP to transfer sensitive data?



Daily (scheduled) reporting Customers typically run
scheduled monitoring

reports



Daily (scheduled) reporting

Schedule a report to monitor
who has been reading your

sensitive files



zSecure Strategy
• The value of zSecure, its success and growth lies in its capability to meet current and emerging customer

needs for System z security implementation integrity and assurance.
 Highly integrated and in “lock step” with RACF, z/OS, z/OS subsystems, middleware and applications

• Customer needs are driven by the ever-evolving threats, innovative business processes, and services
built on technology, extensions of System z capabilities, and relevant laws and regulations around the
globe.

• zSecure strategy continues on the path of integration of auditing and alerting for System z, subsystems,
products, and applications, delivery of customizable reporting and analysis of audit records, and
enhanced threat monitoring.
 Enhanced threat monitoring will focus on expanding access monitoring, and other monitoring

functions within the zSecure suite. This also encompasses off-line analysis of the RACF database
 Continued focus on integrity and security by providing integration with other IBM monitoring and

security technology

• Addressing the need for simplification -- zSecure direction is to expand coverage of System z
administration capabilities and ease of use.

• Recognizing that clients may use a variety of other security governance, risk, and compliance products --
identify and establish easy and high-value interfaces to enable System z integration with other solutions.



Learn more about IBM Security zSecure Solutions

zSecure website

zSecure product library

zSecure information center

zSecure latest release

zSecure forum

zSecure Redbook



www.securityintelligence.comVisit our blog:

Learn more about IBM Security QRadar SIEM

Download the 2014 Gartner Magic Quadrant for SIEM :
Syom7http://ibm.co/U

http://ibm.co/QRadarVisit the IBM QRadar Website:

Visit our Website

Follow us on Twitter: @ibmsecurity

Learn about IBM Security zSecure Adapters for QRadar SIEM
LINK



www.ibm.com/security
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