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Virtualization — an enabler for a Smarter Planet

Globalization and
globally available
resources

Access to streams of
information in Real Time

Billions of mobile devices
accessing the Web
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New possibilities.
New Forms of New complexities.
Collaboration New risks.
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Virtualization blurs the physical boundaries between systems that are
used to separate workloads and those responsible for securing them.

Virtualization enables mobility of systems and flexible deployment and
re-deployment of systems. Manually tracking software stacks and
configurations of VMs and images becomes increasingly difficult.

Before Virtualization After Virtualization
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for protection of virtual in a virtual form-factor aware threat protection
workloads

Virtual Environment Virtual Environment

Virtual Environment
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Enterprise Network Enterprise Network Enterprise Network

Virtual Environment Ready Virtual Appliances Virtual Infrastructure Protection
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Introducing IBM Virtual Server Protection for VMware

VM VM VM
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= Integrated security leveraging the hypervisor
= On-demand, centralized protection

= Selective network intrusion and host malware protection

% - Manage risk
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Delivered as an Open
Virtualization Format (OVF)
package

Virtual machine settings (CPU,
memory, hard disk, etc) pre-
defined

Simple deployment procedure
Facilitates automated provisioning

10 September IBM Confidential
2010

) 16% Deploying VSS &
Deploying V55
Deploying dislc 1 of 1 from C:\Documents and
Settings  Administrator.Desktop’Phantom . ProventiaServer'-1.0.0.0168-0

vig'\ProventiaServery/-disk 1 vmdlc

1 minute and 56 seconds remaining

Cancel

Memary

CPU=s

ideo card

WMCI device
MWetwork adapter 1
Metwork adapter2
Metwork adapter 3
Metwork adapter4
Metwork adapter 5
SCSI controller 0
Hard disk 1

(cdd@a@duiion

1024 MB

1

Video card
Restricted
WM Metwork
VM MNetwork
VM Metwork
WM Metwork
WM Metwork
BusLogic Parallel
Virtual Disk
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55
= E 172.16.24.6
Amosye
ESC_1.0 \
ESk1-.32
ESkz2-.33
Shared Skarage
SikeProkeckar
TIM_Derno_w4
Wickirn

SHHHBBBH

Fion

Wirtual Switch: ibm-wrwarenetwork-switch

Virtual Machine Part Sroup
£ ibm-ymwarenetwork-sppliance €

B 11 virtual machinels)
VaP-172.16.34.34

Uhkemel Par
L3 ibrm-wrmwarenetwork-vmkernel g

winkl @ 169,254,56,1

Wirkual Switch: ibm-wrwareintrospeck-switch

Virtual Machine Port Group
L ibm-vmwareintrospect-appliance €

B 1 wvirtual machine(s)
YaP-172.16.34.34

UMkemel Par
L ibm-ymwareintrospect-vmkernel €

wmkZ 1 169,254,55,1

Remove, ..

Phoysical Adapters
y— Mo adapters

Femove. ..

Physical Adapters
Mo adapters

Properties, ..

Properties. ..
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Before Virtualization

Applications

* 1:1 ratio of OSs and
applications per server

After Virtualization

Management SVM

VM
Policy
Applications Response Applications
Engines

0os Hardened OS 0s

Hypervisor

N & N

* 1:Many ratio of OSs and applications per server
 Additional layer to manage and secure

VM
]

0s
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BEFORE

Equipment is Physical
eWires and cables.
eRouters and switches.
eServers on racks.
eStorage arrays and disks.
eMemory and CPUs.
eMachines stay put.
eSecurity is in place.

Equipment is Virtual

eHow do we watch the network?
eWhere are VMs located?.

eAre they moving around?
eWhat's our change control policy
eAre VMs patched?

eIs the hypervisor secure?
*Who's responsible for security?
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Threats — old and new
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Traditional Threats
o Traditional threats can attack

O New threats to vm VMs just like real systems
environments

~@® APPLICATIONS Virtual sprawl
VIRTUAL Dynamic relocation
Management e OPERATING MACHINE VM stealing

Vulnerabilities SYSTEM

Secure storage of VMs
and the management

® MANAGEMENT

DATA .
Resource sharing
Requires new VMM OR HYPERVISOR
skill sets Single point of failure

HARDWARE Stealth rootkits
in hardware now
% & possible
T
| !‘ ‘ 1 l Virtual NICs & Virtual
E - Hardware are targets
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Web Server Host Desktop Web Application IBM Virtual Server
Security for VMware

Applications Applications Applications

01011101010 ) .
11010011011 [ | VMsafe Integration
A8 ___1HDIUDIDD ) )
Hardencd 08 : [ Firewall and Intrusion
Prevention
[ | Rootkit

Detection/Prevention
[ | Inter-VM Traffic Analysis

[] Automated Protection for
Mobile VMs (VMotion)

[ Virtual Network Segment

o Protection
] Virtual Network-Level

Protection

‘;} ] Virtual Infrastructure
. Hardware Auditing (Privileged User)
' ] Virtual Network Access
Control
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Enforces dynamic security
wherever VMs are deployed

Rule ID: Iﬂ

¥ Enabled

Description: |

[ Log details of packets

Tell ne more about logging packet details

Rule action: IDrop - l
Rule bype: IConstructed - I

Rule statement:

Pratocal: TP hd

Hiow does the any protocol work?

Protocol number: ID l—

Source Address | Source Part | Destination Address | Destination Part |

Ay LI

TR Toype: I ICHP Cade: I ‘el nowr. . | I~ &l

ok I Cancel Help...

SiteProtector

Web Server Host Desktop Web Application

Applications. Applications Applications.

01011101010
11010011011
B 1110100100

Intrusion Virtual

Hypervisor

Hardware m M
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Vulnerability-centric, protocol-aware _
analysis and protection SiteProtector

Abstraction from underlying network e

configuration

Automated protection for new VMs

Network-level workload T —— -
. Web Server Host Desktop Web Application

segmentation

Privileged-level protection of OS {A"p"“"m] E”""w"""s

kernel structures e

1110100100

Protocol Analysis Modular Technology

%

§ o § By
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Protocol Analysis Modular Technology

Virtual Patch Threat Detection Content Network Policy
Management and Prevention Analysis Protection Enforcement

Provides the ability to add new security
functionality within the existing solution

Performs deep
packet inspection

Performs deep
protocol and content
analysis

Detects protocol and
content anomalies

Simulates the
protocol/content
stacks in vulnerable
systems

Normalizes at each
protocol and content
layer
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Rootkit detection engine that uses memory
introspection to identify modifications to key
guest OS kernel data structures by malware

7 Time *

2010-02-09 158:45:0...
2010-02-09 07:52:5..,
Z2010-02-09 07:52:4...

2010-02-09 07:52:4.,

2010-02-09 07:258:0..) B

2010-02-09 07:28:0.,
2010-02-09 07:27:5,,
Z2010-02-09 07:27:4,,
2010-02-09 07:22:0.,

_GL ] _AF__mdshel
HTTP_GET_xP_Cmdshell

*Event Details 1/1

SSDT Modification Detected-arkkest

IEvent Count |Status

1 7| Detecte. .,
1 @ attackf...

1 @ attackf...

Attribute Mame

Event Details Name Event Details Value

Diake/Tirme 2010-02-09 13:45:05 EST &
Tag Mame 3307 Modification Detected-arktest

alert Mame 5SDT Modification Detected-arkkest

Severity High

Observance Type Antifootkit I
Combined Event Count 1

Cleared Flag r

Target IP Address 172.16.34.3¢ ‘

Event Attribute Yalue Pairs v A

attribute Value

{ARK-ActionPerformed IManikar

1ARK-AffectedEntity 53507

1ARK-DriverMarne P C A templarkkest xB6larktest. sys
{ARE-EntryMumber 37

1ARK-EventID 2

(ARK-guesk(s Microsoft Windows XP (32-bit)
1ARK-HashType SHAZSE

{ARK-Hashvalue

ledshbfaa7a2ff7250d43def 309331 8F 1 925F 24835
Fbfafa1934e38bfa1c1045

ARK-moduleDwner

Microsoft

{ARK-YirtualMachineiame

%P Deskkop

ARK-YirtualMachineJUID

42032917-d905-c5d0-0650-91 303505290

11010011011
1110100100

™ B

Web Server

]

. 01011101010 gl

Hypervisor

Hardware

15

Host Desktop

SiteProtector

Web Application

( Intrusion
E Prevention

S —

P C——

& ™
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The SVM reports to

SVM is notified by SiteProtector that a new
vCenter as soon as VM is online and initiates N
a VM comes online -

Features a discovery scan. _
- e i SiteProtector

Virtual Network Access
Control (VNAC)

Automated discovery

Virtual Infrastructure
auditing integration

Web Server

Applications i

01011101010
1101001101
1110100100

Host Desktop

i Applications

Benefits

Rogue VM protection

Virtual Infrastructure
monitoring

Virtual network
awareness

Quarantine or limit — \
network access until (e ) (R ) | vMsate; (i )
VM security Iposture m— g

has been validated ~  ©° & SVM limits network =

HyperVIsor communications
(quarantine group)
until the VM is placed

Hardware in a non-quarantine

group
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Functionality

Use Case - Discover new virtual machines as they come online.

Discovery engine that identifies operating system (using NMAP fingerprint
database) and listening TCP & UDP ports.

Scheduled scanning to keep asset information current.

Marmne Yalue
Fogue Y IP = 172,156,354, 149, 03 = Microsoft Windows 2000 Server
RHELS IP = 172.16.34,157, 05 = Red Hak Enterprise Linux S {32-bit)

Cenkio5-5,4-32

IF = M4, 05 = Red Hat Enterprise Linux 5 (32-hik)

Ohject Type

Ohject Mame

L

Protected Y

IP = 172,16,34.41, 05 = Microsoft Windows 2000 Server

iss-service-scan W Low 172.16.34.41

iss-service-scan W Low 172.16.34.41

iss-service-scan W Low 172.16.34.41

iss-service-scan W Low 172.16.34.41

iss-service-scan W Low 172.16.34.149
iss-service-scan W Low 172.16.34.149
iss-service-scan W Low 172.16.34.149
is5-sErvice-scan W Low 172.16,34.149
iss-service-scan W Low 172.16.34.149
iss-service-scan W Low 172.16.34.149
iss-service-scan W Low 172.16.34.155
iss-service-scan W Low 172.16.34.155
iss-service-scan W Low 172.16,34.162
iss-service-scan W Low 172.16.34.162
iss-service-scan W Low 172.16.34.162

Target Part
Target Part
Target Part
Target Part
Target Part
Target Part
Target Part
Target Part
Target Part
Target Park
Target Part
Target Part
Target Part
Target Part
Targek Pork
Target Part
Target Part

a0

445
25

139
137
135
a0

445
25

139
137
135
445
139
22
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Use Case - Mitigate risk introduced by virtual server sprawl by quarantining
untrusted virtual machines until security posture has been assessed.
Functionality

Quarantine capability that limits communications to and from the untrusted
virtual machine.

Timestamp I Message

. . IP address 172.16,34.162 is guarantined. To remave this host Fram
10:56:40 EST (8 days 7 hours 40 minutes aga) quaranting, add the IP address to the Trusted list

. . IP address 172,16,34.156 is guarantined, To remave this host Fram
10:50:15 EST (& daiys 7 hours 46 minutes ago) quarantine, add the IP address to the Trusted list

| X
TOTE T T SPECi i

ke the asset and rer

AS5ELS IS0 07 L 15 dUCEssS O o =g, understand how tc v
) ) - | |
Trusted Assets Access Contral Far QLIEII’EII'ItiI'IEIj Bssets Can I disable the Global virtual object?
‘irtual object name: IHosts Accessible From Quarantine
The trusted asset list defines those wirtual assets that should never be Allows # a)
Description: I

Help me underskand how ko define a krusked assek

IP addresses: [172.16.34.14

Enter the IP addresses of the virtual assets contained in this virkual object using any
combination of the Formats listed below, Separate each element with a comma,

Single IP: 1.1.1.1
Irclud Range of IPs; 1.1.1.1-1.1.1.10 -
nciude CIDR Format: 1,1,1.1/24
Hosted Deskbop

Example: 1,1.1,1,1.1,1,3,2,2.2.2-2.2,2.10,3.3.3.3/24,4.9.4.4

wWeb App Zone
172.16.34, 149 Lirnit: 4096 characters
172.16,34.49
Web Zone

0K I Cancel Help...

1o > UTUTIDrT COTPOTS tion




Maintain security posture
irrespective of the physical
server on which the VM
resides.

SiteProtector

e

S

VIV
VWER—er Hogitiiop WelSRRREstion Web Server Host Desktop Web Application
(Appllcatlons] KAPP"“‘IMS] iﬁ\ppllc&tlons] i Applications i i Applications i i Applications
Qreiinoin 01011101010} ———————————————————— A —————————————————.
11010011011
. 815100100

Intrusion Virtual
Prevention NAC

Hypervisor

™ B e &y % g e § W

Hypervisor
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Threat - Virtual machine state change or migration that mixes trust zones.
Functionality

Hooks into VMware management auditing to report events interesting from a
security perspective.

Event Details Mame

Event Dekails Yalus

ZOTO-030, . UL _Injecean
2010-03-0.,.  33DT Modification Detected-arkkest
Z010-03-0,.. vmRegiskeredEvent

2010-03-0...  vmRemovedEvent

Datke/Time 2010-03-05 15:16:43 EST
Tag Marme WmRegiskeredEvent

Alerk Mame WmRegisteredEvent
Severity Medium

Chservance Type

Wirkual Infrastruckure

Zombined Event Counk

1

Cleared Flag -

Target Object Mame WREUSEr
Target Object Type Iser

Sensor IP Address 172.16.34.54

Sensar Mame

Prowentia_Server_For_MMware

attribute Mame

Event Attribute ¥alue Pairs

atkribute Yalue

Datacenker Marme

ha-datacenter

ESK Daka Store

fvmfsfvolumes/adeaf320-439d7ale/

ES¥ Hosk Mame

esxdvml. tpm.iss.net

SWM Hosk Mame svnl
W Mame PCI-Web Application
wawitch Mame wSitcho
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SiteProtector

VIV
Web Server Host Desktop Web Application
Applications i Applications Applications
01011101010 —_—
1101 11011
1110100100

Hardened 0S 0s

( Rootl )
Detection )

Hypervisor

Hardware m M

Web Server

Host Desktop

Web Application

Applications Applications Applications

1101010
0011011
1110100100

Hardened OS

Hypervisor

Hardware

b Wy
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VIV
Web Server

Applications
/@

010111010
1101001107
1110100100

S E

Hyperwsor

Hardware &

Hosf uesktop

Appllcallons

SiteProtector

‘Web Appllcatlon

Appllcatlons

-------

SiteProtector

Tivoli Compliance
Insight Manager

Host-based intrusion prevention
and system monitoring
Network-based intrusion
prevention and network policy

enforcement

Centralized management

22

© 2010 IBM Corporation



» Existing Solutions » Integrated Security
* Virtual Appliances » Future Protection

Host IPS i i TE] Future Generation
! Infrastructure

Network Appliance Virtual Appliance

Physical Metwork

Innovative new

is,

Protection for virtual

environment via the Protect physical Host pro

physical interface to assets with s rity deployed o Protect virtual Security integrated
virtual environment running on VMs each VM networks and VMs with the Hypervisor
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Mitigate new risks and
complexities introduced
by Virtualization

Provides dynamic
protection for every layer
of the virtual infrastructure

Maintain compliance
standards and
regulations

Helps meet regulatory compliance
by providing security and
reporting functionality customized
for the virtual infrastructure

Increases ROI of the virtual

Drive operational infrastructure

efficiency
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Craig Stabler CISSP
Security Consultant

IBM Security Solutions
craig.stabler@nl.ibm.com
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