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New Forms of 
Collaboration

Globalization and 
globally available

resources

Access to streams of 
information in Real Time

Billions of mobile devices 
accessing the Web

New possibilities.
New complexities.

New risks.

Virtualization – an enabler for a Smarter Planet
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Virtualization - introduces new complexities

After VirtualizationBefore Virtualization

�� VirtualizationVirtualization blurs the physical boundaries between systems that are blurs the physical boundaries between systems that are 

used to separate workloads and those responsible for securing thused to separate workloads and those responsible for securing them. em. 

�� VirtualizationVirtualization enables mobility of systems and flexible deployment and enables mobility of systems and flexible deployment and 

rere--deployment of systems. Manually tracking software stacks and deployment of systems. Manually tracking software stacks and 

configurations of configurations of VMsVMs and images becomes increasingly difficult.and images becomes increasingly difficult.
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IBM Virtualization Security

Existing solutions certified 

for protection of virtual 
workloads

Threat protection delivered 

in a virtual form-factor

Integrated virtual environment-

aware threat protection 
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SVM VM VM VM

Hypervisor

Hardware

� Integrated security leveraging the hypervisor

� On-demand, centralized protection

� Selective network intrusion and host malware protection

Introducing IBM Virtual Server Protection for VMware
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Packaging

• Delivered as an Open 
Virtualization Format (OVF) 
package

• Virtual machine settings (CPU, 
memory, hard disk, etc) pre-
defined

• Simple deployment procedure

• Facilitates automated provisioning
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VMsafe-Integrated Virtual Appliance
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Virtualization – before and after

• 1:1 ratio of OSs and 
applications per server

• 1:Many ratio of OSs and applications per server
• Additional layer to manage and secure

After VirtualizationBefore Virtualization
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Common security-centric questions

AFTER

BEFORE
Equipment is Physical

•Wires and cables.

•Routers and switches.

•Servers on racks.

•Storage arrays and disks.

•Memory and CPUs.

•Machines stay put.

•Security is in place.

Equipment is Virtual

•How do we watch the network?

•Where are VMs located?.

•Are they moving around?

•What’s our change control policy?

•Are VMs patched?

•Is the hypervisor secure?

•Who’s responsible for security?

?

?

?

?

?
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Threats – old and new

Resource sharing
——————————
Single point of failure

Traditional Threats

Virtual sprawl
——————————
Dynamic relocation

——————————
VM stealing

Stealth rootkits
in hardware now 

possible
——————————
Virtual NICs & Virtual 
Hardware are targets

Management 
Vulnerabilities

——————————
Secure storage of VMs
and the management 

DATA
——————————

Requires new 
skill sets

New threats to vm
environments

Traditional threats can attack 

VMs just like real systems
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IBM Security Virtual Server Protection for VMware

n VMsafe Integration 

n Firewall and Intrusion 
Prevention

n Rootkit
Detection/Prevention

n Inter-VM Traffic Analysis

n Automated Protection for 
Mobile VMs (VMotion)

n Virtual Network Segment 
Protection

n Virtual Network-Level 
Protection

n Virtual Infrastructure 
Auditing (Privileged User)

n Virtual Network Access 
Control

IBM Virtual Server 
Security for VMware



12 © 2010 IBM Corporation

• Enforces dynamic security 
wherever VMs are deployed

IBM Security Virtual Server Protection
Firewall
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• Vulnerability-centric, protocol-aware 
analysis and protection

• Abstraction from underlying network 
configuration

• Automated protection for new VMs

• Network-level workload 
segmentation

• Privileged-level protection of OS 
kernel structures

IBM Security Virtual Server Protection
Intrusion Prevention System (IPS)
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� Performs deep 

packet inspection

� Performs deep 

protocol and content 

analysis

� Detects protocol and 

content anomalies

� Simulates the 

protocol/content 

stacks in vulnerable 

systems

� Normalizes at each 

protocol and content 

layer
Provides the ability to add new security 
functionality within the existing solution

IBM Security Virtual Server Protection
IPS - Protocol Analysis Module (PAM)
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• Rootkit detection engine that uses memory 
introspection to identify modifications to key 
guest OS kernel data structures by malware

IBM Security Virtual Server Protection
VM Rootkit Detection
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IBM Security Virtual Server Protection
Automated Discovery / Virtual NAC

SVM is notified by 

vCenter as soon as 

a VM comes online

SVM is notified by 

vCenter as soon as 

a VM comes online
Features

• Virtual Network Access
Control (VNAC)

• Automated discovery

• Virtual Infrastructure 
auditing integration 

Benefits

• Rogue VM protection

• Virtual Infrastructure 
monitoring

• Virtual network 
awareness

• Quarantine or limit 
network access until 
VM security posture 
has been validated

The SVM reports to 

SiteProtector that a new 

VM is online and initiates 

a discovery scan.

The SVM reports to 

SiteProtector that a new 

VM is online and initiates 

a discovery scan.

SVM limits network 

communications 

(quarantine group) 

until the VM is placed 

in a non-quarantine 

group 

SVM limits network 

communications 

(quarantine group) 

until the VM is placed 

in a non-quarantine 

group 
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• Use Case - Discover new virtual machines as they come online.  

• Functionality

• Discovery engine that identifies operating system (using NMAP fingerprint 
database) and listening TCP & UDP ports.

• Scheduled scanning to keep asset information current.

17

IBM Security Virtual Server Protection
Discovery
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• Use Case – Mitigate risk introduced by virtual server sprawl by quarantining 
untrusted virtual machines until security posture has been assessed.

• Functionality

• Quarantine capability that limits communications to and from the untrusted
virtual machine.

IBM Security Virtual Server Protection
vNAC configuration
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Maintain security posture 
irrespective of the physical 
server on which the VM 
resides.

IBM Security Virtual Server Protection
Mobility (vMotion)



20 © 2010 IBM Corporation

Virtual Infrastructure Auditing

• Threat – Virtual machine state change or migration that mixes trust zones.

• Functionality

• Hooks into VMware management auditing to report events interesting from a 
security perspective.
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IBM Security Virtual Server Protection
Central Management - SiteProtector
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The Bigger Picture - Management

Tivoli Compliance 
Insight Manager

SiteProtector

• Host-based intrusion prevention 
and system monitoring

• Network-based intrusion 
prevention and network policy 
enforcement

• Centralized management
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Virtualizing Security vs. Securing Virtualization

Virtualizing
Security

Securing
Virtualization

• Existing Solutions
• Virtual Appliances

• Integrated Security
• Future Protection
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Summary

Need

Drive operational 
efficiency

How IBM Security Virtual Server Protection helps

Increases ROI of the virtual 
infrastructure

Mitigate new risks and 
complexities introduced 
by Virtualization

Maintain compliance 
standards and 
regulations

Provides dynamic 
protection for every layer 
of the virtual infrastructure

Helps meet regulatory compliance 
by providing security and 
reporting functionality customized 
for the virtual infrastructure
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