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z/OS IP Security Support
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= Prior to Z/OS V1RY, |IP security packaged with Firewall Technologies
» TCP/IP IPSec and IP filtering support
» IKE daemon and configuration
= |n z/OS VARY, IP security solution is part of z/OS Communications Server
» Alternative to Firewall Technologies
» New IKE daemon and configuration
» Services

IP filtering

Manual IPSec

Dynamic |IPSec (IKE)

Filter directed logging to syslogd
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IP Security Network Management Interface (NMI)

B z/OS Communications Server VIR9 adds IPSec NMI allowing applications to monitor IP filters and IPSec
tunnels. APARs PK43352, PK43353, PK50322 provide function in z/OS V1RS.
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IP Security Monitoring Application

B OMEGAMON XE for Mainframe Networks V4R1 APAR OA22263 and FP1 (4.1.0-TIV-ITM_KN3-FP0001) add
performance monitoring of z/OS |IP security.
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Provides graphical analysis of
IP security activity for each
TCP/IP stack

Monitors the use of IP filters
and the performance of IPsec
tunnels

Provides state and
configuration information
about filters and IPsec tunnels
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Basics of IP Filtering

= Packet filtering at IP Layer
= Filter rules defined to match on inbound
and outbound packets based on:
» packet information

4

network attributes

» time
= Used to control

» traffic being routed

» access at destination host
= Possible actions

»

v v v v

Permit

Deny

Permit with manual IPSec
Permit with dynamic IPSec

Log (in combination with others)

Applicatio

Sockets

Routed traffic

||'r

ansport protocol layer

TCP and UDP

Ne rk Interfa

IP Networking Layer

Local traffic
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Filter Matching

= Filters are searched in the order they were configured
= Each rule is inspected, from top to bottom, for a match
= |f a match is found, the search ends and the action is performed

SrclP DstIP Proto SrcPort | DstPort _
—x SrclP DstIP Proto SrcPort | DstPort

X SrclP DstIP Proto | SrcPort | DstPort

x SrclP DstIP Proto | SrcPort | DstPort

Associated action is performed /| srcip | st | Proto | srcPort | Dstport

SrclP DstIP Proto SrcPort | DstPort
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Tunnels

= A tunnel is a secure logical connection used to protect traffic between two
endpoints

= A tunnel is defined by a collection of security associations (SA)
= Tunnels are “installed” as a result of activating security associations

Endpoint B
(2.2.2.2)

W H@% B %@ *R))_H@@I%BHFA -

Endpoint A
(1.1.1.1)
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Security Associations

= Security Association (SA) is
agreement between endpoints as to
how data is to be protected

. » IPSec protocol: AH or ESP
Ead!‘:'?"qt) A Endpoint B
"' (22.2.2) » Algorithms to be used by security
SPI 60 SPI 60 proto cols
IP Destination: 2.2.2.2 IP Destination: 2.2.2.2
S ity Protocol: ESP i g H H .
BT radnc erid At Ag: HMAG. SHA *Encryption algorithm: DES,

Encrypt Alg: 3DES
Encap Mode: Transport
3DES Key

::2$:«ilgeﬁgﬁspon trlple DESll or AES

3DES K . . .
o - *Authentication algorithm:
X ey HMAC_SHA K
s g HMAC_MD5 or HMAC_SHA
—— T » Cryptographic keys
IP Destination: 1.1.1.1 IP Destination: 1.1.1.1 .
Security Protocol: ESP Security Protocol: ESP 3 Encapsu|at|on mode tunnel or
Auth Alg: HMAC_SHA Auth Alg: HMAG_SHA
Encrypt Alg: 3DES Encrypt Alg: 3DES tra nspo rt

Encap Mode: Transport
3DES Key

Encap Mode: Transport
3DES Key

» Lifetime/Lifesize for dynamic SAs

HMAC_SHA Key HE;C_SHA Key
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Security Associations — Details

= SAs are associated with a direction of traffic (inbound or outbound)
= SAs are named and defined by VPN Action statements to the Policy Agent
» IpManVpnAction

» |pDynVpnAction
» KeyExchangeAction

=  SAs may be activated by a variety of methods
» command line

» Automatically
» on-demand

» remotely

=  SAs are identified in security headers by the IP address of the remote
endpoint and an SPI

=  SPIs (Security Parameter Index) are used to find SAs in order to determine
packet processing actions
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IKE Daemon

= Dynamic SAs are negotiated by IKE daemon using port 500 or 4500
= Two phased negotiation used
» Phase 1 negotiates a secure channel (IKE SA (IKE Tunnel)) with a remote security
endpoint
*Generates cryptographic keys used during phase 2 and authenticates
endpoints
*Two modes. Main Mode and Aggressive Mode
» Phase 2 uses |IKE SA to negotiate an IPSec SA (Dynamic IP Tunnel)
*Generates cryptographic keys used to protect data
*Single mode: Quick Mode

IKE IKE
TCP/IP TCP/IP
Stack StaCk
IPSec IPSec
SA ™ * SA
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Tivoli Enterprise Portal (TEP) Highlights
= Common, easy to use, interface

Integrates application monitoring
Navigation Tree

AP 2004 | FQOUEAREEEY @ FE
Ulocated to ECSA Pools BHO x|& ci ]

Dynamic Workspace Linking
Filter, sort

mBeOx

Display data in graphs, charts, tables

Display data in real time or from historical database
= Easy to Configure

@ ﬁ Mainframe MNetworks
Customize workspaces and reports = ?ﬁpﬁppwﬂ
Define thresholds and ggnerate events Applications
= Qut of the box best practices Address Space
Workspaces = Connections
Situations ) M3T_Conn_Rnd_Trip_Time
Expert Advice
il Fesponse

Qut of the box situations to proactively notify you.
S origin Mode

System 1D | With so much data, how do you know what to look at?
» Highlight attributes of potential problems
TCPIP:MVSA | MVSA
TCPIP:-MWSA | MVSA

Fesponse Time GE 5.00
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Application Integration

z/0S Manaagement Console

z/0S & USS OMEGAMON XE on z/0S
IBM Tivoli NetView for z/0S V5.3

OMEGAMON XE for Mainframe Networks
OMEGAMON XE for DB2 PE/PM yonvsns

-cle§——————————— OMEGAMON XE for CICS

OMEGAMON XF for IMS

OMEGAMON XE for Storage TEP
OMEGAMON XE for Messaging
ITCAM for WAS

OMEGAMON XE on z/VM and Linux
IBM Tivoli Monitorina (ITM) & ITCAM
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Situations

* What are they?

A situation describes a condition or set of conditions you want to
examine to determine if a potential problem exists in the systems and
resources you are monitoring.

When all of the conditions of a situation are met (the situation is
triggered), an event is registered. The operator is alerted to events by
indicator icons that appear in the Navigator. Operators can also be
alerted by sound.

= Why use them?

» Situations proactively monitor the performance of your system,
allowing you to find and resolve problems before end users report
them.

» Situations can resolve problems automatically using Take Action (reflex
automation).

» Situations provide customized expert advice.

‘||||
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Situation Triggered — Event Generated

Tivoli. Enterprise Portal

File Edit View Help
HEDL¢ IE | 2004 QUi CEE
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& DE2 L8] Froblem Linux_System_Thrashing sles8094:L7 B System Information
. e [©] Problem Linux_High_Packet_Collisions sles9096 L7 B} Linux for zSeries Net
g Minframe Networks 1] Problem Linux_Process_stopped sles9096:L 7 By Process
= ﬁ Mainframe Networks 18] Froblem Linux_System_Thrashing sles9096:L 7 B}y Systern Information
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5 By TCPPMVSA M@Series_MQ_Channel_Stopped WMGQA MYSA MGOESA B} mQSeries Events
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[
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i @ N3T_Conn_Rnd_Trip_ Time TCPIP:MVSA 05/09/06 21:07:22
[
[
[
KFWATR1 011 Select workspace link button to view stuation event results:
e VT4
= B vTAMMYSA § |
Address Space
CSM
EE
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Situation Workspace, Take Action and Expert
Advice

Shows attribute values at

the time the situation
triggered

If situation is still true,
shows current attribute
values

Highlights threshold
triggering situation
Provides customizable
expert advise

Provides ability to issue
command enabling
automation

N3T_IPSec_Pkts_Denied DENY - OVIESB - SYSADMIN

File Edit View Help
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N3T_IPSec Pkis Denied DENY

Situation Description
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~Destination Systems

Run

@ [?ExpeﬂAdviceJ

Suggested Actions

Situation Description

The number of packets being denied by
the DENY action associated with one or
maore filters may be high

Suggested Actions

This situation could indicate attempted
suspicious actmity. Enable logging for the
filters with DENY actions and maonitar the
traffic usina the UNIX svslon.
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Mainframe Networks Components
One or more protocols including SNA, IP or both

TCP/IP
Hierarchal (S = Peer to Peer

Generic A
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IP Security Workspaces in Mainframe Networks

@) Enterprise
# Windows Systems

= z/OS Systems v ] IPSec Status

= B PO1

=2 Mainframe Networks

2 V41 0NZIPO1:KN3 T v [E=] IP Filters Statistics
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FTP
E Manual IP Tunnels

v E Dynarmic [P Tunnels Statistics
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Some Common |IP Security Problems and

Symptoms

Filter added in wrong order
» Loss of connectivity to applications
Security policies at endpoints are incompatible
» Loss of connectivity to applications
» Tunnel activation failures
Loss of network connectivity between security endpoints
» Loss of connectivity to applications
» Tunnel activation failures
Cryptographic services unavailable, misconfigured, or insufficient
» Application performance is slow
» Loss of connectivity to applications
» Tunnel activation failures
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IPSec Status Workspace — The Dashboard
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IP Security Situations and Thresholds

Filters Situations
@l MAT_P=ec Pktz Denied DEMNY
r@i MaT _IP5Sec_Pkiz Denied Mismstch

IPSec Tunnels Situations
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IP Security Historical Views
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Scenario 1: Application unavailable due to filter rule out of
order

= End user calls help desk indicating that he/she cannot
connect to an application.
= The operator determines that the application is hosted
on a secured z/OS system.

= The operator looks at the IPSec Status workspace and

notices that packets have been denied on the system
that is hosting the application. Situation
N3T_IPSec Pkts Denied DENY has also been

triggered.
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Scenario 1: Application unavailable due to filter rule out of
order (cont)

. i =1 IP Filters Statistics - OVIESB - SYSADMIN
=  The operator navigates to the IP Filters

Statistics workspace for the stack that has
denied packets. He/She notices that 86% of
the packets processed by the stack in the last
collection interval were denied.
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. Number Of Total Total Total Total Percent Total | Packets J7 Percent Totg
CDT‘I;EEM rmedsseet Configured Packets Packets zgf::etsﬂ Fackets Denied | Packets Denied | Packets Denied | Denied, @ Packets Denied | Y Packets [
Filters Matched {in G) | Matched By DENY {in G} By DENY Bw DEN By DEMY Mism ati
(®) 022208 12:26:22 | Policy 62 0| 2087814 291 0 787 0 251 86 /

N~

| |(® Hub Time: Fri, 02/22/2008 12 26 PM

@ server availaie

IF Filters Statistics - OVIESE - SYSaADMIN
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Scenario 1: Application unavailable due to filter rule out of

order (cont)

The operator navigates to the situation event view and
sees that a high percentage of the packets processed

File Edit ‘View Help

N3T_IPSec_Pkts_Denied DENY - OVIESB - SYSADMIN

= =]

during each collection interval is being denied. He/She
reads the situation description and suggested actions.

=EE View: |Physcal v

¢:9: MNP EBERSAD| 200 I

o8 (B

S QuUEELACEEECR P TEEA

Expert Advice

Percent TCPIP : Active IKE Expired | Total §
%glm33yﬁgms | | E) Packets Deniea | origin Node Sﬁgm‘ System ID| STC CUT”i;EgD” e | Tumeis | Ike | LCocall
S By DENY Name Tunnels | In Progress | Tunnels Acti
= B PO 51 | TCPIPIPO1 | PLEXT | IPOT TCPIP | 0222008 124422 5 0 1
B [ Mainframe Networks
B ) V410NIIPOT KNIAGENT
= fE TcPr
= i TCPPPOT
= B} Fiters
&
¥ More... ' ; d
@ [ VTAM o] Pacfeet’sceDrgnied Origin Node Sﬁ:ﬁl? System 1D Té:%p COT”i?;gO" AICI‘EIEE Tulr‘w(nEe\s EI\E;EU Egﬁaa‘ﬁ
a % IPOZ - By DENY MNarme Tunnels| In Progress | Tunnels Acti
= (@] Mainframe Networks 6 TCPIFIPO1_PLEXT | IFO1 TCFIP | 0222708 124637 ] i 3
=] iil VA1ONIIPO2 KNIAGENT ~

¢ &

N3T IPSec Pkis Denied DENY

Situation Description
Suggested Actions

Situation Description

The number of packets being denied by
the DENY action associated with one or
more filters may be high.

Suggested Actions

This situation could indicate attempted
suspicious activity. Enable logging for the
filters with DENY actions and monitor the
traffic usina the UNIX svsloo.

. uneox@

« » | Q&

? Expert Advice ‘

@

®
<
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Scenario 1: Application unavailable due to filter rule out of

CE)&
Fle Edt View Help

¢:9:|OE | DBBSNE | C00d |(AEOUBCEHEAEPY P @E A

= View: | physical v M| Five Filters With Most Total Packets Matched
o<
The operator navigates to the Current IP Filters = éf?;v‘ﬂm Al #0
workspace and sees that 2 filter rules are identified as =& e s et 3
having denied packets. o fi roow :
o @ PP POt =1 =
¥ Mors | 20
P Fiers : : H : H
® (3] VA - 2 B : 2
= [k roz g D o 2
& (3] Meintrame Networks 2 .i E g z
<2 Physical | - N Rule dentifier .

chets Denied by DENY

=
84 100
R o
2 5 80
a H
@ 2
o
=0 - : P
a 3 3 =
: i i £
o
o Dt 5
i ¥ = 20
H H =
= =
- L o
Rule |dentifier Rule ldentitier

Current IP Fiters In Scan Order

Page: | 1 [of 2

Total Packets | Total Packets FPercent Total
C"T”“:,f:l“’" DEE,‘]"‘;;E;‘;“E Rule Tag | Tunnel 10| Group Name "‘}’I‘,’T?;E UT"I%";“ Danied By Denied By | Packets Denied pg“r“;
Mismatch (in G) |  Mismatch By Mismatch &
(@) 02/22/08 12:23:22 | Permit_Ipsecd |1 021808 07:41:60 | 02/18i08 07:41:50 0 0 0 -
(&) 02/22/08 12.23.22 | Permil_lpsecd |2 02/16/08 07 41:50 | 02/18/08 07.41.50 0 0 0 =
1| | » Ei

| | Hub Time: Fri, 0212212008 12.23 PM & Server mvaitabis | CumentIP Filters - OVIESB - SYSADMIN
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Scenario 1: Application unavailable due to filter rule out of
order (cont)
He/She contacts the systems programmer.

The systems programmer locates the filter rules denying packets in the table view.
The create time for the filters denying packets is fairly recent.
The destination address for traffic matching these filters matches the IP address of the system hosting the failing application.

{i] 02/22/08 12:27:22 nmb114205:Tunne|_v6 1 Y0 AATZ118/08 07:41:50 | 02/18/08 07:41:50

(@) 02722108 12:27:22 | nmp114206_Tunnel_v6 | 2 Y0 0218/08 07:41:50 | 02/18/08 07:41:50

B 0222108 12:27:22 | nmp206_Deny [ 0222108 11:47:54 | 022208 11:47:54

(@) 02722108 12:27:22 | nmp206_Deny 2 0212208 11:47:54 | 02/22/0811:47:54

(@) 02922108 12:27:22 | nmp206_Deny 3 0222108 11:47:54 | 02/22/08 11:47.54—

(@) 0222108 12:27:22 | nmp206_Deny 4 02/22/08 11 47 5% T UZIZZI08 11:47:54

(&) 02/22/08 12:27:22 | nmp206_Deny 5 02122/08 11°47:54 | 02i22/0811:47:54

(&) 02/22/08 12:27:22 | nmp206_Deny 6 02/22/08 11:47:54 | 02/22/0811:47:54

(@) 02/22/0812:27:22 | nmp206_Tunnel 1 Y0 02/18/08 07:41:50 | 02/22/08 07:57:53

9:0:1:1: 9Q:0:1:1 1 1] ] g8 O 71 17 1 /7 /7T 0 0 [
94200 042255255 1] ] 8424510 1] [

942450 342 45 255 1] ] §8.42.0.0 § 42255 25848 1] 0 |
9.42.0.0 0.42.2540.255 1] ] §.42.32.0 § 4232255 0 0 [
942320 94232255 a ] 84200 8423553255 1] 0 f
94200 3.42.250.2585 1] ] 842 62.0 § 42 62255 1] 0 [
942820 04262255 a ] §.420.0 842255255 1] 0 f
942450 942 45 755 1] ] 8.42.4510 84245355 1 0 f
.42 45 206 21 21 §.42.45114 1604 1604 [
0.42 45206 J446 3446 4245114 21 21 [
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Scenario 1: Application unavailable due to filter rule out of
order (cont)

* The systems programmer examines the filter traffic descriptor information and the position of the filter
relative to the other filters. He/She determines that the filter was added at the incorrect position in the
filter policy.

* The systems programmer corrects the filter policy and the end user is now able to connect to the
secured application.
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Scenario 2: Application performance problem due to short
refresh time

mB 0o x

.2 Applications Summary Table

€U0 ISEILSURI}E Y

200 1

600 T

8
=

2001

L43sn

ENOLEA

Applications

Collection
Time

Application
Mame

Connection
Count

Active

Connections

02/22/108 07:44:08

BPXOINIT

02/22/08 07:44:08

FTPD1

02/22/08 07:44:08

IKED

02/22/08 07:44:08
02/22/08 07:44:08
02/22/08 07:44:08
02/22/08 07:44:08

02/22/08 07:44:08

INETD4
OSNMPD
RXSERVE
SYSLOGD8

Y410N3

eI B

O 7otal Segments Retransmitted
Mrercent Seaments Retransmitted

e Applicatio
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Scenario 2: Application performance problem due to short
refresh time (cont)

e 60

2.0

8

10

ka
o

spuoaag 0Lk
BJNUIY 7 SHWSUERSY

o

0.0

395200000
39SHZ0000%0 4

Connection NumberwID Connection NumberID

3ER1 TCP Connections Summary Table

Application Collection Local
Name Time P Address IP Address

USER1 | 02/22/0807:47:08 |94245206 | 20|9.4245114
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Scenario 2: Application performance problem due to short
refresh time (cont)

=  The operator contacts the systems programmer.

= The systems programmer notices that the client and server involved in the transfer are on secured z/OS
systems.

* The systems programmer navigates to the Current IP Filters By Destination Address workspace using the link
available from the Application TCP Connections workspace.

Collection Local Remc

Time IP Address IP Address

W S X Tu =N ol A PN e I B 2 e Tu T 20194245114
<= Current IP Filters By Destination Address

Application
Name

& LinkWizard...

& Link Anchor...
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I"
]

Scenario 2: Application performance problem due to short
refresh time (cont)

The systems programmer locates
dynamic IF filter that matches the

a

source and destination IP addresses

associated with the file transfer and

Collection

Filter Rule

e i e Time Definion Name | T T80 Tunnel
dynamic IP tunnels.
022208 07:49.08 | nmp206_Tunnel 1 Y0
| 022208 07:49:08 | nmp206_Tunnel 1 Y620
.................................................... 0222108 07:49.08 | nmp206_Tunnel |1 Y619
0222108 07:49:08 | nmp206_Tunnel 1 Y618
SA Upper | Lower | UPPEr | m o agieat Upper Lower | Upper
dow | e | soune | Saue | Soure| “Eorte " | Desinaton| Destinaon| Destrator
:ator Address | Port | Pot Address Port Port
042450 | 9.4245255 042450 (942452.. |0 0

942451.

942451..

1463

1463
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Scenario 2: Application performance problem due to short
refreshtima (oont

Hﬂ Tunnel States | 22 Dynamic IP Tunnels With Byte Rate =0
Collection
e Tunnel ID
= The systems programmer notices that there is a high & (@] 02/22/08 07:51:08 | Y620 {
number of expired tunnels. (#®) 02/22/08 07:51:08 | Y620 ¢
= The tunnel associated with the user's transfer has data - - (®®) 02/22/08 07:51:08 | Y620 ¢
rates of 0 and there are many tunnels with the same (®) 02/22/08 07:51:08 | Y620 {
tunnel 1D indicating it has been refreshed many times. ($8) 02/22/08 07.51.08 | Y213 ¢
20 - (€8] 02/22/0807:51.08 |Y212 (
-* Dl active (®8) 02/22/08 07:51:08 | Y214 {
5 M A ctive Shadow — -
E = (&) 02/22/08 07:51:.08 | Y203 (
o Pending and Incomplete o :
20 —— — B Expired @ 02722/08 07:51:08 Y221
'[E 02/22/08 07:51:08 Y201 {
(@) 02/22/08 07:51:08 | Y620 (
10 1 — @ )| 02/22/08 07:51:08 | Y620 (
(@) 02/22/0807:51:08 | Y620 (
[E] 02722/08 07:51:08 Y620 (
0 ; (#@) 02/22/08 07:51:08 | Y620 ¢
18 L=l 1 TCP|P
- :
Local Remote Total Total Total Total
Tunrel ID|  Security Security Inbound | Inbound| Outbound | Outbound F.atkz'i';a{'m = pootal | phound | CUtbeund | packets | A
Endpoint FPackets (in G} | Packets | Packets (in G) Packets
. 5114 5 5 5 5 5 5 T
0.42.45114 D D 0 D D D D D 0
YE20 04245206 04245114 D D 0 D D D D D 0
Y620 04245206 04245114 0 0 0 0 0 0 0 0 0
Y620 04245206 04245114 D D 0 D D D D D 0
wE20 047457206 04745114 0 0 0 0 0 0 0 0 0
wE20 0472457206 U4745114 0 0 0 0 0 0 0 0 i}
Y620 94745206 04245114 o o 0 o o o o o 0
Y620 0.42.45206 | 0.42.45114 0 0 0 0 0 0 0 0 0
Y620 04245206 04245114 D D 0 D D D D D 0
YE20 04245206 04245114 D D 0 D D D D D 0
YE20 04245206 04245114 D D 0 D D D D D 0
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Scenario 2: Application performance problem due to short
refresh time (cont

= The systems programmer examines the tunnel refresh and exp|rat|on information.
* Looking down the Life Expiration Time column and the Life Refresh Time column, he/she sees that the tunnel is being

refreshed every 2 to 10 seconds.
* The systems programmer corrects the refresh time for the tunnel and fixes the performance problem.

Dynamic IP Tunnels By Tunnel ID
Life Life VPN Life A
| Sgrsegé Life Size E?Jrgag Expiration Refresh Expiration Aﬁtg{gggn
Tlme Tlme Time
I 32768 26892 | 02122 08 | 0252210 02/23/08 07:44:13 | ONDEMAND
0| 32768 24982 02I22103 0?.52.06 02122!08 07.51 .52 02/23/08 07:44:13 | ONDEMAND
0 32768 | 26249 02/22/08 07:52:05 | 02/22/08 07:51:54 | 02/23/08 07:44:13 | ONDEMAND
0| 32768 26810 02/22/0807:52:04 | 02/22/08 07:51:54 | 02/23/08 07:44:13 | ONDEMAND
0 32768 | 26125 02/22/08 07:52:02 | 02/22/08 07:51:50 | 02/23/08 07:44:13 | ONDEMAND
0| 32768 27834 02/22/0807:52:01 | 02/22/08 07:51:52 | 02/23/08 07:44:13 | ONDEMAND
0 32768 | 23507 02/22/08 07:51:59 | 02/22/08 07:51:43 | 02/23/08 07:44:13 | ONDEMAND
0| 32768 24314 02/22/08 07:51:58 | 02/22/08 07:51:43 | 02/23/08 07:44:13 | ONDEMAND
0 32768 | 27770 02/22/08 07:51:56 | 02/22/08 07:51:47 | 02/23/08 07:44:13 | ONDEMAND
0| 32768 25679 02/22/0807:51:54 | 02/22/08 07:51:42 | 02/23/08 07:44:13 | ONDEMAND
0 32768 | 26865 02/22/0807:51:52 | 02/22/08 07:51:42 | 02/23/08 07:44:13 | ONDEMAND
0| 32768 27671 0222/08 07:51:51 | 02/22/08 07:51:42 | 02/23/08 07:44:13 | ONDEMAND
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User calls help desk because he/she cannot
cohnect to an application.

Help

O BB me 3

Q4

&4
Re

SO EDBEAEERV @ SEBS

The user is logged in to a secured z/0OS =
99 L \ v m B |l Ll
system and the application he cannot
cohnect to is also on a secured z/0S system. & &
The operator looks at the IPSec Status = A
R B} Address Space 2400 10000
Workspace for the system the user is logged B} appications 2 zooa| 2 com
in to and sees that situation ) Connections S | E |
. . ind -~ e " = =
N3T_IPSec_Dyn_Act_Fail has triggered. E‘ ;‘Tﬁ;'f'-a-i and Devices > cr | » ool
Looking at the statistics for the stack shows — N S | f“jﬂji"“' g «og gf“‘f:m'
- . . . B o alle o dile
that the number of failed activations is &M P Fiters 2 a0 | 2 2000 |
increasing. f E—
& WARNING
|e2) W3T_IPSec_Dyn Act_Fail TCPIP:IPO1 02/23/08 13:38:10
KPYWITM1 011 Select workspace link button to view situation evert results
100
30 O active IKE T a0 |
- BiKE In Progress ﬂ
3 Hespired IKE = b |
2 20 pire o Ooenied By DENY
ke w Bctive Dynamic : ® | B oenied By Mismatoh
Hir DDunamlc In Frogress "LS( 20 | DPermnﬂed
10 DE'-'pH’éd Dynamic [ |
o
= o
» x
o o
Stack 4 State Stack
=
Collection TCPIP | Active IKE Expired | Total Successiul | Total Failed Total Cynamic Expired | Total Successful Total Failed |
Time STC IKE Tunnels IKE IKE Tunnel IKE Tunnel | Active Dynamic| Tunnels | Dynamic | Dynamic Tunnef| Dynamic Tunnel \Tota
Mame | Tunnels | In Progress | Tunnels Activations Activations Tunnels In Progress | Tunnels Activations Activations P ’E
() 02/230813:37:00 TCPIP b 0 13 2324 2 0 8155 5688

‘—“ Hub Time: Sat, 02/23/2008 01:38 PM

—‘} Server Available

[ IPSec Status - OVIESB - SYSADMIN
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22 Initial Situstion Yalues

= The operator looks at the situation event el TCPIP Collection Active IKE Expired | Total Successful | Total St
i i Origin Node System 1D | STC o IKE Tunnels IKE Local IKE Tunnel | Remote |
workspace for more information about the PR MName .2 Tunnels | In Progress | Tunnels Activations Activ
gvent. TCFIF:IPO1 [ PLEX1 |IPO1 TCPIP | 02/23/08 13:38.00 6 0 13 1163
= He/She contacts the systems programmer for
assistance.

N3T IPSec Dyn_Act Fail

Situation Description Situation Description

Suggested Actions

Dynamic IP tunnel activations have failed.

Suggested Actions

Evaluate the IKE daemon logs to understand the
nature of the failures. Failures could be due to
either a configuration mismatch where one of the
peers is rejecting the other peer's proposals or a
network problem such as retransmissions.

? Expert Advice J
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cenario 3. Application unavailable due to mismatchec
encryption algorithm at endpoints (cont)

The systems programmer looks at /ftmp/syslogd/debug.log and sees the error messages

below
» ZD1093I Policy mismatch : [pDataOffer (1) requires parameter (HowToEncrypt) with value

(AES) but proposal (1) value is (DES)
» ZD10221 No proposal chosen with IpFilterRule (nmp114206_Tunnel) and IpDynVpnAction
(DynAction3)
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‘|||
[ L

cenario 3: Application unavailable due to mismatchec
encryption algorithm at endpoints (cont)

* The systems programmer looks at the Current IP Filters workspace of the system hosting
the application.
» He/She sees that some packets have been denied due to policy mismatch.

=
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T
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= ,
o =
= E
3, =
2 &
o
II:I'.l
_|
=
a
=
Ty
b
Rule [dentifier
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cenario s. F

pplication unavailable due to mismatchec
encryption algorithm at endpoints (cont)

e

The systems programmer displays the filters that may match traffic from the user’'s system by using
the link to Current IP Filters By Destination Address and specifying the IP address of the user’s
system.

= ComentlP Fiters B Destnatan Adess

& D PTuvelsty Tl

Corrept P Link i)
@ Uil

Desiin Bikesy LA 2R

Lt Lt L]
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cenario 3. Application unavailable due to mismatchec
encryption algorithm at endpoints (cont)

He/She sees that two of the filters that would match traffic from the user’s system were recently updated.
= The systems programmer corrects the encryption algorithm specification for the data offer referenced by VPN
Action DynAction3 and corrects the problem.

(@) 022308 14:00:45 | Permit_OSPF& 1 02/21/08 15:06:44 | 02/21/08 15:06:44
(@] 02/2310814:00:45 | Permit_OSPF6 2 02/21/0815:06:44 | 02/21/08 15:.06:44
(@) 02/23/0814:00:45 ' nmp114206_Tunnel 1 Y0 02/21/08 15:06:44 | 02/23/08 13:34:45
D 0272308 14:00:45 [ nmp114206_Tunnel 2 02721708 15:06:44 | 02025105 15:24:45
(@] 022308 14:00:45 | nmp114206_Tunnel_v6 |1 Y0 02/21/08 15:06:44 | 012/21/08 15:06.
(€] 02/23i08 14:00:45 | nmp114206_Tunnel_v6 |2 Y0 02/21/08 15:06:44 ‘0\2I2110815:06:9}4
(@] 0223108 14:00:45 | nmp206 Tunnel 1 Y0 02/21/0815:06:44 | 02344081566 44

nmp114206_StartAction DynAction3 | DYNANCHOR | ACTIVE SCOPEALL | OUTBOUND

2] nmp114206_StartAction DynAction3 | DYNANCHOR INEOUND
(® JPolicy | nmp114206_StartAction_v6 | DynAction | DYNANCHOR |ACTIVE |IPSEC |SCOPEALL |OQUTBOUND
“olicy | nmp114206_StartAction_v6 | DynAction | DYNANCHOR |ACTIVE |IPSEC |SCOPEALL |INBOUND

(®)
(®Policy | nmp206_StartAction DynAction | DYNANCHOR |ACTIVE |IPSEC | SCOPEALL |OQUTBOUND
(&)

“olicy | nmp206_StartAction DynAction | DYNAMIC ACTIVE |IPSEC |SCOPEALL |OUTBOUND
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Introduction

IP Security Concepts and Terminology
OMEGAMON XE for Mainframe Networks IP Security Monitoring
Application

h 4

Tivoli Management Services Common Features
OMEGAMON XE for Mainframe Networks
Common |IP Security Problems

IP Security Status — The Dashboard

IP Security Situations and Thresholds

IP Security Historical Views
Sample Scenarios

Description of IP Security Workspaces
Reference

v
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IP Security Workspaces

@) Enterprise
Windows Systems

= (&) z/0S Systems v 5] IPSec Status

= B PO1

=2 Mainframe Networks

2 V41 0NZIPO1:KN3 T v [E=] IP Filters Statistics

E= Ccurrent IF Filters

=] TCPIP:IPO1

=

Z izzﬁzisqoi§°°° v E Dynarmic [P Tunnels Statistics

=] g:rl‘::vcat;cosn:nd Devices E Cynarmic [P Tunnels

S e faces ] Manual IP Tunnels

ol e 5 IKE Tunnels Btaisics

S $§:IP Memory Statistics E IKE Tunels

: TCPAP Stack Layers E Dynamic [P Tunnels With Byle Rate « 2048
Tcplll;igz E IKE Tunnels With Byte Rate = 1024

YTAM
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IPSec Status — The Dashboard

B  IPSec Status - OVIESB - SYSADMIN *ADMIN MODE®
File Edt WVYiew Help

G |OR | EOBReHED

= Tunnel activation
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= Tunnel throughput
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=Tunnel state
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= Packet permit, deny
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O active IKE
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.Exp\red IKE

M active Dwnamic
DDanmic In Progress
.Expired Dynamic

faKoeg puaIsiag

didaL

Stack

Openied By DENT
M penied By Mismatch
Orermittad

AdidaL

Collection TCPIP Aclive IKE Expired | Total Successful | Total Failed Total Dynamic Expired | Total Successful Total Failed
Time STC IKE Tunnels IKE IKE Tunnel IKE Tunnel | Active Dynamic| Tunnels Dwnamic | Dynamic Tunnel | Dynamic Tunnel Ti
Name | Tunnels | In Progress | Tunnels Activations Activations Tunnels In Progress | Tunnels Activations Activations Fro
@| 08/10/07 D6:06:06 |TCPRIP 0 0 3] 7 13 ] 0 50 0
(=) 081007 06:06:07 | TCPIPE 0 0 0 i} 0 i} 0 0 0
4 | »
|G Hub Time: Fri, 081 0/2007 06:06 AM D Server Availahle IPSec Status - OVIESE - SYSADMIN *ADMIN MODE*




| IBM Software Group

IP Filters Statistics

=7 IP Filters Statistics - OVIESB - SYSADMIN

File Edt WYiew Help
"Shows percentage ., . Qg crnean| 2004 | 8EOLECCGEEET @ 0 @@ A

of total packets e [y o6 [
®< E

permitted, denied —=Tow 5
. & S5 TCPPIPO2
and mismatched @} Addvess Space
B Applications
=Shows percentage D comnectons
B} Gateways and [
& rrp 4 OPercent Denied By DENY OPercent Denied By DENY
of packets BH intert = W Percent Denied By Mismatch WPercent Denied By Mismatch
B s r Drercent Permitted Crercent Pemittad
permitted, denied e
0sA =
1 [EM TCPAP Memory S
and mismatched per o
. . < I | >
collection interval o
= Shows filters
H H : : Number OF Total Total Total Total P tTolal | Packet P t Total
Statlstlcs for a StaCk CDT”iiggon Fmedss:t anmﬂgirred Pa?k?ets Pagkits ;:&kﬁéz Patketg EiDieniiad Packetg %Enied Pashrcz?snDeun?ed Dat:.fni‘:!ds Packiftrst?):med Packelg ge
Filters Matched (in G) | Matched By DENY (in G) By DENY By DENY By DENY By DEMNY _ By Mismatch
@ || 02/14/0807:22:08 | Policy 34 0 57851 18 0 1000 17 5 28
Li == cCurrentIP Filters
4| | »

| |G Hub Time: Fri, 02/15/2008 02:29 PM _ Server Available IP Filters Statistics - OVIESE - SYSADMIN
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Current IP Filters

= |dentifies most matched filters

= |dentifies filters denying most
packets

= |dentifies most mismatched
filters

= Provides filters statistics and
configuration information

=>  Current IP Filters - OVIESB - SYSADMIN

File Edit View Help
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Dynamic IP Tunnels Statistics

™1 Dynamic IP Tunnels Statistics - OVIESB - SYSADMIN
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Dynamic |IP Tunnels

=1 Dynamic IP Tunnels - OVIESB - SYSADMIN
Fie Edt WYiew Help

=Tunnel State Analysis
= |dentifies tunnels not
being used

= Tunnel Statistics

= Packet and byte counts
= Packet and byte rates

= Tunnel configuration

information

= Traffic description

= Associated filter rule definition
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= VPN action name and SA
information

= Parent IKE tunnel ID

= Refresh and expiration
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= NAT information
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Manual IP Tunnels

=r Manual IP Tunnels - OVIESB - SYSADMIN

= Tunnel state
analysis
= |dentifies tunnels
with high byte rates
= Tunnel statistics
= Packet and byte
counts

= Packet and byte
rates
" Tunnel configuration
information
= |dentifies endpoints
= VPN action name
and SA information
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IKE Tunnels Statistics

=> |KE Tunnels Statistics - OVIESB - SYSADMIN
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IKE Tunnels

* |[KE Tunnel Statistics
= Dynamic IP tunnel
activation statistics
= Dynamic IP tunnel state
analysis
» Byte rate statistics
= Configuration information
= |dentifies endpoints
= Refresh and expiration
information
= SA information

= NAT information
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Connections

" New links in existing
TCP/IP connections

workspaces allow

users to examine |IP

filters that match a

specified destination

address

=Links in IP filters
workspaces allow
users to examine
tunnels that
connections might
be using

=> Connections - OVIESB - SYSADMIN
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Reference

OMEGAMON XE for Mainframe Networks home page
4

OMEGAMON XE for Mainframe Networks 4.1 documentation
4

Planning Guide — SC32-1924-00

Configuration Guide — SC32-1923-00

User's Guide — SC32-1925-00

Problem Determination Guide — SC32-1926-00
OMEGAMON Il for Mainframe Networks

OMEGAMON XE for Mainframe Networks 4.1 Program Directory
»

OMEGAMON XE on z/OS 4.1 User’'s Guide
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Tivoli Enterprise Portal (TEP)

Plug and Play components
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OMEGAMON XE for ...
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Tivoli Management Services (TMS) V6.1
Common Architecture

Network operator or m
network o _ %
administrator using Tivoli Enterprise m
TEP in browser or Portal Server (TEPS) * Remote Tivoli Enterprise

desktop mode (Windows, Linux, Monitoring Server (TEMS) ** Tivoli Enterprise
(Windows) zLinux) (z/0S or distributed) Monitoring Agents
(TEMA)
it

I —

AN T
* Hub Tivoli Enterprise ** Tivoli Enterprise
Monitoring Server (TEMS) Monitoring Agents
- z/OS or distributed)
AW

UpR
Oracle
MSS0L

Warehouse Proxy
and Tivoli Data

Warehouse (TDW)
(Windows, Linux)

* Remote Tivoli Enterprise
Monitoring Server (TEMS) (z/0S  «x Tjyolj Enterprise

or distributed) Monitoring Agents
* Remote TEMS is optional (TEMA)

** TEMA runs on system being monitored (except
NetView 5.2 management agent runs on a distributed
system)
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Mainframe Networks Use of z/OS IPSec NMI
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