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ATTLS sample scenario overview

= PCOMM K TN3270 Client
ABCTLS <¢ ‘  bas) ”I PCOMM

ABCTLSE@ E?S_FTP Kea i cleg Secure TCP
CA Database WS_FTP Pro 1‘ connections
FTP Client
ABCTLS Firefox Key 1
CA @[ Database ] FireFTP

> Scenario scope:

RACF
Database

]

ABCTLS ABCTLS
TCPSERV CA

TN3270 server
Port 2025

TCPCS

TCP/IP
Stack w.
ATTLS

FTP server

Port 4021

~ All SSL/TLS processing done by ATTLS

-~ Server authentication only

user ID:
TCPCS

user ID:
TCPCS

- Server certificate signed by self-signed root certificate
~ PCOMM used as secure TN3270 client

» Ipswitch WS_FTP Pro 2007 used as secure FTP client
~ FireFTP secure FTP client also used as secure FTP client
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Task outline

. Create self-signed root certificate in RACF

2. Create server key-ring and certificate signed by the root certificate

3. Distribute root certificate to client key rings

4. Define ATTLS policy with the Configuration Assistant

5. Transfer policy definition file to z/OS and enable Policy Agent

6. Set up the TN3270 server port as a TTLSPORT

/. Set up the FTP server port with TLSMECHANISM ATTLS

8. Set up TN3270 client keyring and configure a secure TN3270 connection
9. Set up WS_FTP Pro client keyring and configure a secure FTP session

10. Set up Firefox client keyring and configure a secure FireFTP FTP session
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Prepare RACF - part 1/3

>~ Create a Certificate
Authority (CA) key
pair and self-signed

' ;RACDCERT CERTAUTH GENCERT + ' - certificate - also

' SUBJECTSDN ( + | ' known as a root
CN('MVS098 Certificate Authority') + 1;f. t
OU('Z/0S CS V1R9', 'ENS', 'AIM', 'SWG') + certiricare.
O('IBM') +
L('Raleigh') +
P CNG) 4 ~If you are not
c(us') ) + | setting yourself up

2l2E(1024) + , as a Certificate

NOTBEFORE (DATE (2007-01-01) ) +
NOTAFTER (DATE (2010-12-31) ) +
WITHLABEL ('ABCTLS CA') +
KEYUSAGE (CERTSIGN) +
ALTNAME ( +

DOMAIN( mv50980 tcp rale:Lgh 1bm com'

Authority, you can
skip this step
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Prepare RACF - part 2/3

> Create a key pair
and a server
certificate - signed
by your root

CDCERT ID (TCPCS) GENCERT +
SUBJECTSDN ( +

CN ('MVS098 Server Certificate') + cer'1'ifica1'e.
QU('Z/0S CS V1R9', 'ENS', 'AIM', 'SWG') +
O('IBM') + 4
L('Raleigh') + 2 >Or, if you are
2’; (I'II;TC)")* using another CA,
1 ' +
SIZE(1024) + | create a key pair
NOTBEFORE (DATE (2007-01-01)) + | and a certificate

NOTAFTER (DATE (2010-12-31)) +
WITHLABEL (' ABCTLS TCPSERV') + >
KEYUSAGE (HANDSHAKE DATAENCRYPT DOCSIGN) + your CA, and

GITHAME ( + = receive the signed

DOMAIN ('mvs0980.tcp.raleigh.ibm.com') ) ., .
ER certificate into

NWLTH (C RACF

request, send it to
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Prepare RACF - part 3/3

~ Export the root certificate into

a transportable Base64-encoded
file

DCERT CERTAUTH + {
EXPORT (LABEL ('ABCTLS CA')) + |Texttransferto

DSN (' USERL.ABCTLSCA.B64') +E workstation(s)
.

~Create a server keyring under FORMAT (CERTB64)
RACDCERT ID(TCPCS) ADDRING (TLSRING)

the server started task user ID LRACDCERT ID (TCDCS) +

CONNECT (CERTAUTH LABEL ('ABCTLS CA') +

RING (TLSRING) )
~ Connect both the root ‘ RACDCERT ID (TCPCS) +

certificate and the server - CONNECT (LABEL (' ABCTLS TCPSERV') +

certificate to that keyring E;giéimeG) *

Digital ring information for
user TCPCS:

Ring:

>TLSRING<
Certificate Label Name Cert Owner USAGE DEFAULT
ABCTLS CA CERTAUTH CERTAUTH NO
ABCTLS TCPSERV ID (TCPCS PERSONAT YES
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Configuration Assistant and Policy Agent - one example of a data set
structure to support a policy environment

FTP —»

Configuration
Assistant (CA)

Open policy backing
store:

1. CA downloads
backing store from
z/OS using FTP

2. CA creates
backing store
locking file

Save policy backing
store:

1. CA uploads
updated backing
store to z/OS
using FTP

2. CAremoves
backing store
locking file

IBM Systems © 2008 IBM Corporation

“

FTP

Agent

-
Policy @
-

USER1.ALFRED.POLICY.BACKSTOR
Member: DEFAULT

USER1.ALFRED.POLICY.BACKSTOR.DEFAULT.LCK

USER1.ALFRED.POLICY.TRANSFER
Members: IPSEC, ATTLS, QOS, IDS

USER1.TCPCS. TCPPARMS
Members: IPSEC, ATTLS, QOS, IDS

USER1.ALFRED.POLICY.BACKOUT
Members: IPSEC, ATTLS, QOS, IDS

1. Generate new policy flat file in CAand FTP it to z/OS (staging library)
2. Backup current production policy flat file
3. Copy new policy flat file into production

4. Modify Policy Agent for REFRESH
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Policy backing store file on z/OS as a member of a PDS(E)

Select The configuration assistant can

be configured to access the

1."File” Pecking tore s | amsage backing store file via FTP
2 "Preferenceg" | ©'ootnpen transfers during open and save
operations.
Use local host name
Use this D TP30-£8C |
(=) z/05 DASD
Host name: | mvs038o.tcp.raleigh.ibm.com |

S |
P
S IO

[JusessL

Data transfer mode

() Defaut () Passive () Active

l oK .ll Cancel Jl Help ]

= Remote Backing Store Status
Load backing store
Host name: MYS0980.TCP.RALEIGH.IBM.COM

User ID: userl
Select = Host File Location E] File name: 'USER1TALFRED POLICY BACKSTORDEFALLT)

Sending userid / password
1 . "FI Ie" FTP lile including full path
2 . "O pen" File name and location: '| ‘user. alfred. policy. back stor[def ault) |
3. "Open Existing = Information:
. - ‘You are now working on backing store file:
Backing Store" [ ok [ cance J[ Hee 7] 1) USER1ALFRED POLICY.BACKSTOR(DEF
AULT)
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Start configuring AT-TLS

= Configuration Assistant - Current Backing Store (Read-Write) = 'USER1.ALFRED.POLICY.BACK... Q@
File Edit Perspectve Help

Main Perspective

Configuration Assistant Navigation Tree

_A Wark with 2/05 Images
#-_] Image - M\¥S038

2/05 Communication Server technologies

Select the technology you want ta configure and click Configure.

Technology Description
Application Transparent - Transport Layer Security
IPSec IP Security
IDS Intrusion Detection Services
NSS Network Security Services
[eS Guality of Service
FBR Policy Based Routing

Work with settings tor 2/05 Images

[ Add a New 2/05 Image... ]

To work with a specific 2/05 Image or TCPAP Stack, select the 2/05 Image or TCF/IP Stack from the Navigation Tree.

) e I3

L3l T will not go

through all
aspects of a CA
dialog, but will
focus on how to
configure
AT-TLS
policies.

> Steps not
shown:
» Create an
image (an
LPAR)

» Create a stack
on that image
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Quick Guide to working with the Configuration Assistant objects -
ATTLS example

Requrementé

Per policy type (not all object
: types are used with all policy

: types)

IBM Systems © 2008 IBM Corporation
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Quick Guide to working with the Configuration Assistant objects -

ATTLS example

- Traffic Descriptor:

~ |[dentifies a specific type of application
network traffic

» Based on protocol (TCP/UDP), local
and/or remote ports, connection
direction, z/OS jobname, etc.

» A traffic descriptor does not refer to IP
addresses

~ IBM provides a long list of traffic
descriptors for different types of
network traffic

» Reuseable across LPARs and stacks
in the same backing store file

- But not reuseable across policy
technologies

— Each policy technology has unique
attributes per traffic descriptor

- Security Level:

~ Identifies the SSL/TLS security
requirements, such as ciphersuites,
allowed protocol versions
(SSLv2, SSLv3, TLSv1), etc.

» Reuseable across LPARs and stacks
in the same backing store file

— But not reuseable across policy
technologies

Protocol o i C_O nni?ct Job Name User ID AT-TLS Configuration Index
Port Port Direction

TCP 4021 1024-65535 Inbound |- —

TCP 4020 1024-63535 Outbound |- — I

TCP  50000-502001024-65535 Inbound |--- —

Configuration Associated with this AT-TLS Application

C Ag _TL?I. Handshake Key | Certificate = Application Secondary Handshake | Unique SSL | Sysple
onllgdl:xa on Role Ring Label Controlled Map Timeout | Environment  Cachu
= , . , O .
Server defuit On On 10 Seconds |No On
1 Server Use || Off Off 10 Seconds | No On
default
2 Server Use | Off Off 10 Seconds  No On
default
Tvpe:
AT-TLS
Encryvption:

0x2F - TLS_RSA WITH_AES 128 CBC_SHA (first choice)
Use TLS Version 1:
Yes
Use SSL Version 3:
Yes
Use SSL Version 2:
No
Client authentication:
None
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Quick Guide to working with the Configuration Assistant objects -

ATTLS example
-Requirement Map .
~ Identifies what type of processing you want applied Requirement Map: ABC_ATTLS - ATTLS fol
to your traffic descriptors TN3270 (port 2025) and FTP (port 4021)

- Specific requirements are policy-type dependent
= For ATT-TLS policies, you define security levels and
then you use a requirement map to tie your traffic
descriptors to those security levels
—Reuseable across LPARs and stacks in the same

backing store file
» But not reuseable across policy technologies

Traffic Descriptor AT-TLS Security Level
ABC _FTP_4021 - FTP Server on port 4021 ABC_Gold AES - Modffied Gold w. AES-128
ABC _TN3270_2025 - TN3270 server on port 2025 | ABC_Gold_AES - Modified Gold w. AES-128

Address Group: ABC TCPCS LAN

IP Address Groups .
P - LAN network interfaces on

~ Group IP addresses that need the same treatment .
—For example all VIPA addresses, or all real network TCPCS in LPAR mvs0938

interface addresses IP Address groups ar

~ Simplifies creation of connectivity rules 9:"11’;;5“ part of the z/OS
- Reuseable across LPARs and stacks in the same o 12 105 45 VAR10 Configuration
backing store file Sliadtais Assistant
- But not reuseable across policy technologies
-Connectivity Rule | |

~ Here is where IP addresses come into the picture Name LE;;L&:’ R;“;‘;;f“ Requirement Map  Status

~ Connectivity rules are stack-specific and ties IP ABC_ATTLS - ATTLS
Conn_to_QDIO4 ABC_TCPCS_LAN |All [Pv4 Addresses for TN3270 (port 2025) Enabled

addresses to requirement maps
= And by that, type of processing to traffic descriptors ol ™2 ot 43D
~ Either individual IP addresses or groups of IP
addresses
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Some basic concepts for defining AT-TLS policies

-~ Traffic Descriptor:

Local Remote Connect _ - .
- |dentifies certain typeS of traffic Protocol Port ‘ Port Direction Job Name User ID AT-TLS Configuration Index
by means of transport protocol TCP 4021 11024-65535 Inbound |- - o
(TCP or UDP), local and remote TCP 4020 11024-65535 Outbound |--- -
port numbers, for TCP the 'TCP  |50000-50200 [1024-65535 Inbound |--- |- 2
7
direction of the connection ) _ o o
se tup et Configuration Associated with this AT-TLS Application
- Specific AT-TLS attributes for Coi;il‘é:;[;ion Hm;;ls]llake ];(iey CeLrlaigclale ipplicallli:; Se(;){l;dary H;l-ldsllake glif[ue SSL 2}'51;1!91
thlS type Of application Index ole ng e ontro dap imeout nvironment aching
> A traffic descriptor does not 0 Server g;em On On 10 Seconds  No On
include references to IP =
addresses in any form! 1 Server L‘;uh Off Off 10 Seconds  No On
2 Server E;“ o Off Off 10 Seconds No On
~ Security Level:
~ ldentifies the SSL/TLS security requirements, Type:
such as ciphersuites, allowed protocol versions . AﬁT'TLS
ncryption:
(SSLv2, SSLv3, TLSv1), etc. 0x2F - TLS_RSA_WITH_AES 128 CBC_SHA (first choice)
Use TLS Version 1:
Yes
. Use SSL Version 3:
- Requirement Map: Yes
. . : . Use SSL Version 2:
~ Links traffic descriptors to security levels. R
Client authentication:
None
| Traffic Descriptor | AT-TLS Security Level

ABC_FTP_4021 - FTP Server on port 4021

'ABC_Gold_AES - Modified Gold w. AES-128

'ABC_TN3270_2025 - TN3270 server on port 2025 |ABC_Gold_AES - Modified Gold w. AES-128

IBM Systems © 2008 IBM Corporation
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Start working with your traffic descriptors

= Configuration Assistant - Traffic Descriptors

File Edit Perspective Help

AT-TLS Perspective

Configuration Assistant Navigation Tree 4
Y AT-TLS

=4 Work with Reusable Objects
I N 1 i D scriptors

-~ Secuity Levels

: # HRequrement Maps

=~ Work with 2/05 Images

List of all defined Tralfic Descrptor objects

VERIFY) IBM supplied - contents should be verified and modified ta match yowr netwark traffic.

=4 Image - MYS098

L. Stack-TCPCS Name A

Description

ABC_FTP_4021

FTP Server on port 4021

~--# Stack - TCPCS52

@ Stack - TCPCS3 ABC_TN3270_2025

TN3270 server on port 2025

Centralized_Policy_Server | (VERIFY)IBM supplied: Centralized Palicy Server

CICs

WERIFY)IEM suppled: CICS taffic

FTP-Client

(VERIFY)I1BM supplied: FTP Client traffic

FTP-Server

VERIFY) IEM supplied. FTP Server traffic

LBA-Advisor

(VERIFY) IBM supplied: z/05 Load Balancing Advisor tralfic

LBA-Agent

VERIFY)IBM supplied: 2/05 Load Balancing Advisor - Agent traffic

LDAP-Server

WVERIFY)IEM suppled: LDAP Server hraflic

NSS_Client

(VERIFY)IBM supplied: Metwork Security Services client traffic

NSS Server

VERIFY)IEM supplied: Network Security Services server tiaffic

REXEC-Client

IBM supplied: REXEC - Remote Execution Client

REXEC-Server

IBM supplied: REXEC - Remote Execution Server

RSH-Client

IBM supphed: RSH - Remote Shell Clent

RSH-Server

IBM supplied: RSH - Remote Shell Server

TN3270-Client

Web

WERIFY)IBM suppled: TN3270 Client traffic
WERIFY)IBM supplied: TH3270 Server traffic
IEM supplied. Web Server tralfic

Web-S5L

IBM supplied: ‘Web Secure S5L traffic

<

(]|

Copy... I [ Madify. . ] Delete [View Delails._.] [ Show Where Used... ]

ICreate a new Traffic Descriptor by copying the one selectedl

[ Main Perspective J[

|

Close J[ Help J@

IBM Systems © 2008 IBM Corporation

Use the
predefined
traffic
descriptors to
create your own

Select one (for
example the
TN3270-server)
and press COPY
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Create a new TN3270 server traffic descriptor based on an existing
TN3270 server traffic descriptor

= Modify Traffic Descriptor > When you copy an existing
Traffic Descriptors contain details of traffic types which are mapped ta Security Levels within Requirement Maps. o .
A Traffic Descriptor can contain a single type of traffic or multiple types of traffic. Traff' c descr‘l pfor‘ ? You ar‘e
Mame: [ ABC_TN3270_2025 r'eqUi red to enter a new

Description: | TH3270 server on port 2025 name and a descpipfion -

List of traffic types in this Traffic Descriptor

Local Remote Connect
Protocol Port Port Direction | Job Name Uszer ID

s > All the attributes of the
traffic descriptor you copied
are copied into your new
traffic descriptor.

[ Add.. ][ Modify... ][ Delete ] Move Lip Move Down

K Ml N e A > To change these copied
attributes, highlight the
traffic type and press
MODIFY

IBM Systems © 2008 IBM Corporation
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Add your information to the new TN3270 server traffic descriptor

= Modify Traffic Type

Local port Remote port

O #ll parts O Al ports

(®) Single port () Single port:

() Port range () Port range:

(O Al ephemeral ports (=) All ephemeral ports

Indicate the TCP connect direction

(O Either (3 Inbound only () Outbound only

Jobniame: | TM32704 User ID: :I

Configuration associated with this AT-TLS application

(3) Use the key 1ing database defined for the 2/05 Image
() Use the following key ring database:

AT-TLS handshake role
(%) Server () Client

Client Authentication role
is set in the Security Level

Additional application configuration

[ AT-TLS Advanced...

| [ cacel ][ Hee [

> Change the server port
number to your server port
number (2025)

> This policy is for inbound
connections to TN3270
server port 2025.

> Server jobname is
TN3270A (optional)

>Use the keyring
information we've added
for the TCP/IP stack

>~ Server handshake role

~ Select Advanced

IBM Systems © 2008 IBM Corporation
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Application Controlled

~For a TN3270 server port that is defined

Key Ring| AT-TLS Tuning |

Tuning values for this AT-TLS application
Application Controlled

®@on OO

Secondary Map

O 0On @ 0O

AT-TLS handshake timeout

() Mever  (3) After ’ [seconds)
System SSL Environment

[[] Create unique System S5L Environment

Sysplex Session Identifier caching

O0n @ Of

[ 0K I[ Cancel J[ Help J@

IBM Systems © 2008 IBM Corporation

as a TTLSPORT, you need to enable
TN3270 server control of ATTLS

operations

~ The TN3270 server has to be able to tell
ATTLS when to start the SSL/TLS

handshake - if at all

> Sysplex-caching can improve performance
of SSL/TLS handshake in a Sysplex where
connections are distributed to multiple

LPARs



Enterprise Networking Solutions (ENS) and Transaction Processing Facility (TPF)
Create a new FTP server traffic descriptor based on an existing FTP

server traffic descriptor

= Copy Traffic Descriptor @

Traffic Descriptors contain details of traffic types which are mapped to Security Levels within Requirement Maps.

A Traffic Descriptor can contain a single type of traffic or multiple types of traffic.

Mame: | ABC_FTP_4021

Description: | FTP Server on port 4021

List of traffic types in this Traffic Descriptor

Local Remate Connect

Pratocol Port Part Direction | Job Mame User ID
2 All Ephemeral | Inbound

TCP 20 All Ephemeral | Outbound

TCP 50000-50200 | All Ephemeral | Inbound

[ Add. ][ Modly. ][ Deete ][ MoveUp
[ oK ][ Cancel ][ Help ]E]

~FTP server traffic is more complex than TN3270 server traffic. For FTP, we
have three traffic types we need to define policies for:

» The inbound control connection
» The outbound active mode data connection
> The inbound passive mode data connection

IBM Systems © 2008 IBM Corporation
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The inbound FTP control connection traffic type

= Modify Traffic Type

Indicate the TCP connect direction

(O Either (&) Inbound only () Outbound only

Configuration associated with this AT-TLS application

(%) Use the key 1ing database defined for the 2/05 Image

() Use the following key ring dalabase:

Key ring is in S&F product [such as RACF)

Kep database iz 3 2/05 UNIX file system file

K ey databasze stash file | | i

Key database password | |

Local poit Remote port
O All paris ) All ports
(*) Single port () Single port:
Part: ,. Port I:'
(O Port range () Poitrange:
() All ephemeral ports (%) All ephemeral ports

AT-TLS handshake role
(=) Server () Client

Chent Authentication ole
is set in the Securty Level

Additional application configuration

[ AT-TLS Advanced...

IAssociate Advanced se

t

i 0%

] [ camcel ][ Heb 7

> Server port number for

the control connection is
port 4021

>~ Inbound connections
> Use image keyring
~ Server handshake role

~ Here we also need to set
some of the advanced
AT-TLS options

IBM Systems © 2008 IBM Corporation
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Advanced AT-TLS options for inbound control connections to our FTP
server

= Key Ring and Advanced AT-TLS settings

Key Ring|i AT-TLS Tuninggl

Tuning values for this AT-TLS application
Application Controlled

®0n QoK

Secondary Map

@ 0n OO0

AT-TLS handshake timeout

O Never (& After 10| [seconds)
System SSL Environmen t

[] Create unigue System SSL Environment

Sysplex Session |dentfier caching

@0On OO0

[ 0K ][ Cancel ][ Help ]

>FTP in this setup uses the AUTH TLS command
exchange to determine if SSL/TLS is to be
used. Not all connections to port 4021 need to

use SSL/TLS.

» FTP must tell AT-TLS if/when a connection
switches into SSL/TLS mode - AT-TLS use is
application controlled

>FTP uses multiple connections per session (one
control connection and one or more data
connections). Secondary map allows AT-TLS to
"tie" them together from an AT-TLS

perspective

~ Only one traffic type in a traffic descriptor can

use this option

> Sysplex-caching can improve performance of
SSL/TLS handshake in a Sysplex where
connections are distributed to multiple LPARs

IBM Systems © 2008 IBM Corporation
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The outbound active mode FTP data connection

= Modify Traffic Type

Local port

(=) Single port

=T 4020

() Port range

() All ephemeral ports

Indicate the TCP connect direction

(O Either () Inbound only  (3) Outbound only

Configuration associated with this AT-TLS application

(%) Use the key 1ing database defined for the 2/05 Image

() Use the following key 1ing database:

Key ring is in 5&F product [such as RACF)

Remole port

(O All ports
() Single port:
() Poit range:

(%) All ephemeral ports

Keyp database is 3 2/05 UNIX file system file

AT-TLS handshake role
(=) Server () Client

Client Authentication ole
is set in the Securty Level

Additional application configuraty

[ AT-TLS Advanced... ]

| [ Cancel || Hebp
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4] The active mode data

connections are outbound
and come from port
4020.

= Key Ring and Advanced AT-TLS settings

| Key Ring| AT-TLS Tunng]

Tuning values for this AT-TLS application
Application Controlled

O 0n & 0if
Secondary Map
O 0n 0O
AT-TLS handshake timeout

(O Mever  (3) After ‘ [seconds)

Spstem SSL Environment

[[] Create unique System SSL Environment

Spsplex Session [denbifier caching

®0n OOr

( oK

][ Cancel Jl Help J
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The inbound passive mode FTP data connection

= Modify Traffic Type

Local port

() Single port
(+) Port range

Lawer port: 50000 | Upper port: 50200

() All ephemeral ports

Indicate the TCP connect direction

() Either

() Inbound only () Outbound only

Configuration associated with this AT-TLS application

(%) Use the key 1ing database defined for the 2/05 Image

() Use the following key 1ing database:

Key ring is in SAF product [such as RACF)

Remole port

(O All ports
() Single port:

[ ]

() Poit range:

(%) All ephemeral ports

Keyp database is 3 2/05 UNIX file system file

In this setup, I use the
PASSIVEDATAPORTS
FTP.DATA option to
control the range of port
numbers that can be
used for passive mode
data connections.

= Key Ring and Advanced AT-TLS settings

| Key Ring|| AT-TLS Tunng}

X]

AT-TLS handshake role
(=) Server () Client

Client Authentication ole
is set in the Securty Level

Additional application configuraty

[ AT-TLS Advanced... ]

Key database stash file |

Key database password |

| [ Cancel || Hebp

Tuning values for this AT-TLS application
Application Controlled

O 0On

® Off

Secondary Map

O 0n

@) O

AT-TLS handshake timeout
(O Mever  (3) After * [seconds)

| Spstem SSL Environment

[[] Create unique System SSL Environment

Spsplex Session [denbifier caching

() On

O Oif

-

][ Cancel J[ Help ]I
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A new security level

= Modify Security Level

Name:  °| ABC_Gold_AES

Description: | Modified Gold w. AES-128

» Modify Security Level

Cipher selection
(O Use System S5L defaults

(#) Use only selected ciphers

Indicate the versions and the ciphers

Use TLSV1 [¥] Use SSLV3

SSLWV3/TLS Y1 Cipher Sute

Ou2F - TLS_RSA_WITH_AES_128 CBC_SHA

Ox06 - TL5_R5A_WITH_3DES_EDE_CBC_GHA

[ Choose Ciphers... ] Move Up

][ Cancel }[ Help }

IBM Systems

> Start by copying a
security level and then
apply your changes.

> Give the new security
level a name and a
description

> Select your ciphers and
arrange them in
preferred order (most

preferred at the top of
the list)

© 2008 IBM Corporation
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Advanced security level settings for AT-TLS

>~ SSLv2 is by default disabled, but you can enable it and choose SSLv2 Ciphers -

if needed (not recommended!)

~If you need SSL/TLS client authentication, this is where you will specify what

level of client authentication you require

>You would normally not need to change the information under the tuning tab, but

you can

Advanced A : IS

SSL Version 2 Ciphers | C|I8nt-‘5-Uth8ntIC<3t|0ﬂ Tuning

Client authentication handling
Meaningful only when mapped to a Tralfic Descnptor with AT-TLS Server handshake role.
(*) No client suthentication

() Use client authentication

I 0K l[ Cancel ][ Help ]

= Advanced AT-TLS Settings X

SSL Version 2 Ciphers || Client Authentication TUW”Q'

Reset Cipher Key Timer - Only applies to SSLY3 and TLS V1 connections

(3) Do not reset the key

() Reset the key every: 144

Caching S5L Version 3 / TLS Version 1 session identifiers
() Do not cache

(#) Cache session identifiers

Cached idenlifiers expire after. 86400 | [seconds)

Cache size: y 512 | [entnes)

]
[E—]

I (1] 4 ]l Cancel }[ Help }
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Requirement map for AT-TLS

>~ Create a new

= Modify Requirement Map

A Requirement Map is an object that maps each IP traffic type [Tralfic Descriptor) to a specific level of security [Security Level). r'eqUir'e men'l' map
To Add a new mapping to the Requirement Map: 1. Select a Traffic Descriptor from the Objects section.
2 Click the "¢--Add" button
To change the Security Level of a Traffic Descriptor: 1. Click the Secuiity Level column in the Requirement Map section M ff'
2. Select a new Secunty Level from the list > Add des l r'ed Tr‘a 'c
Requirement Map Objects descr" p'l'o r'S fr‘om
Mame: "l ABC_ATTLS | Traffic Descriptor & . .
Description | ATTLS for TN3270 [port 2025) and FTF [port 4021) Centralized_Policy_Server A The r'|gh1. and CI |Ck
cles " "
FTP Gt the "add" button
Traffic Descriptor AT-TLS - Security Level FTP-SB'\_'E[
LBA-Advisor
ABC_FTP_4021 ABC_Gold_AES v LBAAgent
ABC TN3270 2025 ABC Gold AES LDAP-Server
NSS_Client M
ot | | e > Click the drop-down
REXEC-Client . .
AT-TLS_Platinum REXEC Server box in the Secur'l'l'y
AT-TLS_ Gold RSH-Client LS
e R5H-Server
AT-TLS__Sil
TS sk ot Seer I level column and
TMNR27N.Caruar — .
[ ‘Work with Traffic Descnplors... ] SeleC'l' Secur'l'l'y Ievel

s [ work with Securly Levels... ] for' fhe Traffic

[ 0K ][ Cancel ][ Help ]
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Now is time to add IP addresses per stack in a connectivity rule

) > So far, all policy definitions are

= New Connectivity Rule: Data Endpoints

Use thi pansl o icenty the deta endparts. | ge nerli C forn ATT - TL s and can be
These are the IP addresses of the host endpoints of the haffic you want to protect.
(re)used on many stacks on many

Local dala endpoint Remole data endpoint

© AIPVA acdses © MIIE VA sifssies LPARs.

(O AllPYVE addresses O AlIP Y6 addiesses .

(O Specily addiess: () Specify address: - you wou Id mos.r Typlcal IY Shar‘e al I

C - | - these across all the stacks in a

i o _' _' : Sysplex

> Per stack, we now need to create
et et a connectivity rule that ties the
e requirement maps to the IP
addresses of that stack

>In our example, we want anyone

| who connects to our secure servers
L oot N e ] on any of the stack's home IP
addresses to use AT-TLS security

IBM Systems © 2008 IBM Corporation
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Tie the requirement map into the connectivity rule

= New Connectivity Rule: Select Requirement Map

Select a Requirement Map

Initially, you need to create a new Reguirement Map which will be reusable in subsequent Connectivity Rules.
IBM has supplied examples you can use to "Copy..."" and then modify to get started.

Until you become familiar with Requirement Maps please use the Add for Beginners... to create your Requirement Map.

Name & Description

ABC_ATTLS _Descri PP O [port 2025) and FTP [port 4021

AT-TLS_Sample |BRT=TIpD p. AaT-TLS sample: CICS and TN3270

Filtering IBM supplied: IPSec sample - Filtering [uses only Permit and Deny Security Levels)

Trusted_Internet_Zone IBM supplied: IPSec sample - Server to trusted branch office (Intemmet traversed)

Untrusted_Zone 1BM supphed: IPSec sample - Server to untrusted business partner zone

Addforﬂagimers...l[ Add.. ][ Copy... ][ Modify... ][ViewDetais.u

[ Need More Information]

Help ? < Back Next > Finish
J

Cancel

IBM Systems © 2008 IBM Corporation
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Run HealthChecker on your definitions

LJ 2 g L]

File Edit Perspectwve Help

AT-TLS Perspective

Configuration Assistant Navigation Tree 4

_JAT-TLS

E] 4 Work with Reusable Objects

fom Tiaffic Descriptors

w4 Secunty Levels

) Requirement Maps

(=4 Work with 2/05 Images

(- Image - MVS098

I tack - TCFCS
- Stack - TCPCS2
@ Stack-TCPCS3

Connectivity Rules

TCP/IP Stack Information:

Enter the name of the TCP/IP Stack. K| TCPCS

Enter a description:

| Default stack on MYS038

Click the Add... button for each Connectivity Rule you want to add to this Stack.

Local Address
AlllP Y4

| ~

Remote Addiess

Requirement Map
ABC ATTLS

Topology

Name
ABC-allIPva

Status
Enabled

| b

Add. ][ Copy..

H Modify Basics ][

Delete } [View Details. ..

Move Up

IHealkh Check. .

[ Modify Wizard. . ]

Move Down

[ Main Perspective J Apply Changes [

oK

J[ Cancel ][ Help ]E]

> Now would be a
good time to let
the CA try and
see if all your
definitions are
consistent - run
the HealthChecker

> HealthChecker
output is a help
panel that will
identify any
mistakes or missing
elements.
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Image-wide keyring information

= Configuration Assistant - z/OS Image Settings = > Keyr'ing infor'mafion
File Edit Perspective Help . g
. can be specified at
AT-TLS Perspective P
Configuration Assistant Navigation Tree 1[m m‘ fwo Ievels:
J AT-TLS i The settings on this panel aie only applicable to AT-TLS.

= J Wiork with Reusable Objects
- L@ Traffic Descriptors

“-@ Security Levels Key ring database .
| ~ At the image

- @ Requiement Maps (#) Key ring is in SAF product (such as RACF)

Keping: | TLSFING | level - shared by
(O Key database is a 2/05 UNIX file system file:

... Stack - TCPCS3 Key database: | | Cl" S"'GCkS on ThCl"'

Key database stash file | | B image

Key database password | |

Default AT-TLS key ring database settings

Default AT-TLS trace level - A-'- -'-he indiVidUCll

() Level 0 - No tracing is enabled . .

@ Log only the selected trace levels Tr‘afflc descrl p"'or'
[[] Level 1 - Erors [to TCP/IP Joblog) Level 2 - Errors [to Syslog) Lewvel 4 - Information [to Spslog) Ievel - used by

Additional AT-TLS Image seftings '|'hCl'|' 'I'I"lefic
[Heaccess Key H\ngs..‘] descr‘ip.'.or only

[ Main Perspective JA"-"L"Jlf.'U--'zl"uf:'& [ 0K ][ Cancel ][ Help J
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Transfer policy flat file to z/OS

= Installation - Stack= "TCPCS"

Install Configuration 4 Configuration Files Installation

_'J Install Stack

=4 Image - MY5038
~-# Stack - TCPCS

To complete installation for Stack. "TCPCS", you must FTP the following files.
TCPCS - Configuration Files

File Sent FTP Location
TCPCS - AT-TLS: Policy Agent Stack Configurat... | 6/4/07 2:07 PM

‘uzer] tepes bepparms. staging(attls)’

| Show Configuation File.. | [ FTP.

] [ System Administration |nformation... J [View Prologue Histor_l,l...]

Permanently save pending changes after FTP?

Pending changes were successfully saved at: 6/4/07 3:07 PM.

> Transfer the policy flat file to your z/0S
system

>In this example, we transfer the ATTLS policies

to USER1 ALFRED.POLICY.TRANSFER member
ATTLS

™ FTP Configuration File
Enter FTP information to send the files.

Login information

Host name: >'| mvs0980.tcp.raleigh.ibm.com

Port number; - 2

%

User ID: user]

®

Password: TREREE Save password

[]UseSSL

FTP fle including full path

File name and location: '| ‘userl.alfred. policy. ransferlattls)y

Data transfer mode

(®) Default () Passive () Active

Comment for the configuration file prologue [optional)

[ Send

Cose | [ Helo ]E]
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USER1.ALFRED.POLICY.TRANSFER(ATTLS) after upload

f## N
## AT-TLS Policy Agent Configuration file for:
## Image: MVS098
## Stack: TCPCS

##

## Created by the IBM Configuration Assistant for z/0S Communications Server

## Version 1 Release 9 > Note the transfer

## Backing Store = 'USERL.ALFRED.POLICY .BACKSTOR (DEFAULT) ' history section:

## FTP History:

## 2007-06-05 09:39:25 userl to mvs098o.tcp.raleigh.ibm.com ‘/_-d - For every transfer
## Added application control for TN3270 server port 2025 i ’
## 2007-06-04 03:07:05 userl to mvs0980.tcp.raleigh.ibm.com the CA will prompt
## Modified a few details for a log entry,
## 2007-06-01 02:24:55 userl to mvs098o.tcp.raleigh.ibm.com which will be

## 2007-06-01 01:36:13 wuserl to mvs098o.tcp.raleigh.ibm.com included in the

## Added FTP port 4021 to ATTLS configuration
## 2007-06-01 12:54:27 userl to mvs098o.tcp.raleigh.ibm.com
## Support for TN3270 server port 2025 (only ATTLS port in this confiqg)

header comment
lines in the flat file

##

TTLSRule ABC-all-IPv4~1

{
LocaladdrSetRef addrl
RemoteAddrSetRef addril
LocalPortRangeRef portR1
RemotePortRangeRef PortR2
Direction Inbound
Priority 255
TTLSGroupActionRef gActl
++++

++++ Many, many more lines.....

\.. S
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Policy Agent

{ N .
//PAGENT PROC P='-d 0 PO|I0y Agent start
//PAGENT EXEC PGM=PAGENT  REGION=OK, TIME=NOLIMIT,
// PARM='POSIX (ON) ALL31(ON) ENVAR(" CEE ENVFILE=DD:STDENV") /&P’ JCL procedure
//*

/ /STDENV DD DSN=USERI .TCPCS.TCPPARMS (PAGTENV) ,DISP=SHR

/ /STDOUT DD SYSOUT=*

/ /STDERR DD SYSOUT=*

//CEEDUMP DD SYSOUT=* ,DCB=(RECFM=FB,LRECL~=132,BLKSIZE=132)
/ /SYsouT DD SYSOUT=*

//SYSPRINT DD SYSOUT=*

(#4 ] Policy Agent "root"

## USER1.TCPCS.TCPPARMS (PAGTCONF) . .
" configuration data

#4 Image: mvs098

##

TcpImage TCPCS FLUSH 600

##

TTLSConfig //'USERL.TCPCS.TCPPARMS (ATTLS) ' FLUSH NOPURGE
QosSConfig //'USER1.TCPCS.TCPPARMS (QOS) ' FLUSH NOPURGE
IDSConfig //'USER1.TCPCS.TCPPARMS (IDS) ' FLUSH NOPURGE
IPSecConfig //'USERL.TCPCS.TCPPARMS (IPSEC) '

F DAGENT REFRESH Policy Agent refresh

EZZ84431 PAGENT MODIFY COMMAND ACCEPTED command to read in

EZZ8771I DAGENT CONFIG POLICY PROCESSING COMPLETE FOR TCPCS : IDS Py
updated policies

EZZ8771I DAGENT CONFIG POLICY DPROCESSING COMPLETE FOR TCPCS : QOS

EZZ8771I DAGENT CONFIG POLICY PROCESSING COMPLETE FOR TCPCS : TTLS

IBM Systems
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TN3270 server definitions

; Set TN3270(E) server port 2025 options

; TTLS port - secured via ATTLS

-
4

TelnetParms
TTLSPort 2025 ; Port number 2025 (security wvia TTLS)
Conntype Any ; We'll use it for both secure and clear
Expresslogon ; Express logon is supported

Debug detail console
EndTelnetParms

IBM Systems © 2008 IBM Corporation



FTP server definitions

EXTENSIONS

TLSMECHANT SM

SECURE FTP

SECURE LOGIN

SECURE PASSWORD

SECURE CTRLCONN

SECURE DATACONN

AUTH_TLS

ATTLS

ALT.OWED

NO_CLIENT AUTH

REQUIRED

CLEAR

CLEAR

: Enable TLS authentication

Server-specific or ATTLS

; ATTLSE - use ATTLS
; FTP - server-specific (D)

; Authentication indicator
: ALTLOWED (D)
; REQUIRED

; Authorization level indicator
; for TLS

; NO_CLIENT AUTH (D)

: REQUIRED

; VERIFY USER

; REQUIRED (D) - User must enter

password

; OPTIONAL - User does not have to

enter a password

; This setting has meaning only
; for TLS when implementing client
; certificate authentication

; Minimum level of security for

the control connection

: CLEAR (D)

SAFE
PRIVATE

; Minimum level of security for

the data connection

: NEVER
: CLEAR (D)

SAFE
PRIVATE

Enterprise Networking Solutions (ENS) and Transaction Processing Facility (TPF)

CIPHERSUITE, KEYRING, and
TLSTIMEOUT in FTP.DATA are ignored
when TLSMECHANISM is set to ATTLS.

PASSTVEDATAPORTS (50000,50200)
; Assign a range of ports to be
; used for passive data ports
; lowest valid port = 1024
; highest wvalid port = 65535
; There are no default values.

IBM Systems © 2008 IBM Corporation



Enterprise Networking Solutions (ENS) and Transaction Processing Facility (TPF)

Remember the EZB.INITSTACK SERVAUTH profile before enabling

TTLS on TCPConfig!

NAME

SERVAUTH

EZB.INITSTACK.*.* (G)

LEVEL OWNER

UNIVERSAL ACCESS YOUR ACCESS WARNING

00 USER1 NONE ALTER NO
USER ACCESS
USER1 ALTER
TCPCS READ

>When TCP/IP starts with TCPCONFIG TTLS specified, it will issue the following message

» EZZ4248E TCPCS WAITING FOR PAGENT TTLS POLICY

> From then on and until PAGENT has been started and installed the TTLS policies into the TCP/IP stack,
the TCP/IP stack will only allow users permitted to the EZB.INITSTACK.system.stack SERVAUTH profile

to establish connections.

» Make sure all your pertinent server address spaces (including PAGENT and OMPROUTE) run under user

IDs that are permitted to this profile.
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Netstat connection report with TTLS filter to see all ATTLS connections

ALLCONN APPLDATA TCP TCPCS

MVS TCP/IP NETSTAT CS VI1R9

State

FTP40211 00000683 Establsh
Local Socket:

User Id Conn

FTP40211 0000068B Establsh
Local Socket:

FTP40211 00000428 Establsh
Local Socket:

TN3270A O0000067E Establsh
Local Socket:

Application Data:
USER1 00000687 TimeWait
Local Socket:

:ffff:9.
Foreign Socket: ::ffff:9.

::fff£:9.
Foreign Socket: ::ffff:9.

::fff£:9.
Foreign Socket: ::ffff:9.

:fffFf: 0.
Foreign Socket: ::ffff:9. .
EZBTNSRV TCPABC83 TS010002 ET B

9.42.105.
Foreign Socket: 9.65.192.

STACK TITLES ( CONNT TTLSP

TCPIP Name: TCPCS

42 .105.45..4021
65.192.113..1543

42 .105.45..4021
49.152.174..2346

42 .105.45..4021
49.148.71..1178

42.105.45..2025

65.192.113..1541

45..50118
113..1544

17:00:13
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Netstat TTLS report for specific connection that is protected by ATTLS

(TT.S CO 683 DETAIL TCP TCPCS STACK TITLES N
MVS TCP/IP NETSTAT CS V1R9 TCPIP Name: TCPCS 17:01:31
ConnID: 00000683
JobName : FTP40211
LocalSocket: ( f£££:9.42,.105.45. .4021
RemoteSocket: ::fff£:9.65.192.113..1543
SecLevel: TL8 Version 1
Cipher: 2F TLS RSA WITH AES 128 CBC _SHA
CertUserID: N/A
MapType: Primary
TTLSRule: ABC-all-IPv4~1
Priority: 255
Localaddr: 0.0.0.0/0
LocalPort: 4021
Remoteaddr: 0.0.0.0/0
RemotePortFrom: 1024 RemotePortTo: 65535
Direction: Inbound
TTLSGrpAction: gactl
GroupID: 00000006
TTLSEnabled: on
CtraceClearText: Off
Trace: 6
syslogFacility: Daemon
SecondaryMap: Off
TTLSEnvAction: eActl~ABC FTP 4021
EnvironmentUserInstance: 0
< i TTLSConnAction: cActl~ABC FTP 4021
LespeRlete s LREEIIENE HandshakeRole: - _éerver
A Off V3Ciphersuites: 2F TLS_RSA WITH AES_128 CBC SHA
S on OA TLS RSA WITH 3DES EDE CBC SHA
LSS el Trace: 6
ResetCipherTimer: g ApplicationControlled: on
ApplicationControlled: Off SecondaryMap: on
HandshakeTimeout: 10 GSK SYSPLEX SIDCACHE: on
ClientAuthType: Required - -
GSK_SYSPLEX SIDCACHE: on
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WS_FTP Pro import CA certificate part 1/2

@ Ipswitch WS_FTP Professional
File Edit View Tools Help

> riD
a2

flexes

Pamord EEEXXEEFTE N Go !

4 b

Blank Connection Pane

You can fill this pane with a local or remote connection by clicking one of the links below:

= Open 3 Remote connection
) Aptiva_D_Copy_024ug2003 8/25/200—
F]AUTDEXEC.BAT 0 MS-.. 7/29/200 @ = Open a Local connection
) Backup_SharedDocs File ... 9/21/200
) Books File .. 7/19/200
“dBOOT.INI 201 Confi.. 9/2/2004
BOOTLOG.PRV 0 PRV.. 74 SJ"ZUD: Program Options
< | L3
69 object(s) - 2.68 GB General
Interet Connection
: Information Window =) Display
Source ;| Status [ | Tronstered [ Rate (.|  Time Leht Linked Foiders
#J& MySites... § Retrying [l1]174,573 / 3... 0.00 B T"’”ES:;:sm
=| SNTP ¥ Paused [=] 0/0 0.00 ASCHl Filenames
=] GskssL ¥ Pending |ﬂ| o/0 0.00 File Integrity
=-S5L
Chent Certificales
Tiusted Authorities
Transfer Manager Transfer History | Connection Log & SSH
Clent Keys
Tiusted Hosts
Select & OpenPGP
Keys
1 . "TOOIS" Compression
n H " Logging
2."Options Frewal
vy E-Mail Notifications
3. "Trusted Authorities” under SSL Active Edi

4. "Import" button

Browser Integration

Trusted Authorities

Issued To [ Issued By [ Ex
EleM, £s z/05 ca IBM, CS Z2/05 Ca
@IBM,CS Z/05 TCPSERV IBM, CS Z/05 Ca
EIBM,CS Z/05 TCPSERV IBM, CS Z/0S Ca

‘ ~
v

Cancel |
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WS_FTP Pro import CA certificate - part 2/2

e [T <] « Bk Find your downloaded
Base64-encoded Certificate
,,y@, . Authority certificate
Documents
@,
Desidop
My Documents
My Computer
My Network  File name: abcilsca.crt - Open p N
Places | = [ o= | Certificate X
Files of type: I LI Cancel |
Are pou sure you wish to add the following certificate as a
trusted authority?
lssuer: -
Organization: 1EM
Unit: SWwi
Common Name: MVS 098 Certificate Authority
Country: us
Subject
Organization: 1BM
Unit; SWiE
Common Name: MWS 098 Certificate Authority
Country: us
Time Valid: Jan 1 2007 04:00:00 GMT ThroughJan 1 20011 03:53:59
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Site Options - mvs098o Port 4021

Host Info
Startup
=1 Transfer
Extensions

Advanced
SSL
SSH
OpenPGP

Server lppe: | FTP/SSL (AUTH SSL)

Host type: IAutomatic Detect

v Werify deletions

Firewall INONE

Connection retries (0 - 40 attempts):
Connection retrw delay (5 - 300 seconds)
MNetwark timeout (5-3600 seconds)
Remaote port [usually 21):

Keep alive [10-3600 seconds]

Ll Lo] L

[V Use Passive mode for data connections
[ Force passive connections to use host address
™ Disable directory caching

—
o
-
oz
e

Cancel

Help

Enterprise Networking Solutions (ENS) and Transaction Processing Facility (TPF)

WS FTP Pro site manager - site options for SSL/TLS

Site Options - mvs098o Port 4021

Haost Info
Startup
=1 Transfer
Extensions
= Advanced
SSL
SSH
OpenPGP

SSL

If your server requires a client certificate for authentication
purposes, please select the certificate for this server below.

Client certificate:  |NONE ;l
[V Use at least 128hit SSL for secure connections

[ Use unencrypted command channel after SSL authentication
[~ Use unencrypted data channel

™ Use 55Lv3 anly

oK | Cancel Help
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WS FTP Pro sample FTP session log

rrli'inding Host mvs0980.tcp.raleigh.ibm.com ... A
Connecting to 9.42.105.45:4021
Connected to 9.42.105.45:4021 in 0.031250 seconds, Waiting for Server Response
Initializing SS8L Session
220-FTP40211 IBM FTP CS V1R9 at MVS098.tcp.raleigh.ibm.com, 15:37:30 on 2007-06-01.
220-*
220-* Welcame to the FTP server on MVS098.tcp.raleigh.ibm.can
220-* This system is used by Alfred for testing purposes.
220-* Any issues should be reported to
220-* Your host name is sig-9-65-198-155.mts.ibm.com
220-*
220 Connection will not timeout.
AUTH TLS
234 Security enviromment established - ready for negotiation
551 session NMOT set for reuse
55L Session Started.
Host type (1): IBM MVS
USER userl
331 Send password please.
FPASS (hidden)
230-*
2320-%* USER1 - welcome to the FTP server on MVS098.tcp.raleigh. ibm.com
230-* Login time and date is Fri Jun 1 15:37:32 2007
230-* The current working directory is USER1.
230-*
230 USER1 is logged on. Working directory is "USER1.".
Host type (I): IBM MVS
PBSZ 0
200 Protection buffer size accepted
PROT P
200 Data connection protection set to private
PWD
257 "'USERL.'" is working directory.
USER1. loaded from [Directory Listing Cache]DIR3C. tmp
. J
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FireFTP (Firefox browser secure FTP client plug-in)

“ mys098-4021 - FireF TP - Mozilla Firefox

LEX

File Edit View History Bookmarks Tools Help S
O O @ O) ﬁ @ a & chrome://fireftp/content/firafn.xul v @ r|_1 nogle 0Q
#Gotting Started £ Latest Headlines EjWRAL N CHNN £POIitiken Iyllands-Posten BBerIingske '@Washingtunpost & NY Times ? Reserve @Ga\ileo ViewTrip o= AIM o)
|0 1pswitch, Inc. - Downicad Center o3| & mvs008-4021 -FireFTR Q. v
Manage Accounts ©  mys098-4021 %\ Discornect Abart Log Preferences Advanced Help
b @ ciy ¥ Browse on @ v Change
QDI=eN ~ | name £ size | Type | Date = QD= Name ’ size | Type | Date |
Q[ABC_Root CiLotus Sep 172... 4 Qi [ )b390test 1KB Feb211. *
QI attchtmp )My Music Oct 10 20... O juser2 Ibin 17 KB Apr 24 1,.,
l3:)[:_“.|CF’STOOLS | ~Inotesébkp Feb 2 2006 —bld 1KB Feb 21 1...
QI JDelorme D... [ JNotesSOL Sep 17 2... (Jbuild1 1 KB Feb211...
QI Documents ... [ ZIpkware Oct 3 2005 Jbuild2 1KB Feb211...
Q[ downloade... [IProgram Files May 12 9.., Ibuild3 1 KB Feb 21 1...
C}@Drivers | —Jsdwork apr S 11:... o 1 Ibuild330 1KB Feb 21 1...
"-’;l‘jeconﬁg 4[ISHAREL06 Mar 3 2006 4| build4 1KB Feb211..
O Jepadm |ljswd Apr 5 11:... —builds 1KB Feb 21 1...
QI epricer N temp May 189.. (' i | Ibuilds 1KB Feb 21 1...
Qk'jfbfbaldlﬁd... I WINNT Jun11:0. (ZJCB390 1KB Feh 21 1...
QIGarmin FAapC Personal ... 4KB pl2 Jul 21 2006 copy 1 KB Feb 21 1...
QIBMTOOLS |#) apicin. icl 1kB il Nov 2 2005 Cetc 9 KB Feb 27 1...
QDicons =) apicin.rex 12KB rex Nov 2 2005 ihome 1KB Feb 21 1...
QD InterWise |®) apiserv. icl 1KB il Nov 2 2005 Clict 1 KB Feb 21 1..,
OIIsPF | ) apiserv.rex 11KB rex Nov 2 2005 Clidss I KB May 3 2005
l3:'l:_‘n‘Lc1tus [£) asmruntime. log SKB log unil2:2.. ) ipxwin_shr 1KB Feb 21 1...
Q@MV Music B aUTOEXEC.BAT 1KB bat Jan4 4:1... Ziris 1 KB Feb 21 1...
ZJ0= = = i
230-Processing FTPS.RC configuration file - USER2.FTPS.RC
230-HFS directory / is the current working directory
230 USERZ i1s logged on. Working directory is "/",
FEAT
211- Extensions supported @
SIZE
MMOTM b
Remote Listing: 56 object{s), 70.6 KB Binary ————————a
Done @ How: Partly Sunny, B6°F -y Sati 86°F -y Sumi B4°F <Zp

FireFTP does not understand MVS data sets, but only HFS files.
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Firefox import CA certificate - part 1/2

Options X
g . EX ——
© 2 % N ) 4 S
Main Tabs Content Feeds Privacy Security Advanced
General | Metwork | Update -Eneﬂfpﬁhn—l
- Protocols
™ Use ss1L 30 M ue TS 10

- Certificates
when a web site requires a certificate:

® Select ore automatically O Ask me every time

(View Certificateg (Eevocation Lists ) ( Verification ) ( Security Devices) © Certificate Manager

Your Certificates | Other People's | VWeb Sites \-ﬁuthorltlas—l

You have certificates on file that identify these certificate author ities:
Certificate Name ] Security Device [ E‘!l
#) E
“Autoridad de Certificacion Firmaprofesi... Builtin Object Token @
D ABAECOM, INC.
“ABA.ECOM Root CA Builtin Object Token
D AC Camerfirma SA CIF 482743287
?Chambers of Commerce Root Builtin Object Token
“-Global Chambersign Root Builtin Object Token
D ACL Time Warner Inc,
~A0L Time Warner Root Certification Au... Builtin Object Token
E “-40L Time Warner Root Certification Au... Builtin Object Token
QD AddTrust AR
ddTrust Class 1 CA Root Builtin Object Token
;....AHHTH int Caebmrim=sl A Damd O ail+ivm Cibsim=t Talrmm b
C o)
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Firefox import CA certificate - part 2/2

© Certificate Manager

Your Certificates I Other People's | Web Sites —Atlthﬂl'ltles-l

*You have certificates on file that identify these certificate authorities:

S CA CLASE1 Certification Authority Builtin Object Token
S CA CLASES Certification Authority Builtin Object Token

C A Tl ACC AT (Carbifie =kimn AniHaAr i O iilkinm Cilimed Talimin

Certificate Name l Security Device IEBI
é---GeoTrust Universal CA Builtin Object Token -
“-GeoTrust Universal CA 2 Builtin Object Token

(D GlobalSign nv-sa
“-GlobalSign Root CA Builtin Object Token

0 Government Roct Certification Authority @
“~Taiwan GRCA Builtin Object Token

DIBM
“MVSD98 Certificate Authaority Software Security Device

QIPS Internet publishing Services s.!.
~IPS Ca Chained Cas Certification Autho... Builtin Object Token

B@I@ Certificate Viewer:"MVS098 Certificate Authority

-Generd—l Details |

Issued To

Camrman Name (Ch} MYS098 Certificate authority

Organization (O) IBM

Organizational Unit (OU) SWG

Serial Number oo

Issued By

Common Name (CN) MYS098 Certificate Authority

Organization (O) (=4

Organizational Unit (OU  SWG

Yalidity

Issued On 12/31/2006

Expires On 12/31/2010

Fingerprints

SHAL Fingerprint J2:0B:FD:0E:CO:94:41:E4:9C:12:20:BC:99:00:F9:00:07 :BB:23:8E
MDS Fingerprint &4D:71:4C.CC:79.0E:9D:68:68:44:D02:21:33:60:45:77

Gy
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FireFTP connection setup and sample log

4 . .
220-FTP40211 IBM FTP CS5 V1R9 at MVS098.tcp.raleigh.ibm.com, 16:07:23 on 2007-06-01.
Account Manager i P g

-Mah-' chnectionl Advancedl 220-* Welcome to the FTP server on MVS098.tcp.raleigh.ibm.com
220-* This system is used by Alfred for testing purposes.

~ Main Details

220-* Any issues should be reported to
account Name:  [UEEipgiv=) 220-* Your host name is sig-9-49-152-174.mts.ibm.com
Host: mvs0980.tcp.raleigh.ibrm.com 220-%

220 Connecticn will not timecut.

D AUTH TLS
Login: Lser? 234 Security environment established - ready for negotiation
Password: **re** i . 0 .
- 200 Protection buffer size accepted
L Anerymous USER user2

331 Send password please.
PASS (password not shown)

L y

230-*
2320-% USER2 - welcamne to the FTP server on MVS098.tcp.raleigh.ibm.com
€ ok D ( cancel ) 230-* Login time and date is Fri Jun 1 16:07:26 2007

230-* The current working directory is USER2.
Account Manager @ 230-*

: - 230-Processing FTPS.RC configuration file - USER2.FTPS.RC
Main RSSO -lAdvancedl 230-HFS directory / is the current working directory

~ Connection Type 230 USER2 is logged on. Working directory is "/".
M Passive Mode ] 6 FEAT.
: v ) 211- Extensions supported
Security Auth TLS (Best) % Port: 4021
SIZE
 Initial Directories e
REST STREAM
Remate: i
(7] Keep directories in sync while navigating EI
PBSZ
PROT
211 End
FWD

257 "/" is the HFS working directory.

. HH ( Cancel ) \_
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URL

Content

http://iwww.ibm.com/systems/z/

IBM Mainframe

http://iwww.ibm.com/systems/z/hardware/networking/index.html

IBM Mainframe Networking

http://iwww.ibm.com/software/network/commserver/

Communications Server product overview

http://iwww.ibm.com/software/network/icommserver/zos/

Z/OS Communications Server overview

http://iwww.ibm.com/software/network/icommserver/z_lin/

Communications Server for Linux on system z

http://iwww.ibm.com/software/networki/ccl/

Communication Controller for Linux on system z

http://iwww.ibm.com/software/network/icommserver/library/

Communications Server products - white papers,
product documentation, etc.

http://iwww.ibm.com/systems/z/os/zos/bkserv/

z/O8 Internet library - PDF versions of z/OS
manuals (including z/OS CS)

http://iwww.redbooks.ibm.com

ITSO Redbooks

http://iwww.ibm.com/software/network/icommserver/support

Communications Server technical Support

http://iwww.ibm.com/support/techdocs/atsmastr.nsf/Web/TechDocs

Technical support documentation from ATS
(techdocs, flashes, presentations, white papers,
etc)

http://iwww.rfc-editor.org/rfcsearch.html

Request For Comments (RFQC)

http://publib.boulder.ibm.com/infocenter/ieduasst/stgvirl/index.jsp
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