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z/OS CS Networking Policy

Infrastructure Overview

IBM Systems © 2008 IBM Corporation



In Z/OS V1RY9, the general z70S Communications Server policy infrastructure supports:

QoS - Networking Quality of Service policies (TOS, Differentiated Services,
VLAN priority, QDIO priority queues, etc.)

IDS - Intrusion Detection/Defense Services policies - scan, attack, flooding
AT-TLS - Application Transparent Transport Layer Security (SSL/TLS) policies

IPSec IP filters - IP filter policies - deny, permit

( 2/0s ¢S networking N
policies dynamically
alter the way selected
types of IP traffic is
treated by TCP/IP on
z/0S and in some cases
how traffic is treated
by equipment in the

& network )

IPSec VPNSs - Virtual Private Network policies - manual and dynamic VPN tunnel policies

PBR - Policy-based Routing policies - select network interface, first-hop router,

The general 2Z0S Communications Server policy infrastructure consists of:

MTU size

Policy Agent - installs and maintains policies in TCP/IP stacks (required for all policy types)

TRMD - formats and sends messages from the TCP/IP stack to SyslogD (required for all policy types)
SyslogD - UNIX System Services logging focal point (required for all policy types)

IKED - Internet Key Exchange Daemon, used for dynamic VPNs (required for [IPSec dynamic VPNS)
NSSD - Network Security Server, centralized network security server (optional for IPSec VPNS)
RSVPD - Resource Reservation Protocol Daemon, QOS integrated services (optional for QoS)

NSLAPM2 - QoS SNMP subagent (optional for QoS)

DMD - Defense Manager Daemon (dynamic defensive IP filters - added by z/OS V1R10 CS)

IBM Systems : - Paged
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Which address spaces are needed for what?

> Sample LPAR configuration with common INET and two TCP/IP stacks (Stack1 and Stack2) that

both need networking policy support

Shared by all stacks on the LPAR Stack1 Stack2
PAGENT NSSD IKED RSVPD SYSLOGD TRMDA NSLAPM2A TRMDB NSLAPM2B
(note 1)
QoS Required Optional Required (Required) Optional (Required) Optional
IDS Required Required Required Required
AT-TLS Required Required
IPSec filters Required Required Required Required
IPSec static . . . .
VPNs Required Required Required Required
IPSec
dynamic Required Optional Required Required Required Required
VPNs
PBR Required Required

> Note 1: NSSD is really shared by all stacks in all LPARs in the NSSD domain (which could be a Sysplex or spa

multiple Sysplex environment)

> The basic infrastructure that is needed for most of the policy types consists of
» Per LPAR: Policy Agent, SyslogD
» Per stack: TRMD

IBM Systems © 2008 IBM Corporation
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Configuration and Policy definitions Manuel edit Configuration
(ISPF) Assistant
Configuration files
Policy Agent configuration file Yes No
SyslogD configuration file Yes No
IKED configuration file Yes Yes
NSSD configuration file Yes Yes
RSVPD configuration file Yes No
Policy definition files
QoS Policy file Yes Yes
IDS Policy file Yes Yes
ATTLS Policy file Yes Yes
IPSec Policy file Yes Yes
PBR Policy file Yes Yes

Most of the policy infrastructure
components (address spaces you
start) use a combination of
configuration files, environment
variables, and start options to
control their start up processing

Per stack and policy type that you
want to use, you must define a
policy definition and store that in a
file, which Policy Agent reads durir
policy activation

> All the above files can be either HFS files or MVS data sets, including members of PDS(E)

libraries.

~ | (personally) prefer MVS PDS(E) members for the following reasons:
— | already have an MVS PDS(E) library structure in place for LPARs and TCP/IP stack configurations, such as

PROFILE, OMPROUTE, etc.

- There typically already is a backup/restore mechanism in place for these configuration data sets
— Existing change management procedures are often based on PDS(E) library structures with staging, production,

and backout libraries

— Standard RACF profiles control who can access them in what way

IBM Systems
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SyslogD and TRMD
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SyslogD overview

MVS operations
log (OPERLOG)
and/or MVS
Console

somehost myhost

SyslogD Config HFS log files

_ ; UDP Port 514 ,-
syslogd -i i syslogd -N dgeeeeeeeeeeeenaee i

Local SyslogD |-, ENetwork SyslogD :

Local log message (/dev/log) > Local SyslogD is required for a Policy implementation
~ Network SyslogD is optional
Local Local > SyslogD configuration file
application A application B ~ Can be an MVS data set, PDS(E) member, or an HFS file
Policy Agent, IKED, NSSD, TRMD, etc. - SyslogD Iog files

» Must be HFS files

IBM Systems © 2008 IBM Corporation
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> All messages to SyslogD are sent from local applications (using an AF_UNIX socket:
/dev/log) along with information about facility name, priority, jobname, and user ID

> SyslogD configuration rules use this L AE R n Y destisdales
information to determine where to userid. jocbname. facility.priority destination
. . hostspec) . facility.priorit destination
send the message that is being logged s A o
Facility names Priority values
user Message generated by a process (user). emerg/panic A panic condition was reported to all processes.
mail Message generated by mail system. alert A condition that should be corrected immediately.
news Message generated by news system. crit A critical condition.
uucp Message generated by UUCP system. err{or) An error message.
daemon This facility name is generally used by server processes. warn(ing) A warning message.
~ The FTPD server, the RSHD server, the REXECD server, the SNMP notice A condition requiring Specia| hand"ng_
agent, and the SNMP subagent use this facility name to log trace . . .
messages. info A general information message.
auth/authpriv Message generated by authorization daemon. debug A message useful for debugging programs.
cron Message generated by the clock daemon. none Do not log any messages for the facility.
Ipr Message generated by the (USS Ip command) print client. * Place holder used to represent all priorities.
local0-7 Names for local use. .
= The 2/OS UNIX Telnet server uses the locall facility name for its log Destinations
messages. . .
mark Used for logging MARK messages. /hfs-file-name HFS file name
@host A syslog daemon on another host
kernel Kernel log messages. 1 2 A list of
» z/O8 does not generate any log messages with the kernel facility, and it useri,users,... ISt oF users.
does not accept log messages from local applications with the kernel {dev/console The MVS console.
facility. However, syslogd on z/OS is capable of receiving log messages
over the network from other syslog daemons using the kernel facility. ldevloperlog The MVS operlog Iog stream.
The kernel facility can be used in rules to direct these log messages to $SMF SMF record 109

specific destinations.
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SyslogD HFS file location and naming

> Location:
= Suggest you put them into a separate file system

- Reduce impact of SyslogD message flooding on other file systems and applications
- Simplifies monitoring for file system full-conditions (or approaching file system full)

> File names:

» Two options
- Fixed names
» fvar/syslog/logs/syslog.log

- Variable names with symbol substitution, such as day, month, year being part of the directory and/or file name
(requires that you implement some kind of automation that makes SyslogD re-initialize every midnight)

» fvar/syslog/%Y/%m/%d/syslog.log
» My (personal) preference is fixed hames

- Easier to know which file to look into - always the same directory and file names

= | find it easier to implement an archival process that works both at regularly scheduled intervals (such as every
midnight) and that works at unscheduled points in time (such as when file system approaches full-condition durin

the middle of the day)

# USER1.TCPCS.TCPPARMS (SYSLOGDL)

#

* % /var/syslog/logs/syslog. log
* TRMD1.* . * /var/syslog/logs/trmd. log

* | TCPCS* . * * /var/syslog/logs/tepes.log
* INETD* .* % /var/syslog/logs/inetd. log
* OSNMP¥* . * _ * /var/syslog/logs/osnmpd. log
* PAGENT* . * % /var/syslog/logs/pagent. log
* FTP* * % /var/syslog/logs/£ftp.log

* NAMED* . %, % /var/syslog/logs/named. log

If 2 message meets the criteria of
multiple rules, it will be written to
multiple destinations (in this
example, all destinations are files).

| IBM Systems © 2008 IBM Corporation
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Starting SyslogD

(//SYSLOGDL PROC Y ¢
//* - Create log files and
//* Start SyslogD directories
e -u
//SYSLOGD EXEC PGM=SYSLOGD,REGION=OK, TIME=NOLIMIT, - Include userlD and
// PARM= (' POSIX (ON) ENVAR(" CEE ENVFILE=DD:MYENV") ', jobname
// '/ - -u -i -f //''USERI.TCPCS.TCPPARMS (SYSLOGDL) ' ' ')
//SYSPRINT DD SYSOUT=* }
//MYENV DD DSN=USER1.TCPCS.TCPPARMS (SYSLOGEV) ,DISP=SHR - Local-only mode
//SYSIN DD DUMMY -f
//SYSERR DD SYSQUT=* » Here is your
//SYSOUT DD SYSOQUT=* configuration file
//CEEDUMP DD SYSOUT=*

9 J

> SyslogD is a UNIX process that will start and then ‘fork’ into another process
~ If you use a procedure name that is less than 8 characters in length, the resulting address space name will
be your procedure name suffixed with one - S SYSLOGD - the resulting address space will be SYSLOGD1

= If you use a procedure name of 8 characters, the resulting address space name will have the same name as
your procedure name - S SYSLOGDL - the resulting address space will also be named SYSLOGDL

> SyslogD does not accept an MVS console STOP command

> You can stop it using UNIX services if you know what the Process ID (PID) is
— SyslogD stores its PID in /etc/syslog.pid
- A network-only SyslogD stores its PID in /etc/syslog _net.pid
» You can stop it by cancelling the address space (this is where you need to know the resulting address space
name)
—C SYSLOGD1 -or-C SYSLOGDL

IBM Systems
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Archiving SyslogD HFS files without losing any messages (!)

o Al

SyslogD has trmd.log is SyslogD continues
opened and renamed to to write to the file

writes to trmd.log.renamed that is now named
trmd.log trmd.log.renamed

>You can run this process as many
times as you want/need to during
the day

I

@I
Signal SyslogD to
re-initialize which
makes SyslogD
close
trmd.log.renamed
and create a new
trmd.log to which it
starts to write,
freeing up
trmd.log.renamed

> Sample REXX USS services to rename and signal SyslogD:

- address syscall 'rename’ oldname newname
» address syscall 'kill' NetworkSyslogDPID SIGHUP

I -
@l Time
Archive
trmd.log.renamed
and delete
trmd.log.renamed
after the archival is
done

> Sample REXX code to determine if the SyslogD file system is approaching full condition

used = 0

address Syscall 'open /var/syslog/logs/trmd.log' o rdonly

if retwval <> -1 then do
fd = retval
address Syscall 'fstatvEs' f£d st.
used = st. stfs_inuse*lOO/st. stfs total
address Syscall 'close' f£d

end

IBM Systems © 2008 IBM Corporation
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Sample archival job to GDG data set

r//ARCHSYSL JOB 1,ALFRED,CLASS=A,MSGCTLASS=X,NOTIFY=USERL h
£/*
//* Archive a SYSLOGD file to a GDG data set
/7% _
//ARCHIVE EXEC PG¢=IKJEFTO1,DYNAMNBR=20 - Copy the HFS file to GDG(+‘|)
//SYSTSPRT DD SYSOUT=*
//SYSOUT DD SYSOUT=* MVS data set
//LOGFILE DD PATH='/var/syslog/logs/trmd.log.renamed',
/7 PATHOPTS= (ORDONLY)
//SYSPRINT DD SYSOUT=*
//GDGOUT DD DSN=USERL.ALFRED.TRMD.LOG(+1) ,
/7 DISP=(,CATLG,DELETE) ,
/7 UNIT=3390,VOL=SER=DB2ABC,
“ SBACE=(CYL, (1,1)) , If delete produced errors, print
/7 DCB= (RECFM=VB , LRECT=1024 , BLKSIZE=0) .
//SYSTSIN DD * them out to a SYSOUT file
OCOPY INDD (LOGFILE) OUTDD (GDGOUT) - \
/7 /7 *
//* Delete the archived SYSLOGD file //* Copy stdout and stderr from the delete
/7 //* step to a sysout file
//DELETE EXEC PGM=BPXBATCH,COND=(0,LT), //*
(// PARM='SH rm /var/syslog/logs/trmd.log.renamed’ / /COPYPRT EXEC PGM=IKJEFTO1l, DYNAMNBR=20
//STDOUT DD PATH='/tmp/archsysl.stdout’, //SYSTSPRT DD SYSOUT=*
/7 PATHMODE=S8TRWXU , PATHOPTS= (OWRONLY , OCREAT) //SYSOUT DD SYSOUT=*
//STDERR DD PATH='/tmp/archsysl.stderr', //STDOUT DD PATH='/tmp/archsysl.stdout',
/7 PATHMODE=SIRWXU , PATHOPTS= (OWRONLY , OCREAT) /7 PATHOPTS= (ORDONLY)
L y //STDERR DD PATH='/tmp/archsysl.stderr',
/7 PATHOPTS= (ORDONLY)
; //SYSPRINT DD SYSOUT=*%
~ Dele_te the HFS flle When //HESOUT DD SY¥SOUT=*,DCB=(RECFM=V,LRECL=256)
archival done successfully //SYSTSIN DD *
OCOPY INDD (STDOUT) OUTDD (HFSOUT)
OCOPY INDD (STDERR) OUTDD (HFSOUT)
/%
//

IBM Systems © 2008 IBM Corporation
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> The lines are very long (up to 1024 characters)
= If you log in to the Z/OS UNIX Telnet server, the telnet client will fold the lines onto as many lines as needed

¢+ Select Telnet 9.42.104.161

perf_send_msg_to_SD<{>: Sending 2 default fractions to the stack

Jul 3 12:38:85 MUSB98/ICPCS PAGENT Pagent[167788321: LOG
nnect_to_listener: EZZ87761 PAGENT ON TCPCES CONNECTED TO 192.

Jul 3 12:38:85 MUS@?98/ICPCS PAGENT Pagent[167780321: EUENT
nd_frns_to_8D: Sending fractions to the stack. 2 headers., § entries

Jul 3 12:39:85 MUSB98/ICPCS PAGENT Pagent[167780321: EUENT :807: polic
peif_get_sampling_ﬂata(): Obtained 3 policy performance data entries from the
ac

Jul 3 12:39:85 MUSB98/ICPCS PAGENT Pagent[lﬁ??ﬂﬂ32] EUENT :@87: pgos
fresh_perf_cache: Refreshing cache with 3 performance entrie

Jul 3 12:39:85 MUSA98/ICPCS PAGENT Pagent[167780321: EUENT :@B?7: pgos
fresh_perf_cache: Refresh complete: Hsla=3, Hcache=2, #SL=1, #icacheSL=1

Jul 3 12:39:85 MUS@98/ICPCS PAGENT Pagent[iﬁ??ﬂﬂ32]: EVUENT :887: polic
perf_send_msg_to_8SD{)>: Sending 2 default fractions to the stack

Jul 3 12:39:85 MUSB98/ICPCS PAGENT Pagent[1677808321: EUENT :088: pgos
nd_frns_to_SD: Sending fractions to the stack., 2 headers., 3 entries
USER1 : /var/syslog/logs:

~ With ISPF browse, you need to scroll right/left many times, which is confusing

(Jul 3 12:40:05 MVS098/TCPCS  PAGENT Pagent[16778032]: EVENT :007: pgos re |  scrollright to
Jul 3 12:40:05 MVS098/TCPCS PAGENT Pagent[16778032]: EVENT :007: pgos_re see the
Jul 3 12:40:05 MVS098/TCPCS PAGENT Pagent[16778032]: EVENT :007: policy remaining
Jul 3 12:40:05 MVSO98/TCPCS  PAGENT Pagent[16778032]: EVENT :008: pqgos se rr:laer;(ssggc::the

L khkkkkkkhkhkhkhkhkkkhkkkkkhkhkhkkrkkkkxkkxkx* Bottom of Data ***hkhkkkkhkhkhhkhhkhhhhhhhhhhhhkhhhhkk y

~ You may want to create some customized REXX logic to browse the SyslogD files
i Jul 3 12:43:05 EVENT :007: pgos refresh perf cache: Refreshing cache with 3 B
performance entries
Jul 3 12:43:05 EVENT :007: pgos refresh perf cache: Refresh complete: #sla=3
#cache=2, #SL=1, #cacheSL=1
\ hkkkkhkkhhkhhhkhkkdkhkdhhkhkhkdkkkkhkdxdxdhxd* BOTTOM OF DATA **dkkkkhkhhkhkkdhhhkhhhddhkhdhhkhrhhhkd y
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TRMD

~TRMD is stack-specific
~ It determines which stack to use based on the TCPIPJOBNAME in its resolver configuration file

>TRMD procedure

r ™
/ / TRMDA PROC

/[/*

/ / TRMD EXEC PGM=EZATRMD ,REGION=4096K, TIME=NOLIMIT,

// PARM=('POSIX(ON) ALL31(ON)',

// 'ENVAR("_CEE_ENVFILE=DD:MYENV")/')

/ /MYENV DD DSN=USERI1.TCPCS.TCPPARMS (TRMDENV) ,DISP=SHR
//SYSPRINT DD SYSOUT=*

//SYSERR DD SYSOUT=*

//SYSOUT DD SYSOUT=*

\//CEEDUMP DD SYSOUT=*

J

>TRMD environment variables in my USER1.TCPCS. TCPPARMS(TRMDENV) member:
— RESOLVER_CONFIG=//USER1. TCPCS.TCPPARMS(TCPDATA)'

>TRMD forks, so the resulting address space becomes TRMDA1 in this example

» TRMD does support a STOP command
- P TRMDA1

~ TRMD can also be stopped via a UNIX kill command, but it doesn't store its PID in any specific file
(you can still determine it by using a "ps -ef | grep TRMD" command)

IBM Systems © 2008 IBM Corporation
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Policy Agent (PAGENT)
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One way of structuring the Policy Agent configuration and policy files

[USER1.TCPCS.TCPPARMS(PAGTCONF

TcpImage TCPCS //'USER1.TCPCS.TCPPARMS (PATCPCS) ' FLUSH 600
TcpImage TCPCS2 //'USER1.TCPCS.TCPPARMS (PATCPCS2) ' FLUSH 600

USER1.TCPCS.TCPPARMS(PATCPCS2)| USER1.TCPCS.TCPPARMS(PATCPCS)
TTLSConfig //'USER1.TCPCS.TCPPARMS (ATTLS) ' FLUSH PURGE
QosConfig //'USER1.TCPCS.TCPPARMS (QOS) ' FLUSH PURGE
IDSConfig //'USER1l.TCPCS.TCPPARMS (IDS) ' FLUSH PURGE
IPSecConfig //'USER1.TCPCS.TCPPARMS (IPSEC) '

USER1 .TCPCS.TCPPARIVIS(ATTLS)I

TTLSRule ... USER1.TCPCS.TCPPARMS(IPSEC)|

IpFilterRule. . USER1.TCPCS.TCPPARMS(QOS)|

'''' USER1 .TCPCS.TCPPARIVIS(IDS)l

IBM Systems
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Policy Agent start procedure and envionment variables

> Policy Agent start procedure

r

/ /PAGENT PROC P='-d 0'

//*

//* Policy Agent start procedure

//*

/ /PAGENT EXEC PGM=PAGENT, REGION=0K, TIME=NOLIMIT,

// PARM='POSIX (ON) ALL31 (ON) ENVAR( " CEE ENVFILE=DD:MYENV" ) /&P
//*

/ /MYENV DD DSN=USER1l.TCPCS.TCPPARMS (PAGTENV) ,DISP=SHR

//SYSPRINT DD SYSOUT=*
//SYSOUT DD SYSOUT=*
//CEEDUMP DD SYSOUT=* ,DCB=(RECFM=FB,LRECL=132,BLKSIZE=132)

.

> Policy Agent environment variables

PAGENT CONFIG FI LE=//'USER1. TCPCS . TCPPARMS (PAGTCONF) '
PAGENT LOG FILE=SYSLOGD
RESOLVER_CONFIG=// '"USER1.TCPCS. TCPPARMS (TCPDATA) '

IBM Systems © 2008 IBM Corporation
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Policy Agent root and stack-specific configuration files

> Policy Agent configuration file

7
##

## USER1.TCPCS.TCPPARMS (PAGTCONF)

## Policy Agent root configuration file that is pointed to be
## the PAGENT CONFIG FILE=//'USER1.TCPCS.TCPPARMS (PAGTCONF) '
## environment variable when starting Policy Agent

## Image: mvs098 - Stack: TCPCS

##

TcpImage TCPCS //'USER1.TCPCS.TCPPARMS (PATCPCS) ' FLUSH 600
##

## Image: mvs098 - Stack: TCPCS2

##

( TcpImage TCPCS2 //'USER1.TCPCS.TCPPARMS (PATCPCS2) ' FLUSH 600

> TCPCS stack-specific Policy Agent configuration file

(
## USER1.TCPCS.TCPPARMS (PATCPCS)

## This configuration is pointed to from the Policy agent
## root configuration file for stack TCPCS on mvs098

##

TTLSConfig //'USER1.TCPCS.TCPPARMS (ATTLS) ' FLUSH NOPURGE
QoSConfig //'USER1l.TCPCS.TCPPARMS (Q0OS) ' FLUSH NOPURGE
IDSConfig //'USER1.TCPCS.TCPPARMS (IDS) ' FLUSH NOPURGE
IPSecConfig //'USER1.TCPCS.TCPPARMS (IPSEC) '

| ##

v

IBM Systems © 2008 IBM Corporation
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What does FLUSH/NOFLUSH and PURGE/NOPURGE mean?

>Policy definitions are stored both inside Policy Agent and the TCP/IP stacks

> There may be differences - time-based policies exist in Policy Agent, but only in th
stack when the time interval is current

~ You may have shut Policy Agent down, but the stacks may retain their policies

Policy Agent start-up, add i Policy Agent shutdown, or
TCP/PEPImage, or Refresh delete TCP/PEPImage
FLUSH i NOFLUSH PURGE | NOPURGE
OLD =~ NEW OLD+Delta oLD oLD
Policy
Agent e
E O-I_.E"" NEW ; E).I:I_D.-I.-Delta E OLD E OLD
TCP/IP SR B '
Stack N o
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FLUSH/NOFLUSH and PURGE/NOPURGE - more details

Parameter

When used

Results

FLUSH and NOFLUSH

Used after policies are read without

errors, when triggered by the

following events:

» Policy Agent starts up

~ TCPImage or PEPInstance
statements are added

~ Modify REFRESH command

For FLUSH:

~ All policies are deleted from Policy
Agent and the TCP/IP stack

» QOS policy statistics are reset to O

For NOFLUSH

~ No policies are deleted from Policy
Agent or the TCP/IP stack

~ Policies removed from the
configuration are not deleted from
the Policy Agent or the TCP/IP
stack

PURGE and NOPURGE

Used at

» Policy Agent shutdown

» TCPImage or PEPImage
statements are deleted

For PURGE:
~ All policies are deleted from Policy
Agent and the TCP/IP stack

For NOPURGE:

» All policies are deleted from Policy
Agent

~ No policies are deleted from the
TCP/IP stack

PBR - Cannot be configured; will always do FLUSH and NOPURGE
IDS - Configurable (TCPImage/PEPImage, IDSConfig)

IPSec - Cannot be configured; will always do FLUSH and NOPURGE
QoS - Configurable (TCPIMage/PEPImage)

AT-TLS - Configurable (TCPImage/PEPImage, TTLSConfig)

IBM Systems © 2008 IBM Corporation



Enterprise Networking Solutions (ENS) and Transaction Processing Facility (TPF)

Sample policy definition file (snippet of ATTLS policies)

> Policy Agent ATTLS policy file for stack TCPCS on LPAR mvs098

r

#i
##
##
##
#i#
##
##
#i#
##
#i#
##
##
#i
#i#
##
##

AT-TLS Policy Agent Configuration file for:
Image: MVS098
Stack: TCPCS

Created by the IBM Configuration Assistant for z/0S Communications Server

Version 1 Release 9

Backing Store = 'USER1.ALFRED.POLICY.BACKSTOR (DEFAULT) '

FTP History:

2007-06-05 10:02:27 nuserl to mvs098o.tcp.raleigh.ibm.com
Connections to QDIO4: just TLS, DVIPAl: TLS w. client auth

2007-06-05 09:39:25 +userl to mvs098o.tcp.raleigh.ibm.com
Added application control for TN3270 server port 2025

2007-06-01 01:36:13 wuserl to mvs098o.tcp.raleigh.ibm.com
Added FTP port 4021 to ATTLS configuration

2007-06-01 12:54:27 nuserl to mvs098o.tcp.raleigh.ibm.com

## Support for TN3270 server port 2025 (only ATTLS port in this config
##
TTLSRule Conn to QDIO4~1
{
LocalAddrRef addrl
RemoteAddrSetRef addr?2
LocalPortRangeRef portR1

T+t (Many more statements) +++++++++++++++

»
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Policy Agent does not fork after it has been started, so the resulting address space name is the
same name as you started (typically PAGENT)

Policy Agent supports MVS console modify commands

An F PAGENT,REFRESH command can be used to ask PAGENT to reread all its configuration and
policy flat files and re-install those

Useful after you have made an update to your policy flat files

A REFRESH command will refresh all policies

i N\
12.33.57 £ pagent,refresh

12.33.57 EZZ8443I PAGENT MODIFY COMMAND ACCEPTED

12.33.58 EZZ87711I PAGENT CONFIG POLICY PROCESSING COMPLETE FOR TCPCS : IDS
12.33.58 EZZ87711I PAGENT CONFIG POLICY PROCESSING COMPLETE FOR TCPCS : QOS
12.33.58 EZZ8771I PAGENT CONFIG POLICY PROCESSING COMPLETE FOR TCPCS : TTLS

\.

Policy Agent also supports an F PAGENT,UPDATE command that can be used to have PAGENT
only update those policies that have been changed as opposed to doing a total refresh

12.35.37 £ pagent,update
12.35.37 EZZ84431 PAGENT MODIFY COMMAND ACCEPTED
12.35.37 EZZ87711 PAGENT CONFIG POLICY PROCESSING COMPLETE FOR TCPCS : NONE

Policy Agent can be stopped using a P command

P pagent J
: Page 25
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Monitoring which policies Policy Agent currently manages

> The pasearch command is a UNIX shell command that uses a Policy Agent programming
interface to retrieve details about the policies Policy Agent currently knows about

Date:
TTLS Instance Id:

policyRule:

Rule Type:
Version:
Weight:
Priority:

No. Policy Action:

policyAction:
ActionType:
Action Sequence:
policyAction:
ActionType:
Action Sequence:
policyAction:
ActionType:
Action Sedquence:
Time Perjiods:

Day of Month Mask:

First to Last:
+

r
USER1: /u/userl: >pasearch -A -t

TCP/IP pasearch CS V1R9 Image Name: TCPCS

07/05/2007 Time: 13:00:02
1183653238

Conn to QDIO4~1

TTLS

3 Status:

255 ForLoadDist:

255 Sequence Actions:

3

gActl

TTLS Group

0
eActl~ABC FTP 4021
TTLS Environment

0

cActl~ABC _FTP 4021
TTLS Connection

0

11111111111111111111311111111111

++++ (much more output) +++++

Active
False
Don't Care
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What's the difference between pasearch and netstat?

> pasearch

=~ Tells you what Policy Agent knows about, which is the full content of the current policy definition files. This include
time-based policies that may not currently be active.

> netstst

- Tells you what the stack knows about, which is the currently active policy definitions that Policy Agent has installec
into the stack.

» There are not netstat reports for all policy types
- SLAP - QoS policies
= DS - IDS policies
—TTLS - AT-TLS connections

=

Local
networking
policies

- Policy Agent: Install
and maintain
PGSGOI"C"I policies in TCP/IP
components
IP Packet l l l l
L |
netstat |e— IDsS PBR g cc T QoS AT-TLS
Policies Policies 11%:12: Policies | | Policies Log buffers zIOS
— = = TCPIIP
Stack
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Pasearch is a UNIX shell command only - what about TSO and

NetView environments?

\.

/* rexx */
parse arg input

parse var input number mycmd
if datatype(number,'N') then
maxlines = number
else do
maxlines = 9999
mycmd = input
end

if syscalls('ON')>3 then do
say 'Unable to establish the SYSCALL environment'’
return
end
environment. 0
environment.1l " PATH=/bin: /usr/sbin"
environment.?2 "LIBPATH=/1ib: /usr/1ib"
call bpxwunix mycmd, ,stdout. ,stderr. ,environment.

2;

outlines = 0
if stdout.0 > 0 then do i=1 to stdout.O
if i > maxlines then do

x=maxlines
parm='MAX output lines ('||x]|]|') reached'
parm=parm||' - report truncated'
say parm
leave
end

say stdout.i
outlines = outlines + 1
end

’
if stderr.0 > 0 then do i=1 to stderr.0
if i > maxlines-outlines then do
X=maxlines
parm='MAX output lines ('||x]|]|') reached’
parm=parm||' - report truncated'
say parm
leave
end
say stderr.i
end
exit

IBM Systems © 2008 IBM Corporation

\.

~From TSO:

~ abcemdts '30 pasearch -A '
= or without limiting output lines:

- abcemdts 'pasearch -A -t

> From NetView:
» netvasis abccmdts 'pasearch -A '

> This sample REXX can be used with other UNIX

Shell commands, such as
- trmdstat
- ipsec
- nssctl
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Configuration Assistant
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Configuration Assistant for z/OS CS networking policies

w About IBM Configuration Assistant for z/OS Communications Server E]
Version 1 Release 9. Base
TueJun 05 13:44:34 EDT 2007

™ Configuration Assistant - Current Backing Store (Read-Write) = ‘'USER1.ALFRED.P... E]@@
File Edit Perspective Help

Main Perspective

Conﬁguration ASSlStant C?nfiguralioh Assistant Navigati... : | i
for z/0S Communications Server - "‘.’”’* with /05 Image

] =4 Image - MY5038
Version 1, Release 9 ‘ Stack - TCPCS
--@ Stack - TCPCS2
‘@ Stack - TCPCS3

2/05 Communication Server technologies

Select the technology you want to configure and click Configure.

Technology Description
AT-TLS Application Transparent - Transport Layer Security A
IPSec IP Security Descripti
DS Intrusion Detection Services
NSS Network Security Services
QoS Quality of Service
(c) Licensed Materials - Property of IBM Corp. (c) Copyright by IBM Corp. and other(s) 2006, 2007. PRR Balicn B acad Ratinn 5]
All Rights Reserved. U.S Govemment Users Restricted Rights - Use, duplication or disclosure 4 | >
restricted by GSA ADP Schedule Contract with 1BM Corp.. 1BM Is a registered trademark of « . e
IBM Corp. in the U.S. and/or other countries. Java and all Java-based trademarks are —_— Configure
trademarks of Sun Microsystems, Inc. in the United States, other countries, or both. Java

“Work with settings for /05 Images

[ Add a New 2/0S Image. .. J

To work with a specific 2/05 Image or TCP/IP Stack, select the 2/0S Image or T...

> Download of the Configuration

Assistant for z/OS CS V1R7, VIRS,
and V1R9:

http:/mww.ibm.com/support/docview.wss?rs=852&context=SSSN3L &dc=D400&uid=swg24013160
&loc=en_ US&cs=UTF-8&lang=en&rss=ct8520ther
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> The configuration assistant tool reads and stores all policy-related information in binary form in the
backing store file
» Think of it as a binary version of all your z/OS CS networking policy definitions
= You can maintain policies for many LPARS, stacks, and policy types in a single backing store file
~ |f all policies are maintained by the same people, then | use a single backing store file per sysplex
— Allows me to reuse some of the defintions, such as traffic descriptors across stacks
> The backing store file may reside on your Windows workstation, on a LAN server (SMB server), or on
z/OS in an HFS file or MVS data set

~ If on z/OS, open/save of the backing store file results in an FTP transfer to/from z/OS

~ The backing store file is protected against updates by more than one user at a time
—Locking technology allows one user to update, others to access in read-only mode

>When a policy has been created, the configuration assistant can generate the policy flat file that can b
read by Policy Agent - and transfer it to z/OS using FTP

> The policy flat file is a text file that is read by the Policy Agent

= While the flat file can be altered with a text editor, such as ISPF, any such changes are not reflected back into the
backing store file. As such, we recommend that you make any required changes through the Configuration Assistan
and then re-upload the new flat files.

USER1.TCPCS. TCPPARMS(ATTLS)
USER1.TCPCS.TCPPARMS(QOS)
USER1.TCPCS.TCPPARMS(IDS)
USER1.TCPCS. TCPPARMS(IPSEC)

Generate and transfer

Configuration
Assistant

X Backing| T25fer (FTP) i Backing!

Store .. Store ./
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Backing store file can in z/OS V1R9 be saved on z/OS

> Allow backing store files to be stored on z/OS DASD via FTP directly from the Configuration

Assistant

> The Configuration Assistant saves the user’s configuration data in a file called the backing store

file.

» Users can manage different sets of configuration information by keeping them in different backing store files.

= In V1R9, backing store files can now be stored on z/OS DASD using FTP as well as on the local file system.
This allows for easier sharing of backing store files between multiple users.

= Preferences

(s) 2/05 DASD
Host name:
Port humber:
User ID:
Password:

[]Use SSL

Backing Store Files | Message_

() Local or LAN DASD

..............

fg] = Host File Location fg]

FTP file including full path

File name and location: | Luserl . alfred. policy. back stor[default)’ |

| L ok i Coca N Heo J

'| mvs0980.tcp.raleigh.ibm. com

userl

®
—_

‘H"Hﬂﬂ"ﬂ"ﬂ’l

D ata transfer mode

(&) Default () Passive () Active

= Information:

~ You are now working on backing store file;
1 ) 'USER1 ALFRED POLICY BACKSTOR[DEFAULT)

[

0K ][ Cancel J[ Help ]
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Protecting against inadvertant overlapping updates - backing store file
locking mechanism is now in place

>When a backing store file is opened in the Configuration Assistant, a lock file is created which
contains a lock ID value, and the date and time at which the lock file was created.
» When you specify "Local or LAN DASD" as your preference, you may create a lock |ID value of your own or use
the host name of the workstation which is running the Configuration Assistant.

~ When you specify "z/OS DASD" as your preference, the lock ID value is the user id that is used to establish the
FTP connection.

~ |If needed, the locking mechanism can be circumvented by manually deleting the lock file.

> The backing store locking solution was developed as part of z/OS V1R9, but has been rolled back
to the z/OS V1R7 and V1R8 configuration assistant

= Error: rg]

Lock cannot be obtained for backing store file:

& C:\Program Files\IBM\zCSConfigAssist\V1R9\files
File Edit Yiew Favorites Tools Help
@Back - & ? /jj Search ||~ Folders | [Tif]v

sddress |23 C:\Program Files\IBW\ZCSConfigassistiy 1R9\files v | GO
A Name = Size Type Date Modified

MhleshsaveD ata

User ID or host name currently holding the lock:
TP30-4BC -- Tue 04/10/2007 at 09:06:10 AM EDT

Proceed in one of the following ways:

1. Click Read Only to open the file in read only mode.

File and Folder Tasks 2 = ccixd.sav 1KB SAY File 12/5/2006 9:14 ..,
: ‘ . ‘ | saveData 197 KB File 3/29/2007 1:57 ...
2 Click Browse to select a different backing store file to open. 9 Make Fold S
J Make & new folder |#)saveData.LCK 1K8 LCKFile 4/10/2007 9:06 ...
) Pubish this folder to — [ sessionro 3IKB File 4/6/2007 10:57 ...
) . . . . : the Web
3 Click Cancel to exit and not proceed with opening the backing store file.
ksd Share this Folder
4. For emergency ovemde of this lock, see Help.
Lack file name - \fleshsaveD ata LCK Other Places v

[ Readony | [ Browse ][ Cance | [ Hep J
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Working with backing store files on z/OS

> In this sample, | use a PDS library - USER1.ALFRED.POLICY.BACKSTOR

» When | save my backing store as member DEFAULT in that library, a separate sequential MVS data set is
allocated as the lock file USER1.ALFRED.POLICY.BACKSTOR.DEFAULT.LCK

~ The lock file only exists while someone has the backing store file opened in read-write mode

Menu Options View Utilities Compilers Help

DSLIST - Data Sets Matching USER1.ALFRED.POLICY

Data Set - Browsed

Command === Scroll ===> PAGE

Command - Enter "/" to select action Message Volume
USER1.ALFRED.POLICY.BACKSTOR Browsed

CPDLBO
USER1.ALFRED.POLICY.BACKSTOR.DEFAULT.LCK Browsed

CPDLBO
khkhkkkdhhhhhhhhhhkhkhkhkhkhrrhdrt44* Fnd of Data Set list *rrkkkkrkhdhrdddrhdddhdhdddhddd

= Configuration Assistant - Current Backing Store (Read-Write) = 'USER1.ALFRED.POLICY.BACKSTOR(DEFAULT)’ B@@
File Edit Perspective Help
Main Perspective

Configuration Assistant Navigation Tree
) Work with 2/05 Imaged
-] Image - MYS098
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Policy flat file prolog (change log) maintained for auditing

% FTP Configuration File E3

Enter FTP information to send the files.

Lagin infarmation

Host name: "| ms0380.tcp raleigh.ibm.com

Port number, 21

User ID: user]

Password: Save password

[JusessL

FTP file inchuding full path

File name and location: '| 'userl. alfred. palicy. transfer(IPSE C)|

D ata transter mode

(O Default () Passive (&) Active

Comment for the configuration file prologue [optional)

| Testing transfer to USER1.ALFRED.POLICY. TRANSFER

send | |

Cosz | [ Hep }

Prolog in IPSec Policy flat file that was transferred to zZ/OS

/
##

##
##
##
#4#
##
##
##
##
#4#
##
##
#4#
##
#4#
#4#

IPSec Policy Agent Configuration file for:
Image: MVS098
Stack: TCPCS

Created by the IBM Configuration Assistant for z/0S5 Communications Se
Version 1 Release 9
Backing Store = 'USER1.ALFRED.POLICY.BACKSTOR (DEFAULT) '
FTP History:
2007-04-10 11:35:12 wuserl to mvs098c.tcp.raleigh.ibm.com
Testing transfer to USER1.ALFRED.POLICY.TRANSFER
2007-03-27 09:54:33 wuserl to mvs098o.tcp.raleigh.ibm.com
Added local Multicast address for OSPF
2007-032-27 09:29:13 wuserl to mvs098o.tcp.raleigh.ibm.com
IPSec filter rules - initial configuration

> Immediately following an FTP transfer, a backing store file save function will be performed

Enter comment far the history log [optional):

= Remote Backing Store Status fg]

Save backing store

Tested trarsfer to USER ALFRED POLICY. TRANSFER]

Iser name: ‘ userl |

[[] Do not shaw this message again

Host name: MVS0980.TCP.RALEIGH.|BM.COM
User ID: user]

File name:  'USER1.ALFRED POLICY BACKSTOR[DEFAULTY)

Sending usernid / password

oK

] [ Help

@
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History information with user-entered comments for auditing purposes
whenever the backing store file is saved

Time Stamp [Jser Name Action Comment

2007-04-1017:36:10 user] Save Tested transter to USER.ALFRED POLICY. TRANSFER =

2007-04-1011:35:26 TP30-ABC FTP Image=MyS5038 Stack=TCPCS IPSec File='user. alfied.policy. transfer(IPSEC)' transterred to host=mvs0980.tcp.raleigh. ibm.com Al
20070410 0:22:29 TP30-ABC Save As 'USER1.ALFRED.POLICY BACKSTOR(DEFALLT) - test

2007-04-10 03:18:28 TP30-ABC Save Az C:\Program Files\IBM'zCS ConlighssisthV 1R 3\ liles\saveData - Tnal save to 2/05 o

2007-03-29 01:57:53 TP30-4BC Save

2007-03-27 10:33.35 TP30-ABC Save LS
2007-03-27 10:32:36 TP30-ABC Save As C:“Program Files\IBM'zCS Conlighssisthv1R S\ lileshsaveD ata

2007-03-27 10:14:08 TP30-ABC Save

2007-03-2710:13:19 TP30-4BC FTP Image=MV¥5098 Stack=TCPCS IDS File="user] alfred guistage(ids)' transteried to host=mvs0980.tcp raleigh.ibm.com

2007-03-27 10:06:11 Alfred Save 342772007 - ABC - Changed IDS actions to discard and log

2007-03-27 10:08:50 TP30-4BC FTP Image=MS038 Stack=TCPCS IDS File=TCPCS-IDS.policy transterred to host=mv:0980.tco.raleiah.ibm.com b

View Details [ Yiew Summary...

Limit size of file history

(&) Allow to grow indetinitely

() Limit size of history log to entries

(o= J (e )
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Configuration Assistant FTP functions

= FTP Configuration File @ = Error:

Enter FTP information to send the files.

Login information

Host name; '| mvs0980.tcp. raleigh.ibm.com

Port number 1

User ID: userl

[JuseSSL

FTP fle including full path

.
Password: m Save password

File name and location: *| 'user]. alfred.policy.iansfer(IPSEC)

Data transfer mode

() Default ) Passive (3) Active

Comment for the configuration file prologue [optiohal)

Could not connect ta the host name
specified.

IQ For mare informahion, look in the following
log file: C:\Program

Files\MBMA\zCSConfighssist\W1R9\ogs\FTP

Log.4

> Both active and passive mode FTP are now supported.

> A text log file of all FTP commands and replies is
maintained and can be consulted for details of FTP activity

| Demao purposes [no FTP server)

File

Edit

Format Wiew Help

P FTPLog.4 - Notepad 4=

Tue
Tue
Tue
Tue

Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue

Tue
Tue

Apr
Apr
Apr
Apr

Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr

Apr
Apr

10 11:36:18
10 11:36:18
10 11:36:18
10 11:36:19

10
10
10
10
10
10
10
10
10
10
10
10

10
10

11:36

11:36:
11:36:
11:36:
11:36:
11:36:
11:36:
11:36:
11:36:
11:36:
11:36:
11:36:

12:09
12:09

20
20
21
21
22
22
22
22
23
23
24

:14
=15

EDT
EDT
EDT
EDT

socket [addr=Mvs0980.TCP.
:19

EDT
EDT
EDT
EDT
EDT
EDT
EDT
EDT
EDT
EDT
EDT
EDT

EDT
EDT

2007
2007
2007
2007

send(c) --> EPSV

Resp(w) <—— 229 Entering Extended pPassive Mode (|| |1136])
pataport = 1136

EPSv data socket -

RALEIGH.IBM.COM/9.42.105.45,port=1136, localport=1250]

2007
2007
2007
2007
2007
2007
2007
2007
2007
2007
2007
2007

2007
2007

send(c) --> SITE NOTRUN

Resp(w) <—— 200 SITE command was accepted

send(c) —--> SITE NOWRAP

Resp(w) <-— 200 SITE command was accepted

send(c) —--> STOR 'USER1.ALFRED.POLICY.BACKSTOR(DEFAULT)"

Resp(w) <—— 125 Storing data set USER1.ALFRED.POLICY.BACKSTOR(DEFAULT)
Closing epPsv data connection

Resp(n) <-- 250 Transfer completed successfully.

C1osing <none> data connection

Resp(n) <——
Closing control connection
Resp(ng <—=

open connection to mvs098o.tcp.raleigh.ibm.com:21, user userl, ssL false
Could not connect to host mvs098o.tcp.raleigh.ibm. com.
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Quick Guide to working with the Configuration Assistant objects -
ATTLS example

@fﬂc DescrlpD Security LeD @ddress QE

Requirement Map

Per policy type (not all object
. types are used with all policy

i types)
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Quick Guide to working with the Configuration Assistant objects -

ATTLS example

> Traffic Descriptor:

~ |[dentifies a specific type of application
network traffic

~ Based on protocol (TCP/UDP), local
and/or remote ports, connection
direction, zZ/OS jobname, etc.

~ A traffic descriptor does not refer to IP
addresses

- IBM provides a long list of traffic
descriptors for different types of
network traffic

~ Reuseable across LPARSs and stacks in
the same backing store file

- But not reuseable across policy
technologies

—Each policy technology has unique
attributes per traffic descriptor

= Security Level:

- |[dentifies the SSL/TLS security
requirements, such as ciphersuites,

allowed protocol versions
(SSLv2, SSLv3, TLSv1), etc.

» Reuseable across LPARs and stacks in
the same backing store file

= But not reuseable across policy
technologies

TCP

Protocol e o C_O m“fd Job Name User ID AT-TLS Configuration Index
Port Port Direction
TCP 4021 11024-653535 [Inbound |- — |
TCP 4020 11024-65535 (Outbound |--- - I
50000-50200 102463535 Inbound  |--- -

Configuration Associated with this AT-TLS Application

an:l':‘;};?ion Handshake Key Certificate Application Secondary Handshake Unique SSL | Sysple
Tndex Role Ring Label Controlled Map Timeout  Environment & Cachi
Server E;C = On On 10 Seconds  No On
1 Server Use | Off Off 10 Seconds  No On
default 7 7
2 Server Use . Off Off 10 Seconds  No On
default 7 7
Type:
AT-TLS
Encrvption:
0x2F - TLS_RSA WITH_AES 128 CBC_SHA (first choice)
Use TLS Version 1:
Yes
Use SSL Version 3:
Yes
Use SSL Version 2:
No
Client anthentication:
None
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Quick Guide to working with the Configuration Assistant objects -
ATTLS example

> Requirement Map .
~ |dentifies what type of processing you want applied to Requirement Map: ABC_ATTLS - ATTLS for

TN3270 (port 2025) and FTP (port 4021)

your traffic descriptors

» Specific requirements are policy-type dependent
—For ATT-TLS policies, you define security levels and
then you use a requirement map to tie your traffic
descriptors to those security levels
—Reuseable across LPARs and stacks in the same

backing store file
» But not reuseable across policy technologies

~ |P Address Groups
~ Group IP addresses that need the same treatment
—For example all VIPA addresses, or all real network
interface addresses
- Simplifies creation of connectivity rules
~ Reuseable across LPARs and stacks in the same

backing store file
—But not reuseable across policy technologies

> Connectivity Rule
~ Here is where IP addresses come into the picture
» Connectivity rules are stack-specific and ties IP

addresses to requirement maps
= And by that, type of processing to traffic descriptors

» Either individual IP addresses or groups of IP
addresses

Traffic Descriptor AT-TLS Security Level
ABC_FTP_4021 - FTP Server on port 4021 ABC_Gold_AES - Modified Gold w. AES-128
ABC_TN3270_2025 - TN3270 server on port 2025 |ABC_Gold_AES - Modified Gold w. AES-128

Address Group: ABC_TCPCS_LAN
- LAN network interfaces on

TCPCS in LPAR mvs(098
IP Address groups are
Address part of the Z/OS
9.42.103.11 V1R10 Configuration
9.42.105.45 Assistant
Name LE::LE:? R;‘:‘;::)i[::h Requirement Map Status

ABC_ATTLS - ATTLS

Comn_to_QDIO4 |ABC_TCPCS_LAN |All IPv4 Addresses for TN3270 (port 2025) | Enabled
and FTP (port 4021)
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One suggested approach for updating policies

1. Transfer policy flat file to transfer (staging) library on z/OS
» USER1.ALFRED.POLICY.TRANSFER(ATTLS)

2. Backup current production policy flat file
~ Copy USER1.TCPCS.TCPPARMS(ATTLS) to USER1.ALFRED.POLICY.BACKOUT(ATTLS)

3. Copy new policy flat file into production
- Copy USER1.ALFREDS.POLICY.TRANSFER(ATTLS) to USER1.TCPCS.TCPPARMS(ATTLS)

4. Request Policy Agent to refresh the policies
- F PAGENT,REFRESH
Steps 2 to 4 can be automated as

part of a standard change
management process

USER1.ALFRED.POLKCY.TRANSFER USER1.ALFRED.POLICY.BACKOU
@ =
Pollcy Policy

flat files @ @ flat files

' Staging Production Backout
N Backmg_.._I.r_a_n.s.f_er_(frﬁ)____

..Store..: Store Policy

flat files

USER1.ALFRED.POLICY BACKSTOR(DEFAULT)
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> All policies can be configured using ISPF
~ Full syntax documentation in the IP Configuration Reference manual
» About 130 pages of detailed syntax

» Some configuration capabilities currently only exist when doing manual edits
- |P address group support as an example

> Using the Configuration Assistant is very helpful when learning about a new policy type
~ Guided panel and workflow sequences
~ Wizards
- Syntax checking
~ Lots of help information
~ Health-checking to verify 'sanity’ of definitions before uploading to z/OS

> With z/0S V1R9 enhancements to store the backing store file on z/OS and the ability to protect against
concurrent updates, some of the concerns related to the backing store file have been addressed

> When first having learned how to use the Configuration Assistant, it will speed up your work with z/O¢
CS networking policies

- A simple AT-TLS configuration for FTP and TN3270 was relatively easily created using the Configuration Assistant -
in about 20 minutes for the first stack

~ The policy flat file that was generated by the Configuration Assistant was 182 lines long

> Maybe a compromise
- Learn with the Configuration Assistant and create your initial policy definitions with it

~ From then on, if changes are merely a question of adding new connectivity rules or making minor changes to existing
definitions, you may choose to use ISPF for those changes
- But do keep in mind that your backing store file in that case will get out-of-sync with your policy flat files
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Content

http://iwww.ibm.com/systems/z/

IBM Mainframe

http://iwww.ibm.com/systems/z/hardware/networking/index.html

IBM Mainframe Networking

http://iwww.ibm.com/software/network/commserver/

Communications Server product overview

http://iwww.ibm.com/software/network/icommserver/zos/

2/fOS Communications Server overview

http://iwww.ibm.com/software/network/commserver/z_lin/

Communications Server for Linux on system z

http://iwww.ibm.com/software/networkiccl/

Communication Centroller for Linux on system z

http://iwww.ibm.com/software/network/commserver/library/

Communications Server products - white papers,
product documentation, etc.

http://iwww.ibm.com/systems/z/os/zos/bkserv/

z/O8 Internet library - PDF versions of z/OS
manuals (including zZ/OS CS)

http://iwww.redbooks.ibm.com

ITSO Redbooks

http://www.ibm.com/software/network/commserver/support

Communications Server technical Support

http://iwww.ibm.com/support/techdocs/atsmastr.nsf/Web/TechDocs

Technical support documentation from ATS
(techdocs, flashes, presentations, white papers,
etc)

http:/iwww.rfc-editor.org/rfcsearch.html

Reguest For Comments (RFC)

http://publib.boulder.ibm.com/infocenter/ieduasst/stgvir0/index.jsp

IBM education assistant
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