Software Group | Enterprise Networking and Transformation Solutions (ENTS)

Configuration for
z/OS | PSec and | P Packet Filtering
(Part 2 of 2)

Lin Overby - overbylh@us.ibm.com
Allen Bailey - eabailey@us.ibm.com

February 15, 2007 z/OS Communications Server © 2007 1BM Corporation




| rademar ks and notices

The following terms are trademarks or registered trademarks of International Business Machines Corporation in the United
States or other countries or both:

> AIX7 - GDDM7 > Printway™ > z/Architecture™
» AnyNet7 ~ GDPS7 » PR/SM™ > z2/0S7

> AS/4007 » HiperSockets™ > pSeries7 - ZINM7

» Candle7 ~ IBM7 » RACF7 ~ zSeries7
» CICS7 > Infoprint7 » Redbooks™

~ CICSPlex7 - IMS™ ~ Redbooks (logo)™

» CICS/ESA7 » IP Printway™ > S/3907

» DB27 > iSeries™ » System/3907

» DB2 Connect™ » Language Environment7 » ThinkPad7

» DPI17 > MQSeries7 = Tivoli7

- DRDA7 > MvS™ ~ Tivoli (logo)7

~ e business(logo)7 - MVS/ESA™ ~ VM/ESA7

~ ESCON7 > NetView7s ~ VSE/ESA™

- eServer™ » 0S/27 - VTAM7

~ ECKD™ » 0S/3907 ~ WebSphere7

- FFST™ - Parallel Sysplex7 ~ xSeries7

> Java and all Java-based trademarks are trademarks of Sun Microsystems, Inc. in the United States, other countries, or both.

> Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft Corporation in the United States, other countries, or both.
> Intel, Intel Inside (logos), MMX and Pentium are trademarks of Intel Corporation in the United States, other countries, or both.

> UNIX is a registered trademark of The Open Group in the United States and other countries.

> Linux is a trademark of Linus Torvalds in the United States, other countries, or both.

> Red Hat is a trademark of Red Hat, Inc.

> SUSE® LINUX Professional 9.2 from Novell®

> Other company, product, or service names may be trademarks or service marks of others.

> This information is for planning purposes only. The information herein is subject to change before the products described become generally
available.

> All statements regarding IBM future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only.

All performance data contained in this publication was obtained in the specific operating environment and under the conditions described and is presented
as an illustration. Performance obtained in other operating environments may vary and customers should conduct their own testing.

Refer to www.ibm.com/legal/us for further legal information.

Page 2



Agenda

= 7/OS System Preparation tasks
» Configuration of required applications
» SAF access controls
» SAF certificates and keyrings

= Configuration Assistant IPSec Demo
» Configuration Assistant Help

» |[PSec Policy Configuration
— Configure Image
— Configure Stack
— Reusable Objects
— Configure Policy
¢ Create Requirements Map
e Create Connectivity Rule
— Health Checker

» Upload Policy

» Modification of Policy
— Activation Settings

= Display and control of IP Filtering and IPSec
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z/OS Communications Server |PSec
Component Overview

( \
Store policy
locally on z/OS
E—— / Local IPSec "}SKtE” SyslogD
policy ¥ logs
CA for EEEy
z/0S pasearch
command : IKE daemon :
Policy Policy Agent ipsec TRMD Syslogd
Admin IK.E command
ICSF policy
¥ ¥
b install Install e nami : Filter /
+ Insta s nstall dynamic '
¢ IPSec manual SAs after IKE s IPSetC
: policy | SA g negotiation g events
: Filter rules IPSec manual IPSec
: with IPSec SAs dynamic SAs | <4e— Log
: actions buffer
5 TCP/IP
: " Stack
~ J
= TCP/IP stack = syslogd .
» IPSec and IP filtering » writes log messages to syslogd destinations
= |CSF

m |[KE daemon

» Negotiates security associations
= Policy Agent

» Reads and manages IPSec and IKE policy
= TRMD

» Monitors TCP/IP stacks for log messages

» provides encryption facilities to TCP/IP stacks
= Configuration Assistant for z/OS

» Creates policy definitions
m pasearch command

» Displays current policy information
m jpsec command

» Displays and controls IP filtering, IPSec, and IKE
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TCP/IP Stack Configuration

s N
E- Local IPSec
policy logs
CA for
2/0S pasearch
command IKE daemon

Polic Policy agent ipsec TRMD SyslogD
Admi¥1 command
ICSF “l policy

¥ ¥

ol H Filter /
¢ Install Install Install dynamic : IPSec
¢ IPSec manual SAs after IKE : A
5 policy ] SA negotiation Y SHE L
: Filter rules IPSec manual IPSec
£ | with IPSec SAs dynamic SAs | <sa—-1 Log
: actions buffer TCRJ/IP
: StacK
\_ /,
|
B TCP/IP stack syslogd

» writes log messages to syslogd destinations
m |CSF
» provides encryption facilities to TCP/IP stacks
m Configuration Assistant for z/OS
» Creates policy definitions
m pasearch command
» Displays current policy information
m ijpsec command
» Displays and controls IP filtering, IPSec, and ”éa%es

B [|PSec and IP filtering
m |[KE daemon

» Negotiates security associations
= Policy Agent

» Reads and manages IPSec and IKE policy
= TRMD

» Monitors TCP/IP stacks for log messages



TCP/IP profile

1. Enable IP security for IPv4 and IPv6™
» |PCONFIG IPSECURITY
»|PCONFIG6 IPSECURITY
» For IPv6 support, both must be configured

2. Define default filter rules in the IPSEC/ENDIPSEC block’
»|PSEC
»|PSECRULE
»ENDIPSEC

‘The NETSTAT CONFIG statement can be used to verify that
| P security has been enabled

2Sample provided in the Configuration Assistant for zZ/OS
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TCP/IP default filter rules

= By default, all traffic except intra-stack traffic will
be denied if IPSECURITY is enabled

= Provide limited filtering support until the policy agent
can be started

= Use of dynamic or manual tunnels is not possible
when the profile rules are active.

Example:
| PSECRULE 9.1.1.1 192.168.1.1 NOLOG PROTO TCP

m Reference: "TCP/IP profile and configuration statements”, z/OS Communications
Server IP Configuration Reference

* The z/OS USS i psec command can be used to display the default filter rules:
| psec -f display -c default

Page 7



| KE daemon Configuration

( ~\
&- Local IPSec SXSIOQD
policy 0gs
CA for
z/0S pasearch
command
Policy Policy agent IKE ipsec TRMD SyslogD
i command
Admin oE daemon
¥ ¥

H H Filter /

+ Install Install Install dynamic H IPSec

¢ IPSec manual SAs after IKE : i

¢ policy v SA negotiation g events

: Filter rules IPSec manual IPSec Los

: with IPSec SAs dynamic SAs | dg—

: actions / buffer TCP/IP

: Stack

. /
= TCP/IP stack = syslogd L
= |PSec and IP filtering » writes log messages to syslogd destinations

B |[KE daemon = ICSF

» provides encryption facilities to TCP/IP stacks
m Configuration Assistant for z/OS
» Creates policy definitions
m pasearch command
» Displays current policy information
m ijpsec command
» Displays and controls IP filtering, IPSec, and ”éa%es

» Negotiates security associations
= Policy Agent

» Reads and manages IPSec and IKE policy
= TRMD

» Monitors TCP/IP stacks for log messages



|KE Daemon

1. Create IKED configuration file*’
2. Create CTRACE parmlib member

3. Start procedure’

‘Can configure with Configuration Assistant for zZOS

*Sample provided in Configuration Assistant for ZOS
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| KE Daemon details

= |KED configuration file
» MVS dataset or HFS file (default location: /et c/security/iked. conf)
» Fine-tunes negotiation timing
» Sets log levels
» Supplies SAF keyring name (needed for RSA signature mode)

= CTRACE parmlib member
» Sample provided in SYS1.PARMLIB(CTIIKEOO)
» Default tracing set to MINIMUM (if file does not exist

= Start procedure (can also be started from the z/OS USS shell)
» Sample provided in SEZAINST(IKED)
»Use AUTOLOG to start automatically in a single-stack environment

= Reference: "Starting the IKE daemon", z/OS Communications Server IP
Configuration Guide

Page 10



Policy Agent Configuration
&- Locs(l)lliEfec

\

CA for
z/0S pasearch
command - IKE d
Policy Policy I:Zmon ipsec TRMD | | syslogD
; d
Admin ICSF Agent s
) )
§ Install Install Install dynamic E II:IijlétaerC/
¢ IPSec manual SAs after IKE :
E policy SA negotiation Y events
; Fi_Iter rules IPSec manual IPS_ec Los
§ wg?tiloPnS:c SAs dynamic SAs | <= buffer TCP/IP
: Stack
. J/
= TCP/IP stack = syslogd
= |PSec and IP filtering » writes log messages to syslogd destinations
= [KE daemon =ICSF _
» Negotiates security associations » provides encryption facilities to TCP/IP stacks
B Policy Agent = Configuration Assistant for z/OS
» Reads and manages IPSec and IKE policy > Creates policy definitions
= TRMD m pasearch command

» Displays current policy information
m ipsec command
» Displays and controls IP filtering, IPSec, ggg%l JKE

» Monitors TCP/IP stacks for log messages



Policy Agent
1. Create configuration files

» Hierarchy of configuration files (MVS dataset or HFS files)

—Main configuration file (default location: / et ¢/ pagent . conf) -
identifies which TCP/IP stacks have policy defined and the file in which the
image configuration is found:

Tcpl mage TCPCS1 /etc/tcpi mage. policy.tcpip
—Image configuration file(s) - identifies which policy disciplines are enabled

for the specific TCP/IP stack and the file in which its discipline configuration
Is found:

| pSecConfi g éetc/tcpip.ipsec.policy
—Discipline file -includes all policy statements specific to a particular
discipline (such as IPSec)

2. Start procedure (can also be started from the z/OS USS shell)
» Sample provided in SEZAINST(EZAPAGSP)
»Use AUTOLOG to start automatically

= Reference: "Starting and stopping the Policy Agent”, z/OS Communications
Server IP Configuration Guide

1
Can configure with Configuration Assistant for zZ/OS

Page 12



TRMD Configuration

\

SyslogD
logs

E- Local IPSec
policy
CA for
z/0S pasearch
command Policy Agent IKE daemon _ [J
Policy R E ipsec TRM SyslogD
Admin command
ICSF policy
¥ §
H H Filter /
¢ Install Install Install dynamic : IPSec
¢ IPSec manual SAs after IKE : i
: policy | SA negotiation g events
: Filter rules IPSec manual IPSec Los
: with IPSec SAs dynamic SAs | <dgm—
: actions / buffer TCP/IP
: Stack
J
' TCP/IP stack = syslogd .
= |PSec and IP filtering » writes log messages to syslogd destinations
' IKE daemon = |CSF

» Negotiates security associations

» Policy Agent

» Reads and manages IPSec and IKE policy

B TRMD

» Monitors TCP/IP stacks for log messages

» provides encryption facilities to TCP/IP stacks
= Configuration Assistant for z/OS
» Creates policy definitions
= pasearch command
» Displays current policy information
= ipsec command
» Displays and controls IP filtering, IPSec, argggélgz



Traffic Regulation Management Daemon (TRMD)

1. No configuration file

2. Start procedure (can also be started from the z/OS USS
shell)

» Sample provided in SEZAINST(TRMD)
»Use AUTOLOG to start automatically

» Associate with specific TCP/IP stack (one running instance per
TCP/IP stack) using RESOLVER_CONFIG variable

= Reference: "TRMD", z/OS Communications Server |IP Configuration Guide
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Syslogd Configuration
-
E- Local IPSec
policy logs
CA for
2/0S pasearch
command Policy Agent IKE daemon ipsec éyslodd

iﬁ'ﬁﬁ,’ﬁ, command UL
ICSE -—l policy

} ;

\

: Install Install Install d i : rer
! Insta nsta namic H
¢ IPSec manual SAs afteyr IKE : Psec
: policy SA negotiation g events
; Fi_Iter rules IPSec manual IPSec Loe
; wg?tiloPnS:c SAs dynamic SAs | 44— buffer Tsct:apélif
\. J
= TCP/IP stack H syslogd
= IPSec and IP filtering »- writes log messages to syslogd destinations
= |[KE daemon = |CSE
> Negotiates security associations » provides encryption facilities to TCP/IP stacks
= Policy Agent .= Configuration Assistant for z/OS
> Reads and manages IPSec and IKE policy . Creates policy definitions
= TRMD = pasearch command

» Monitors TCP/IP stacks for log messages » Displays current policy information

= ipsec command
» Displays and controls IP filtering, IPSec, and IKE page 15



Syslog Daemon

1. Create configuration file (MVS dataset of HFS file)
» Default location: /et c/ sysl og. conf

» Separate log files by priority, facility, jobname, or user ID
» |[KED and TRMD use facility ' | ocal 4

2. Start procedure (can also be started from the z/OS USS shell)
» Sample provided in SEZAINST(SYSLOGD)

»Use AUTOLOG to start automatically

m Reference: "Configuring the syslog daemon”, z/OS Communications Server IP
Configuration Guide
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| CSF Configuration

4 N
E- Local IPSec
policy 0gs
CA for
2/0S pasearch
command Policy Agent IKE daemon _ -
POIicy IKE Colrf’)]?ne;nd TRMD SyS 0g
Admin policy
ICS F'—l mn ¥
H H Filter /
¢ Install Install | Installfdynarlr;ic E IPSec
¢ IPS manua SAs after IK '
§ poli?:(; v SA negotiation L SUEE
§ Filter rules IPSec manual IPSec
t | with IPSec SAs dynamic SAs | <4e— Log S—-
: actions buffer -
. J/
= TCP/IP stack = syslogd o
= |PSec and IP filtering » writes log messages to syslogd destinations
= [KE daemon B |ICSF
> Negotiates security associations » provides encryption facilities to TCP/IP stacks
= Policy Agent = Configuration Assistant for z/OS
> Reads and manages IPSec and IKE policy  » Creates policy definitions
= TRMD = pasearch command
» Monitors TCP/IP stacks for log messages » Displays current policy information

= ipsec command
» Displays and controls IP filtering, IPSec, and IKE page 17



Integrated Cryptographic Facility (ICSF)

m Using ICSF, IPSec can leverage hardware encryption
» Required for using AES encryption

» Required for using z/OS CP Assist for Cryptographic Function
(CPACF)

= Start procedure
» Customize SYS1.PARMLIB
» Create the cryptographic key data set (CKDS)
» Create the public key data set (PKDS)
» Sample procedure provided in SYS1.PARMLIB(CSF)

m Reference: "Steps for installation and initialization", ICSF System Programmer's
Guide
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SAF Authorization and Access Contr ol

B Sample RACF profile definitions required for TCP/IP

and associated applications (including IP Security) can
be found in SEZAINST(EZARACF)

B SAF definitions required for IP Security include:
— IKED
— Policy Agent (and pasear ch command)
— TRMD
— syslogd
-1 psec command
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|KED SAF Profiles

1. Add user ID IKED, and add IKED to the STARTED class
ADDUSER | KED DFLTGRP( OWSGRP) OWS(U D(0) HOVE(' /"))
RDEFI NE STARTED | KED. * STDATA( USER( | KED) )
SETROPTS RACLI ST( STARTED) REFRESH
SETROPTS GENERI C( STARTED) REFRESH

2. If defined, allow access to the BPX.DAEMON class
PERM T  BPX. DAEMON CLASS( FACI LI TY) | D(| KED) ACCESS( READ)

3. Allow IKED to access SYS1.PARMLIB
PERM T  SYS1. PARMLI B | D(1 KED) ACCESS( READ)

4. Enable IKED to access certificates on a SAF key ring (required for RSA signature)
RDEFI NE FACI LI TY | RR DI GTCERT. LI STRI NG UACC( NONE)

RDEFI NE FACI LI TY | RR DI GTCERT. LI ST UACC( NONE)
PERM T | RR. DI GTCERT. LI STRI NG CLASS(FACI LI TY) 1D(I KED) ACCESS( READ)
PERM T | RR. DI GTCERT. LI ST CLASS(FACI LI TY) 1D(I KED) ACCESS(READ)

SETROPTS RACLI ST(FACI LI TY) REFRESH
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Policy Agent SAF profiles

1. Add user ID PAGENT, and add PAGENT to the STARTED class
ADDUSER PAGENT DFLTGRP( OWSGRP) OWS( Ul D(0) HOVE('/'))
RDEFI NE STARTED PAGENT. *  STDATA( USER( PAGENT))
SETROPTS RACLI ST(STARTED) REFRESH
SETROPTS GENERI C( STARTED) REFRESH

2. Selectively allow access to the pasearch command
RDEFI NE SERVAUTH EZB. PAGENT. sysnane. t cpprocnane. type UACC( NONE)

PERM T EZB. PACENT. sysnane. t cpprocnane. * CLASS( SERVAUTH) | D(useri d) ACCESS( READ)
where ' t ype' is one of:

QoS
| DS

| PSec
TTLS

* (all policy disciplines)

3. To control which users can start PAGENT (and thus avoiding the potential to affect policy
based networking)

SETROPTS CLASSACT ( OPERCMDS)
SETROPTS RACLI ST ( OPERCMVDS)
RDEFI NE OPERCMDS ( WS. SERVMGR. PAGENT) UACC( NONE)

PERMT  MS. SERVMGR PAGENT CLASS( OPERCMDS) ACCESS(CONTROL) | D(useri d)
SETROPTS RACLI ST( OPERCMDS)  REFRESH
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TRMD SAF Profiles

= Add user ID TRMD and add TRMD to the STARTED class
ADDUSER TRMD DFLTGRP( OWSGRP) OWS(U D(0) HOVE(' /"))
RDEFI NE STARTED TRMD. * STDATA( USER( TRVD) )
SETROPTS RACLI ST( STARTED) REFRESH

SETROPTS CENERI C( STARTED) REFRESH
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Syslogd SAF profiles

1. Add user ID SYSLOGD and add SYSLOGD to the STARTED class
ADDUSER SYSLOGD DFLTGRP(OWSGRP) OWS(UI D(0) HOVE('/'))
RDEFI NE STARTED SYSLOGD. * STDATA( USER( SYSLOGD) )
SETROPTS RACLI ST(STARTED) REFRESH
SETROPTS GENERI C( STARTED) REFRESH

2. If defined, allow access to the BPX.DAEMON class
PERM T  BPX. DAEMON CLASS(FACI LI TY) | D(SYSLOGD) ACCESS( READ)
SETROPTS RACLI ST(FACI LI TY) REFRESH
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| psec command SAF Access Controls

1. Enable the generic profile checking facility
SETROPTS GENERI C( SERVAUTH)

2. Control access to the ipsec command

a. both the display and control capabilities
RDEFI NE SERVAUTH EZB. | PSECCMVD. sysnane. t cppr ocnane. * UACC( NONE)
PERM T EZB. | PSECCMVD. sysnane. t cppr ocnane. * CLASS( SERVAUTH) | D(useri d) ACCESS( READ)

b. specifically control access to only the display capabilities
RDEFI NE SERVAUTH EZB. | PSECCMD. sysnane. t cppr ocname. DI SPLAY UACC( NONE)
PERM T EZB. | PSECCVD. sysnane. t cppr ocnane. DI SPLAY CLASS( SERVAUTH) | D(useri d) ACCESS( READ)

c. specifically control access to only the control capabilities
RDEFI NE SERVAUTH EZB. | PSECCVD. sysnane. t cppr ocnane. CONTROL UACC( NONE)
PERM T EZB. | PSECCMD. sysnane. t cppr ochamnme. CONTROL CLASS( SERVAUTH) | D(userid) ACCESS(READ)

3. Refresh the in-storage RACF profiles in the SERVAUTH class
SETROPTS RACLI ST( SERVAUTH) REFRESH
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SAF Certificatesand Keyrings

X509 certificates are required for RSA signature mode authentication
between IKE peers.

Certificates need to contain an endpoint's identity in the certificate's
SubjectName (for DNs) or the SubjectAlternate name (for RFC 822 names,
FQDNSs, or IPv4 addresses).

Identity information is used to locate policy and to validate the remote peer's
identity during an IKE negotiation.

Often used when dynamic SAs are widely deployed because this
configuration is easily scalable.
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Keyring Setup for IKE peers

| ———

| KEA | IKE_B

E—— .
CA_IKE B
certificate

IKE_B
personal
certificate

issuer

CA_IKE_B
certificate

Y

Associated private key for
IKE_B
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Creating RACF Certificates

P
/| CERTADD JOB 1, ALFRED, CLASS=A, MSGCLASS=X, NOT| FY=USER1

i

/ /1 EFPROC EXEC PGVEI KIEFTO01, REG ON=4M DYNAMNBR=10
/| SYSTSPRT DD SYSOUT=*
[/ SYSTSIN DD *

RACDCERT

RACDCERT

RACDCERT
RACDCERT
RACDCERT

RACDCERT

RACDCERT
/ *

BATCH TSO SESSI ON

CERTAUTH GENCERT
SUBJECTSDN( CN(' ABC CA')
QJ"'CS zZ/Cs CA)
q'I1BM) ' US))
NOTBEFORE( DATE( 2007-01-01) ) -
NOTAFTER( DATE( 2010- 12- 31))
W THLABEL (' ABC CA")
| D( 1 KED) GENCERT
SUBJECTSDN( CN(' ABC | KE Daenon')
QU(' CS zZ/ CS Server')

q'I1BM) CUS))

NOTBEFORE( DATE( 2007- 01- 01))
NOTAFTER( DATE( 2010- 12- 31))

W THLABEL( ' | KE Daenon')

SI GNW TH( CERTAUTH LABEL(' ABC CA' )) /

CERTAUTH EXPORT(LABEL(' ABC CA' )) DSN(' USERL. ABCCA. B64' )

|

/

Create our selfsigned CA
certificate by which all our other
certificates will be signed.

Create our IKE daemon
certificate and sign it
with our CA certificate.

Export our CA certificate so that
the remote IKE peer can download
and install as trusted root in
remote key database

| D(| KED) ADDRI NG| KEDKEYRI NG) =
| D( | KED) CONNECT(LABEL(' | KE Daenon') \
| D( | KED) CONNECT( CERTAUTH LABEL(' REMOTE | KE CA') - ==

Create our IKED keyring

RI NG( | KEDKEYRI NG) USAGE( PERSONAL) )
RI NG( | KEDKEYRI NG) USAGE( CERTAUTH) )
| D(| KED) LI STRI NG | KEDKEYRI NG)

Connect both our IKE daemon
certificate and our peer's CA
certificate to that keyring (presumes
that remote peer's CA certificate ha:
been added to the certificate
database).
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RACF Certificates. Tips

= The IKE daemon started task user ID (IKED) must have READ access to
» IRR.DIGTCERT.LIST
» IRR.DIGTCERT.LISTRING

= |[ndividual users who execute the z/OS FTP client and transmit user certificates must
also have READ access to the above two profiles.

m All certificate-related tasks can be performed using the RACF command interface
(RACDCERT) or using the RACF ISPF interface.

m RACF certificate labels and keyrings are case sensitive; observe case when
configuring IPSec policy.

Reference

— For more information and additional options for creating server certificates, see APPENDIX E, Step 4:
"Setting up the IKE server for RSA signature mode authentication”, z/OS Communications Server IP
Configuration Guide

— For more information on the RACDCERT command, see "Using the RACDCERT Command to
Administer Certificates", z/OS Security Server RACF Security Administrator's Guide

— For the complete syntax of the RACDCERT command, see "RACDCERT (RACF Digital Certificate)",
z/OS Security Server RACF Command Language Reference
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| PSec Policy Configuration Steps
with the Configuration Assistant

1. Download and install the Configuration Assistant configuration tool
http://www.ibm.com/software/network/commserver/zos/support/

2. Create system image and TCP/IP stack image

3. Configure IP Security policies

a. Create one or more Requirement Maps to define desired security for
specific types of IP traffic

b. Create one or more Connectivity Rules between Data Endpoints (IP
addresses) and associate with a configured Requrement Map

c. If using IPSec, configure Security Endpoints (IKE peers)

4. Optionally, set additional options (e.g. logging, SA activation methods,
effective time for Connectivity Rules)

5. Transfer IP Security policy to z/OS
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Configuration Assistant Overview
g =

Sample \ Blue Image
z/OS Network Security IKED proc il
Configuration Assistant ]
Hardcoded Samples [ - —
GUI's Internal Sample
’ Representation of \ default rules
- Security Policy
= 1
=—— f R
Stack specific il
—

IPSec Config J
—
|

B

_—
~~  Stack specific

Master copy of <
configuration ersistent ok cpecity |
\—/1/ '...........,..j
\—/
Orange Image

Data Store

Workstation

= Allows policy definition to be performed at higher Ievel of abstraction than policy file

statements
» Define policy for both CS IP security and AT-TLS as a single administrative task
— Generates separate policy files for CS IP security and AT-TLS
» Files created are transferred to z/OS image
, hew file management improvements
» Persistent data store can be stored on z/OS

» Locking support at the persistent data store level to prevent inadvertent loss of data
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Configuration Assistant I nitial Sreen
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File Edit Help
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Configuration Azsiztant Navigation Tree : Indicate the perspective of thiz configuration
A IPSec ) Both AT-TLS and IPSec

"—'i 4 Work with Reusable Objects
i e Traffic Descriptors 3 AT-TLS anly

4 Securty Levels
_ IP5 I
- Fequirement Maps O
=

4 Work with 2/05 Images {3 Intruzion Dek= = —
_ 1 Welcome
) Quality of Se

Indicate the perspective of thiz configuration

(") Both AT-TLS and IPSec

{3 AT-TLS anlp
otk with reusat| Grep 1- © iP5 o
Traffic Descri {3 Intrugion Detection Services [IDS)

{7 Quality of Service [A05)

Securty Le

Click OF. to beqgin configuration,

i

Requirement Step 2= Alter clicking DK pou will be shown & Tutorial
Reviewing the Tutarial iz highly recommended.

Work, with sething I Ok ] [ Al ]

Add a Mew z/05 Image... l

To wark with a zpecific 2/05 Image or TCPAP Stack, select the 2/05 Image or TCRPAR Stack from the Mavigation Tree.

save || Bt [ Heb |




Configuration Assistant Help

1. Tutorial starts automatically when first installed
2. Help for all Configuration Assistant Elements

3. Additional Tutorials include individual help on
a. IDS
b. QoS
c. AT-TLS
d. IPSec
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Configuration Assistant Tutorial

& IBM .Cunfiguratiun Assistant for 2/0S Communications Server

BEX)

< > &5 a&

IIIEQ°

_j AT/TLS and IF'SEn: Getting Startf hg
page 2 - Images, Stacks, Con
page 3 - Configure an lmage
page 4 - Confiqure a Stack |
page 5 - Configure a Connecti
page & - Connectivity Rules '
page ¥ - Feuzable Objectz
page & - Traffic Descriptors
page 9 - Traffic Descriptor Ch.i
page 10 - Security Levels
page 11 - Requirement Mapz
page 12 - Requirement Map E
page 13 - Putting it &ll Togeth
page 14 - warming to [PSec L
pagde 15 - Installing Configurat
page 16 - Installing Configurat
page 17 - Acceszing the Tuto
page 18 - Firewall Technologn
. Befare uzing thiz configuratior
IDS: Getting Started
[Aa5: Getting Started
AT-TLS - Additional Tutorials

[0S - &dditional Tutarials

c 1 IPSar . Addibanal Totarials *'_

[ M [ ||
-

—

0811566608 566 -G b BB 66

|Getting Started Tutorial

- AT-TLS and IPSec

estitnated reviesw titne: 10 mitntes

Learn to use the Navigation Tree: pag1

of 1%
MNext =

Click on the different nodes in the Mawigation Tree. & node is a folder

{such as "Work with Eeusable Chjects") or a leaf {such as "Traffic
Drescriptors™) in the MNasvigation Tree

Panels specific to the selected node will appear,

Fight click on each node to see a menw containing additional actions
specific to the selected node.
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Configure Image

1. Select the "Work with z/OS Images in the Navigation Tree.
2. Click "Add a New z/OS Image..." button.

3. If IKE/IPSec will be used, then select "Yes, this Image will use IPSec
dynamic tunnels”

4. Optionally configure global options for the IKE daemon:
a. SAF keyring name
b. Certificate Authorities that this system will support
c. IKE daemon logging Ievel1
d. Advanced options

‘For normal operation, do not run at log levels> 1
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Configure Image

121 New /0 Image: Information

z/05 Image |nfarmation
Enter a name for the 2/05 Image: i | Sample_|mage

Enter a dezcription; 2/05 Production IKE -enabled system|

Indizate if this 2/05 Image will uze IPSec dynamic tunnels
(% Yes, thiz Image will hawe dunarnic tunnels

{3 Mo, this Image will not have dynamic tunnels

]
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|KE Daemon Settings

.f:New 2/0S Image: IPSec IKE Daemon getﬁngs

The zettings on this panel are only applicable to IPSec.
Dynamic tunnels are managed by Internet Key Exchanae [IKE] daemaons.
There iz one IKE daemon for each 2/05 Image. Use thiz panel for the IKE daemon zettings for thiz 2/05 Image.

F.ey ring data [uzed for Dynamic Tunnels anly)

SAF [such as BACF) key ring database: | iked/kewring

Ligt of supported certificate autharities

Labels
1EM *World Registry CA

Add.. ][ Madify... H Delete
Logging

Click below ta modify the IKE daemon or Folicy &gent trace levels.

’ IKE Daemon Spzlog... ] ’ Folicy Agent &P Spslog...

Additional Advanced IKE Daemon Settings

e
F——
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EIE'T' ornificuration Azcictant
a TR z L1k > LCH A

File Edit Help

Configure Stack

1
e

Configuration Asziztant Mavigation Tree

9 IPSec
=4 Work with Reuzable Objects
: ------ # Traffic Descriptors
------ # Securty Levels
: “tp Requirement Maps
= Work with 2/05 Images
~ 4 Image - Sample_Image

b

o .
Image Infarmation | IPSec:

z/05 Image Information

Enter a name for the /05 Image: | Sample_Image

Enter a dezcription: 2/05 Production IEE-enabled systern
Add TCP/P 58 . Pk nesw Stack
i IZi Proceed to the next step? St
Add Mew TCP/IP Connechyvity Rulez are configured far each

TCPAP Stack. To continue with
configuration you need to add a TCR/AP
Stack ta the new 2/05 Image. Do you want
to add a TCRAP Stack now?

Inztallation and syste
[ e ] ’ Mo

Wiew the produced cg

obtain informtion anc [ ] Da niat showe this rmessage again

Inztall Configuratiormries. . ]

Ok

|[ cancel |[ Hel




Configure Stack Name

2 New TCP/IP Stack: Name x|

TCPAR Stack Infarmation:
Enter the name of the TCPAP Stack: * TCF‘iF"

Enter a dezcription:; Secure IPSec-protected stack

* |ndicate if thiz Stack will uze dunamic tunhels
(%) Yes, thiz Stack will have dynaric tunnels

{3 Mo, thiz Stack will not have dynanic tunnels
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Configure Stack IKE Identity

IT1 New TCP/IP Stack: IPSec Dynamic Tunnel Local Identity

The zettings an this panel are only applicable to the IPSec dunamic unnels,
YWwhen starting dynamic tunnels the local and remote IKE daemons must exchange identities.

“ou must configure a local identify,
“ou can configure a zingle identity for all IP addrezses on thiz TCRAP Stack or you can configure separate identities for each IF addrezs on this
Stack,

{3 | want to configure separate local identities for each 1P address local ta this Stack:
| will be prompted later for thiz information.

(%) | want to use a single identity for all IP addresses on this Stack
Enter the local identity for all IF addrezses on thiz Stack
{3 IP address:
{#) Fully qualified domain name [FADM]: * | zosraleigh.ibm.com
() Uszerid @ FODM: '
{3 %500 distinguizhed name:

< Back ” et > irizh
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Configure | PSec Stack Level Settings

IZ1 New TCP/IP Stack: IPSec Stack Level Settings

The zettings on thiz panel are only applicable to IPSec.
Metwark Address Translation [MAT) Traverzal Policy [only for Dynamic Tunnels)

Indicate the default setting for MAT traverzal to be uzed in Connectivity Bules,

MAT Default

(&) Donot allové ) Allew () Allaws - o port translation

MAT keepalive mezzages

3 Do not zend MAT keepalive messages

(%) Send MAT keepalive meszage after specified interval of inactivity:

Filter Logaing Palicy

Indicate whether you want all filter lngging disabled.
{1 Dizable all filker logging
() Enable filter logging

{3 Log implicit deny events (%) Do MOT log implicit deny events

Indizate whether IPSec [4H or ESP) headers should be filkered
{#) Donot filter the IPSec [4H or ESP) headers, decapsulate them prior bo filkering
{3 Filter the IPSec [4H or ESP) headers

Aytomatically allow for 1P WE link, activation

(=) Allow () Do nat allow

20 [Secondz)

" Pl et

Canicel
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Reusable Objects

= Can configure Top-down, Bottom-up or anywhere in
between

= Configuration Assistant provides buttons to link to

other objects where and when you need them:

1. Traffic Descriptors
2. Security Levels
3. Requirement Maps
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Traffic Descriptors

-~

.llﬁCunf;gu ration Assistant - Traffic Desc ;i’j;t.u rs

BEx]

File Edit Help

Configuration Azzistant Mavigation Tree

_4IPSec
=4 Work with Reusable Objects

@ Traffic Descriptord
------ # Security Levels
: et Reguirement Maps
=- 4 Work with 2/05 Images
=4 Image - Sample_Image
L.® Stack - TCPIP

¢
b

Lizt of all defined Traffic Descriptar ohjects

MERIFY] IEM zupplied - contentz zhould be werified and modified to match pour netwark. traffic.

Mame Drescription

CICS (WERIFY) IBM supplied: CICS traffic |

DMS [WERIFY) IBM zupplied: Domain Mame Server traffic |

EE [EM supplied: Enterprisze Extender [EE) traffic

FTP-Chent [ERIFY) IBM supplied: FTP Client traffic

FTP-Server MERIFY) IBM supplied: FTP Server haffic =

FTP-Server-55L [WERIFY) IBM supplied: FTP Server S50 traffic using port 990

ICMFP-Redirect-IF_\4 IBM zupplied: IP %4 ICMP - Redirect traffic

ICMF-Redirect-IF_VE IEM zupplied: IP WE ICMP - Redirect traffic = |

ICMP-Time_Ewceeded-IF... | IBM zupplied: IP W4 [CMP - Time Exceeded traffic

ICMP-Time_ExiceededIP... | IBM supplied: IP%E ICMP - Time Excesded hraffic

ICMP-Unreachable-lP_%4 | IBM supplied: IP %4 ICMP - Unreachable traffic

ICMP-Unreachable-lP_ %6 | IBM supplied: IP %6 ICMP - Unreachable traffic

IKE IEM zupplied: Internet K.ey Exchange dasman traffic

[EE-MAT IEM supplied: MAT - Internet F.ey Exchange daemon traffic

[KE-MAFT IBM zupplied: HAPT - Intemet Key Exchange daemon traffic

K.ertheroz [ERIFY) IBM supplied: kerberos Server traffic

LBA-Advizar [ERIFY] IBM supplied: 2/05 Load Balancing Advizsar traffic

LB&-Agent MERIFY] IBM supplied: /05 Load B alancing Advizar - Agent traffic e

LOAP-Server MERIFYTIBM supplied: LDAP Server traffic (i)

i_] 11T [l]
Add... Ciopy, fodify, Delete Wi [iets
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Security Levels

1 o nfiguration Assistant - Sec urity Levels

=0 (=1

File Edit Help

Configuration &zziztant Mavigation Tree 4

4 IPSec

=k "ok with Reusable Objects

: ------ # Traffic Descriptors
@ Securty Levels

: ‘g Requirement Maps

=k Work with 205 Images
=4 Image - Sample_Image

_-# Stack - TCPIP

Lizt of all defined Security Level objects

tame D ezcription Cipher [First Choice] | Tupe

Dy IEM zupplied: Traffic iz dizcarded Maone ¢/ Mone Digzard

Permit IBM zupplied: Traffic iz allowed with no secunty | None ¢ Hone Mo zecurity

IPSec_ Gald IEM zupplied: High level of protection ADES / SHA IPSec - Dpnamic Tunnel
IPSec_ Siver | IBM supplied: Medium level of protection DES / SHA IPSec - Dynamic Tunnel
IPSec_ Bronze | IBM supplied: Low level of protection Mone £ SH IPSec - Dynamic Tunnel

£

Add...

"
(=)
2

Madify..

Dielets

% a T =l
Wiew Dretails

DRarch...

Close | [ Helo ]
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Requirement Maps

..... ey

.llﬁ Co nﬁgu ration Assistant - Re quireme nt Ma ps

=%

File Edit Help

Configuration &zziztant Mavigation Tree :

9 IPSec

=k Work with Reuzable Objects

: ------ # Traffic Descriptors

------ & Secuty Levels

o Reauiement bap

= Work with 2/05 Images

=+ "4 Image - Sample_Image
..# Stack - TCPIP

Lizt of all defined Reguirement Map objects

Dezcription

M ame

Filtering IBM zupplied: IPSec zample - Filkering [uses only Permit and Deny Security Levels)

Trusted |nternet_Zone IBM zupplied: IPSec zample - Server to tuzted branch office (Internet raversed)

Untrusted Fone IEM zupplied: IPSec zample - Server to untrusted bugsiness partner zone

il 1] [

’ &dd for Beginners. .. ] ’ Add. . Copy. Miodif Cielete Wiew Details.

Cloze ] [ Help
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Configuration Assistant Demo Task

= Create a Connectivity Rule with the four following requirements:
Permits connections to an FTP server
Permits connections to a Web server
X Encrypts CICS traffic
X Encrypts EE traffic

= Steps for accomplishing the above task

Create a Requirements Map

Create a Connectivity Rule

Iteratively Copy a Connectivity Rule

Run the Configuration Assitant Health Checker
Upload and install the policy

o s~ Wb
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Step One: Create a Requirement Map

Select "Requirement Maps" from the Navigation Tree
Use "Add..." to create the set of desired traffic (FTP-Server, Web, CICS, EE)
Select Security Level of "Permit" for FTP and Web server traffic

Select Security Level of "IPSec__ Gold" for EE and CICS traffic
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Step One: Create a Requirement Map

ﬁ.-f'; Requirement Map

A& Requirernent Map iz an object that maps each [P traffic wpe [Traffic Dezcriptor) to a specific level of zecurity [Security Level).

ToAdd a new mapping bo the Requirement Map: 1. Select a Traffic Deszcrptor from the Objects sechion.
2. Click the "<--Add" button

To change the Security Level of a Traffic Dezcriptar; 1. Click the Secunty Level column in the Requirement Map section
2. Select a new Security Level from the lizt

Requirernent kap Objects
M ame: * Sample_requirement_map R LR
o : : DS [
Description | Security Reguirements for Sample_Image] [
i : FTP-Client
FTP-Serer-55L0L
: : ; ICMP-Redirect-P_w4 =
Traffic D I IPSec- 5 by Level =
raffic O escriptor 31.: ecuity Leve — |CMP-Rrodiect]P VE
e Ptk Ed |CMP-Time_Exceeded-P_v4 -
Web Permit irv | [CP-Tirme_Exceeded-IP_E
. = ICMP-Urreachable-IP_W4
IC IPSec_ Gold A dd =,
H ec_fio l:'v | e [CMP-Unreachable-IP WG
EE IPSec_ Gold ™ IKE
All_other_traffic Deny [v! IKE-NAT
Kerberos
LBA-Advizar e
| Ré-dinant £9
’ Work with Traffic Descriptors, . ]
Mowe Lp l [ Miowe Down ] ’ Wiew Details... ’ \wiork with Security Levels.. ]
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Step Two: Create a Connectivity Rule
Select the appropriate TCP/IP stack

Add a "Typical" rule
Select a topology

Specify the local and remote Data Endpoints

= applies bidirectionally to traffic
= outbound from local to remote

= inbound from remote to local
Select the appropriate Requirement Map
Configure the Security Endpoint information

If the IKE daemon is using a single Identity, only the remote Identity is required
(can use wildcarding for remote Identity)

Select the IKE authentication method (the RSA method requires certificates)
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Step Two: Create a Connectivity Rule

.E-I_E:E\'Cun nectivity Rule: Welcome

YWelzome to the Connectivity Rule wizard.

Indicate Connectivity Bule tope:

{3 Special Caze:

& Connectivity Fule consiztz of the following:

- Metwork: Topology - [only required when uzing IPSec tunnels)

- ['ata endpoints - may be zingle |P addresses or wildcarded

- & Reguirement Map - which iz a zet of Traffic Dezcriptors mapped to Security Lewvels,
Thiz dictates behavior between the data endpaoints.

- Security endpaoints (if uzing IPSec tunnelz in the selected Requirgment M ap)
Thiz indicates where IPSec tunnels begin and terminate.

- Aidditional information determined by your data endpoint and Requirement M ap selections.
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Step Two: Create a Connectivity Rule

s Connectivity Rule: Data Endpoints ﬁ

Ilze thiz panel to idettify the data endpaintz.
These are the IP addresses of the host endpointz of the traffic you want bo protect.

=

Hozst To Host - Data Endpoints

Local data endpoint Remote data endpoint
{3 AP Y4 addreszes {3 AP Y4 addreszes
{3 AP YE addreszes {3 AllIPYE addreszes
(%) Specify address: (%) Specify address:
3999 UERRE
Syntax: Single IP %4 address: xo Syntax: Single IP %4 address: wow
Single IP %6 address: IP %4 subnet: o adu

[P range; s i -y
Single IP 6 addrezs; w:x
IF 6 zubnet: w:admy

[P WE range; woe-py

Connectivity Rule Mame

Mame: © IP_FilterRule Erndpoint
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Step Two: Create a Connectivity Rule

.ﬁ\tunnectiﬁt}f Rule: Select Requirement Map

Select a Reguirement Map

IJze thiz panel ko select the Beguirement Map for the data endpointz for Host To Host topaology.

Imitially, pou need to create a new Regquirement Map which will be reusable in subzequent Connectivity Fules.
IEBM hasz zupplied examples you can uze to "Copy." and then modify bo get started.

IIntil your become Familiar with Bequirement Mapz pleaze use the Add for Beginners. __ to create your Bequirement b ap.

M arne Dezcription
Sample_reguirement_map Security Requirements for Sample Image
Filtering IBM zupplied: IPSec sample - Filkering [uses only Permit and Deny Security Levels)

Trugted_|ntemmet_Lone

IBM zupplied: IPSec zample - Server to frusted branch office [Internet traversed)

Untrusted Faone

IBM zupplied: IPSec zample - Server to untruzted buziness partner zone

Add for Beginnem.._l [ Add..

] ’ Copy... l [ K odify. . ] "v"iew Dretails. ..

’ Meed Mare |nfarmation ]

[ ¢ Back ][ Next » Finish
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Step Two: Create a Connectivity Rule

T2 Connectivit ¥ Rule: Remote Security Endpoint Information E

LIz thiz panel to enter information about the IPSec remote secunty endpaint for Hozt To Host topology.
205
—

< A remobe [KE identity iz required for [EE negotiations [uzed for Donamic Tunnels ol -

(%) Fully qualified domain name [FEODMN): *| * b com
{3 Uszerid @@ FADN:

{3 ¥ 500 distinguished name:

3 5

- |ndicate how to authenticate the remote [KE peers [used for Dynamic Tunnels anly)
(%) ASA signature
() Shared key: EBCDIC ASCH Hexadecimal

< Back ][ et » Firizh
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Connectivity Rule - Additional Settings

= Filter logging

= Advanced settings
= Activation settings
= Encapsulation mode
= SA granularity
= Key Exchange Settings
= Remote Security Endpoint Certificate Authority certificate settings
= Time of day settings (determines when the rule is active
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Connectivity Rule - Additional Settings

I Connectivity Rule: Additional Settings B

- Indicate if pau want use filker logging for thiz Connectivity Rule
(&3 Mo - da net log filker matches
{3 ez, log all filker matches
{3 ez, but only log filker matches with valid Security Azzociations

{3 ez, but only log filker matches without walid Security Aszzociations

- Optional advanced Connechivity Bule settings

et [ Fish ] [ Conesl
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Step three: Copy a Connectivity Rule

= For each remote endpoint which has the same security requirements
= Highlight the Connectivity Rule and click "Copy..."
= Enter the new remote Data Endpoint
= Type a new Rule name
= Click "Apply Changes" after modifications

* Note that each rule created uses the same Requirement Map and is described
by the same topology
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Step three: Copy a Connectivity Rule

— — —
171 Configuration Assistant - TCP/IP Stack Settings

File Edit Help

Configuration &zzistant Mavigation Tree : Conaciiili Riilse IF'SEn::_ - .: IPSec: | |
4 IPSec Dynaric Tunnel Local |dentity | Stack Level Settings |
=4 Wark with Reusable Objects TCPAP Stack Infarmation:

- Traffic Descriptors o
@ Security Levels Enter the name of the TCP/IP Stack: TEF'”:' .
. # Requirement Maps Enter a description: | IPSECURITY-enabled TCP/P stack
= _4 Image - Sample_Image

- Stack < TCRIF
Click the &dd... buttan faor each Connectivity Bule pou want to add to this Stack.

Remote /
Local / Source | Destination
Data Endpoint | Data Endpoint | Beguirement Map Topology Status M ame
99499 1111 Sample_requirement_map | Hostta Hast | Complete | IP_FilterRule: Endpaint

<] I | [2]
’ Add... ] [ Copy... ] ’ Modify B asics. .. ] ’ Delete ] [ Yiew Detals... Mo Lp

[ Modify \wizard... ] Miwe Diowr

[4pply Changes| [ 0K | [  Cancel | [ Hep ]
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Step three: Copy a Connectivity Rule

| IPSec:

Data Endpoaints ; :
B | Remote Secunty Endpoint

[ Additional Settings|

. . |
| |
[ |

Iz thiz panel to identify the data endpointz.

Hoszt To Host - Diata Endpointz

Local data endpoint

() AllP WE addresses
(%) Specify address;
"9999

Syntax: Single IP %4 address: o x
Single IP V6 addreszs: wix

Cannectivity Bule Mame

Name: = | P_FilterRule_E ndpnintE

£

These are the |P addrezses of the host endpoints of the traffic you want to protect.

Remote data endpoint
() AP Y4 addreszes
() AllIPYE addresses
%) Specify address;

W 2222

Syntax: Single IP Y4 address: o
IP 4 zubriet; o
IP %4 range: -y
Single IP %6 address: wx
IPWE subnet; ww
IP B range: uu-yy

| i

] ][ Cancel ][ Help ]
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Step three: Copy a Connectivity Rule

I Configuration Assistant - TCP/IP Stack Settings

== %

File Edit Help

Configuration Assistant Mavigation Tree "

94 IPSec
= Work with Reusable Objects
: ------ # Traffic Descriptors
------ # Security Levels
: s Requirement Maps
=14 Work with 2/05 Images
=4 Image - Sample_Image
..t Stack - TCPIP

IPSec: 1 iPsec: |

Connectivity Aules : ol :
> Dwnamic Tunnel Local [dentity | Stack Lewvel Settmg&!

w

TCRPAR Stack Infarmation;
Enter the name of the TCP/P Stack: ~ TCRIP

Enter a dezcription; IPSECURITY-enabled TCP/P stack

Click the &dd... buttan for each Connectivity Bule vou want to add to this Stack.

Remaote /

Local / Source | Destination

Data Endpaint | Diata Endpoint | Beguirement Map T opalogy Status Mame

39393 1.1.1.1 Sample_requirement_map | Host to Host | Complete | IP_FilkerRule_Endpoint]

39393 2222 Sample_requirement_map | Host to Host | Complete | IP_FilterRule_Endpoint2

994919 3333 Sample_requirement_map | Host to Host | Complete | IP_FilterRule_Endpoint3

994919 4444 Sample_requirement_map | Host to Host | Complete | IP_FilterRule_Endpointd

99499 5555 Sample_requirsment_map | HosttoHost | Complete | IP_FilterRule. Endpoints

% i | [2]
’ Add... ] I Copy... ] ’ Modify B azics. . ] ’ D elete l [ YWiew Details.. ] ’ Move Lip ] [Health Che-:k...]

| Modiywizard... | Mave Dawn

’.ﬂ.pply Changesl ’
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Step four: Run Health Checker

=
<o Help

BE]

> B

Health Check: IPSec

Below are the results from running a health check against this stack.

——
| I ,
et s 2 |

Table of the Connectivity Rules with the Traffic Descriptors and Security Levels in the order as was defined.

: . 'Type
e Traffic Security Source | Dest |Connect
Code
cannsctyij il Descriptor Level bt o Port | Port |Direction 1
1024-
1 TCP 21 Inbound |-
65535
FTP-Server Fermit 2 TCP 20 1oed; Outbound |---
65535
s0000- (1024-
3 TCP s0000 |e5535! Inbound |-
Web Fermit 4 TCP g0 100 Inbound |-
IP_FilterRule Endpeointl 65535
95199 3] UDP 12000 | 12000 |Both -
o A UDP 12001 | 12001 |Both i
_ I:“:'Stm a0k FE EBeg 7 (= 19007 L2002 I Rath i |_"J
< i | ]
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Scan Health Checker Output for War nings

o

< Help BEX)

<2 &8

Error Messages:

The following problems were detected in the Connectivity Fules:

Warning: DNS traffic may be denied

Description: The Health Checker did not detect army Connectivity Hules permitting traffic
defined by the DN traffic descriptor. DMS traffic will be denied unless it is permitted by a
Connectivity RFule.

Solution: Add a Connectivity Rule or update the Requirement Map to permit DN traffic.

Warning: OMPREOUTE traffic may be denied

Description: The Health Checker did not detect any Connectivity Rules permitting traffic
defined by the OMPROUTE traffic descriptor. OMPREOUTE traffic will be denied unless it is
permitted by a Connectivity Rule.

Solution: Add a Connectivity Rule or update the Requirement Map to permit OMPREOUTE
traffic.

Checking all Connectivity Rules with each other

All the Connectivity Rules for this Stack are healthy.
{i 1118
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Warnings Fixed

Stelp BEX]
< 2 &5

n Checking individual Connectivity Rules o
Each individual Connectivity Rule is healthy.
Checking all Connectivity Rules with each other

=)

All the Connectivity Rules for this Stack are healthry. "
<] | E
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Step five: Upload | PSec policy

Right click on the appropriate TCP/IP stack
Select "Install Configuration Files..."
Select the "IPSec: Policy Agent Stack Configuration” file

Optionally, view or save the generated configuration file ("Show Configuration
File..." button)

Use the Configuration Assistant built-in FTP client to transfer IPSec policy file

Refresh the policy using the console MODIFY command
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Step five: Upload | PSec policy

—— . —
17 Configuration Assistant - TCP/IP Stack Settings =JoJ&3
File Edit Help
Configuration Aszistant Mavigation Tree : Conticiii Hiilee IF'SEn::_ - :l -IF'Sec: . [
“q IPSec Dynarnic Tunnel Local |dentity | Stack Level Settingz|
(=4 Wark with Reusable Objects TCPAP Stack Information;
. @ Traffic Descriptors i
@ Security Levels Enter the name of the TCR/IP Stack: TCF'IF' |
P i # Requirement Maps Enter a description; IPSECURITY-enabled TCPAP stack
=) J Woork, with /05 Images e
=4 Image - Sample_Image
e . Etaﬂk Temim
opy the TCRAP Stack... . button for each Connectivity Rule pou want to add to this Stack.
Delete the TCPAP Stack
e ST e Remaote /
Install Canfiguration Files... o | Diestination
Data Endpoint | Diata Endpoint | Beguirement Map T opalogy Status M ame
39393 1.1.1.1 Sample_requirement_map | Host to Host | Complete | IP_FilkerRule_Endpoint]
39393 2222 Sample_requirement_map | Host to Host | Complete | IP_FilterRule_Endpoint2
99413 3333 Sample_requirement_map | Host toHost | Complete | IP_FilterRule_Endpoint3
99419 4444 Sample_requirement_map | Host toHost | Complete | IP_FilterRule_Endpointd
99499 FEERR Sample_requirement_map | Hostto Host | Complete | IP_FilkerPule. EndpointS
2 "" | 2]
’ Add... ] ’ Copy... ] ’ Wodify B azics. . ] ’ D elete l [ YWiew Details... ] ’ Move Lip l [Health Che-:k...]
’ Mud|f_|r| leard ] 4 e i_-\__.'_l:_a._:n
’.ﬂ.pply Changesl ’ 0k, ] ’ Cancel l [ Help l
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Step five: Upload | PSec policy

Inztall Configuratian 4 Configuration Files [nstallation
_:j Install Stack, To complete installation for Stack, "' TCPIP, you must FTP the fallawing files.
E'.:ﬂ Image - Sample_Image TCPIP - Configuration Files

“..# Stack - TCPIP

Sent FTF Location

4 i | [l-l

Show Configuratian File... J [ LR ] [ System Administration Information. .. J

[ Gee J[ e I3
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Step five: Upload | PSec policy

Enter FTR infarmation ta send the files.

-~ Login infarmation

Host marne: | zos. raleigh, ibrm. com |

Port number: 2

£

zer 10 uzer]

®

Pazsward: FEETEE [ ] 5ave pazzward

Use S5L

~ FTF file including full path

File name and location: ~ /etc/ipsec/TCPIP. palicy |

[ send |[ coe ][ Hep 2]

Page 65



Modifying existing policies

= Modification of reusable objects will affect all rules which use them

= Modification of individual Connectivity Rules can be done with either the
= Modify Basics (modify endpoint addresses, rule name, identities, etc.)
= Modify Wizard (modify anything, including the items listed above)
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Activation Settings

m  Security Associations can be activated in one of four ways

» Ondemand activated without user intervention
» Command-line activated with the i psec command
» Autoactivation activated when IPSec policy is

installed in the TCP/IP stack

» Remote activated when a remote host initiates
a negotiation (policy can restrict to local
activation only)

= Activation method can be configured in the "Advanced Connectity Rule
Settings" panel
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Activation Settings

"__-T'\-.-:--:,-' e el R —_ e o -"
I Advanced Connectivity Rule Settings ﬁ
IPSec: ::?Snz;ic Turnels: | IPSec: IPSec: IFSec:
Dynamic Tunnels:; =¥ ;i | Dprnamic Tunnels: Dynamic Tunnels: Fiter Logging /

OnDemand Granularity /|

Howy bo Activate ! ; : : fo] s
Encansulation Moda | K.ey Exchange Settmgs_ Femate Securty Endpaint Settmgsi Effective Time |

The zettings on this panel are only applicable to the IPSec dynamic tunnels.
IJze thiz panel to indicate how each dynamic tunnel may be activated.

Indicate "ez' or "Mo' in each activation column. When using “ipzec Command Activation', edit the "ipgec Command Handle'' column to enter a required handle; see Helps for detailz

Al Aillon ipzeC
Local Femate Caonnect FRemaote | OnDeman] Auto Cammand| ipzec Cammand

Traffic Descrptor | Protocal | Part Fort Direction IPSec Security Level | Activation] Activation] Activate | Activation| Handle

EE uoP | 12000 12000 IPSec_Gold Yes [ae]| Yes [w] Mo [w][ Mo s

EE UDP 12001 12001 IPSec__Gold Yes [s]| Yes [w| Mo [w][No s

EE UDP 12002 12002 IPSec__Gold Yes |w)|Yes [w| Mo [s]/ Mo s

EE UDP 12003 12003 IPSec_ Gold Yes [ﬂ Yes [:«J Mo [:«J Mo [ﬂ

EE UDP | 12004 12004 IPSec_Gold Ves sl Yes [w|[Mo [s][Mo [

CICs TCP 3000 AllEphemeral | Inbound only | IPSec_Gold Yes [l Mo [w| Mo [w] Mo v

<

Fria =t

Click To Refine Selected Port Range: Only Required for &uto detivation o ipsec Command Activation..

(%] 1) | ]
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| PSec Features Summary

= |P Filtering

=  Source Address

= Destination Address
= Source Port

= Destination port

=  Protocol

= Direction

= Routing

m  Security class

= |[PSec protection

= Protocols
= AH
= ESP
= Algorithms
= Authentication
= MD5
= SHA
= Encryption
= DES
= 3DES
= AES-128

= Diffe-Hellman groups 1, 2, 5, 14
= SA activation

= NAT traversal Page 69



| psec Command Summary
Primary Command Options

Primary Command Main functions provided

ipsec -f e Display information about active filter set

e Display information about default IP filter rules

e Display information about IP Security filter rules

e Make the default IP filter rules the active filter set
e Make the IP Security filter rules the active filter set

ipsec -m e Display information about manual tunnels
e Activate manual tunnels
e Deactivate manual tunnels

ipsec -k e Display information about IKE tunnels
e Deactivate IKE tunnels
e Refresh IKE tunnels

ipsec -y e Display information about dynamic tunnels (stack's view)
e Display information about dynamic tunnels (IKED's view)
e Activate dynamic tunnels

e Deactivate dynamic tunnels

e Refresh dynamic tunnels

ipsec -i e Display interface information

ipsec -t e Locate matching filter rule

ipsec -0 e Display NATT port translation table information
ipsec -? Help

See the "IP System Administrator's Commands" for the complete syntax
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For Morelnformation....

URL

Content

http://www.ibm.com/servers/eserver/zseries

IBM eServer zSeries Mainframe
Servers

http://www.ibm.com/servers/eserver/zseries/networking

Networking: IBM zSeries Servers

http://www.ibm.com/servers/eserver/zseries/networking/technology.html

IBM Enterprise Servers:
Networking Technologies

http://www.ibm.com/software/network/commserver

Communications Server product
overview

http://www.ibm.com/software/network/commserver/zos/

z/OS Communications Server

http://www.ibm.com/software/network/commserver/z_lin/

Communications Server for Linux
on zSeries

http://www.ibm.com/software/network/ccl

Communication Controller for
Linux on zSeries

http://www.ibm.com/software/network/commserver/library

Communications Server products
- white papers, product
documentation, etc.

http://www.redbooks.ibm.com

ITSO redbooks

http://www.ibm.com/software/network/commserver/support

Communications Server
technical Support

http://www.ibm.com/support/techdocs/

Technical support documentation
(techdocs, flashes,
presentations, white papers, etc.)

http://www.rfc-editor.org/rfcsearch.html

Request For Comments (RFC)
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