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an illustration. Performance obtained in other operating environments may vary and customers should conduct their own testing.

Refer to www.ibm.com/legal/us for further legal information.

© Copyright International Business Machines Corporation 2007. All rights reserved.

Page 2



Agenda

= 7/OS System Preparation tasks
» Configuration of required applications
» SAF access controls
» SAF certificates and keyrings

= Configuration Assistant IPSec Demo
» Configuration Assistant Help

»|PSec Policy Configuration
— Configure Image
— Configure Stack
—Reusable Objects
— Configure Policy
e Create Requirements Map
e Create Connectivity Rule
—Health Checker

» Upload Policy

» Modification of Policy
— Activation Settings

= Display and control of IP Filtering and IPSec
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z/OS Communications Server | PSec
Component Overview
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= syslogd

= TCP/IP stack

» |PSec and IP filtering

= |[KE daemon

» Negotiates security associations

= Policy Agent

» Reads and manages IPSec and IKE policy

= TRMD

» Monitors TCP/IP stacks for log messages
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» writes log messages to syslogd destinations
m |CSF
» provides encryption facilities to TCP/IP stacks
m Configuration Assistant for z/OS
» Creates policy definitions
= pasearch command
» Displays current policy information
= ipsec command
» Displays and controls IP filtering, IPSec, and IKE
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TCP/IP Stack Configuration
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= syslogd

B TCP/IP stack

B [|PSec and IP filtering
= [KE daemon

» Negotiates security associations

= Policy Agent
» Reads and manages IPSec and IKE policy

= TRMD

» Monitors TCP/IP stacks for log messages
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» writes log messages to syslogd destinations

= |CSF
» provides encryption facilities to TCP/IP stacks

m Configuration Assistant for z/OS
» Creates policy definitions
= pasearch command
» Displays current policy information

= ipsec command
» Displays and controls IP filtering, IPSec, and IKE
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TCP/IP profile

1. Enable IP security for IPv4 and IPv6"*
»|PCONFIG IPSECURITY
»|PCONFIG6 IPSECURITY
» For IPv6 support, both must be configured

2. Define default filter rules in the IPSEC/ENDIPSEC block’
»|PSEC
» |PSECRULE
»ENDIPSEC

‘The NETSTAT CONFIG statement can be used to verify that
| P security has been enabled

“Sample provided in the Configuration Assistant for Z/OS
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TCP/IP default filter rules

= By default, all traffic except intra-stack traffic will
be denied if IPSECURITY is enabled

= Provide limited filtering support until the policy agent
can be started

= Use of dynamic or manual tunnels is not possible
when the profile rules are active.

Example:

| PSECRULE 9.1.1.1 192.168.1.1 NOLOG PROTO TCP

m Reference: "TCP/IP profile and configuration statements”, z/OS Communications
Server IP Configuration Reference

* The z/OS USS i psec command can be used to display the default filter rules:
| psec -f display -c default
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| KE daemon Configuration
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= TCP/IP stack = syslogd

= |PSec and IP filtering
B IKE daemon

»- Negotiates security associations
= Policy Agent
» Reads and manages IPSec and IKE policy

= TRMD

» Monitors TCP/IP stacks for log messages
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» writes log messages to syslogd destinations

= |CSF
» provides encryption facilities to TCP/IP stacks

m Configuration Assistant for z/OS
» Creates policy definitions
= pasearch command
» Displays current policy information

= ipsec command
» Displays and controls IP filtering, IPSec, and IKE
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|KE Daemon

1. Create IKED configuration file™
2. Create CTRACE parmlib member

3. Start procedure’

‘Can configurewith Configuration Assistant for ZOS

*Sample provided in Configuration Assistant for Z/OS
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| KE Daemon details

= |[KED configuration file
»MVS dataset or HFS file (default location: /et c/security/iked. conf)
» Fine-tunes negotiation timing
» Sets log levels
» Supplies SAF keyring name (needed for RSA sighature mode)

= CTRACE parmlib member
»Sample provided in SYS1.PARMLIB(CTIIKEOQO)
» Default tracing set to MINIMUM if file does not exist

= Start procedure (can also be started from the z/OS USS shell)
»Sample provided in SEZAINST(IKED)
»Use AUTOLOG to start automatically in a single-stack environment

= Reference: "Starting the IKE daemon”, z/OS Communications Server IP
Configuration Guide
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CA for
z/OS

Policy
Admin

= TCP/IP stack
= |PSec and IP filtering
m |[KE daemon

Policy Agent Configuration

» Negotiates security associations
B Policy Agent

» Reads and manages IPSec and IKE policy
= TRMD

» Monitors TCP/IP stacks for log messages

» writes log messages to syslogd destinations

= |CSF
» provides encryption facilities to TCP/IP stacks

m Configuration Assistant for z/OS

» Creates policy definitions
= pasearch command
» Displays current policy information

= ipsec command
» Displays and controls IP filtering, IPSec, and IKE
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Policy Agent
1. Create configuration files

» Hierarchy of configuration files (MVS dataset or HFS files)

—Main configuration file (default location: / et c/ pagent . conf) -

identifies which TCP/IP stacks have policy defined and the file in which the
Image configuration is found:

Tcpl mage TCPCSL1 /etc/tcpimage. policy.tcpip

—Image configuration file(s) - identifies which policy disciplines are enabled

for the specific TCP/IP stack and the file in which its discipline configuration
is found:

| pSecConfi g éetc/tcpip.ipsec.policy

—Discipline file -includes all policy statements specific to a particular
discipline (such as IPSec)

2. Start procedure (can also be started from the z/OS USS shell)
»Sample provided in SEZAINST(EZAPAGSP)
»Use AUTOLOG to start automatically

= Reference: "Starting and stopping the Policy Agent", z/0S Communications
Server IP Configuration Guide

1
Can configurewith Configuration Assistant for zZOS
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TRMD Configuration
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= TCP/IP stack = syslogd o
» writes log messages to syslogd destinations

= |PSec and IP filtering ICSF
|

= |[KE daemon _ _ o
» Negotiates security associations > provides encryption facilities to TCP/IP stacks
m Configuration Assistant for z/OS

= Policy Agent _ int
» Reads and manages IPSec and IKE policy > Creates policy definitions
= pasearch command

B TRMD
: » Displays current policy information
» Monitors TCP/IP stacks for log messages _ ipsec command
» Displays and controls IP filtering, IPSec, and IKE
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Traffic Regulation Management Daemon (TRMD)

1. No configuration file

2. Start procedure (can also be started from the z/OS USS
shell)

»Sample provided in SEZAINST(TRMD)
»Use AUTOLOG to start automatically

» Associate with specific TCP/IP stack (one running instance per
TCP/IP stack) using RESOLVER_CONFIG variable

= Reference: "TRMD", z/OS Communications Server IP Configuration Guide
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Syslogd Configur ation
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= TCP/IP stack M syslogd

= |PSec and IP filtering

m |[KE daemon

» Negotiates security associations

= Policy Agent

» Reads and manages IPSec and IKE policy

= TRMD

» Monitors TCP/IP stacks for log messages

» writes log messages to syslogd destinations

= |CSF

» provides encryption facilities to TCP/IP stacks

= Configuration Assistant for z/OS
» Creates policy definitions
= pasearch command
» Displays current policy information
= ipsec command

» Displays and controls IP filtering, IPSec, and IKE
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Syslog Daemon

1. Create configuration file (MVS dataset of HFS file)
» Default location: /et c/ sysl og. conf

» Separate log files by priority, facility, jobname, or user ID
»|KED and TRMD use facility ' | ocal 4'

2. Start procedure (can also be started from the z/OS USS shell)
»Sample provided in SEZAINST(SYSLOGD)

»Use AUTOLOG to start automatically

m Reference: "Configuring the syslog daemon”, z/OS Communications Server IP
Configuration Guide
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| CSF Configuration
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= TCP/IP stack = syslogd
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= TRMD = pasearch command
» Monitors TCP/IP stacks for log messages » Displays current policy information

m ijpsec command
» Displays and controls IP filtering, IPSec, and IKE
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Integrated Cryptographic Facility (ICSF)

m Using ICSF, IPSec can leverage hardware encryption
» Required for using AES encryption

» Required for using z/OS CP Assist for Cryptographic Function
(CPACF)

= Start procedure
» Customize SYS1.PARMLIB
» Create the cryptographic key data set (CKDS)
» Create the public key data set (PKDS)
» Sample procedure provided in SYS1.PARMLIB(CSF)

= Reference: "Steps for installation and initialization", ICSF System Programmer's
Guide
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SAF Authorization and Access Contr ol

B Sample RACF profile definitions required for TCP/IP
and associated applications (including IP Security) can
be found in SEZAINST(EZARACF)

B SAF definitions required for IP Security include:
- |KED
— Policy Agent (and pasear ch command)
—TRMD
—syslogd
-1 psec command
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| KED SAF Profiles

1. Add user ID IKED, and add IKED to the STARTED class
ADDUSER | KED DFLTGRP( OWSGRP) OWS(U D(0) HOVE('/'))
RDEFI NE STARTED | KED. * STDATA( USER( | KED) )
SETROPTS RACLI ST( STARTED) REFRESH
SETROPTS GENERI C( STARTED) REFRESH

2. If defined, allow access to the BPX.DAEMON class
PERM T  BPX. DAEMON CLASS(FACI LI TY) | D(1KED) ACCESS( READ)

3. Allow IKED to access SYS1.PARMLIB
PERM T  SYS1. PARMLIB | D(|KED) ACCESS( READ)

4. Enable IKED to access certificates on a SAF key ring (required for RSA signature)
RDEFI NE FACI LI TY | RR DI GTCERT. LI STRI NG UACC( NONE)

RDEFI NE FACI LI TY I RR DI GTCERT. LI ST UACC( NONE)
PERM T | RR. DI GTCERT. LI STRI NG CLASS( FACI LI TY) |1 D(I KED) ACCESS( READ)
PERM T | RR DI GTCERT. LI ST CLASS( FACI LI TY) 1 DI KED) ACCESS( READ)

SETROPTS RACLI ST( FACI LI TY) REFRESH

© Copyright International Business Machines Corporation 2007. All rights reserved. Page 20



Policy Agent SAF profiles

1. Add user ID PAGENT, and add PAGENT to the STARTED class
ADDUSER PAGENT DFLTGRP( OWSGRP) OWS(UI D(0) HOVE('/'))
RDEFI NE STARTED PAGENT. *  STDATA( USER( PAGENT) )
SETROPTS RACLI ST( STARTED) REFRESH
SETROPTS GENERI C( STARTED) REFRESH

2. Selectively allow access to the pasearch command
RDEFI NE SERVAUTH EZB. PAGENT. sysnane. t cpprocnane. t ype UACC( NONE)

PERM T EZB. PACENT. sysnane. t cpprocnane. * CLASS( SERVAUTH) | D(useri d) ACCESS( READ)
where ' t ype' is one of:

QoS
| DS

| PSec
TTLS

* (all policy disciplines)

3. To control which users can start PAGENT (and thus avoiding the potential to affect policy
based networking)
SETROPTS CLASSACT ( OPERCMDS)
SETROPTS RACLI ST ( OPERCMDS)
RDEFI NE OPERCVDS ( WS. SERVMGR. PAGENT) UACC( NONE)
PERM T  MWS. SERVMGR PAGENT CLASS( OPERCMDS) ACCESS( CONTROL) | D(useri d)
SETROPTS RACLI ST( OPERCMDS)  REFRESH
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TRMD SAF Profiles

= Add user ID TRMD and add TRMD to the STARTED class
ADDUSER TRMD DFLTGRP( OWSGRP) OWS(U D(0) HOVE(' /"))
RDEFI NE STARTED TRMD. * STDATA( USER( TRVD) )
SETROPTS RACLI ST( STARTED) REFRESH

SETROPTS CGENERI C( STARTED) REFRESH
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Syslogd SAF profiles

1. Add user ID SYSLOGD and add SYSLOGD to the STARTED class
ADDUSER SYSLOGD DFLTGRP(OWSGRP) OWS(UI D(0) HOVE('/'))
RDEFI NE STARTED SYSLOGD. * STDATA( USER( SYSLOGD) )
SETROPTS RACLI ST(STARTED) REFRESH
SETROPTS GENERI C( STARTED) REFRESH

2. If defined, allow access to the BPX.DAEMON class
PERM T  BPX. DAEMON CLASS(FACI LI TY) | D(SYSLOGD) ACCESS( READ)
SETROPTS RACLI ST(FACI LI TY) REFRESH

© Copyright International Business Machines Corporation 2007. All rights reserved.
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| psec command SAF Access Controls

1. Enable the generic profile checking facility
SETROPTS GENERI C( SERVAUTH)

2. Control access to the ipsec command

a. both the display and control capabilities
RDEFI NE SERVAUTH EZB. | PSECCMD. sysnane. t cppr ochanme. * UACC( NONE)
PERM T EZB. | PSECCMD. sysnane. t cppr ocnane. * CLASS( SERVAUTH) | D(userid) ACCESS( READ)

b. specifically control access to only the display capabilities
RDEFI NE SERVAUTH EZB. | PSECCMVD. sysnane. t cppr ocname. DI SPLAY UACC( NONE)
PERM T EZB. | PSECCMVD. sysnane. t cpprocnhane. DI SPLAY CLASS( SERVAUTH) | D(userid) ACCESS( READ)

c. specifically control access to only the control capabilities
RDEFI NE SERVAUTH EZB. | PSECCMD. sysnane. t cppr ocnane. CONTROL UACC( NONE)
PERM T EZB. | PSECCVD. sysnane. t cpprochane. CONTROL CLASS( SERVAUTH) | D(userid) ACCESS( READ)

3. Refresh the in-storage RACF profiles in the SERVAUTH class
SETROPTS RACLI ST( SERVAUTH) REFRESH
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SAF Certificatesand Keyrings

X509 certificates are required for RSA signature mode authentication
between IKE peers.

Certificates need to contain an endpoint's identity in the certificate's
SubjectName (for DNs) or the SubjectAlternate name (for RFC 822 names,
FQDNSs, or IPv4 addresses).

|dentity information is used to locate policy and to validate the remote peer's
identity during an IKE negotiation.

Often used when dynamic SAs are widely deployed because this
configuration is easily scalable.
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Keyring Setup for IKE peers

IKE_A IKE_B

keyring

| CA_IKE_B

issuer .
certificate

CA_IKE_B
certificate

issuer

IKE_B
personal
certificate

Y

Associated private key for
IKE_B

somate private key %
A
KE_A S
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Creating RACF Certificates

~

-
/| CERTADD JOB 1, ALFRED, CLASS=A, M5SGCLASS=X, NOT| FY=USER1
o

/11 EFPROC EXEC PGVFI KJIEFTO01, REG ON=4M DYNAMNBR=10

/1 SYSTSPRT DD SYSQUT=* BATCH TSO SESSI —— Create our selfsigned CA
//SYSTSIN DD * certificate by which all our other

RACDCERT CERTAUTH GENCERT - certificates will be signed.
SUBJECTSDN( CN(* ABC CA') -
QU CS 2/ 05 CA') - | Create our IKE daemon

q'IBM) C('US)) -
NOTBEFORE( DATE( 2007- 01- 01) ) -
NOTAFTER( DATE( 2010- 12- 31)) -
W THLABEL(' ABC CA')

certificate and sign it with
our CA certificate.

RACDCERT | D( | KED) GENCERT - Export our CA certificate so that
SUBJECTSDN( CN(' ABC | KE Daeron') - the remote IKE peer can download
QU(' CS Z/ CS Server') . and install as trusted root in
Q'IBM) C('US)) - remote key database
NOTBEFORE( DATE( 2007- 01- 01) ) - /
NOTAFTER( DATE( 2010- 12- 31)) -
W THLABEL(' | KE Daenon') -
S| GNW TH( CERTAUTH LABEL(' ABC CA'))

RACDCERT CERTAUTH EXPORT(LABEL(' ABC CA')) DSN(' USERI1. ABCCA. B64' ) :

RACDCERT | D(1 KED) ADDRI NG| KEDKEYRI NG) Create our IKED keyring

RACDCERT | D(1 KED) CONNECT( LABEL(' | KE Daenon') \
Rl NG | KEDKEYRI NG USAGE( PERSONAL) ) —
RACDCERT | D(| KED) CONNECT( CERTAUTH LABEL(' REMOTE IKE CA') - v [ Connect both our IKE daemon

RI NG( | KEDKEYRI NG USAGE( CERTAUTH) ) certificate and our peer's CA
RACDCERT | D(1 KED) LI STRI NG | KEDKEYRI NG) certificate to that keyring (presumes
i@ that remote peer's CA certificate has
been added to the certificate
database).
- J
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RACF Certificates. Tips

= The IKE daemon started task user ID (IKED) must have READ access to
» IRR.DIGTCERT.LIST
» IRR.DIGTCERT.LISTRING

= Individual users who execute the z/OS FTP client and transmit user certificates must
also have READ access to the above two profiles.

m All certificate-related tasks can be performed using the RACF command interface
(RACDCERT) or using the RACF ISPF interface.

= RACF certificate labels and keyrings are case sensitive; observe case when
configuring IPSec policy.

Reference

— For more information and additional options for creating server certificates, see APPENDIX E, Step 4:
"Setting up the IKE server for RSA signature mode authentication”, zZOS Communications Server IP
Configuration Guide

— For more information on the RACDCERT command, see "Using the RACDCERT Command to
Administer Certificates", z/OS Security Server RACF Security Administrator's Guide

— For the complete syntax of the RACDCERT command, see "RACDCERT (RACF Digital Certificate)",
z/OS Security Server RACF Command Language Reference
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| PSec Policy Configuration Steps
with the Configuration Assistant

1. Download and install the Configuration Assistant configuration tool
http://www.ibm.com/software/network/commserver/zos/support/

2. Create system image and TCP/IP stack image

3. Configure IP Security policies

a. Create one or more Requirement Maps to define desired security for
specific types of IP traffic

b. Create one or more Connectivity Rules between Data Endpoints (IP
addresses) and associate with a configured Requrement Map

c. If using IPSec, configure Security Endpoints (IKE peers)

4. Optionally, set additional options (e.g. logging, SA activation methods,
effective time for Connectivity Rules)

5. Transfer IP Security policy to z/OS
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Configuration Assistant Overview
g =

Sample

IKED proc
Hardcoded Samples U

GUTI's Internal Sample
Representation of \ default rules

- Security Policy

N Stack specific

Blue Image

N il

—
[E—]

z/OS Network Security
Configuration Assistant o

Workstation IPSec Config
\_ G
Masf[er copy of Persistent [~  Stack specific
configuration Data Store w C S
s \ I

Orange Image

= Allows policy definition to be performed at higher level of abstraction than policy file

statements
» Define policy for both CS IP security and AT-TLS as a single administrative task

— Generates separate policy files for CS IP security and AT-TLS
» Files created are transferred to z/OS image
= , hew file management improvements

» Persistent data store can be stored on z/OS
» Locking support at the persistent data store level to prevent inadvertent loss of data
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Configuration Assistant Initial Sreen
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Traffic Descri i Intruzion Detection Services [IDS)

() Quality of Service [QoS5)

Secunty Le
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(b
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T o work, with a zpecific 2/05 Image or TCPAP Stack. zelect the 2/05 Image or TCPAP Stack from the Mavigation Tree.

sae || E@t || Hep ]
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Configuration Assistant Help

1. Tutorial starts automatically when first installed
2. Help for all Configuration Assistant Elements

3. Additional Tutorials include individual help on
a. IDS
b. QoS
c. AT-TLS
d. IPSec

© Copyright International Business Machines Corporation 2007. All rights reserved.
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Configuration Assistant Tutorial

< IBM Configuration Assistant for z/0S Communications Server

o

<2 &2

L3La
|4 AT/TLS and IPSec: Getting Starte ~ |
------ # page 2 - Images, Stacks, Con
------ # page 3 - Configure an Image
------ # page 4 - Configure a Stack '
------ # page 5 - Configure a Cornect
------ # page B - Connectivitp Rules
------ # page ¥ - Reuszable Objectz
------ # page 8 - Traffic Descrptors
------ # page 3 - Traffic Descriptar Ch
------ # page 10 - Security Levels
------ # page 11 - Requirement Maps
------ # page 12 - Reguirement Map E
...... # page 13 - Putting it All Togeth
------ # page 14 -“Warning to IPSec L
------ # page 15 - Installing Configurat
------ # page 16 - Installing Configurat
------ # page 17 - Acceszing the Tuto
------ # page 18 - Firewall Technologn
------ # Before uzing this configuratior
1 1D5: Getting Started
] 3a5: Getting Started
1 AT-TLS - Additional Tutarials

1105 - Additional Tutarials
5 L] ”:_":n:hr\- - AdAdibieenal Tokarals

1% | 11l [

|} ! |
D ——— = e —

£
T Do

|Getting Started Tutorial

- AT-TLS and IPSec

estitniated reviewr titne; 10 mitites

Learn to use the Navigation Tree: pag:1

of 138
Next =

Click on the different nodes i the Mavigation Tree. A nodeis a folder -
(such as "Work with Feusable Obects") or a leaf (such as "Traffic
Descriptors") in the Mawigation Tree

Panels specific to the selected node will appear.

Fight click on sach node to see a menu containing additional actions
specific to the zelected node.

iiy IBM Configuration Assistant for z/05 Communications Server
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Configurelmage

1. Select the "Work with z/OS Images in the Navigation Tree.
2. Click "Add a New z/OS Image..." button.

3. If IKE/IPSec will be used, then select "Yes, this Image will use IPSec
dynamic tunnels"

4. Optionally configure global options for the IKE daemon:
a. SAF keyring name
b. Certificate Authorities that this system will support
c. IKE daemon logging Ievel1
d. Advanced options

“For normal operation, donot run at log levels> 1
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Configurelmage

12 New z/0S Image: Information

z/05 Image Information
Enter a name for the 2/05 Image: | Sample_Image

Enter a dezcription: z/05 Production |EE-enabled s_l,lsten{

Indizate if thiz 2/05 Image will uze IPSec dynamic tunnels
%) ez, thiz Image will have dynamic tunnels

(3 Mo, thiz Image will not have dynamic bunnels

< Back

|

M et

Cancel
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|KE Daemon Settings

71 Mew z/0S Image: IPSec IKE Daemon Settings

The zettings on thiz panel are only applicable to [PSec.
Dyrnamic tunnels are managed by [ntermet Fey Exchange [IKE] daemons.
There iz one IKE daemon for each 2/05 Image. Use thiz panel for the IKE daemon zettings for thiz 2/05 Image.

F.ey ring data [uzed for Dynamic Tunnels only)

SAF [such az RACF] key ring database; | iked/keyring

Lizt of zupparted certificate autharnties

Labels

IBM “wiarld Registo Ca

Add.. ][ Modify... ][ Delate

Logging
Click below ta modify the IKE dagmon or Palicy Agent trace levels.

’ IK.E Daemon Syzlog... ] ’ Policy Agent AF1 Seslog...

Additional Advanced IKE Daemon Settings

< Back ” M eut >

Cancel
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Ln]

File Edit Help

Configure Stack

Configuration Aszziztant Havigation Tree

_ 4 IPSec
= _ 4 Woark with Reusable Objects
: ~ @ Traffic Descrptars
~d Securty Levels
“# Requirement Maps
- A Woark with 2/05 Images
oy Image - Sample_Image

b "

Imane |nfarmation

|P5.ECZ

[KE Daemon Settings

z/05 Image Infarmation

Enter a name for the 2/05 Image: * Sample_lmage

Enter a description;

2/05 Production |KE -enabled system

&dd a new TCRAF 5

IT1 Proceed to the next step? @

&dd Mew TCR/AR

Inztallation and zuste

Wiews the produced oo
obtain information ang

Caonnectivity RBules are configured far each

* . TCPAP Stack. To continue with
configuration pou need to add a TCRSR
Stack to the new /05 Image. Do you want
to add a TCRAP Stack now?

’ hi=5 J ’ Mo

[ Da nat shaw this meszage again

Inztall Configuraticrmrmes... ]
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Configure Stack Name

;llﬁ New TCP/IP Stack: Name

TCRAP Stack Infarmation:

Enter a description;

Enter the name of the TCPAP Stack: ~ TCIjiF'

Secure |PSec-protected stack

Indizate if thiz Stack will uze dynamic unnels
(o) Yez, thiz Stack will have dunamic tunnels

3 Mo, this Stack will not have dynamic tunnels

< Back,

J

M et =

Cancel
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Configure Stack | KE Identity

IZ1 New TCP/IP Stack: IPSec Dynamic Tunnel Local ldentity

The zettingz on thiz panel are only applicable to the IPSec denamic tunnels.
When starting dynamic tunnels the local and remote IKE daemons must exchange identities.

“ou miust configure a local idertify.
Yau cah configure a single identity for all IP addrezzes on this TCPAP Stack ar pou can configure separate identities for each [P addrezs an this
Stack.

() | wart ta configure separate local identities for each IP address local to this Stack;
| will be prompted later for thiz information.

(%) | want o uze & zingle identity for all IP addresses on thiz Stack
Enter the lozal identity for all IP addreszes on this Stack
) IP address:
() Fully qualified domain name [FADM): " zos.raleigh.ibm.com
() Userid (@ FQDM:
{7 ¥.500 distinguizhed name:

¢ Back ” M et > i
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Configure | PSec Stack L evel Settings

IT1 New TCP/IP Stack: IPSec Stack Level Settings

1

The zettings an thiz panel are anly applicable to IPSec.
Metwork, &ddress Tranzlation [NAT] Traverzal Policy [only for Dynamic Tunnels)

Indizate the default zetting for MAT raverzal bo be uzed in Connectivity Rules.

AT Drefault

(& Donot allowé () Allow () Allow - no port translation

MAT keepalive meszages
{3 Donot zend MAT keepalive meszages

{(#) Send MAT keepalive message after specified interval of inactivity: i 20| [Seconds)

Filker Logging Policy

Indicate whethier pou want all filker logaging dizabled.
(") Dizable all filker logging
{#) Enable filter logging

() Log implicit deny events (&) Do MOT log implicit deny events

Indizate whether IPSec [AH or ESPF) headers should be filkered
{#) Do not filker the IPSec [4H or ESP) headers, decapsulate them prior ta filtering
() Filter the IPSec [4H or ESP) headers

Automatically allaw far [P WE link activation

(%) Allows () Do not allow

< Back " bt
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Reusable Objects

= Can configure Top-down, Bottom-up or anywhere in
between

= Configuration Assistant provides buttons to link to

other objects where and when you need them:

1. Traffic Descriptors
2. Security Levels
3. Requirement Maps
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Traffic Descriptors

~

IT1 Configuration Assistant - Traffic Descriptors

BE <]

File Edit Help

Configuration Azziztant Mawvigation Tree

4 IPSec
E| 4 Wwoark with Reusable Objects
- [# Traffic Descriptord
------ # Secunty Levelz
: ‘.4 Requirement Maps
= 4 Work with 2/05 Images
=4 Image - Sample_Image
.. @ Stack - TCPIP

<
>

Lizt af all defined Traffic Descriptor ohjects

ERIFY) IBM zupplied - contents showld be verified and modified to match paur netwark, traffic.

M ame Description

CICS WERIFY IEM supplied; CICS traffic (]

DS WERIFY IEM supplied: Domain Mame Server traffic il

EE [BM zupplied: Enterprize Extender [EE) traffic

FTP-Clent MERIFY) IEM supplied: FTF Client traffic

FTP-Server ERIFY IBM supplied: FTP Server traffic =

FTP-Server-55L [ERIFY IBM supplied: FTP Server S5L traffic uzing port 330

ICMP-Redirect-IP_4 IBM supplied: 1P %4 ICMP - Redirect traffic

ICMP-Redirect-IP_Y& IBM zupplied: |PWE ICMP - Redirect traffic

[CMP-Time_Exceeded-IF... | IBEM supplied: P4 [CMFP - Time Exceeded traffic

ICMP-Time_Ewceeded-IF... | IBM supplied: P W6 ICMP - Time Exceeded traffic

ICMP-Urreachable-IP_W4 | IBM supplied: 1P %4 ICMP - Unreachable raffic

ICMP-Urreachable-IP_WE | IBM supplied: 1P YE ICMP - Unreachable traffic

IKE IBM supplied: Intemet Key Exchange dasman traffic

[EE-MAT [BM zupplied: MAT - [ntemet Key Exchange dasmon traffic

[EE-MAFT IBM zupplied: MAPT - Internet K.ey Exchange daemon traffic

F.erbers ERIFY IBM supplied: Kerberos Server traffic

LBA-ddvizor ERIFY IBM supplied: 2/05 Load Balancing Advisar traffic

LBA-Agent [ERIFY IBM supplied: 2/05 Load Balancing Advizar - Agent traffic |

LOAP-Server MNERIFY IEM supolied: LDAP Server traffic le

< | | (2]
Add... il
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Security Levels

-~

Iﬁ Configuration Assistant - Security Levels Q[_E_]
File Edt Help

Configuration &zsiztant Mavigation Tree 4 Ligt aof all defined Security Level objects

_q IPSec

(=4 Work with Freusable Objects
© s Traffic Dezcriptors

- Security Levelz

£ amaw # Requirement Maps

= 4 Work with 2/05 Images

& J Image - 5 ample_Image e Diescription Cipher [First Chaoice] | Twpe
~-@ Stack - TCFIF Dreny IBM supplied: Traffic iz discarded MHaone / Mone Dizcard
Permit IBM supplied: Traffic iz allowed with no gecunty | Mone / Mone Mo zecuriy
IPSec_ Gold IBM zupplied: High level of protection ADES / SHA IPSec - Dynamic Tunnel
IPSec_ Silver | IBM zupplied: Medium level of protection DES / SHA IPSec - Dynamic Tunnel
IPSec_ Bronze | IBM zupplied: Low level of protection Mone / SHA IPSec - Denamic Tunnel
[f 1 | [ﬂ

Add... Copy... bl iy, Delete Wiew Dietails. . Search..
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Reguirement M aps

-~

E Configuration Assistant - Requirement Maps

oS

File Edit Help

Canfiguration Azziztant Mavigation Tree 4

9§ IPSec

E| 4 Work with Reusable Objects

E ------ # Traffic Descriptors
ot Security Levels

E L Reguirement Maps

B 4 Work with 2/05 Images
=4 Image - Sample_Image

‘.# Stack - TCPIP

Lizt of all defined Requirement Map ohjects

M ame

Dezcription

Filkering

IEM zupplied: IPSec zample - Fikering [uzes only Permit and Deny Secunty Levels)

Truzted_Intermet_<one

IBM zupplied: IPSec zample - Server to trusted branch office [Intemet traversed)

Untrusted_Fone

IBM supplied: IPSec sample - Server to untrusted buzsiness partner zone

<

] | [i]

’ Add far Beqginhers. . H

Add... Copy... lodify. . Delete Wi Detailz..

| e

Claze
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Configuration Assistant Demo Task

= Create a Connectivity Rule with the four following requirements:
Permits connections to an FTP server
Permits connections to a Web server
X Encrypts CICS traffic
X Encrypts EE traffic

= Steps for accomplishing the above task

Create a Requirements Map

Create a Connectivity Rule

Iteratively Copy a Connectivity Rule

Run the Configuration Assitant Health Checker
Upload and install the policy

a bk wbhE
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Step One: Create a Requirement Map

Select "Requirement Maps" from the Navigation Tree
Use "Add..." to create the set of desired traffic (FTP-Server, Web, CICS, EE)
Select Security Level of "Permit" for FTP and Web server traffic

Select Security Level of "IPSec_ Gold" for EE and CICS traffic
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Step One: Create a Requirement Map

21 Requirement Map -

& Feguirement Map iz an object that maps each |P traffic tppe [Traffic Descriptor) bo a specific level of secunty [Security Lewvel).

ToAdd a new mapping to the Requirsment Map; 1. Select a Traffic Descriptar from the Objects section,
2 Click the "<--Add" buttan

To change the Security Level of a Traffic Descriptor: 1. Click the Securnity Level column in the Bequirement M ap section
2. Select a new Security Level from the list

FAeguirement Map Objects
M arme; i Sample_requirement“_map Trailic DRl
Description | Security Fequirements for Sample_Image) EPPS = o~
- -Llient |
FTP-Server-55L
. - - ICMP-RedirectP_%'4 =
Traffic Descriptor IFSec - Security Lewvel : =
ey o — ICMP-Redirect-IP_VE
=AEES =i (e ICMP-Time_Exceeded- P 44
Wweb Perrrit el ICMP-Time_Excesded-P_YE
P |CW P-Urreachable- P_\'4
CICS i Gold ' ] =
IPSec | ) d |CMP-UnreachableIP_vE
EE IPSec_ Gald || EE
All_other_traffic Dery || IKE-NAT
F.erberos
LB A-ddwizor =
| Rdi-faent ()
[ “hark, with Traffic Descrptors... ]
Move Lp ] [ Mowve Down ] [ YWiew Dietails, [ ‘whork, with Security Levels, . ]

[ 0k H Cancel ” Help ]
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Step Two: Create a Connectivity Rule
Select the appropriate TCP/IP stack

Add a "Typical" rule
Select a topology

Specify the local and remote Data Endpoints

= applies bidirectionally to traffic
= outbound from local to remote

= inbound from remote to local
Select the appropriate Requirement Map
Configure the Security Endpoint information

If the IKE daemon is using a single Identity, only the remote Identity is required
(can use wildcarding for remote ldentity)

Select the IKE authentication method (the RSA method requires certificates)
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Step Two: Create a Connectivity Rule

E Connectivity Rule: Welcome

W elcome to the Connectivity Fule wizard.

[ndicate Connechivity Bule twpe:

() Special Case:

& Connectivity Bule conzsiztz of the following:

- Metwork, Topology - [only required when uzing IPSec tunnelz)

- Data endpointz - may be zingle P addreszes or wildcarded

- & Requirement Map - which iz a zet of Traffic Dezcrptors mapped to Security Levels.
Thiz dictates behavior between the data endpaintz,

- Security endpaintz [if uzing IPSec tunnelz ik the selected Requirement Map)
Thiz indicates where IPSec tunnels begin and terminate.

- Additional information determined by pour data endpoint and Beguirement M ap zelections.

© Copyright International Business Machines Corporation 2007. All rights reserved. Page 49



Step Two: Create a Connectivity Rule

IZ1 Connectivity Rule: Data Endpoints

Iz thiz panel bo identify the data endpaints.

Host To Host - Data Endpoints

Local data endpaint
() AllIPY4 addresses
() &P VE addresses
(%) Specify address:

99499

Syntaw: Single [P W4 address: s
Single IP %6 address: «:x

Connechivity Bule Hame

Mame: | IP_FilterRule_E ndpaint]

Theze are the |P addreszes of the host endpoints of the traffic pou want to protect.

Remote data endpoint

(3 &llP Y4 addreszes

() AllPYE addresses

(%) Specify address:
111

Syntaw: Single |P W4 address: wanx

IP %4 zubret; iy
IP %4 range: -y
Single IPVE address: «:x
IP%E subnet oy

IP %6 range: ww-yey

< Back

” Mext

Cancel
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Step Two: Create a Connectivity Rule

71 Connectivity Rule: Select Requirement Map

Ilze thiz panel to zelect the Requirement M ap for the data endpoints for Hozst To Hozt topaology.

Select a Requirement Map

Initially, you need to create a new Requirement Map which will be reuzable in subzequent Connectivity Bules.
IBM haz zupplied examples you can uze to "Copy. ' and then modify to get started.

Until you become familiar with Beguirement M aps pleaze uze the Add for Beginners. .. to create vour Requirement Map.

M ame Dezcription

Sample_reguirement_map Security Bequirements for Sample Image

Filtering IEM zupplied: IPSec sample - Fikening [uzes only Permit and Deny Securnity Levels)
Trusted_|nternet_one IBM zupplied: IPSec sample - Server to trusted branch office [[ntemet traversed)
Untruzted_Lone IBM zupplied: IPSec sample - Server to untrusted bugsiness partner zone

Add For Beginners...] I Add... l ’ Copy... ] ’ b odify. .. ] "'v"iew Details...

’ Meed More |nformation ]

[ < Back “ Mest > Finizh
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Step Two: Create a Connectivity Rule

[ - =]

Eﬁ Connectivity Rule: Remote Security Endpoint Information

[lze thiz panel to enter information about the IPSec remote security endpoint for Host To Host topology.

() Fully qualified domain name [FADM): *| * b, com
(") Usgerid @ FODN: |
{3 %500 distinguished name:

[ndicate how to authenticate the remote (KE peers [used for Denamic Tunnelz only)
(%) ASA signature

() Shared key: EBCDIC A5 Hexadecimal

< Back ][ M eut > Finizh
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Connectivity Rule - Additional Settings

= Filter logging

= Advanced settings
= Activation settings
= Encapsulation mode
= SA granularity
= Key Exchange Settings
= Remote Security Endpoint Certificate Authority certificate settings
= Time of day settings (determines when the rule is active
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Connectivity Rule - Additional Settings

71 Connectivity Rule: Additional Settings H

Indizate if you want use filker lagaing far thiz Connectivity Buls

(%) Mo - do nat lag filker matches

(3 Yes, log all filker matches

("3 ez, but only log filter matches with valid Security Associations

(") Yes, but only log filker matches without valid Security Associations

Optional advanced Connectivity Bule settings

ert>  [[_Finish ] [ Cance
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Step three: Copy a Connectivity Rule

= For each remote endpoint which has the same security requirements
= Highlight the Connectivity Rule and click "Copy..."
= Enter the new remote Data Endpoint
= Type a new Rule name
= Click "Apply Changes" after modifications

* Note that each rule created uses the same Requirement Map and is described
by the same topology
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Step three: Copy a Connectivity Rule

- =
IT1 Configuration Assistant - TCP/IP Stack Settings g@
File Edit Help
Corfiguration Assistant Mavigation Tree : Corret Bl “|P'SECZ_ | !l IPSec: - i
9 IPSec Dynamic Tunnel Local [dentity | Stack Level Settings
=4 Wark with Reusable Dbjects TCPAP Stack Information:

Lo Traffic Descriptors .
L Security Levels Erter the narme of the TCPAP Stack: | TCFIP

- # Requirement Maps Enter a dezcription: IPSECURITY-enabled TCPAF stack,
=k 4 Wark with 2/05 Images

= _4 Image - Sample_Image
‘-4 Stack - TCPIP
Click the &dd... buttan for each Cannectivity Fule you want to add tao this Stack.

Femate /
Local / Source | Destination
Data Endpoint | Data Endpoint | Requirement Map Topology Statusg Mame
99499 1111 Sample_requirement_map | Host bo Hogt | Complete | IP_FilterBule_E ndpaintl

[il 1 | [l]
’ Add... ] [ Copy... ] ’ bl odify B asics... ] ’ Delete ] "'-.fiew Cetails... Move Up

’ Wl odify Wwizard... l Muove Diown

|4pply Chianges| [ 0K | [ cancel | [ Help ]
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Step three: Copy a Connectivity Rule

r

X1 Connectivity Rule

Data Endpoints | [T25¢

| Remate Security Endpoint

Additional Setings|

I
| Hozt To Host - Data Endpoints

Local data endpoint

{3 AllIPYE addresses
(%) Specify address:
*19999

Syntax: Single IP %4 address: ooy
Single [P Y6 address: wx

Conniectivity Rule Mame

Name: | | F'_FilterFl ule_Endpaint2

EA

| Uge thiz panel to identify the data endpoints.

Theze are the |P addrezzes of the host endpoints of the traffic you want to protect.

Remote data endpoint

() AP V4 addresses

{3 AP YE addresses

(%) Specify address:
2222

Syntax: Single IP %4 address: ooy
[P zubret: o i
[P W3 range: wo -y iy
Single IP %6 address: wox
[P B subnet;
IP B range: wa-piy

| [}

] ][ Cancel ][ Help ]
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Step three: Copy a Connectivity Rule

\-
IT1 Configuration Assistant - TCP/IP Stack Settings g@
File Edit Help
Corfiguration Sssistant Mavigation Tree : et B m F'Sec . IPSec: - :

“q IPSec Dyramic Tunne Local [dentity | Stack Level Sethings|
=4 Work with Reusable Objects TCP/IP Stack Information:

------ # Traffic Descriptors .
oo Security Levels Enter the name of the TCP/IP Stack: | TCPIP

~--#  Requirement Maps Enter a description: IPSECURIT-enabled TCPAP stack
=k 4 Wark with 2/05 Images

= _4 Image - Sample_lmage
L Stack - TCRIF
Click the &dd... button for each Connectivity Bule you want to add to this Stack.

Rermote /

Local / Source | Destination

Drata Endpoint | Drata Endpoint | Bequirement Map T opaolagy Statuz MHarme

3933 1.1.1.1 Sample_requirement_map | HosttaHost | Complete | IP_FilterBule_E ndpoint

3933 2222 Sample_requirement_map | Host ta Host | Complete | [P_FilterBule_Endpoint2

994949 3333 Sample_requirement_map | Host to Host | Complete | IP_FilterRule_Endpaint3

994949 4444 Sample_requirement_map | Host bo Host | Complete | IP_FilterRule_Endpaint4

99499 T RaRaka] Sample_requirement_map | Host to Host | Complete | IP_FilterRule_Endpaint
<1, u | E3
’ Add.. ] [ Copy... ] ’ W odify Basics. . l ’ Delete l "'-.fiew Details...l ’ Mowe Lp l [Health Check...]

| Modity wizard.. |
’.ﬁ.ppl_l,l Changes] ’ 0k, ] ’ Cancel l ’ Help ]
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Step four: Run Health Checker

< Help =JoJEd
<>
\ |
Health Check: IPSec
Below are the results from running a health check against this stack.
Table of the Connectivity Fules with the Traffic Descriptors and Security Lewvels in the order as was defined.
: : Type
. Traffic Security Source | Dest |Connect
Code
Gennectivity Rule Descriptor Level [HgeE [Eratecol Port | Port |Direction 1
1024-
1 T 2| Inbound |-
65535
FTP-Zerver FPermit 2 TCP 20 1Hes: Outhound |-
65535
20000- | 1024-
3 TEE Inbound |-
20200 |B35235
WWeb FPermit 4 TCP g0 L s Inbound |-
IP_FilterRule_Endpointi 55535
5599 5 LDP 12000 ‘IEIIIIIIEI_ Both -
B B 3] LDP 12001 (12001 | Both e
HostiHos: FF ”:ISEE— T [ 17NN 1720072 1 Rtk e |1|
_‘_‘_J 11l ] |£|
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Scan Health Checker Output for War nings

= =5

& Help M=%
€ 25688
4 [
kK | R
Error Messages:
The following problems were detected in the Connectivity Rules:
Warning: DMS traffic may be denied
Description: The Health Checker did not detect any Connectivity Fules permitting traffic
defined by the DNS traffic descriptor. DS traffic will be denied unless it is permitted by a
Connectivity Rule.
Solution: Add a Connectivity Rule or update the Reqguirement Map to permit DNS traffic,
Warning: OMPROUTE traffic may be denied
Description: The Health Checker did not detect any Connectivity Fules permitting traffic
defined by the OMPREOUTE traffic descriptor. OMPROUTE traffic will be denied unless it is
permitted by a Connectivity Fule.
Solution: Add a Connectivity Fule or update the Eeguirement Map to permit OMPEOQLUTE
traffic.
Checking all Connectivity Rules with each other | ‘
All the Connectivity Rules for this Stack are healthy. ;';.'i
<l B
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Warnings Fixed

-

& Help =1
< 9 &

ri

n Checking individual Connectivity Rules &
Each individual Connectivity Fule is healthy.
Checking all Connectivity Rules with each other
All the Connectivity Rules for this Stack are healthy. E—I
il 1] | |l|
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Step five: Upload | PSec policy

Right click on the appropriate TCP/IP stack
Select "Install Configuration Files..."
Select the "IPSec: Policy Agent Stack Configuration” file

Optionally, view or save the generated configuration file ("Show Configuration
File..." button)

Use the Configuration Assistant built-in FTP client to transfer IPSec policy file

Refresh the policy using the console MODIFY command
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Step five: Upload | PSec policy

IF1 Configuration Assistant - TCP/IP Stack Settings g@
File Edit Help

Corfiguration Assistant Mavigation Tree : CorreeinirRuE: '|'|5-§EC:. | ;E'ﬁ:gec: . i

4 IPSec Dynarnic: Tunnel Local |dentity | Stack Level Settings

=4 Work with Reusable Dbjects TCP/IP Stack Information:

-4 Traffic Dezcriptors i
@ Security Levels Enter the name of the TCP/IP Stack: ~ TCPIP

= el Requirement Maps Enter a dezcription: IPSECURITY-enabled TCPAP stack
=k 4 Wark with 2/05 Images

G J Image - Sample_lmage
L ' Stal:k. Temin

Copy the TCPAP Stack... . button for each Connectivity Bule pou want to add to thiz Stack.
Delete the TCPAP Stack
Remote /
| Install Configurstion Files.. .2 | Destination
Data Endpoint | Data Endpoint | Requirement Map Topology Statusg Mame
994949 1111 Sample_requirement_map | Host to Hogt | Complete | IP_FilterRule_E ndpaintd
9933 2222 Sample_requirement_map | HosttaHost | Complete | IP_FilterBule_Endpoint2
3933 3333 Sample_requirement_map | Hostta Host | Complete | [IP_FilterBule_Endpoint3
3933 1444 Sample_requirement_map | Host taHost | Complete | [IP_FilterBule_Endpointd
99499 R Raka] Sample_requirement_map | Host bo Host | Complete | IP_FilterRule_Endpainth
<] "

’ Add.. ] ’ Copy... ] ’ M odify B asics. . ] ’ Delete ] "'v“iew Details...l ’ Mowve LUp ] [Health Check...]

’ Modify Wizard... l Move Diown

[4pply Changes| [ ok | [ cancel | [ Help ]
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Step five: Upload | PSec policy

Inztall Configuration

:_j Imstall Stack
=4 Image - Sample_Image
" # Stack - TCPIP

4 ~ Configuration Files Inztallation

TCFIF - Configuration Files

To complete ingtallation for Stack, "TCPIPY, vou must FTP the following files,

File

Sent FTP Location

F 1l

| &

Shaw Configuration File... ] [ Bl

]l System Administration [nformation... ]

| Cose || Hep ]
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Step five: Upload | PSec policy

Configuration Fi

Enter FTP information to zend the files.

¢ Lagin infarmation

Hozt name: x| zoz.raleigh.ibm.com |

Part number: 2

]

dzer (D uzer]

]

Pasaward: FEEEESE [ ] Save passward

=

Use S5L

~ FTP file including full path -

File name and location: ~| /ete/ipsec/TCPIP. policy |

[ Send | Cose | [ Heb ]
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M odifying existing policies

= Modification of reusable objects will affect all rules which use them

= Modification of individual Connectivity Rules can be done with either the
= Modify Basics (modify endpoint addresses, rule name, identities, etc.)
= Modify Wizard (modify anything, including the items listed above)
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Activation Settings

m  Security Associations can be activated in one of four ways

» Ondemand

activated without user intervention

» Command-line

activated with the i psec command

» Autoactivation

activated when IPSec policy is
installed in the TCP/IP stack

» Remote

activated when a remote host initiates
a negotiation (policy can restrict to local
activation only)

= Activation method can be configured in the "Advanced Connectity Rule

Settings" panel
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Activation Settings

1 Advanced Connectivity Rule Settings

| : : 1 Il

IPSec: L IPSec: | IPSec IFSec:

Dynamic Turnels: | =¥ T | Dynamic Tunnels: Dynamic Tunnels: Filker Logging

e fe R OnCemand Granularty .-"E . ; . ) ; ]

E : ey Exchange Settings | Remaote Security Endpoint Settings | Effective Time
| Encapsulation Mode | [ : |

The zettings an thiz panel are only applicable to the IPSec dynamic bunnels.

I1ze thiz panel to indicate how each dynamic tunnel may be activated,

Indicate "ves:'' or "MNa" in each activation column. When uzing “ipzec Command Activation”, edit the Vipsec Command Handlg" column to enter a required handle; see Helps for details

A oo Al ipzEC
Local Remaote Connect Remote | OnDeman] Auto Caommand| ipsec Command

Traffic Descrptor | Protocol | Port Fuort Direction IPSec Secunty Level | &ctivation] Activation| Activate | Activation| Handle

EE UDF | 12000 12000 IPSec__Gold Yes |w|[Ves |w[ Mo [s| No |

EE uoP | 12001 12001 IPSec_Gold Yes |we| Yes sl No o [se| No [

EE UDP | 12002 12002 IPSec_ Gold Yes [w| Yes |w|[No  [w| Moo [v]

EE UDP 12003 12003 IPSec_ Gold Yes |w| Yes |w| No |w| No |s

EE UDP 12004 12004 IPSec_ Gald Yes |w Yes |w| No [s| Mo |w]

cics TCP 3000 Al Ephemeral | Inbound only | IPSec_ Gold Yes |w| Mo [s| Mo [s|[ Mo [

£ i

Click To Refine Selected Port Range: Orly Reguired tor &uto Activation o ipeec Command Activation

% | 1 | (]
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| PSec Features Summary
= |P Filtering

= Source Address

= Destination Address
= Source Port

= Destination port

= Protocol

= Direction

=  Routing

m  Security class

= |[PSec protection

= Protocols
= AH
= ESP
= Algorithms
= Authentication
= MD5
= SHA
= Encryption
= DES
= 3DES
= AES-128
= Diffe-Hellman groups 1, 2, 5, 14
= SA activation
= NAT traversal

© Copyright International Business Machines Corporation 2007. All rights reserved. Page 69



| psec Command Summary
Primary Command Options

Primary Command Main functions provided

ipsec -f e Display information about active filter set

e Display information about default IP filter rules

e Display information about IP Security filter rules

e Make the default IP filter rules the active filter set
e Make the IP Security filter rules the active filter set

ipsec -m e Display information about manual tunnels
e Activate manual tunnels
e Deactivate manual tunnels

ipsec -k e Display information about IKE tunnels
e Deactivate IKE tunnels
e Refresh IKE tunnels

ipsec -y e Display information about dynamic tunnels (stack's view)
e Display information about dynamic tunnels (IKED's view)
e Activate dynamic tunnels

e Deactivate dynamic tunnels

e Refresh dynamic tunnels

ipsec -i e Display interface information

ipsec -t e |ocate matching filter rule

ipsec -0 e Display NATT port translation table information
ipsec -? Help

See the "IP System Administrator's Commands" for the complete syntax
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For Morelnformation....

URL

Content

http://www.ibm.com/servers/eserver/zseries

IBM eServer zSeries Mainframe
Servers

http://www.ibm.com/servers/eserver/zseries/networking

Networking: IBM zSeries Servers

http://www.ibm.com/servers/eserver/zseries/networking/technology.html

IBM Enterprise Servers:
Networking Technologies

http://www.ibm.com/software/network/commserver

Communications Server product
overview

http://www.ibm.com/software/network/commserver/zos/

z/OS Communications Server

http://www.ibm.com/software/network/commserver/z_lin/

Communications Server for Linux
on zSeries

http://www.ibm.com/software/network/ccl

Communication Controller for
Linux on zSeries

http://www.ibm.com/software/network/commserver/library

Communications Server products
- white papers, product
documentation, etc.

http://www.redbooks.ibm.com

ITSO redbooks

http://www.ibm.com/software/network/commserver/support

Communications Server
technical Support

http://www.ibm.com/support/techdocs/

Technical support documentation
(techdocs, flashes,
presentations, white papers, etc.)

http://www.rfc-editor.org/rfcsearch.html

Request For Comments (RFC)
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