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Risk — it's NOT a four simple letter word

= Successful organizations take a risk based
approach to Information Security.

» Nothing can be 100% secure — but by
knowing your current state, you can take a
risk based approach.

= You can focus on implementing mitigating
controls to address your most significant
risks

» Successful organizations recognize risks,
implement the appropriate mitigating

controls and innovate / grow their business.

= Security is no longer a constraint, but a
business enabler

Mitigating Accepted
' controls ‘ Risk
Current Acceptable Utopian
state state state

' ,:'_El'l"r'-i'é"only truly secure system
I¥'is one that is powered off,

pcast in a block of concreté &
' and sealed in a lead-lined

room with armed guards.
- Gene Spafford
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Smarter Planet
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The planet is becoming more...

# INSTRUMENTED,
% INTERCONNECTED and
« INTELLIGENT.

New possibilities.
New complexities.

New risks.

Critical infrastructure
and application
p ro_tection

Data privacy
and identity controls

“We have seen more
change in the last 10
years than in the
previous 90.”

Ad J. Scheepbouwer,
CEO, KPN Telecom

Data protection Governance and
and recovery policy management
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USER FRIENDLY by J.D. "llliad"” Frazer

EVERYTHING IS GOING
VIRTUAL THESE DAYS.
PEOPLE ARE LIVING
VIRTUAL LIVES ONLINE.

THEY HAVE VIRTUAL HOMES,
VIRTUAL FURNITURE, VIRTUAL
FRIENDS, AND VIRTUAL JOBS.
NOW THERE'S EVEN

VIRTUAL CRIME!

WITH ALL THAT VIRTUAL
STRESS, HOW ARE THEY

. GOING TO RELAX? |

I
T GUESS BY HAVING THEIR
AVATARS LOG ON TO A
VIRTUAL. MMORPG.

COPYREIGHTE 200F J.D. "Misnd™ Frazer HTTP: YWWE USERFRIENDLY ORGF
N i
3 I
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The Virtual Reality (continued)
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SECURITY

Cybercrime-as-a-service takes off

By Ry Crozier B sHRRE AR 8. B | &
Mar 12, 2009 11:37 AM

Tags: cybercnime | service | vasco | cutsourcing | mahware | trojan | toolkits

Malware writers that sell toolkits online for as little as $400
will now configure and host the attacks as a service for

another $50, a security expert has said.

Speaking at the Vasco Banking Summit in Sydney yesterday, the 2 comments in this discussion

company's technical account manager, \lado Vajdic, told delegates that 44

cyber crime was becoming so business-like that online offerings of = Ih e R
been a developing trend

malicious code often included support and maintenance services. for the past couple of

vears, take a look at
Additionally, he said, cybercrime outsourcing would become a key trend in dancho danchev's blog...

2009. By Anon

"It was inevitable that services would be sold to le who bought the ;
pecy Hg Related Articles
malware toolkits but didn't know how to configure them," Vajdic said.

» Laws to prosecute
"Mot only can you buy configuration as a service now, you can have the malware makers flagged

malware operated for you, too. We saw evidence of that this year."
B il kmite FHeaele b el

http://www.ithews.com.au/News/139682,cybercrime-as-a-service-takes-off.aspx
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Cloud Computing Delivery Models

Flexible Delivery Models

- N
Public ... Cloud Private ...
« Service provider owned and Services * Privately owned and
managed managed.

» Access by subscription

* Delivers select set of
standardized business
process, application and/or
infrastructure services on a
flexible price per use basis

» Access limited to client
and its partner network.

* Drives efficiency,
standardization and best
practices while retaining
greater customization

Hybrld . and control

Access to client, partner
network, and third party

Cloud
Computing
Model

. .... Customization, efficiency, availability, resiliency, security and privacy
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Recent Analyst Reports Confirm General Concerns

But also Highlight Security as a

“Securing your applications or data when
they live in a cloud provider’s infrastructure
Is a complicated issue because you lack
visibility and control  over how things are
being done inside someone else’s
network.” Forrester, 5/09

“Large enterprises should generally avoid
placing sensitive information in public
clouds , but concentrate on building
internal cloud and hybrid cloud
capabilities in the near term.” Burton, 7/09

“Cloud approaches offer a unique
opportunity to shift a substantial

burden for keeping up with threats to a
provider for whom security may well be
part of the value proposition.” EMA, 2/09

Potential Market Differentiator

» Gartner’s 7/09 “Hype Curve for Cloud Computing”

positions Cloud Security Concerns into the early
phase (technology trigger, will raise), and gives it
a time horizon of 5-10 years

“Highly regulated or sensitive

proprietary information should not be
stored or processed in an external

public cloud-based service  without
appropriate visibility into the provider's
technology and processes and/or the use
of encryption and other security
mechanisms to ensure the appropriate
level of information protection.” Gartner 7/09
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Protection of intellectual property and data 30%

Ability to enforce regulatory or contractual obligations 2 1%
Unauthorized use of data 15%
Confidentiality of data 12%
Availability of data 9%
Integrity of data 8%
Ability to test or audit a provider’s environment 6%

Other 3%

Source: Deloitte Enterprise @Risk: Privacy and Data Protection Survey

8 © 2011 IBM Corporation



Concerns about data security and privacy are the primary
— but not the only - barriers to public cloud adoption

What, if anything, do you perceive as actual or potential barriers to acquiring public cloud services?

Security/privacy of
company data

69%

Service quality _ 549

Doubts about tg:vicnogssf _ 530

essonansovesoeor I 52%
Diﬁicultyinte?r:f;\rt]iggsvevilt_rll _ A7%

Percent rating the factor as a significant barrier (4 or 5)
Respondents could select multiple items

Source: IBM Market Insights, Cloud Computing Research, July 2009. n=1,090
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Security Remains the Top Concern for Cloud Adoption

80%

Of enterprises consider security
the #1 inhibitor to cloud adoptions

48%

Of enterprises are concerned
about the reliability of clouds

“How can we be assured that our data will
not be leaked and that the vendors have the
technology and the governance to control its

employees from stealing data?”

“Security is the biggest concern . 1 don’t
worry much about the other “-ities” — reliability,
availability, etc.”

“| prefer internal cloud to laaS. When the
service is kept internally , I am more

Of respondents are concerned with ; . . )
comfortable with the security that it offers.

cloud interfering with their ability
to comply with regulations

Source: Driving Profitable Growth Through Cloud Computing, IBM Study (conducted by Oliver Wyman)
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Gartner: Top Risks
(2008)

Privileged user access
Regulatory compliance
Data location

Data segregation
Recovery

Investigative support
Long-term viability

[Heiser 09]

ENISA: Top Security Risks (2009)
Loss of governance

Lock-in

Isolation failure

Compliance risks

Management interface compromise
Data protection

Insecure or incomplete data deletion
Malicious insider

[ENISA 09/a]

CSA: Top Threats (2010)

Abuse and nefarious use of cloud
Insecure interfaces and APIs
Malicious insiders

Shared technology issues

Data loss or leakage

Account or service hijacking
Unknown risk profile

[CSA 10]
© 2011 IBM Corporation



IBM X-Force Report 2010 Summary -- Attacks Continue
Across all Security Domains

~ Reported vulnerabilities are at an all time high, up 36%, due to significant increases in

. public exploit releases and efforts by software vendors to identify and mitigate security
Application and vulnerabilities.

Process h O .
~ More than 55% of all vulnerabilities disclosed are Web application vulnerabilities.

~ 55% of all vulnerabilities disclosed had no vendor-supplied patches available at the end
of the 18 half of 2010.

" PDF attack activity continue to dominate the threat landscape. More than that, April 2010
had the most significant spike in PDF attack activity. Event activity for this month was
Data and almost 37% higher than the average for the first half of 2010.
Information ® The Zeus botnet toolkit continues to wreak havoc on organizations. Early 2010 saw the
release of an updated version of the Zeus botnet kit, dubbed Zeus 2.0.

¥ Anonymous proxy websites continue to increase in volume, quadrupling since 2007.

~ Advanced persistent threats are groups of attackers that target and successfully
penetrate well defended networks.
Network, Server,

and End Point . Attackers are continuing to find new ways to hide or mask their malicious traffic to evade
security technologies, i.e. Javascript obfuscation.

35% of virtualization vulnerabilities impact the hypervisor.

7.2% of the Internet is considered “socially” unacceptable, unwanted, or flat out
malicious.

~ Brazil, the U.S., and India account for more than one fourth of worldwide spam.

~ Majority of spam (more than 90%) is still classified as URL spam—spam messages that
include URLSs that a person clicks to view the spam contents.

Amount of URL spam using well-known and trusted domain names continue to increase.
The top spam domains have moved from China (.cn) to Russia (.ru).

More than two thirds (66.8%) of all financial phishing targets are located in North America,
the remaining 32% are in Europe. © 2011 IBM Corporation

People and Identity
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Categories of Cloud Computing Risks

Many companies and governments Migrating workloads to a shared
are uncomfortable with the idea of network and compute infrastructure
their information located on increases the potential for
systems they do not control. unauthorized exposure.
Providers must offer a high Authentication and access
degree of security transparency technologies become
to help put customers at ease. increasingly important.

High availability will be a key concern.
IT departments will worry about a loss
of service should outages occur.
Mission critical applications may
not run in the cloud without strong

availability guarantees. Even the simplest of tasks
Complying with SOX, HIPAA may be behind layers of
and other regulations may abstraction or performed by
prohibit the use of clouds for someone else.
some applications. Providers must supply
Comprehensive auditing easy controls to manage
capabilities are essential. security settings for

applications and runtime
environments in the
cloud .

13 © 2011 IBM Corporation



One-size does not fit-all:

High

Need for
Security
Assurance

Low

14

Mission-critical
workloads, personal

information
Analysis &
simulation with
public data
Training, testing
with non-sensitive
data
Low-risk High-risk

Business Risk

J

.

Cloud 2.0+:

Tomorrow’s high value / high
risk workloads need:
Quality of protection
adapted to risk
Direct visibility and
control
Significant level of
assurance

Cloud 1.0+:

Today'’s clouds are primarily
here:
Lower risk workloads
One-size-fits-all
approach to data
protection
No significant assurance
Price is key

© 2011 IBM Corporation



Simple Cloud Security Consideration Example

Today’s Data Center Tomorrow’s Public Cloud
& ‘
S
o Q > Q
n @

Who Has Control?

Where is it located?
Where is it stored?

Who backs it up?

Who has access?

How resilient is it?

How do auditors observe?

How does our security
team engage?

We Have Control

It's located at X.

It's stored in server's 'Y, Z.
We have backups in place.
Our admins control access.
Our uptime is sufficient.
The auditors are happy.
Our security team is engaged.

15 © 2011 IBM Corporation



Security and the Cloud Computing Stack

A

Application as a service

AL e beensed for B |

10 CUSHmers on cemana

Cloud Dellvered
Services

Business Support Services
Ofening Mamt, Customer Moml, Ordeting
Mgmit, Billi ng

Operational Support Services
Infrastruciure Frovisioning
Inslance. Image, Hesolcs | Asset Mgmi

Cloud Platform

Virtualized Resources
Virtual Nelwork, Server, Storage
System Resources

Network, Senel, slorage

Physical System and Environment

16

> ﬁnewed Attention Here

L.

\I\Iew Focus Here
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How we deliver Cloud Security

17

“We Believe the Cloud could be more
secure than traditional Enterprises”

Security By Security Security Security
Design By Workload Efficiency Innovation

© 2011 IBM Corporation



Workload Driven Security LES

Cloud Security depends on focusing security
controls on specific
Types of work

Healthcare Public Services Financial

18 © 2011 IBM Corporation



Investing In Security Innovation

19
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IBM is researching how to apply emerging technology solutions to
security in the cloud:

» Security for Social networking - allowing organizations to implement greater control and gain
valuable insight into social networking activities.

» Advanced Security Analytics - leveraging IBM’s advanced analytics capabilities to make sense
of millions of security events.

» Security for Mobile Endpoints — Developing solutions that protect the cloud from emerging
endpoints.

© 2011 IBM Corporation



IBM Point of View:

Application as a service
Application software licensed for use as a
service, provided to customers on demand

Platform as a service
Optimized middleware — application servers,
database servers, portal servers

Infrastructure as a service
Virtualized servers, storage, networking

Business Support Services
(ffering Management, Customer Management,
Ordering Management, Billing

Virtualized Resources
Virtual Network, Server, Storage

System Resources
Network, Server, Storage

Physical System and Environment

Security and Cloud Computing

|dentity

Compliance

Isolation

Secure Virtualized Runtime

Identity

Compliance

|salation

» Federated identity, authorization,
entittements

* Audit and compliance reporting,
intrusion detection and prevention

= Secure separation of subscriber
domains, secure integration with
existing enterprise security
infrastructure

* Control of privileged user access
(provider admins, subscriber admins)
» Efficient subscriber on-boarding

* Policy-based approach

* Multi-tenant log management,
compliance reporting

* |[mage image and VM integrity,
image provenance

* Process isolation (in particular,
at hypervisor/VM-level)
* Provigioning with security and
location constraints
» Data segregation, data encryption
» Multi-tenant security services

SOA Security

+

Secure
Virtualized

Runtime
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Grid & Cloud Computing Security Requirements and
Supporting Technologies

Privileged
User Access

(centralized access and audit
policies, directories)

Federated Identity

Management
(single sign-on, identity
provisioning technologies)

Privileged Account

Management
(change control processes for
privileged users)

Trusted Identity
(protecting their identities as
constituents, employees, and

consumers)

People and Identity

21
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End User

e

Data Segregation
(encryption, network
segmentation, Hardware / OS /
App / Database isolation)

Data Recovery
(centralized backups, remote
storage)

Data Redaction

and Termination
(secure removal processes for
customer data and metadata)

Data Leakage

Prevention
(DLP technologies for data in
motion and data at rest)

Data and
Information

Enterprise Administrator

IT Auditor

Compliance and
Auditing
(audit policy creation, log
generation and management)

Investigative

Support
(audit retention, search, and
correlation)

Policy Management
(unified security, governance,
and policy enforcement)

Secure Provisioning
(image management,
hardening, cohabitation
policies)

Application Testing

(vulnerability assessment,
fuzzing, app scanning,

automated code reviews)

Application and

Process

o

Application Developer Cloud Provider

Data Location

Server Security
(cloud data centers)

(trusted computing, auditing,
access control)

. Disaster Recovery
Network Security (highly resilient clouds)

(Firewall, IPS, VLAN)

Cloud Availability

(multiple cloud centers)

Virtualization

Security
(VM Segmentation, Virtual
Appliances, Integrated
Hypervisor Security)

Browser Security

(ssl, memory protection, multi-
level security, anti-malware)

Patch Management
(assessment, prioritization,
scheduling, and application)

Physical
Infrastructure

Network, Server,

and Endpoint
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Gartner Reports on Security Risks of Cloud Computing Z=E:

...that map directly to the IBM Security Framework.

IBM Security Framework

Privileged User Access

SECURITY GOVERNANCE, RISK MANAGEMENT
AND COMPLIANCE

Data Segregation
PEOPLE AND IDENTITY

Data Recovery DATA AND INFORMATION

Investigative Support APPLICATION AND PROCESS

Regulatory Compliance ) NETWORK, SERVER AND END POINT |

: PHYSICAL INFRASTRUCTURE
Data Location

Common Policy, Event Handling and Reparting
Disaster Recover
y Professional Managed Hardware

services Services | and software

Gartner: Assessing the Security Risks of Cloud Computing, June 2008
22 © 2011 IBM Corporation
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Thank you!
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