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Database Servers Are The Primary Source of Breached  Data

2010 Data Breach Report from Verizon Business RISK Team
http://www.verizonbusiness.com/resources/reports/rp_2010-data-breach-report_en_xg.pdf

Source of Breached Records

… up from 75% in 2009 Report
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Cost of a Data Breach

� Forrester survey of 305 
IT decision makers

� Secrets (e.g., strategic plans) are twice as valuable as custodial data 
(personal information, credit card data, etc.)

– 2/3 of value in corporate information portfolio from non-regulated data (secrets)

� Companies focus mainly on preventing accidents (email, etc.)
– But deliberate theft of information by employees is much more costly
– Damage caused by rogue IT administrator = $482K (average)
– Average cost of accidental leakage = $12K

� Most CISOs don’t really know if their controls really work

� Note: Survey does not address other costs such as fines
– Australian bank was fined $500K by VISA
– Heartland breach cost = $140M
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Perimeter Defenses No Longer Sufficient

Outsourcing

Web-Facing Apps

Legacy App 
Integration/SOA

Employee Self-Service, 
Partners & Suppliers

Stolen Application 
Credentials (Zeus, 
etc.)

Insiders 
(DBAs, developers, 
outsourcers, etc.)

“A fortress mentality will not work in cyber.  We c annot 
retreat behind a Maginot Line of firewalls.”

- William J. Lynn III, 
U.S. Deputy Defense Secretary
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Newly Discovered World Cup Database Breach Exposed 
250,000 Attendees’ Details

� Employee of the firm in charge of World Cup 2010 ticketing found
peddling birth dates, passport, other data of 2006 World Cup customers

� Initially reported by Norwegian newspaper Dagbladet, the breach came to 
light when an employee of the firm in charge of World Cup 2010 ticketing 
circulated an e-mail peddling more than 250,000 2006 World Cup 
customer details, including such personal information as birth dates and 
passport information.

� "At the end of the '06 World Cup, a data destruction process should have 
been performed, and it clearly didn't occur to anyone [with FIFA or its IT 
firm]," Rachwald says. "[A good strategy should] identify what you have, 
attach risk and design a protection and destruction program.“

� www.darkreading.com/database_security/security/attacks/showArticle.jht
ml?articleID=227400151 (Dark Reading, September 10th, 2010)
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Key Business Drivers for Database Activity Monitori ng (DAM)
Continuously Monitor All Access to Sensitive Data:

1. Prevent data breaches
• Cybercriminals & rogue insiders
• Protect customer data & 

corporate secrets (IP)

2. Assure data governance
• Prevent unauthorized changes to 

sensitive data by privileged users

3. Reduce audit costs
• Automated, continuous controls
• Simplified processes
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Key Question

7

“Can you prove that privileged
users have not jeopardized the 
integrity and/or privacy of your 
sensitive data?”
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Top Data Protection Challenges

Where is my sensitive data located and who is using it?

How can I enforce access & change control policies for critical 
databases?

How do I check for vulnerabilities 
& lock-down database configurations?How do check for vulnerabilities and lock down database 

configurations?

How do I simplify & automate compliance?
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Part of IBM Security Framework

9
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Top Regulations Impacting Databases

Data Governance

Data Privacy

1. Sarbanes Oxley 

2. Basel II

3. OFAC

4. Turnbull Report

1. Protection of Personal 
Information Act (SA)

2. Payment Card 
Industry (PCI)

3. EU DPD

4. Personal Information 
Protection & 
Electronic Documents 
Act (Canada)

5. AU/NZ NPP, etc.Protect and control
the process

Protect the data

Courtesy: Gartner
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Compliance Cheat Sheet

SOX-like PCI Data Privacy

Key focus
Preventing 

unauthorized changes 
that could affect accuracy 

of financial reporting

Preventing theft of 
credit card or ATM data

Preventing identity theft

Primary groups or 
objects being 

monitored

Privileged users 
(DBAs, developers, 
outsourcers, etc.)

Privileged users 
(DBAs, developers, 

outsourcers, etc.); plus 
anyone who accesses 

sensitive cardholder data

Privileged users (DBAs, 
developers, outsourcers, 
etc.); plus anyone who 

accesses sensitive 
cardholder data

Primary SQL 
focus

DDL, DML SELECTs SELECTs

Typical 
Applications

ERP systems plus 
industry-specific

CRM systems plus
industry-specific

HR systems plus
industry-specific

Note: All compliance mandates are also concerned with monitoring security exceptions (such as failed logins & SQL 
errors) and changes in roles/permissions (GRANT, REVOKE).  
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PCI DSS Compliance in Malaysia

http://www.malaysiandigest.com/news/38-health/4203-all-merchants-must-have-pci-dss-compliance-by-end-of-september.html
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How Guardium Addresses PCI-DSS
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What Database Audit Tools are Enterprises Using Tod ay?

14

Create 
reports

Manual 
review

Manual 
remediation 

dispatch 
and tracking
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What Are the Challenges?

� No separation of duties; DBA run the 
process

� Performance impact of native logging on 
the DBMS

� Limited scope of logging data

� Not real-time

� Significant labor cost to review data and 
maintain process

� Another data store to secure and manage

� Manual remediation is error prone and 
costly

� Poor audit trail

� Inconsistent policies across systems and 
business units

� Lack of DBMS expertise 
15
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� Non-invasive architecture
– Outside databases
– Minimal performance impact
– No DBMS or application changes

� Cross-DBMS solution

� 100% visibility including local DBA access

� Enforces separation of duties

� Does not rely on DBMS-resident logs that can 
easily be erased by attackers or rogue insiders

� Granular real-time, policies and auditing 
– Who, what, when, how

� Automated compliance reporting, sign-offs and 
escalations  (SOX, PCI, NIST, etc.)

16

SQL 
Server

SQL 
Server

Real-Time Database Security and Monitoring
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Federated System Design

Integration with LDAP, 
IAM, IBM Tivoli, IBM 
TSM, Remedy, …
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Monitoring vs Auditing

Time

Monitor

Burst Auditing

Sustained 
Auditing

Reduce amount of database access 
traffic that customer wants to audit 
(log to disk) by using filtering.

Auditing means logging information to disk
Monitor means watching all traffic (alerts, report DB errors, etc)
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Guardium Architecture Overview 19

Guardium Collection Process

• Collect data 

• Normalize Data

• Efficient Storage

• Single repository for all audit data

• Data is immediately available

• Data is highly secure

• Export to Aggregator for more online storage
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Should my CSR view 99 records in an hour?

Controlling Data Leakage Through Authorized Users

What exactly What exactly 
did Joe see?did Joe see?

Is this normal?Is this normal?
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Document and Define a Process

21
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Automating Sign-offs & Escalations

• Automate entire compliance workflow
• Report distribution to oversight team
• Electronic sign-offs
• Escalations, comments & exception handling

• Provide visibility and tracking of status
• Addresses need to document oversight and resolution processes
• Results of audit process stored with audit data in secure audit repository
• Streamlines and simplifies compliance processes
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Functional Modules

23

Critical 
Data

Infrastructure

Audit
&

Report

Assess
&

Harden

Find
&

Classify

Monitor 
& 

Enforce  
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Securing SAP & Siebel: 239% ROI and <6 Months Payba ck

� Who: F500 consumer food manufacturer ($15B revenue)

� Need: Secure SAP & Siebel data for SOX

– Enforce change controls & implement consistent auditing across platforms

� Environment

– SAP, Siebel, Manugistics, IT2 + 21 other Key Financial Systems (KFS)

– Oracle & IBM DB2 on AIX; SQL Server on Windows

� Results: 239% ROI & 5.9 months payback, plus:

– Proactive security: Real-time alert when changes made to critical tables

– Simplified compliance : Passed 4 audits (internal & external)

• “The ability to associate changes with a ticket number makes our job a lot 
easier … which is something the auditors ask about.” [Lead Security 
Analyst]

– Strategic focus on data security

• “There’s a new and sharper focus on database security within the IT 
organization.  Security is more top-of-mind among IT operations people 
and other staff such as developers.”

Commissioned Forrester 
Consulting Case Study
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Simplifying Enterprise Security for Dell

� Need:

– Improve database security for SOX, PCI & SAS70

– Simplify & automate compliance controls

� Guardium Deployment:

– Phase 1: Deployed to 300 DB servers in 10 data centers 
(in 12 weeks)

– Phase 2: Deployed to additional 725 database servers

� Environment :

– Oracle & SQL Server on Windows, Linux; Oracle RAC, SQL Server clusters

– Oracle EBS, JDE, Hyperion plus in-house applications

� Previous Solution: Native logging (MS) or auditing (Oracle) with in-house scripts

– Supportability issues; DBA time required; massive data volumes; SOD issues.

� Results: Automated compliance reporting; real-time alerting; centralized 
cross-DBMS policies; closed-loop change control with Remedy integration

– Guardium “successfully met Dell’s requirements without causing outages to any 
databases; produced a significant reduction in auditing overhead in databases.”

Published case study in Dell Power Solutions
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PCI Compliance for McAfee.com

� Who: Global security company

� Need: Safeguard millions of PCI transactions

– Maintain strict SLAs with ISP customers (Comcast, COX, etc.)

– Automate PCI controls

� Environment : Guardium deployed in less than 48 hours

– Multiple data centers; clustered databases

– Integrated with ArcSight SIEM

– Expanding coverage to SAP systems for SOX

� Previous Solution : Central database audit repository with native DBMS logs

– Massive data volumes; performance & reliability issues

– Separation of Duties (SOD) issues

� Results

– “McAfee needed a solution with continuous real-time visibility into all sensitive 
cardholder data – in order to quickly spot unauthorized activity and comply with 
PCI-DSS – but given our significant transaction volumes, performance and reliability 
considerations were crucial.”



© 2009 IBM Corporation27

Top 5 Global Bank with Multiple Business Units

� Who: Major global bank with multiple business units via 
mergers & acquisitions

– Retail & corporate banking

– Investment banking

– Mortgage banking

� Need: Ensure privacy & integrity of all critical enterprise data

– Financial & HR data; ERP data; credit card data; PII; strategic & intellectual property

– Address PCI (Reqts. 3, 6 & 10); SOX; international data privacy laws; internal standards

� Environment

– Oracle, SQL Server, Sybase, DB2 UDB; DB2 on z & iSeries; Informix; MySQL; Teradata

– Solaris, HP-UX, AIX, Windows, Linux

– Now monitoring ~2,000 database instances

� Alternatives considered

– Native logging/auditing from Oracle

– Symantec/ESM plus products from smaller vendors

� Results

– Saving $1.5M per year in storage costs alone (for native audit trails)

– Guardium now a standard part of bank infrastructure

– Culture change – awareness of data security

– New processes to investigate insider threats
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Introducing InfoSphere Guardium 8
The Industry’s Broadest Platform Support for 
Database Security & Compliance

� Robust risk mitigation & data security
– Beyond real-time monitoring to granular, 

proactive, access controls
– Enhanced blocking: Cross-DBMS policies 

for Fire-ID management & User Quarantine
– Without risky changes or root access to DBMS

� Enhanced SAP monitoring for fraud
– More detailed information that goes beyond SAP logs => which SAP objects touched
– No changes to SAP or databases

� First solution to monitor SharePoint repositories for sensitive data access
– Customer information, corporate financials, strategic plans, new product designs, …

� New capabilities for DB2 for z (mainframe)
– New vulnerability assessment (VA) module to identify weak permissions
– New event capture technology based on robust, IBM-developed mainframe agent currently deployed 

at hundreds of mainframe sites
• Replaces previous agent developed by a third-party

– Use case:  Mainframe DBA or SYSADMIN accesses sensitive customer HR data
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InfoSphere Guardium 8 – Cont’d

� Entitlement reporting: Unified solution for all DBMS platforms

� Advanced compliance oversight & workflow automation
– Now supports customized distribution to specific teams on 

line item basis (e.g., exceptions, escalations, sign-offs, etc.)

� Vulnerability assessment enhancements
– 500 new tests; many with added tags for CVE standard
– Tests based on industry-standard CIS Benchmark & DoD STIG

� Integration with Tivoli SIEM
– Combines database monitoring information with log information from other sources (Windows, Unix, 

firewalls, IDS, etc.) for enterprise-wide security dashboard
– Complements previous integration with other popular SIEM platforms

� New DBMS platforms
– Netezza & PostreSQL, in addition to previous support for Oracle, SQL Server, 

IBM DB2 & Informix, Sybase ASE & IQ, MySQL, Teradata

� Numerous scalability & usability enhancements based on feedback from the world’s largest 
& most diverse installations:

– Automated on-boarding of new DBMS instances; new GUI; enhanced agent management; new 
Configuration Auditing templates; expanded API; …
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Guardium - Proof Of Technology

Register at: http://www-01.ibm.com/software/my/TEC/
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Guardium - Proof Of Technology

Register at: http://www-01.ibm.com/software/sg/TEC/
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Chosen by Leading Organizations Worldwide

• 5 of the top 5 global banks
• 2 of the top 3 global retailers
• 4 of the top 6 global insurers
• 2 of the world’s favorite 

beverage brands
• The most recognized name in PCs
• 25 of the world’s leading telcos

• Top government agencies
• Top 3 auto maker
• #1 dedicated security 

company
• Leading energy suppliers
• Major health care providers
• Media & entertainment 

brands
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The Choice of Financial Services Leaders
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