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Evolving Threats
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The Myth: “Our Site Is Safe”

We Have Firewalls
and IPS in Place

Port 80 & 443 are open
for the right reasons

We Use Network
Vulnerability Scanners
Neglect the security of the

software on the network/web
server

We Audit It Once a
Quarter with Pen Testers

Applications are constantly
changing

~

We Use SSL Encryption

Only protects data between
site and user not the web
application itself
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RegLI|ation &. Com pliance SARBANES-OXLEY, HIPAA, BASEL II ...

= |tis part of doing business

= Business Continuity

= An environment of TRUST
» For doing business
» Ensure Orderliness in Internet world
» Promote Economic growth

SEMD THE SALARY
SPREADSHEET TO
HUMAN RESOURCES.

COMTENT.

O UFS, Ing.

= More than just
Confidentiality, Integrity
and Availability

= Privacy

3rd Party Customer Data

DON'T LET ANYONE
ELSE SEE IT. THAT
SORT OF INFORMA-
TION COULD SOW)
THE SEEDS OF DIS-

LJE'D HAVE MASSIVE

VANDALISM, MAYDBE
EVEN RIOTS.

-1 @3004 Scott Adame, Inc/Dist. by UFS, Inc.

DISLOYALTY, FIGHTS,
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Application Security - Understanding the Problem

Info Security Landscape ‘

Transport

Application
- Servers




IBM Rational Software Development Conference 2008

Hackers Exploit Unintended Functionality to Attack Apps

Actual Functionality

_

Intended Functionality

Unintended Functionality
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Application Security Hacking Example
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The Fact: Attacks targeted at a new area

Security Spending
%o of Attacks %o of Dollars
web  MLTH0% T
Application
: & services

Network
Server

nfrastructu

In an organization, IT Security people and developers are poles apart
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How Common Are These Problems?

Cross-site scripting has
shot up the list of most
common vulnerabilities

CROSS-SITE SCRIPTING
BUFFER OVERFLOWS
SOQOL INJECTION

B DIRECTORY TRAVERSAL
PHP INCLUDE

80% of Websites and applications are vulnerable to these attacks — Watchfire Research
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Motives Behind Application Hacking Incidents

Other

Blackmail

Deceit Link Spam

Unknown

Source: Breach/WASC 2007 Web Hacking Incident Annual Report
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Growth In Browser Vulnerabilities

Firefox Critical Vulnerabilities 2007
0 4
N a5 ),
20 13
/

A - Y/

8

Memory
. Memory Coruption
Coruption Q Security
® security Zone Bypass
Zone Bypass
@ Buffer
@ Buffer Overflows
Overflows
@ Other . Other

Source: IBM Xforce 2007 Annual Report
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What is the Root Cause?

1. Developers not trained in security
= Most computer science curricula have no security courses

2. Under investment from security teams
= Lack of tools, policies, process, etc.

3. Growth in complex, mission critical online applications
= Online banking, commerce, Web 2.0, etc

4. Number one focus by hackers
= 75% of attacks focused on applications - Gartner

Result: Application security incidents and lost dat a on the rise
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Where Do These Problems Exist?

Type:
= Customer facing services
= Partner portals
= Employee intranets

Source:
1. Applications you buy — e.g. COTS
2. Applications you build internally
3. Applications you outsource
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Building Security Into the Development Process

N—

Production

Test existing deployed apps

Eliminate security exposure in
live applications

Define/Design
Continuous security education of

architects, developers etc. on Web
Application Security

Deploy

® Test apps before going to production

/ Development \

® Test apps for security issues in
Development identifying issues
at their earliest point

® Realize optimum security testing
efficiencies (cost reduction)

Test \

® Deploy secure web applications

-%*Graphics from OWASP.com

Test apps for security issues in QA
organization along with performance and
functional testing

Reduce costs of security testing
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SDLC

Coding Build QA Security Production

Enable Security
to effectively
drive
remediation into
development

e B =
Developers ’

Ensure

vulnerabilities

are addressed

before

applications

Developers Provides Developers and Testers are put into
with expertise on detection and production
remediation ability

Developers

*_ 17
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IBI\/I IS laying the foundation for end-to-end application security

Continuously monitor

applications for WebSphere.
vulnerabilities and defend :

IBM Global Services — security risk assessments helping define policies and processes

Rational — automated vulnerability testing for web applicatio ns/web services across the development cycle
IBM Technology Services/ISS — managed services for network and application vulne rability assessment
Tivoli — access control and security information and event management to web applications/web services
DataPower — provides SOA security solutions

IBM Research — static analysis technology

Application Security Management Lifecycle

Define application security
standards and requirements

Hational, ELutiels
Build security into

application design

against attacks @m&z@i}iﬂm and model threats

Configure infrastructure
for application policies;
deploy applications in
production

Aheadlofithelthreaty

WLEL software

Build and test individual
and composite
applications

19
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IBM Rational AppScan SDLC Ecosystem

IBM Rational AppScan Enterprise / Reporting Console
I

T

=

:‘
'-.\“(
k

AppScan Developer c AppScan
Ed for build systems ntefpb”SF_ user
(scanning agent) (web client)

[ 4
%%%%2\,

4 ‘
X

; : ; Automate Security /
Build security testing : N
into the IDE Compliance testing in

Security / compliance testing

Includes Fall
2008 Releases

AppScan
Standard Ed
(desktop)

Security and Compliance
incorporated into testing & Testing, oversight, control
the Build Process remediation workflows policy, in-depth tests
Code Build

Security
IBM Rational Web Based Training for AppScan
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What does AppScan test for?

Cawsen D~

Web Applications

Third-party Components

Database
Applications
Operating System

Network
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How does AppScan work?

Approaches an application as a black-box

Traverses a web application and builds the site mod el

Determines the attack vectors based on the selected Test policy

Tests by sending modified HTTP requests to the appl  ication and
examining the HTTP response according to validater  ules

Web Application

Be Bt vew

Higtor:

I8 oo ER
|

ek Links () My QuickLinks [ Rational Methad » | B3 Roboform Tosbar

HTTP Request

L
[w] T2 - | 28 - @ momont~ | @ Lotus~ | @ Ratonal - | 7o~ | & websphere - | £ Hute

-
B

HTTP Response

22
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Rational AppScan: Find and fix web application
security and compliance issues

2 Identify security Develop fix
vulnerabilities recommendation

23
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ldentify Vulnerabillities

File  Edit

View  Scan

Tocls  Help

DdHS

| @ 5can » 0 Stop F7) Manual Explore | J& Scan Configuration

il Scan Log }J | [EE Report & Update

Sécuri’q,r-hsu’g'

)

Remediation Tasks

Application Data

ﬁ} My Application (53)

=- '&i hitp://demoa testfire net/ (53)
. FaWak))

@ cagiexe (1)

@ comment aspx (2)
|| default.aspx

-|g] disclaimer htm

@ feedback.aspx (1)
@ search.aspx (1)

- SEMVErsmor.aspx

@ subscrbe aspx (2)
@ subscribe swf

@ survey_guestions.aspx
1-15) admin (1)

1-15) bank (40)

H-{2) images (1)

| i) Scanis Incomplate

More Informatian

Amanged By: Severty  Highest on top
E] 53 Secunity Issues (368 vanants) for "My Application’

= @ Biind SQL Injection (4)
hitp://demo testfire net/bank /account aspe (1)
http://demo testfire net/bank.Jogin.aspx (2)
http://demo testfire net/bank.transaction.aspx (1)
@ Cross-Site Scripting (5)
@ Format String Remote Command Execution (1)
@ HTTP Response Splitting (1)
@ S0L Injection (8)
@ »Path Injection (1)
S Cookie Poisoning SQL Injection (1)

| i Advisory | 7| Fox Recommendstion | 9% Reauest/Response |

Variant 4 lof2 - b || Test | Odgnal |0 42

Properties

@ Show in Browser [ Report False Positive |- Manual Test € Delete Variant @ Set as Mon-vulnerable

POST /bank/account.aspx HTTP/1.0

Cookie: amCreditOffer=CardType=GoldiLimit=10000&Inter
Content-Length: 35

Accept: *=/=
Accept-Language: en-us
Host: demo.testfire.net

Content-Type: application/x-www-Form-urlencoded
referer: http://demo.testfire.net/bank/main.aspx

listAccounts=0%2B0%2B1001160141%2B0

HTTP/1.1 200 OK

Content-Length: 11744

Connection: close

Date: Thu, 05 Apr 2007 15:03:34 GMT
Server: Microsoft-II5/6.0
X-Powered-By: ASP.NET
X-AspNet-Version: 2.0.50727
Cache-Control: no-cache

Pragma: no-cache

Evhirez= -1

™

EI

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; h"in32}'

ﬁ Variant Detals | = Sa'aﬂmhﬂt
1D:- 9254

Difference:

The following changes were
applied to the orginal request:

» Set parameter Tist Accounts’s
value to "0%2B0%
2B1001160141%2B0°

Reasoning:

This test uses several dfferent

HTTP requests in orderto verfy

the existence of a Blind SQL

Injection \n.lInaElb:Irty The resuhmg |:

T Rt A L S

Erter additional comments forthis |«
vanant.

\2] Misted URLs 108/108 [} Completed Tests 14134/14194

01 ¥4 Oz @3
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Actionable Fix Recommendations

File Edit View Scan Tools Help

0@ H % ©5can - O Stop B Manual Explore | J& Scan Configuration Scanlog 4 | [iil Report & Update
View (31 My Appiication (53] | i) Scanis Incomplete
-| =% http://demo testfire net/ (53
Amanged By: Severty  Highest on top
ﬂ B3 Security Issues (368 variants) for "My Application’
Security Issues Sk 2 = @ Blind 5QL Injection (4]
' ] defaut aspx &) hitp://demo testfirz riet Abank /account aspx (1)
http:#/demo testfire net/bankogin aspx (Z)
0 L% feedr:d{.asp:: M http://demo testfire net/banl/transaction aspx (1}
- 2] search aspx (1) @ Cross-Site Scripting (5)
Remediation Tasks 2] serversmor aspx @ Format Sting Remote Command Execution (1)
@ subscrbe aspx (3) ¥
@ HTTF Response Splitting (1)
@ subscribe swf i
79 @ 5SGL Injection (6)

. {%Sﬁ?yﬁ;‘e oo @ ¥Path Irjsction (1)

-{2) admin R R
Aiplicaten Ha 0 bank (40) W Cookie Poisoning SGL Injection (1)
{5 images (1)

Maore Information

- General
There are several issues whose remediation lies in sanitizing user input.
By verifying that user input does not contain hazardous characters, itis pessible to pravent
malicious users from causing your application to execute unintended operations, such as
launch arbitrary SCQL gueries, embed Javascript code to be executed on the client side, run
various operating system commands etc.

It is advised to filter out all the following characters:
[11] {pipe sign)
[2] & (ampersand sian}
[3]; (semicolon sign)

4

[ 53Secuitylesues @18 W4 D2

| Visited URLs 108/108 || Completed Tests 14194/14194
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ﬂw'ell.am

= [ ] Advisories and Fix Recommendations
[].NET
[]J2EE
[] Remediation Tasks
= [ ] Application Data
[] Application URLs
[] Script Parameters
[ Broken Lirks
[]Comments
[]JavaScripts
[]Cookies

TEITHJ!E’LE: | Executive Summary M
Min, Severity: | Irfomational M Test Type:
= [#] Report Contert
Executive Summany (Ertire Scan)
=[] Securty lssues
=[] Varants
[] Request/Response
[ User Comments
[]Show Validation in Response
[]Screenshots

[ Breview ] [[Save Repor ] |

Cloze

e

Detailed Findings

Vulnerable URL: htip:/fake/fake.aspx

Total of 2 findings in this URL

C it .
Severity: High Advizory & Fix Recommendation: Sees Appendix 1
Vulnerable URL: hitp:/ifakeifake aspx (parameter = fake)

Remediation:

Sanitize user input
Variant 1 of 4 [ID=2418]

This test variant was consiructed from the criginal request by applying the following change(s):

*  Set parameter 'uid's value to "="=<script=alert{’ Appscan%20-%20CS3%20attack%
20may%20be%20used )y=<iscript="

» Set parameter 'uid's value to "»"==script=alert{"Appscan¥20-%20C35%20attack%
20may%20be%20used )</script="

Request:

GET /bank/login.aspxTuid=>"»><scriptzalert(’ hppscan%zu %20CS5%20attacksz Omays20bek
2oused” ) </script=&passw=Demol2Isdx=_Ey= HTTP/L.0

Cookie: ASP.NET_SessionId=3bg3jsupvfrjfoiibphlorgl

Host: bern

Accapt: ®/*

ACcepi-Language: en-us

Usgr Agent: Mozilla 4.0 {compatible; MSIE E.5; Windows NT 5.0)

refarer: http:/Shern/hankInqin.aspy

Variant 2 of 4 [[D=2415]

This test variant was constructed from the criginal request by applying the following change(s):

*  Set parameter 'uid's value to "="=<script=alert’Appscan¥%20-%20C33%20attack%
20may%20he¥%20used y=/script="

*  Set parameter 'uid's value to "="==script=alert"Appscan%20-%20C55%20attack%
20may%20he%20used y=/script="

Request:

£FT fhank Maain senvPudid—"sersrrintaalartd ' Anncrand 2N _EPACESE N o rba P Nimauik 2nhey
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AppScan Tester Edition for ROM

[k:] "Rational Quality Manager

Welcome Michael Brown (Test Architect)
Log out

Planning

iz, Web Ul Tes

| |[_Search | _
MNew Tuery Overview | Snapshots
@ Test Group Mame |Web Ul Tests | | In Progress iv.:|
« Create o
Details %
Hew Test Plan -
New Test Case Group Originator: ADMIN Work Item (35)
: Description:|Provide full test coverage of the Web LI
« Test Plan Views Dwned By: | Amold Adams |
My Test Plans
Project ABC Flans
+ Test Case Group View
Test Cases Mew Test Caze Add Existing
My Test Case Groups
Mame Cescription Owner
24 Wk U Biarc it Tonks Test_fcrr _functmnaht].r issues inthe web Laura Lyons (Tester %
application Lead)
Testfor performance issues inthe weh

23 Webh Ul Performance Tests annlication iZraig Lawton (Tester) b 4

Testfor security issues in the web Donald David

3 Web Ul Security Tests application (Developer)

x

Test Case Groups
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Forthcoming AppScan DE

= Security Testing in
your Development
Environment
(Architect, RAD or
Eclipse)

= |ntegration with
source code,
WebSphere,
ClearQuest

= Can interoperate with
AppScan Enterprise
for central licensing,
permissions and
oversight

& Test - MyWebsiteSecurityScan - Eclipse SDK

=loix|
File Edit Navigate Search Project Run Window Help
e mall s ol e e o =
= OB MyWebsiteSecurityReport 32 =l
| @ 9|88 F g Security Report @ =

| = = Test Project

o] MyWebsiteSecurityScan Requests
P} M1y WebsiteSecurityReport|
2] Http -/ demo testfire net/banic/customize aspx [
&) http://demo testfire met/bankdogin aspx (1)
[#8] hitp://demo testfire net/comment aspx (11)
58] hitp://demo testfirenet/search.aspx. (1)
| htp://demo testfire.net/subsaribe aspx (11)

@ Format String Remote Command Execution
- @ HTTP Response Spliting
- @ Login Page SQL Injection

@ Perameter DOM Based Cross-Site Scripting
- @ FPoison Null Byte Files Retrieval
- @ Predctable Login Credentials

@ Session Not Invalidated After Logout

@ 50L Injection
- @ XPath Injection

W Cookie Poisoning SQL Injection

5 Directory Listing

4 | =

Analysis
;& Request/Respanse | (2 Fix Recommendation | () Advisory

ﬁj ASP.NET Forms Authentication Bypass

Type: Infrastructure test

# WASC Threat Classification: Authentication: Insufficient Authentication
- CVE Reference(s): CVE-2004-0847

# Security Risk: It may be possible to bypass the web applicatio

¥ Possible Causes
Latest patches or hoffixes for 3rd. party products were not installed

* Technical Description
Itis possible for an atackerto send a specially crafted URL to directly access a file which we
confidentiality is caused by this unauthorized file access.
This issue is tested by sending two requests with no authentication information. The first rec
while the mutated request (with "%5C" instead of the last ") is expected to succeed in retrie

Sample Expleit:
1) Mozilla Web Browser based:
hitp:fserver/secureitargetfile.aspx

2) Internet Explorer based:
hitp //server/secure®5Ctargetiile aspx

¥ Affected Products
ASP.NET 1.0and 1.1

o MyWebsiteSecurityScan [/Test Project/MyWek s
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AppScan Enterprise — Dashboards and Metrics

Jim (Analyst) | Help | Support | About | Log Qut

AppScan. Enterprise Edition _

Jobs &Reports > Acme Hackme > Analysts

5000

3000

4000,

Folders é | | Analysts - Graphical = Ql
Create,, JEdt | Dokte Last Updated: 3/11/2007 12:56:50 PM
=] Acme Hackme '_ | | Details | Graphical |
2-1 Analysts | B I—E @
@ 9 Frank Report Pack: | All Report Packs |
& Issue Severity History Issue Manag t History
=8 Developers .
. All Report Packs All Report Packs
| 5000 I High 8000, B Fixed
| EMe&Ium . ]
[ Low i
| 4000 % A
| 6000,

\ muuX A 2000

| '\

;; <r W\ 2000

\ 1000 S =S /T /tu = I
| ‘ 1000

: 0 0
| Jan24  Feb17  Marld  Apr07  May 02 Jan24  Feb17  Mar1d  Apr07  May 02
Issue Severity by Report Pack WASC Threat Classification
| T All Report Packs
o 2000 4000 8000 8000 10000 12000 ey
. D
‘ Clinormaton Titew  EMedm W High |
Recently Viewed o
| hin) B On-Demand Services
@ Analysts i
@ Applications
@ . .
=] Security Issues (Investment Banking) L BB Authertication e B Eractiion
19| Report Pack Summary (Investment Bank— Main Website [ Authorization B Information Disclosure

B Ciient-side Attacks [ Logical Attacks

@ Sarbanes-Oxley Act {SOX) {Investment ‘
@ Activity Log {Test Admin) : Intranet
; i Report Pack Summary (Test Admin) ;
=% Personal Ban i

Movies

7 _,"'.-:“ 5‘3 2 : — e
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Integrated Computer Based Training
Key to adoptlon across the organlzatlon IS educatlon

3 ttp://download watc Getting the Most from AppScan Knowledge OnDemand - Microsoft

AppScan Knowledge OnDemand

e Self-service — more convenient than traditional training
— Participants no longer have to schedule time “out of the office”

e Self-paced — greater information retention

— With digestible content modules, participants no longer experience
information overload

e Just-in-time reference-ability
— Full access to searchable, online content for 12 months

e Structure

— Courses are individual modules
— Typically 15 minutes or less
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800+ Companies Depend On Watchfire

9 of the Top 10 JoftnzTup Ly 7 of the ol Telecommunication

Technology Pharma / Clinical :
. . Companies
Companies Companies

HSBC <> m Wyeth %m‘r

Banks

Cisco SYSTEMS

Uy NOVARTIS
Bell

P4

o e
eneca L
CItl ¥ cinqular

M g raising the bar
ANSA E" Abbott Laboratories
FihANTIAL i ! ]

¥ Aventis Nkt i O

Wz SONY L2 (Y) O ROGERS
SuNTRuUST* 4
Wsiery EI::‘e spint Y e
N

Genentech ey

3:£ Sovereign Bank
B IN BEUSIMESS FOR LIFE

UNITED STATES
POSTAL SERVICE »

& USA =
% il
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For More Information

= Product information
» See our booth on the show floor for information on AppScan and AppScan Enterprise

= Rational labs pedestals
» AppScan Developer Edition
» AppScan Tester Edition for Quality Manager

= Hands on workshops
» Hacking 101

32
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QUESTIONS
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Terry Goldman - goldmant@sg.ibm.com

Learn more at:
IBM Rational software
IBM Rational Software Delivery Platform
Process and portfolio management
Change and release management
Quality management
Architecture management
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