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Agenda

� Application Security Defined

� Hacking Example

� Trends and Best Practices

� IBM Vision and Roadmap for Application Security
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Evolving Threats
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We Use Network 
Vulnerability Scanners
Neglect the security of the software on the network/web server
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Neglect the security of the software on the network/web server

The Myth: “Our Site Is Safe”

We Have Firewalls 
and IPS in Place

Port 80 & 443 are open for the right reasons

We Have Firewalls 
and IPS in Place

Port 80 & 443 are open for the right reasons

We Audit It Once a 
Quarter with Pen Testers

Applications are constantly 
changing

We Audit It Once a 
Quarter with Pen Testers

Applications are constantly 
changing

We Use SSL Encryption
Only protects data between 
site and user not the web 

application itself

We Use SSL Encryption
Only protects data between 
site and user not the web 

application itself
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Regulation & Compliance SARBANES-OXLEY, HIPAA, BASEL II …

� It is part of doing business

� Business Continuity

� An environment of TRUST

�For doing business

�Ensure Orderliness in Internet world

�Promote Economic growth

� More than just
Confidentiality, Integrity
and Availability

� Privacy

3rd Party Customer Data
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Desktop Transport Network Web Applications

Antivirus
Protection

Encryption
(SSL)

Firewalls /
IDS / IPS

Firewall

Web Servers
Databases

Backend
Server

Application
Servers

Info Security LandscapeInfo Security Landscape
Application Security - Understanding the Problem



IBM Rational Software Development Conference 2008

7

Hackers Exploit Unintended Functionality to Attack Apps

Intended Functionality

Unintended Functionality

Actual Functionality
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01/01/2006 union select 
userid,null,username+','+password,null from users--

Application responds with user names and 
passwords of other account holders!
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The Fact: Attacks targeted at a new area

Sources: Gartner, IDC, Watchfire

Network 
Server

Web
Applications

% of Attacks % of Dollars

75%

10%

25%

90%

Security Spending

& infrastructure

& services

In an organization, IT Security people and developers are poles apart
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How Common Are These Problems?

80% of Websites and applications are vulnerable to these attacks – Watchfire Research
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Motives Behind Application Hacking Incidents

Source: Breach/WASC 2007 Web Hacking Incident Annual Report
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Growth In Browser Vulnerabilities

Source: IBM Xforce 2007 Annual Report
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What is the Root Cause?

1. Developers not trained in security
� Most computer science curricula have no security courses 

2. Under investment from security teams
� Lack of tools, policies, process, etc.

3. Growth in complex, mission critical online applications
� Online banking, commerce, Web 2.0, etc

4. Number one focus by hackers
� 75% of attacks focused on applications - Gartner 

Result: Application security incidents and lost dat a on the rise
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Where Do These Problems Exist?

Type:

� Customer facing services

� Partner portals

� Employee intranets

Source:

1. Applications you buy – e.g. COTS

2. Applications you build internally

3. Applications you outsource
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Building Security Into the Development Process

*Graphics from OWASP.com

• Test existing deployed apps
• Eliminate security exposure in

live applications

Production

• Test apps before going to production
• Deploy secure web applications

Deploy
• Test apps for security issues in QA 

organization along with performance and 
functional testing

• Reduce costs of security testing

Test

• Test apps for security issues in 
Development identifying issues 
at their earliest point

• Realize optimum security testing 
efficiencies (cost reduction)

Development• Continuous security education of 
architects, developers etc. on Web 
Application Security

Define/Design
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Build

Developers

SDLCSDLC

Developers

Developers

Coding QA Security Production
Enable Security 
to effectively 
drive 
remediation into 
development

Provides Developers and Testers 
with expertise on detection and 

remediation ability

Ensure 
vulnerabilities 
are addressed 
before 
applications 
are put into 
production
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IBM Vision and Roadmap for Application Security
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IBM is laying the foundation for end-to-end application security
� IBM Global Services – security risk assessments helping define policies and processes
� Rational – automated vulnerability testing for web applicatio ns/web services across the development cycle
� IBM Technology Services/ISS – managed services for network and application vulne rability assessment
� Tivoli – access control and security information and event management to web applications/web services
� DataPower – provides SOA security solutions
� IBM Research – static analysis technology

Analyze & 
Design

Define 
Policy

Build & TestDeploy

Manage, 
Monitor & 
Defend

IBM Global Services

Application Security Management Lifecycle

Define application security 
standards and requirements  

Build security into 
application design 
and model threats

Build and test individual 
and composite 
applications

Configure infrastructure 
for application policies; 
deploy applications in 
production

Continuously monitor 
applications for 
vulnerabilities and defend 
against attacks 
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BuildCode SecurityQA

AppScan 
Standard Ed

(desktop)

Rational 
ClearQuest

IBM Rational AppScan SDLC Ecosystem

AppScan 
Enterprise user 

(web client)

Includes Fall 
2008 Releases

Rational 
BuildForge

AppScan Developer 
Ed for build systems

(scanning agent)

IBM Rational Web Based Training for AppScan 

AppScan 
Tester Ed 
(QA client)

AppScan 
Tester Ed 

(scanning agent)

Rational Quality         
Manager

IBM Rational AppScan Enterprise / Reporting Console

AppScan Ent.  
QuickScan
(web client)

AppScan 
Developer Ed
(Eclipse IDE)

Rational 
Application 
Developer

Automate Security / 
Compliance testing in 

the Build Process

Build security testing 
into the IDE

Security / compliance testing 
incorporated into testing & 

remediation workflows

Security and Compliance 
Testing, oversight, control, 

policy, in-depth tests

Rational 
Software 
Analyzer
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What does AppScan test for?

Network

Operating System

Applications

Database

Web Server

Web Server Configuration

Third-party Components

Web Applications

AppScan
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How does AppScan work?

� Approaches an application as a black-box

� Traverses a web application and builds the site mod el

� Determines the attack vectors based on the selected  Test policy 

� Tests by sending modified HTTP requests to the appl ication and 
examining the HTTP response according to validate r ules

HTTP Request
Web Application

HTTP Response
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Rational AppScan: Find and fix web application 
security and compliance issues
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Identify Vulnerabilities
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Actionable Fix Recommendations
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Report
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AppScan Tester Edition for RQM

Security Testing is managed just like 
other types of testing



IBM Rational Software Development Conference 2008

28

Forthcoming AppScan DE 

� Security Testing in 
your Development 
Environment 
(Architect, RAD or 
Eclipse)

� Integration with 
source code, 
WebSphere, 
ClearQuest

� Can interoperate with 
AppScan Enterprise 
for central licensing, 
permissions and 
oversight
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AppScan Enterprise – Dashboards and Metrics 
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Integrated Computer Based Training
Key to adoption across the organization is education
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800+ Companies Depend On Watchfire
9 of the Top 109 of the Top 10

BanksBanks
8 of the Top 108 of the Top 10
TechnologyTechnology
CompaniesCompanies

7 of the Top 107 of the Top 10
PharmaPharma / Clinical/ Clinical

CompaniesCompanies
Telecommunication Telecommunication 

CompaniesCompanies

Multiple Large Government AgenciesMultiple Large Government Agencies
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For More Information

� Product information
�See our booth on the show floor for information on AppScan and AppScan Enterprise

� Rational labs pedestals
�AppScan Developer Edition

�AppScan Tester Edition for Quality Manager

� Hands on workshops

�Hacking 101
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QUESTIONS
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Learn more at:

� IBM Rational software

� IBM Rational Software Delivery Platform

� Process and portfolio management

� Change and release management

� Quality management

� Architecture management

� Rational trial downloads

� Leading Innovation Web site

� developerWorks Rational

� IBM Rational TV

� IBM Rational Business Partners

THANK
YOU

Terry Goldman - goldmant@sg.ibm.com


