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Agenda
� Security Landscape

� Top Hacker Attacks

� Automated Vulnerability Analysis
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The manipulation of web applications

Web Attacks



Discovering the Value of Verifying Web Application Security Using IBM Rational AppScan© 2008 IBM Corporation 4

�����������	
��
�
���
��������������
�

�����������	
��
�
���
��������������
�

The Myth: “Our Site Is Safe”
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The Reality: Security and Spending Are Unbalanced
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Why Application Security is a High Priority

� Web applications are the #1 focus of hackers:
� 75% of attacks at Application layer (Gartner)
� XSS and SQL Injection are #1 and #2 reported vulnerabilities (Mitre)

� Most sites are vulnerable:
� 90% of sites are vulnerable to application attacks (Watchfire)
� 78% percent of easily exploitable vulnerabilities affected Web applications (Symantec)
� 80% of organizations will experience an application security incident by 2010 (Gartner)

� Web applications are high value targets for hackers:
� Customer data, credit cards, ID theft, fraud, site defacement, etc

� Compliance requirements:

� Payment Card Industry (PCI) Standards, GLBA, HIPPA, FISMA,
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Building Security & Compliance into the SDLC
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Enable Security 
to effectively 
drive 
remediation into 
development

Provides Developers and Testers 
with expertise on detection and 

remediation ability

Ensure 
vulnerabilities 
are addressed 
before 
applications 
are put into 
production
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Agenda
� Security Landscape

� Top Hacker Attacks

� Automated Vulnerability Analysis
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WASC
� Web Application Security Consortium (WASC)

Purpose:

� To develop, adopt, and advocate standards for web application security

� Official web site: www.webappsec.org

� Web Security Threat Classification project
http://www.webappsec.org/projects/threat/v1/WASC-TC-v1_0.pdf

Purpose: 
� Clarify and organize the threats to the security of a web site
� Develop and promote industry standard terminology for these issues
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OWASP and the OWASP Top 10 list
� Open Web Application Security Project – an open organization dedicated to fight 

insecure software

� “The OWASP Top Ten document represents a broad consensus about what the 
most critical web application security flaws are”

� We will use the Top 10 list to cover some of the most common security issues in 
web applications
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Hackers can impersonate legitimate users, and 
control their accounts.

Identity Theft, Sensitive Information 
Leakage, …

Cross Site scripting

Hacker can forcefully browse and access a page 
past the login page

Hacker can access unauthorized 
resources

Failure to Restrict URL Access

Unencrypted credentials “sniffed” and used by 
hacker to impersonate user

Sensitive info sent unencrypted over 
insecure channel

Insecure Communications

Confidential information (SSN, Credit Cards) can 
be decrypted by malicious users

Weak encryption techniques may lead 
to broken encryption

Insecure Cryptographic 
Storage

Hacker can “force” session token on victim; session 
tokens can be stolen after logout

Session tokens not guarded or 
invalidated properly

Broken Authentication & 
Session Management

Malicious system reconnaissance may assist in 
developing further attacks

Attackers can gain detailed system 
information

Information Leakage and 
Improper Error Handling

Blind requests to bank account transfer money to 
hacker

Attacker can invoke “blind” actions on 
web applications, impersonating as a 
trusted user

Cross-Site Request Forgery

Web application returns contents of sensitive file 
(instead of harmless one)

Attacker can access sensitive files and 
resources

Insecure Direct Object 
Reference

Site modified to transfer all interactions to the 
hacker.

Execute shell commands on server, up 
to full control

Malicious File Execution

Hackers can access backend database 
information, alter it or steal it.

Attacker can manipulate queries to the 
DB / LDAP / Other system

Injection Flaws

Example ImpactNegative ImpactApplication Threat

The OWASP Top 10 list
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1. Cross-Site Scripting (XSS)
� What is it?

�Malicious script echoed back into HTML returned from a trusted site, and runs under trusted 
context

� What are the implications?
�Session Tokens stolen (browser security circumvented)

�Complete page content compromised

�Future pages in browser compromised
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XSS Example

HTML code:
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Cross Site Scripting – The Exploit Process

Evil.org

User bank.com

1) Link to bank.com
sent to user via
E-mail or HTTP

2) User sends script embedded as data

3) Script/data returned, executed by browser

4) Script sends user’s
cookie and session 
information without the user’s 
consent or knowledge

5) Evil.org uses stolen
session information to

impersonate user
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Exploiting XSS

� If I can get you to run my JavaScript, I can…
�Steal your cookies for the domain you’re browsing

�Track every action you do in that browser from now on

�Redirect you to a Phishing site

�Completely modify the content of any page you see on this domain

�Exploit browser vulnerabilities to take over machine

�…

� XSS is the Top Security Risk today (most exploited)
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2 - Injection Flaws
� What is it?

�User-supplied data is sent to an interpreter as part of a command, query or data.

� What are the implications?
�SQL Injection – Access/modify data in DB

�SSI Injection – Execute commands on server and access sensitive data

�LDAP Injection – Bypass authentication

�…
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SQL Injection Example
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SQL Injection Example
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SQL Injection Example - Exploit



Discovering the Value of Verifying Web Application Security Using IBM Rational AppScan© 2008 IBM Corporation 21

SQL Injection Example - Outcome
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3 - Failure to Restrict URL Access
� What is it?

�Resources that should only be available to authorized users can be accessed by forcefully 
browsing them

� What are the implications?
�Sensitive information leaked/modified

�Admin privileges made available to hacker
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Failure to Restrict URL Access  - Admin User login

/admin/admin.aspx
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Simple user logs in, forcefully browses to admin page
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What You’ll See:

� Cross Site Scripting

� SQL Injection

� Failure to Restrict URL Access



Discovering the Value of Verifying Web Application Security Using IBM Rational AppScan© 2008 IBM Corporation 26

Agenda
� Security Landscape

� Top Hacker Attacks

� Automated Vulnerability Analysis
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Watchfire Application Security Testing Products
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Introducing…

7.7
Less Effort.

More Power.
Better Results.
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AppScan

� What is it?

�AppScan is an automated tool used to perform vulnerability 
assessments on Web Applications

� Why do I need it?

�To simplify finding and fixing web application security problems

� What does it do?

�Scans web applications, finds security issues and reports on them in 
an actionable fashion

� Who uses it?

�Security Auditors – main users today

�QA engineers – when the auditors become the bottle neck

�Developers – to find issues as early as possible (most efficient)
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AppScan Goes Beyond Pointing out Problems
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1.  Review the original request
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2.  Review the result of the test
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3. Review Actionable Fix Recommendations
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4. Submit Defect to Development Team
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What You’ll See:

� AppScan @ Work

� Reporting AppScan Test Results
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RSA Conference:  Security Leaders Recognize Watchfire
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800+ Companies Depend On Watchfire
*�	#����� 	!�'(*�	#����� 	!�'(

.����.����

5�	#����� 	!�'(5�	#����� 	!�'(

 ����	�	+� ����	�	+�

/	,!�����/	,!�����

%�	#����� 	!�'(%�	#����� 	!�'(

���
,����
,�4�/�������4�/�������

/	,!�����/	,!�����

 ����	,,
������	�� ����	,,
������	��

/	,!�����/	,!�����

/	,!���/	,!���

1
���!���-�
+��6	��
�,�����+������1
���!���-�
+��6	��
�,�����+������



Discovering the Value of Verifying Web Application Security Using IBM Rational AppScan© 2008 IBM Corporation 38

Summary
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The current state

7.7
Less Effort.

More Power.
Better Results.
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