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Web Attacks
The manipulation of web applications
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!“5 The Myth: “Our Site Is Safe”

Security

We Have Firewalls
in Place

g

-

We Audit It Once a

.'.i» _.,,- 2 Quarter with Pen Testers

3

We Use Network
Vulnerability Scanners
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silé| The Reality: Security and Spending Are Unbalanced

Security Spending
% of Attacks % of Dollars

Network
Server

—'
759 of All Attacks on Information Security

Are Directed to the Web Application Layer

2[3 of All Web Applications Are Vulnerable
Gartner
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Q High Level Web Application Architecture

[ — J—
Desktop Transport Network Web Applications \

—— Application g Server
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Why Application Security is a High Priority

Web applications are the #1 focus of hackers:
» 75% of attacks at Application layer (Gartner)
» XSS and SQL Injection are #1 and #2 reported vulnerabilities (Mitre)

Most sites are vulnerable:

» 90% of sites are vulnerable to application attacks (Watchfire)

» 78% percent of easily exploitable vulnerabilities affected Web applications (Symantec)
» 80% of organizations will experience an application security incident by 2010 (Gartner)

Web applications are high value targets for hackers:
» Customer data, credit cards, ID theft, fraud, site defacement, etc

Compliance requirements:

» Payment Card Industry (PCl) Standards, GLBA, HIPPA, FISMA,

* ;.‘Q ﬁ: 5 ‘
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Building Security & Compliance into the SDLC

Coding

Developers

Developers |

Developers
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WASC

e Web Application Security Consortium (WASC)

Purpose:
» To develop, adopt, and advocate standards for web application security

e Official web site: www.webappsec.org

o Web Security Threat Classification project
http://www.webappsec.org/projects/threat/vi/WASC-TC-v1 0.pdf
Purpose:

» Clarify and organize the threats to the security of a web site
» Develop and promote industry standard terminology for these issues

d

[

© 2008 IBM Corporation Discovering the Value of Verifying Web Application Security Using IBM Rational AppScan




OWASP and the OWASP Top 10 list

e Open Web Application Security Project — an open organization dedicated to fight
insecure software

e “The OWASP Top Ten document represents a broad consensus about what the
most critical web application security flaws are”

o We will use the Top 10 list to cover some of the most common security issues in
web applications
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Application Threat

Cross Site scripting

Negative Impact

Identity Theft, Sensitive Information
Leakage, ...

Example Impact

Hackers can impersonate legitimate users, and
control their accounts.

Injection Flaws

Attacker can manipulate queries to the
DB / LDAP / Other system

Hackers can access backend database
information, alter it or steal it.

Malicious File Execution

Execute shell commands on server, up
to full control

Site modified to transfer all interactions to the
hacker.

Insecure Direct Object
Reference

Attacker can access sensitive files and
resources

Web application returns contents of sensitive file
(instead of harmless one)

Cross-Site Request Forgery

Attacker can invoke “blind” actions on
web applications, impersonating as a
trusted user

Blind requests to bank account transfer money to
hacker

Information Leakage and
Improper Error Handling

Attackers can gain detailed system
information

Malicious system reconnaissance may assist in
developing further attacks

Broken Authentication &
Session Management

Session tokens not guarded or
invalidated properly

Hacker can “force” session token on victim; session
tokens can be stolen after logout

Insecure Cryptographic
Storage

Weak encryption techniques may lead
to broken encryption

Confidential information (SSN, Credit Cards) can
be decrypted by malicious users

Insecure Communications

Sensitive info sent unencrypted over
insecure channel

Unencrypted credentials “sniffed” and used by
hacker to impersonate user

Failure to Restrict URL Access

Hacker can access unauthorized
resources

Hacker can forcefully browse and access a page
past the login page
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1. Cross-Site Scripting (XSS)

e What is it?

» Malicious script echoed back into HTML returned from a trusted site, and runs under trusted
context

e What are the implications?
» Session Tokens stolen (browser security circumvented)
» Complete page content compromised
» Future pages in browser compromised

[
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XSS Example

ﬁ - B - e] | fﬁ' | earch. aspx?txtSF-_ard"lF«:scrlpt}alert{domment molﬂe}ﬂ:fscrlpt:=n'| ﬁ'] |-'| Google |'~1\,] | - F X
Sign In | Contact Us | Feedback | Search| |[ S0 J 5
B ONLINE BANKING LOGIN PERSOMAL SMALL BUSINESS | INSIDE ALTORO MUTUAL
PERSOMNAL
e Depter avidurs Search Results
+ Checking
s+ Loan Products ¥l The page at http://www.testfire.net says:
* Cards =
+ Investments B f ASP.MET_Sessionld=trohgq450cpisr45rr 2pl1fg; amSessionId=18244138181 E
Insurance { j

+ Other Services

SMALL BUSINESS

+ Deposit Products
s Lending Services
» Cards

+ Insursnce

; Becnas HTML code:

+ Dther Services

INSIDE ALTORO MUTU'<p>Nr:: results were found for the gquery:<br /><br />

+ About Us < span id="_|::1:10_::1:1G_Cnntent_Hain_lblSEarch"::{scriptm (document.cookie)</script></span
= Contact Us

* Locations

s Investor Relaticns
* Press Room
* Caresrs

Privacy Policy | Security Statement | & 2007 Altoro Mutual, Inc.

ﬁ Find:l |‘3’ w =

]|
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Cross Site Scripting — The Exploit Process

| Evil.org

5) Evil.org uses stolen
session information to
impersonate user

1) Link to bank.com
sent to user via
E-mail or HTTP

4) Script sends user’s
cookie and session
information without the user’s
consent or knowledge

User bank.com

2) User sends script embedded as data .

3) Script/data returned, executed by browser

N X
| ‘ Ty
. g " oy

© 2008 IBM Corporation Discovering the Value of Verifying Web Application Security Using IBM Rational AppScan



0 =i
Exploiting XSS

e If I can get you to run my JavaScript, | can...
» Steal your cookies for the domain you’re browsing
» Track every action you do in that browser from now on
» Redirect you to a Phishing site
» Completely modify the content of any page you see on this domain
» Exploit browser vulnerabilities to take over machine
...

o XSS is the Top Security Risk today (most exploited)

[
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2 - Injection Flaws

e What is it?
» User-supplied data is sent to an interpreter as part of a command, query or data.

o What are the implications?
» SQL Injection — Access/modify data in DB
» SSI Injection — Execute commands on server and access sensitive data
» LDAP Injection — Bypass authentication
...

4
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SQL Injection Example

- -0 I tﬁ ||:| http: ffwwww, testfire. net/banklogin. aspx |"| b"] |'|'~3-E'C"'§;E |"“'*u]| - 8 X
Sign In | Contact Us | Feedback | Search | | I_ =50 J |
AltoroMutual 2> ﬂ ke (
m ONLINE BANKING LOGIN PERSOMNAL SMALL BUSINESS | INSIDE ALTORO MUTUAL
PER.SOCMAL - - -
R Online Banking Login

+ Checking
+ Loan Products

+ Cards Username: |' I |
* Investments &
Insurancs Password: |======== |

+ Other Services =
SMALL BUSINESS
+ Deposit Products
s Lending Services
» Cards
+ Insurance
= Retirement
+ Other Services

INSIDE ALTORO MUTLUIAL
+ About Us
+ Contact Us
* Locations
+ Investor Relaticns
* Press Foom

* Corears

Privacy Policy | Security Statement | & 2007 Altoro Mutual, Inc.
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SQL Injection Example

¢| - - IE] ﬁa‘ ||:| httpe: ffwww, testfire.net/banklogin. aspx |T| B'] |*|-Z:-::-_;5 |‘h-tu]| - = X
Sign In | Contact Us | Feedback | E-earl:hl |[ (E1al _] %)

{

—

AltoroMutual » -E

An Error Has Occurred

Summary:

(Evnta:x error [missing operator) in gquery expression 'username = "' AND password = "asdf'". ]

Error Message:

System.Data.OleDb.OleDbExcaeption: Syntax error (Missing operator]) in query expression 'usermame = """ AND password =
'asdf''. at System.Data.OleDb.CleDbCommand.ExecuteCommandTextForSinglaR esult{tagDEPARAMS dbParams, Objacti
exacuteResult) at System.Data.CleDb.OleDbCommand.ExecuteCommandText{ Objectk executeResult) at
System.Data.OleDb.OleDbCommand.ExecuteCommand{CommandBehavior behawvior, Objecth executeResult] at
System.Data.OleDb.CleDbCommand.ExecuteReaderInternal{CommandBehavior behavior, String method) at
System.Data.OleDb.CleDbCommand.ExecuteR eader{ CommandBehavior behavior) at
System.Data.OleDb.OleDbCommand.System.Data. IDbCommand.ExecuteReader{CommandBehavior behavior) at
System.Data.Common.DbDataAdapter.FillInternal{DataSet dataset, DataTablae[] datatables, Int22 startRecord, Int=22
maxRecords, String srcTable, IDBCommand command, CommandBehavior behavior] at
System.Data.Common.DbDatafAdapter.Fill[DataSet dataSet, Int32 startRecord, Int32 maxRecords, String srcTable,
IDbCommand command, CommandBehavior behavior) at System.Data.Common.DbDataadapter.Fill{DataSet dataSet, String
srcTabla) at Altoro.Authentication.ValidatelUsear{String uMame, String pWord) in
d:vdownloads\AltoroMutual_wShywebsitatbankilogin.aspx.cs:line 68 at Altoro.fAuthentication.Page_Load({Object sendar, EvaentaArgs
el in didownlocads\AltoroMutual_vwShwebsite\bank\login.aspx.cs:line 22 at
System.Web.Util.CalliHelper.EventArgFunctionCaller{ IntPtr fp, Object o, Object t, EventArgs <) at
System.wWeb.Util.CalliEventHandlerDelagateProxy.Callback{ Object sender, Eventargs ) at
System.Web.UIl.Control.OnLoad(Eventargs ) at System.Web.UIl.Control.LoadRecursivel() at
System.Web.UI.Page.ProcessRequestMain{Boolean includeStagesBeforefAsyncPoint, Boolean includeStagesaAfterAsyncPoint]

4
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SQL Injection Example - Exploit

-ﬁ - * - e] kadl fﬁ' ||:| http: ffwwewe ., testhire. net/banklogin. aspx |"| h"] |'|'G"'C'C"'§;E |'L’*~:-]| - 5 X
Sigm In | Contact Us | Feedback | Search | | [ So J 2
AltoroMutual 2> ﬂ f,p (
m OMNLINE BANKING LOGIN PERSOMAL | SMALL BUSINESS | INSIDE ALTORD MUTUAL
EFEE.SOMAL - - -
D peit pridis Online Banking Login

s Checking
* lLoan Products

+ Cards Username: |' or 1=1-- |
* Investments B .
fisir s e Password: || |

+ Other Services >
e
SMALL BLISTHMESS

* Deposit Products

+ Lending Services

+ Cards

+* Insurance

+ FRetirement

+ Other Services

INSIDE ALTORO MUTLIAL
+ About Us
= Contact Us
= lLocations
+ Investor Relations ==

* Press Room

» Carsaers

Frivacy Policy | Security Statement | © 2007 Altoro Mutual, Inc.
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SQL Injection Example - Outcome

ﬁ - g - e] Kad fﬁ' ||:| http: ffwoww. testfire. net/bank fmain.aspx

AltoroMutual

m MY ACCOUNT PERSOMNAL

IWANTTD ...

» View Account He"ﬂr JOhn smith

Summary
» View Recent wWelcome to Altoro Mutual Online.

Transactions

+ Transfer View Account Details: 1001160140 Checking _GD
Funds | g &8 | [ sc ]
* Search News
Articles Congratulations!

* Customize

IS SERES S5 4 You have been pre-approved for an Altoro Gold Visa with a credit limit of $10000?

Click: Haera to apply.

Privacy Policy | Security Statement | & 2007 Altoro Mutual, Inc.

The Altorc Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating the effectiveness of Watchfire products
in detecting web application vulnerabilities and website defects. This site is not a real banking site. Similarities, if any, to third party
products and/or websites are purely coincidental. This site is provided "as is" without warranty of any kind, either express or implied.

http /S wware.watchfire.comy/statemeants/terms.aspx.

Copyright & 2007, Watchfire Corporation. All rights reserved.

E Watchfire does not assume any risk in relation to your use of this website. For additicnal Terms of Use, please go to
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3 - Failure to Restrict URL Access

e What is it?

» Resources that should only be available to authorized users can be accessed by forcefully
browsing them

e What are the implications?
» Sensitive information leaked/modified
» Admin privileges made available to hacker

© 2008 IBM Corporation



Failure to Restrict URL Access - Admin User login

m OMNLINE BANKING LOGIM PERSONAL SMALL BUSTINESS

EERSOMAL

+ Deposit Product
+ Checking

¢+ loan Products
+ Cards Username: |EI|:|rr1ir'| |

* Investments &
e Password:

* Other Services
-

SMALL BUSINESS

Online Banking Login

|¢¢¢¢¢ |

m MY ACCOUNT PERSOMAL SMALL BUSTINESS

I WANTTOD ...

Hello, Admin User

* View Account Summary
+ View Recent
Transactions Welcome to Altoro Mutual Online.
+ Transfer Funds
+ Search News Articles View Account Details:
+ Customize Site
Language

ADMINISTRATION 1

¢ View Application Values

+ Edit Usars ]

[
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Simple user logs in, forcefully browses to admin page

= ONLINE BANKING LOGIN PERSOMNAL SMALL BUSINESS

PERSOCMNAL = - =
e Online Banking Login
* Checking
¢ loan Products
+ Cards Username: |j5mith |
» Inwvestments &

Insurance Password: |** * *****l |
« Other Services :
Lagin
@ - B o e] Ladl ﬁa‘ |:| http: /e, testfire.ne adminfadmin.aspx
B MY ACCOUNT PERSOMNAL SMALL BUSINESS INSIDE ALTORD MUTUAL
IWANTTOD... - -
e Edit User Information
Application
Valuas L
+ Edit Users Add an account to an existing user.
Users: Account Types:

1100116014 jsmith % | | Savings |v Add Account
Chanoe llmMnrﬂ
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What You’'ll See:
e Cross Site Scripting

e SQL Injection

e Failure to Restrict URL Access

© 2008 IBM Corporation
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Watchfire Application Security Testing Products

AppScan Enterprise

Web Application Security Testing Across the SDLC

ASE QuickScan AppScan QA AppScan Audit AppScan MSP.

Test/Applications Test Applications Test Applications Monitoror:
AsiDeveloped As/Part of Before Re=Audit
QA Process Deployment Deployed
Applications

# ;.‘Q ﬁ: ‘

© 2008 IBM Corporation Discovering the Value of Verifying Web Application Security Using IBM Rational AppScan




Introducing...

@ watcrfire

Less Effort.
More Power.
Better Results.

[ [
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AppScan

e What is it?

» AppScan is an automated tool used to perform vulnerability
assessments on Web Applications

e Why do | need it?
» To simplify finding and fixing web application security problems

e What does it do?

» Scans web applications, finds security issues and reports on them in
an actionable fashion

e Who uses it?
» Security Auditors — main users today
» QA engineers — when the auditors become the bottle neck
» Developers — to find issues as early as possible (most efficient)

© 2008 IBM Corporation Discovering the Value of Verifying Web Application Security Using IBM Rational AppScan



AppScan Goes Beyond Pointing out Problems

2 Identify security Develop fix
vulnerabilities recommendation

© 2008 IBM Corporation



1. Review the original request

File Edit “iew Scan Tools Help

12HS 00H X P HE & & 7

Wiew ijl My Application [36] | A) Scanis Incomplete Muore Information ﬂ|
= q http://dermo.testfire. net! [36]
..... A+ @ Anranged By: Severity | Highest on top |

comment.azpy [2) ﬁ 36 Security lssuss [119 watiants] far My Apphcatlon

|2 default asp = @ Blind 5GL Injection (3]

?;ZZ:EE?:;EH 1 = http:/demo. testfire.net/bankAagin.aspx (2]

search.aspy (1) | &) Advisory | %] Fis Recommendation| $¥ Request/Respanss

subscribe. swf

Securty |ssues

B

Femediation Tasks e e watiant: | 1of3 = b | Test | Original || . P _J:szida Propetties
- E[I bank [29] @ Show in Browser -] Repart False Positive | Manual Test
2 POST fbank/Togin. aspx HTTP/1.0 & Screenshaot Eoaiie

Cookie: amSessionId=15402597668; ASP,NET Sessionld=eyimsirdSzz.

=T Content-Length: 41 ' Wariant Details
Application Data nccept: Y/*
Referer: http://demo.testfire.net/bank/ Togin. aspx 1D: 5561
Accept-Language: en-us "
Content-Type: application<—wa-form-urlencoded Difference:

User-fAgent: Mozilla 4.0 (compatible; MSIE 6.0; Windows NT 5.1; The following changes were applied
Host: demo.testfire.net to the original request:

Pragma: no-cache : + St parameter ‘passw's value to
Connection: kKeep-Aliwve 'Demol 234 %27 +and+%
27barfoo% 27 %30 %2 7foobar’

A&btnSubmit=Lagin

Reasoning:

HTTP 1.1 302 Found Thiz test uses several different HTTP

Set-Cookie: amUserInfo=U

e=anNtaxRo&Password=REVthzEyMzg=;

= 3 = requests in order to verify the
8014 th= : ] S
Content-Length: 132 3 path=/ exiztence of a Blind SAL Injection
Connection: keep-aliwe vulnerability. The resulting test
Date: Thu, 18 Jan 2007 21:40:27 GMT WSDWWFSShDWﬁhalEQUEﬂ$
Serwver: Microsoft-IIS/ 6.0 containing conditions with the same

logical values were identical to the
oniginal valid rezponze, and the
responges with different values were
nat. Thiz indicates that an SEL query
iz being executed at the back-end
database, and that the injected
values affect the original gueny.

e —AspNet-Version: 2.0.
Location: Jbank/nain. aspx
Cache—CDn‘trD] no-cache

text/htmly charset=utf-2

Content- Type

chtml» cheads stitlex0Object movede Aitles < /heads chody»
<h2:0bject moved to <a href="/bank/main.aspx">heres/a». ¢/has
< /hody s ¢ html =

GET /bank/mann aspx HTTP/ 1.0
Pl PR T R, P ) P P T =2 = AT T T AR Gw e A AW AT i

1<) Visited URLs 49466 [ Completed Tests 3208/3209 ) HESecuiylsues @16 W2 D14 G4
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2. Review the result of the test

File Edit %ew Scan Tools Help

UPH&S 008 X8 3 & )

Wiew ﬁf[ My Application [36] | i) Scanis Incomplete More Information m|
Elq http:# fdemo.testfire. netd [36]
/13 Ananged By Severity | Highest on top |

comment.asps (2] ﬂ 36 Security [ssues (113 wvariants] for My Application’
Security |szues jfafju!t.asp; = @ Blind SAL Injection [3)
- f;zcdzz:?aizx o = http: #/demo.testfire.nat/bank./lagin aspx [2)

seaich.aspr (1] | i) advisory | [ Fix Recommendation| $¥ Fequest/Response
=] subscribe. swt : ) B - : :
Femediation Tasks | survey_questions.aspx Variant: 1 1of3 < B | Test | Original o P _J;ﬂHu:le Properties

®-IC3 bark [29]

Q <
Application Data o

Scresnshot || |T=1 Comrments |

' Wariant Details
Wﬂin.aspx HTTP/1.0 —
Content-Lermgom 1D 5561

Accept: */* 1

Referer: http://demo.testfire.net/bank/Togin, aspx Difference:
Accept-Language: en-us The fallowing changes were applied
Content-Type: applicationc—waw-Torm-urlencoded to the original request:
User-fAgent: Mozi1la/4.0 (compatible; MSIE &.0; Windows NT 5.1; «Set parameter 'passw's value to
Host: demo.testfire.net Demol234%27 +and+%

Pragma: no-cache

3 & 27barfooZ 223D %2 Ffoobar'
Connection: keep-Alive

m

= . - Reasoning:
1d=15m1th&passw= 4x27+or+¥27 foobarg27¥30%27foobarébtnsul This test uses several diferent HTTR
HTTP/1.1 302 Found requests in order ta verify the
et-Conkie: ASP. onId=31mswk45q0q33148wtjvcarr; path=/; existence of 2 Blind SOL Injection
- . S10nId=14373413027; path=/ wulnerability. The resulting test
Set-Cookie: amlserInfo=UserName=anhtaxRo&Password=ReVtbzEyMzOn] respanses shaw that requests
Set-Cookie: amlserId=100116014; path=/ cohtaining conditions with the same
Content-Length: 132 lngical values wene identical to the
Connection: keep-alive oniginal valid responze, and the

Date: Sat, 20 Jan 2007 20:37:34 GMT

) responzes with different values were
server: Microsoft-II5/6.0

not. Thiz indicates that an SOL query

I i ro— i being executed at the back-end
= L;cgﬂgﬁj\"%g;ﬁ%a% s database, and that the injected
e e nD—can-:hep values affect the original query.
: no-cache
Expires: -

Content-Type: text/html; charset=utf-8

chtml s cheads ctitlesObject mowved o A1tles o/heads chody»
zhz:0bject mowved to <a href="/ bank/main.aspx">here«/a>. o /hz»
< /body s o /hbm] =

2 ——

| Wisited URLs 49/68 [ Completed Tests 3293/3298 ) Secuiylssues @B W2 D14 @4

z : | T —

[ .
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3. Review Actionable Fix Recommendations

File Edit View Scan  Tools Help

D B (=] @ |°Scan = ) Stop ﬁManuat Explore 'RScan Configuration Scan Log P | EE Report @ Update

View ﬁfl My Application (53) | i) Scanis Incomplete Mare Information

=3 hitp://demo testfire net/ (53)

.. /{3 Amanged By: Severty  Highest on top
cagiexe (1) ﬁ 53 Security Issues (368 vanants) for "My Application’

Commrd aciod ) & @ Blind QL Injection (4)
dgfau?t.aspx http://demo testfire net/bank./account aspe (1)
i http://demo testfire net/bank dogin aspx (2]

g ek rpic (1) http://demo testfire net/bank transaction .aspx (1)
suacnans (1] Cross Site Scripting (5)

B @ Fomat String Remote Command Execution (1)

ivserbe s ) @ HTTP Response Splitting (1)

b snlys o @ SGL Injection (6]

Q MY e @ XPath Injection (1)

t-{C3) admin (1) Bk o
Application Dists £ bank (40) S/ Cookie Poisoning SQL Injection (1)

Remediation Tasks

1.7 images (1) 11J Advisory [; 2| Fix Recommendation !

* General

There are several issues whose remediation lies in sanitizing user input.

By verifying that user input does not contain hazardous characters, it is possible to prevent
malicious users from causing your application to execute unintended operations, such as
launch arbitrary SCL queries, embed Javascript code to be executed on the client side, run
various operating system commands etc.

Itis advised to filter out all the following characters:
[111 (pipe sign)
[2] & (amper=sand sign)
[3]; (semicolon sign)

Visted URLs 108/108 Completed Tests 14194/14154 fh 535ecuitylssues @18 W4 D2 @9
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4. Submit Defect to Development Team

& AS7.5 Demo Scan 1.scan - Watchfire AppScan
Ble Edit View Scan  Tools  Help

D ﬁ H @ |°5&:n - Ostop EMaﬂuaI Explore |ﬁ5aﬂ Configuration SGm Log p |[j1|Report iUpdate

WView f;fl My Application (54) i) Scanis Incomplete More Information X
=% hitp://demo testfire net/ (54) : :
)] :_N'lﬁnged By: Severty = Highest on top
cgi.exe (1) {5l 54 Security Issues (370 variants) for "My Application’
Dol ook &) & @ Bind SQL Injection (4)
default aspx 50 _—
;:I:ecjzlm;r.mm - # @ Fomat Sting A Severity d
rc: 'ESD?U() = @ HTTP Respons o teet
it Tade e ® @ Session Moty .
S e SN o = @ S0L Injsction F Defect Details
S”Esm_:e'aﬁx @) = @ XPath Injsction  Delete Cradentials
. e ® W Cookie Poisonii  Set as Non-vulnerable o
Q - [#8] survey_guestions.aspx @ W Directory Listin
Appliaﬁbn Data gg :dl‘l‘lll:'l (E?) @ W Predictable Loc Report False Pasitive Password: l:l
; o 2] w Unencrypted Ly = fact to ClearOuest Defect Details
H-1C0) images (1) g Defect to ClearQues

Surnmary: |SQL Injection i http: //frevelation/acmehackme/bank.ogin. azpx [Parameter pazsw]

Priority: |5 n A % Owiner:
# Type: Application-level teg 4-Low Priori vl
“ WASC Threat Classification: Client-side Attacks | Descipion
Scripting 50L Injsction ]
# CVE Reference(s): MIA Applicatiorrlevel test =
¥ Secu rlt_f Risk: Itis pOSSiDlE‘ o steal |WASC Thieat Classification: Command Execution: SOL Injection |
customer session aj Security Rizk: It iz possible to wiew, modify or delete database entries and tables ~|

which may be used
a legitimate user, al| suachments

hacker to view or al| : [ open Edit X Remove & Add Attachmert...
and to perform tran
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Advizorp html  FisRechtml  Yariant1-Oni.. Varantl-Tes.. Yariant2-0n.. Varant2-Tes.. Yarant3-Ori..

[ Cancel J [ Log Defect]

Completed Tests 14255/14255
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What You'’ll See:
e AppScan @ Work
o Reporting AppScan Test Results

i .
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RSA Conference: Security Leaders Recognize Watchfire

Best Security Company - WINNER

Best SME Security Solution - WINNER

WINNER éve/j&\aD%
Best Regulatory Compliance Solution -

Watchfire selected for three out of only five total awards, selected by a panel of 17 expert judges
made of up CISO’s from companies such as Deloitte & Touche, eBay, Forrester Research, Frost &
Sullivan, General Motors, KPMG, and The Burton Group

Best Audit/Vulnerability Assessment Solution - FINALIST

Best Managed Security Services - FINALIST

As selected by SC Magazine Readers

SRR S I
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- IBM
800+ Companies Depend On Watchfire

8 of the Top 10 7 of the Top 10

Telecommunication
Companies

9 of the Top 10
Banks

Technology Pharma / Clinical
Companies Companies

Microsoft Wyeth = AnT

Cisco SYSTEMS Uy NOVARTIS
AstraZerﬂcaﬁ;Li‘ L
¥ cingular

g raising the bar
Abbott Laboratories
5% Aventis e 0

Bell

Wz SONY L5 A3) O ROGERS
SUNTRUST~ 7

B A e W e
=€ Sovereign Bank n mﬂﬂ NICES E;EQEEEED \ye{mj
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Summary

The current state

| ;5% of All Attacks on Information Security

Are Directed to the Web Application Layer

2/3 of All Web Applications Are Vulnerable
Gartn

@ watcHfire

Less Effort.
More Power.
Better Results.

| .

© 2008 IBM Corporation Discovering the Value of Verifying Web Application Security Using IBM Rational AppScan



Martin Lee
IBM Rational Technical Consultant
yeekee@my.ibm.com
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