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Welcometo THE SMARTER PLANET *\Web 2.0

Globalization and Globally Available Resources

,::.‘;-T?-.-gtl e e - e SOA

Billions of mobile
devices accessing the
Web

Access to streams of
information in the Real
Time

New
Possibilities
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Smarter Planet - Changing Security Landscape of Toda vy
“Webification” has changed everything
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Smarter Planet - Changing Security Landscape of Toda vy

Many Web Security Drivers

“Webification” has changed

everything
= |nfrastructure is more abstract and less *

defined
= Everything needs a web interface
= Agents and heavy clients are no longer

acceptable
= Traditional defenses no longer apply **

Increase in vulnerabilities / disclosures
» Application security has become the top threat
Regulatory Compliance

» Requirements such as PCI, HIPAA, GLBA, etc

User demand

» For rich applications i'_s, pushing development to Desktop: Server:
%d(;/r?anr(i:;?sctgdtﬁrfactgmques Web 2.0 introducing Biiaan Hyperw&r Baiggqt.gﬁgzaﬁm

Enterprise Modernization

» Driving traditional applications to online world (SOA),
increasing corporate risk

Cost cutting in current economic climate

» Demands increased efficiencies

IBM Security © 2008 IBM Corporation#
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The Security Journey Continues

- New and More ...
» Applications
e Services
e Systems
-> Vulnerabilities
-> Hacking methods

-> Viruses, Worms, RATS, Bots ... —
(Remote Access TROJANS = Spyware) NEW AREAS
MALWARE, “BLENDED” THREATS OF IT SECURITY

-> GOVERNANCE & WEAKNESS

COMPLIANCE! ARISE ALL THE
TIME

IBM Security © 2008 IBM Corporation
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It Gets Worse

e WAP, GPRS, EDGE, 3G
e 802.1x
e Broadband
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A hacker no longer needs a big machine _
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RegUIation & ComplianCe SARBANES-OXLEY , HIPAA, BASEL I ...

= It is part of doing business

= Business Continuity

= An environment of TRUST
— For doing business

— Ensure Orderliness in Internet
world

— Promote Economic growth

SEMD THE SALARY
SPREADSHEET TO

HUMAM RESOURCES.

scobflsdama®acl.com

CONTENT.

www. dilbert.com

& UFS, Ing.

= More than just
Confidentiality, Integrity
and Availability

= Privacy

3rd Party Customer Data

DON'T LET ANYONE
ELSE SEE IT. THAT
SORT OF INFORMA-
TION COULD SOW
THE SEEDS OF DIS-

LE'D HAVE MASSIVE
DISLOYALTY ., FIGHTS,
VANDALTISM, MAYDBE
EVEN RIOTS.

i-1v-04 & 3004 Scott Adams, Inc/Dist. by LIFS, Inc.
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The Myth: “Our Site Is Safe”

We Have Firewalls
and IPS in Place

Port 80 & 443 are open
for the right reasons

We Use Network
Vulnerability Scanners
Neglect the security of the

software on the network/web
server

IBM Security

We Audit It Once a
Quarter with Pen Testers

Applications are constantly
changing

~

We Use SSL Encryption

Only protects data between
site and user not the web
application itself

© 2008 IBM Corporation



SOMETHING IS STILL OUT THERE

BEE
EWS

Front Page

e

s

L
Africa
Americas
Asia-Pacific
Europe
Middle East
South Asia
UK
Business
Health
ncefNature

Technn[ng'\'rl
tertainment

Us job website Monster.com
has suffered an online attack
with the personal data of
hundreds of thousands of users
stolen, says a security firm.

A computer program was used to
access the employers' section of
the website using stolen log-in

credentials,

Symantec said the log-ins were
used to harvest user names, e-
mail addresses, home addresses and phone numbers, which
were inlnaded to A remnote weh server.

friend

"I One-Minute World News
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Monster attack steals user data
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Asus Web site harbors threat

Paosted by Joris BEvers

iz not 2uch:a Good Friday for A5U0Stek Computsr.

Past RE sume

The main Web =ite of the Taiwanezs hardware maker, known for t2 Azus branded PCe ¢

been rigged by hackers to gerve up malicious 2ofivwwars that attempte to exploit a critical ¥
experts 2aid Friday.

The attackers. added an invizible frame, a.2o-called iframe, to the front page of the Asus.«
the =ite, a victim's browser will gilently connect to another Web =ite that tries to installa
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Glitch spills UBS clients’ info

Wealthy customers saw details of others’ on!me

accounts, but bank says number affected is small

TECHNICAL glitch at

Swiss bank UBS gave its

wealthy customers in Sin-
gapore and Hong Kong a shock
last week when they logged on
to their online accounts.

The private-banking clients
found confidential details of oth-
er clients’ bank statements and
account information instead of
their own. Clients’ online ac-
counts, though, do not indicate
their names.

When contacted, a UBS

o SRR A BT

Asked how many clients
were affected, all she said was
that “some limited account infor-
mation concerning a small
number of UBS wealth-manage
ment elients was accessible by a
very limited number of nther sys
tem users’. She added that few-
er than five accessed the infor-
mation.

She told my paper the glitch
oecurred “as a result of an inad
vertent technical error following
an infermation-technology sys-
tem upgrade over the weekend
of Feb 217

Tha han

L immaodistalu tanl

ing to the incident and has im-
||l(nmnl[d measures to prevent
a similar oceurrence in the fu-
ture.

The bank also reported the in-
cident to the banking authon-
ties here and in Hong Kong: the
Monetary Authority of Singa-
pore (MAS) and the Hong Kong
Momnetary Authority (HEMA),

Asked about what MAS
would be doing, its spokesman
said that “we are following up
with the bank”, but did not efab-
oratc.

The HEMA said it is “follow-
ing up with the bank on any im-
pact... and the remedial meas-
ures that should be taken”.

Its spokesman added: “We
have requested the bank to sub-
mit an inveshigation report to
the HKMA and will examine

Mr Tan Teik Guan, chief ex-
ecutive of Data Security Systems
Solutions, said such accidental
leaks of confidential informa-
tion could lead to "embarrassing
situations for clients and reputa-
tion risks for banks”

“Intentional leakages are
more serious as the data..
(could be) used for more mali-
cious activities,” he said.

kennyc@spl.com.sg
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“When [ first checked the
El p]il:dlll’.lcl] two of my
frle nels had heen affected.
Within an hour, it had
grown o 10 o 12 people.”
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WORST CREDIT CARD IDENTITY THEFT CASE
- DONE BY SQL INJECTION : A WEB APP ATTACK!

STRAITS TIMES SINGAPORE 19AUGO09
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Hacker accused of stealing
130 million credit card numbers
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HE craze in online games

among Chinese netizens

is fuelling an increasin, y
Jucrative real-world market fo
computer hackers, securil.y
firms have said.

“There is a huge under-
round market and major reye-
iue comes from selling game ac-
ounts or virtual items stolen
om hijacked o
(r Zhang Yumu
Beijing Risin

A rapart by state broadcaster
CCTV said Trojan-horse at-
tacks, which allow hackers re-
mote access to a targeted compu-
ter system, make up a market ex-
pected to be worth 10 billion
yuan (S$2 billion) this year.
The report cited a hacker say-
ing he could get hundreds of
thousands of yuan every month
by hacking into computers and

prime.news

as weapons and clothes, for sale
through online sites.

The hijacked computer’s ac-
counts are sold for other uses,
such as joining online attacks
and piling up false traffic data.

Trojan-horse attacks have be-
came & major online threat in
China in recent years, account-
ing for over 95 per cent of all on-
line attacks.

jan-horse attackers came from
selling online game accounts
and virtual items, >

The number of Trojan-horse
attacks in China surged 10
times last year and should be up
60 per cent this year.

Sales revenues in China's on-
line game market grew 76 per
cent last year to 18.3 billion
yuan, going by official figures.

THI wTRAITS TIMTS TUESEAY, JANTAREY 5 2000 PAQE &3

‘in on Chinese gaming craze

;:rcuri;:;,r firms, said jtm:t- eﬂ'om
online gamin

firms hms}awegihe g‘awlh of
Trojan-horse attacks, :
CHINA DAILY/ANN Rt el
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Hackers: ¥%7% hai ké :
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2008 Web Threats Take Center Stage

= Web application vulnerabilities
— Represent largest category in vuln disclosures (55% in 2008)

— 74% of Web application vulnerabilities disclosed in 2008 have no
patch to fix them

Others
45.1%

No Patch
Available

74%

Patches
Available

26%

Web
Applications

54.9%

Figure 22: Percent of 2008 Web Application Vulnerabilities with No VendorSupplied Patch Available
at the End of 2008
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©} 500 Internal Server Error illa Firefox

Ele [dt Vew G Gockmaks  Tocks  Help e

= L X B T, e —————————r" =] @ 5o |[GL# appeds ptibprines
G, ]"ESQu | Huww . | H s ]wa |wa... | H = i [ ] H ... | H ... | H ... i H v | Hew. . | H ... | H v |H'mu | H s | H we... |wa L1 500.. | { 5

S00 Internal Server Error

java.lang.NullPointerException
gt FlestWatoh. fvcontrol . dobes (Zucontesl  javai36)
ab isvax.servilier.hoop.HoopServlat .. sepvice (HoopSerwlat, java: 740}
at jevax.secvlet.http. HetpSecvlet . secvice (HetpSecvlet . jara: 853 )
at com.evermindfCracle Applloation Jerver Contalnera for JZEE 10d (9.0.%.2.0) ] .82tver.htoh.ServletRegueatliapatoher. . imroke (ServiecRequeatMiapatchet . Jaw
ab com.=vermind[Orasle Applicaticon Serwver Containsrs for JEEE 10g [2.0.4.2.00 ) .=apver.htep. Berv]letRequestli=patcher. forvardInterns]l |(ServlesePaquestDispa
gt com.evermindiCracle Rpplication Server Containers for JZEE 10g (9.0.%.2.0)) -secver.htop.HtopReguestHandler |, procesaReguest (HotpRequeatHand let - Java: 79
|t com.evermindfCracle Application JFerwver Contalners Lor JEEE 109 [2.0.%.2.0)1}.8ecver.htip. AMIPRequestHandler . cun{AJPRequestHandler . javai 208)
at com.evermind[{racle Application Server Contailners for JZEE 10g [2.0.%.2.0) ] .secver.htop. MPRequestilandler . cun (AJFRequestHandler. Jaraz 125)
at com.avermlind[fracle Appllcation Jerver Contalnera for JZEE 10¢ (9.0.%.2,001.util.ReleagadnleResourcePooledExecutori HyWorker . tun (FeleasableResourcePoo

at jswva, lsng. Thresd. cun [Theesd. jawes: 534)

These are real examples — hackers

Love these error message pages ...
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/ Runtime Error - Windows Internet Explorer _ : _;El_yzi
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Server Error in '/' Application. ?

Runtime Error
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Why is your debug tool shown to the world?
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/~ Procedure "car_Get_JobOpeningsKeyword' expects parameter ‘@type’, which was not suppiied. - Windows Internet Explorer ;_ | & [i(j

@E—_: - |g, hitp:fresource

o areer_iu:ul:u_npening_.aspx |P I*|
File Edit View Favorites Todls  Help
‘E:? rﬁi‘ gPrncedurE_ ‘car_Get JobOpeningsKeyword' expects p... | | @‘
' =
. : Proce;lure car_Get JobOpeningskeyward expects parameter '@type’, which was naot supplied. =
Server Eerr N /Ca re http:ffresources, sembeorp. com/career fcareer job opening.aspx

Procedure 'car_Get _JobOpeningsKeyword' expects parameter '@type’, which was not supplied.

Description: &n unhandled exception occurred during the execution of the current web request. Pleaze review the stack trace for more information about the errorand whers it originated in the code.
Exception Details: Syztem.Data.SqlClient. SglException: Procedurs ‘car_Get JobOpeningzKeyword expects paramster '@tvpe’, which wag not zupplisd.
Source Error:

An unhandled exception was generated during the execution of the current web reguest. Information regarding the origin and
location of the exception can be identified using the exception stack trace below.

Stack Trace:

[SqlException: Procedure 'car_Get JobOpeningsKeyword' expects parameter '@type’. which was not supplied.]
Career.Career.Select_JobOpeningsBywWord(String strDBEConn, String strkeyvword)
Career. careers_job_opening. BindGrid()
Career, careers_joch_opening. Page_Load(Thject zender, Eventirgs &)
System.Web. UI.Control .OnLoad(Eventirgs &) +&7
System.web.UI.Control. LoadRecursive() +35
Syvstem.wWeb. UL. Page. ProcessRequestMaind) +750

Version Information: WMicrozoft MET Framework Version:1.1.4322.2300; AP NET Verzion:1.1.4322 2300

More information to entice a would-be hacker?!

L'I.
I = ¥ LT

=
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: Soya bean stall explosion injures six - Windows Int2rmet Bxplorer

"‘j"'{_ _)‘ I@ ntto: news. asiaone, com flews AsEDne S IBMews Sngspore Story /4 15tary 2009068 25-150944, hitml _ﬂ "'ﬂ! A | Ef Live Search

Fie  Editt View Favorntez Tools Help

5 7 Favorites gglwl 8 Asia.., |
@La

s \WIN ONE ARENA PHONE apaY!  HRENA
KM9oo

| IE Bookmark us | About us | Advertise | Login | Register

W | ASIA | WORLD | BUSINESS | CRIME | SHOWEBIZ | SPORTS | TECH | HEALTH

AR

Sign up for RBS
Platinum Card

TERMS AND CONDITIONS APPLY

Message from webpage ﬁt

' Vihile attempting to Iuadm fas) i n'f“mEEtﬂab sph.vbintegration, vBIntegration3”, property “User.agent” was set to the unexpected yvalue:
g imimpwn

Allgwed vaﬂue&gadm,gadmi _B;ies, opera; safari
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Altackers use directory traversal attacks to read arbitrary files on web servers, such as 3 private keys and password files.

* [E] http:/rweb.ehay. co.uk/ sy TR N SO SO SO SO U 1= 3

.V A Buy Sell My eBay Communi
& ~.co.uk Welcome! Sign in or register

- Adwvanced Search

Categoriesv. | Shops | eBay Motors E Safe!

Home » Business Centre » Changes in 2008 > Changes to Pricing

# Do not remove the following line, or various programs # that require network functionality will fail. 127.0.0.1 localhost.loca
localhost 1 localhostd localdomaing locathosts # Management server 10.3.194.141 car-man.ebaydevelopment.co.uk car-ma
Production database vip 10.3.164,17 PRODDE.ebaydevelopment.co.uk PRODDE # Serverfarm - BDMN 10.3.166.11 eby-pr-

wh1l.ebaydevelopment.co.uk eby-pr-wb11 10.3.166.12 eby-pr-wbi2.ebaydevelopment.co.uk eby-pr-whi12 10.3.166.13 eby-
wb13.ebaydevelopment.co.uk eby-pr-wb13 10.3.166.14 eby-pr-whld.ebaydevelopment.co.uk eby-pr-wbi14 10.3.166.15 eby-
whb15.ebaydevelopment.co.uk eby-pr-wb15 10.3.166.16 eby-pr-whl6.ebaydevelopment.co.uk eby-pr-whl6 10.3.166.17 eby-
wh17 ebaydevelopment.co.uk eby-pr-wh17 10.3.166.18 eby-pr-whbl8.ebaydevelopment.co.uk eby-pr-whi18 10.3.166.19 eby-
whb19.ebaydevelopment.co.uk eby-pr-wb19 10.3.166.20 eby-pr-wb20.ebaydevelopment.co.uk eby-pr-wh20 10.3.166.21 eby-f
wh21.ebaydevelopment.co.uk eby-pr-wb21 10.3.166.22 eby-pr-wb22.ebaydevelopment.co.uk eby-pr-wh22 # Serverfarm - ef
10.3.166.31 eby-pr-wb31.ebaydevelopment.co.uk eby-pr-wb31 10.3.166.32 eby-pr-wb32.ebaydevelopment.co.uk eby-pr-whs
10.3.166.33 eby-pr-wh33.ebaydevelopment.co.uk eby-pr-wb33 10.3.166.34 eby-pr-wb34.ebaydevelopment.co.uk eby-pr-wh3
# Do not remove the following line, or various programs # that require network functionality will fail. 127.0.0.1 locathost.loce
localhost 111 localhoste.localdomainé localhosts # Management server 10.3.194.141 car-man.ebaydevelopment.co.uk car-me
Production database vip 10.3.164.17 PRODDE.ebaydevelopment.co.uk PRODDE # Serverfarm - BDMN 10.3.166.11 eby-pr-

whll.ebaydevelopment.co.uk eby-pr-wbll 10.3.166.12 eby-pr-whbl2.ebaydevelopment.co.uk eby-pr-wh12 10.3.166.13 eby-¢
wh13.ebaydevelopment.co.uk eby-pr-wbh13 10.3.166.14 eby-pr-wb14.ebaydevelopment.co.uk eby-pr-wb14 10.3.166.15 eby-|
wh15.ebaydevelopment.co.uk eby-pr-wb15 10.3.166.16 eby-pr-wblé.ebaydevelopment.co.uk eby-pr-wb16 10.3.166.17 eby-|
whl7.ebaydevelopment.co.uk eby-pr-wbl17 10.3.166.18 eby-pr-whk18.ebaydevelopment.co.uk eby-pr-wb1s 10.3.166.19 eby-¢
wh19.ebaydevelopment.co.uk eby-pr-wbh19 10.3.166.20 eby-pr-wh20 ebaydevelopment.co.uk eby-pr-wb20 10.3.166.21 eby-¢
wh21.ebaydevelopment.co.uk eby-pr-wh21 10.3.166.22 eby-pr-wh22 ebaydevelopment.co.uk eby-pr-wh22 # Serverfarm - el
10.3. 155 31 eby-pr- wb31 ebaydevelnpment co.uk eby pr- wb31 10.3. 15:: 32 eby-pr-wbh32. ebaydevelupment co.uk eb],f-pr -wh?
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Malware on Web Applications

= Malware can be delivered in many
ways:

—  E-mail, IM, network vulnerabilities...

= Today, Malware is primarily
delivered via Web Applications:

— Aims to infect those browsing the site

— Installed via Client-Side (e.g. Browser) Vulnerabilities &
Social Engineering

= Malicious content can be
downloaded:

—  From the web application itself
—  Through frames & images leading to other websites
—  Through links leading to malicious destinations

= Legitimate Sites Hijacked to

distribute Malware!

—  McAfee, Asus, US Govt Staff Travel Site,
Wordpress.org, SuperBowl, ...

20 IBM Security © 2008 IBM Corporation




Real Example: Online Travel Reservation Portal

/= Hotel Reservation Online - Tranzaciion Stip 20031959 - Windows Internet Explorer

. = , g
6;“ M L prprreser D :1Tail = G (|*2]| %] [Google
- \\ »>
w [[5 Hotel Reservation Online ~ TTarsacton ... | fi - B - & - [=rPage v & Tools ~
LY
Hotel Reservation Online Change the reserID to 2001200
Dear MRS am,
As aresult of your resenvation 200319549
atthe hotel Le Meridien / Jakarta / Indonesia
for 2 nights (from Jan 23 2007 to Jan 25 2007)
we processed a credit card transaction an Jan 15, 2007,
The credit card transaction was successful.
The details of your transaction are as follows:
Reservation number: 20031959
Card Holder Name: Sam |l
CreditDebit Card: w000-000-000-2196
Expiration Date: 06/2007
Amount: 240.00 3GD
Date: Jan 15, 2007
silled as: [
YOU CAD R TaTTS g o
Flease note that this is not an invoice. An invoicesgl be issued 10 days after your check-out date.
You can get your invoice following this link. |
We hope yvou will have a nice stay at this hotel !
We are looking forward fo making a new resenvation for you !
With our thanks,
M
Dione Ly & Internet #1000, -




Real Example . Parameter Tampering

Reading another user’s transaction — insufficient au thorization

ptel ¥ on U z ANsa D D 200 L [0 = z = L
v | 8 htps Y/worw S - i pHp7rese (D= 20012008 ermal= 1 v 8 |[][x] |Googe
4 i . == v i 2 »
W &) Hotel Béservation Orline - Transaction ... y l -8B  ® - [Page v GTods v
) A
Hotel Reservation Online Another customer’s transaction

slip is revealed, including the
email address

Diear Mem—_—— =t

As aresult of your reservation 2001200

atthe hotel Nikko Resort And Spa/ Bali/ Indonesia

for 5 nights (from Jan 18 2006 to Jan 23 2006 ) INEEEREG————
we processed a credit card transaction on Jan 03, 2006.

The credit card transaction was successful.

The details of your transaction are as follows:

Resenvation number: 2001200

Card Holder MName: Justin FesmmsGm——m"
CreditiDebit Card: xoo-noa-o0-4688
Expiration Date: 08/2007

Amount 506.61 USD

Date: Jan 03, 2006

Billzd as: HGEG—_—_——
You can print this transaction slip

this is not an| ~Adgyoice will be issued 10 days after your check-out date.
You can getvour invoice following this Ii;{b

e hope you will have a nice stay at this hotel !
We are looking forward to making a new reservation for you !

With our thanks,
\ vl
htps: /A I i< »p7reser 0= 20012008 mal= I Ghotrai cor [ & Internet ®400% -
s © ZUUB IBM Corporation
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« Parameter Tampering Reading another user’s invo

{= Hotel Reservation Online - Invoice 2001200 - Windows jnternet Explorer

=]
@gﬂ - |ﬁ ] e ) 1= m@hotinai T V| % |5".?:5)_<5 |Google |

w e [ﬁ Hotel Peservation Orline - Inveoice 200, .. I l - B s ~ |2k Page ¥ & Tools v

[ *

The same customer invoice
that reveals the address and

. . contact number
Company

Address 22 I A stralia

Phone 61 (T

RECEIPT/ TAX INVOICE #2001200
Date Jan 30 2006

Description Nights Rate Amount

Booking reference 2001200 at hotel ;
Mikko Resort And Spa /Bali / Indonesia

Period :
From Jan 18 2006 to Jan 23 2006 (5 night(s))

Ocean View Room, Breakfast Included 5 138 690.00 ALUD
2 adult(s), 0 child(ren), 0 infant(s)

TOTAL AMOUNT 506.61 UsSD

The Payment, billed as TIIIEINININIENGNGNNEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE -~ =ccived by credit card, on Jan 03, 2006, to our account from
- = e ver=r—— :
Card Holder Mame Justin In—

Credit'Debit Card M00-I000-000-4688 T
Expiration Date 0812007

We hope you had a nice stay at this hotel !

We are looking forward to making a new resernvation for you !
With our thanks,

(£

Done Le @ Internet 00 -




Top Hack Attacks Today Target Web Applications

Cross-site scripting has
shot up the list of most
common vulnerabilities

CROSS-SITE SCRIPTING
BUFFER OVERFLOWS
SOQOL INJECTION
DIRECTORY TRAVERSAL
PHP INCLUDE

OURCE: US-CERT COMMON YULT

e
Led
F—
ZAey
o0
=T
=
Eald
_—
=
==i
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Top 10 OWASP Ciritical Web Application Security Issu

Unvalidated Input

Broken Access Control

Broken Authentication and Session Management
Cross Site Scripting Flaws

Buffer Overflows

O~ WDNPE

Injection Flaws
Improper Error Handling
Insecure Storage
Denial of Service
0 Insecure Configuration Management

R O© 00 NO®
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WHY DO HACKERS TODAY TARGET APPLICATIONS?

= Because they know you have firewalls
— S0 its not very convenient to attack the network anymore
— But they still want to attack ‘cos they still want to steal data ...

= Because firewalls do not protect against app attacks!
— So the hackers are having a field day!
— Very few people are actively aware of application security issues

= Because web sites have a large footprint
— No need to worry anymore about cumbersome IP addresses

= Because they can!
It is difficult or impossible to write a comprehens ively robust application

Developers are yet to have secure coding as second nature

Developers think differently from hackers

Cheap, Fast, Good — choose two, you can’'t have ital |

It is a nightmare to manually QA the application

Many companies today still do not have a software s ecurity QA policy or resource

IBM Security © 2008 IBM Corporation
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Software Application Development Pressures

Today I'm being asked to:

* Deliver product faster (a lot faster!)
 Increase product innovation

e Improve quality
* Reduce cost

* Deliver a secure product (?)

Cheap
Fast

Good

- Choose 2

OUR GOAL I5 TO WRITE
BUGFREE SOFTWARE.
T'LL PAY A TEN-DOLLAR
BONUS FOR EVERY BUG
YOU FIND AND FIN.

5. Adams E-mall: SCOTTADAMS®AOL.COM

°{£
\

I'-"fl'} © 1995 United Festure Syndicate, Inc. {NYC)

1 HOPE TM GONNA
THLS WRITE ME A
DRIVES NEW SUV
THE RIGHT  THIS AFTER-
BEHAVIOR. NOON!

iz a e
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WHY DO APPLICATION SECURITY PROBLEMS EXIST?

= |IT security solutions and professionals are normally from
the network /infrastructure /sysadmin side
— They usually have little or no experience in application development
— And developers typically don’'t know or don’t care about security or
networking

= Most companies today still do not have an applicati on
security QA policy or resource

— IT security staff are focused on other things and are swarmed
« App Sec is their job but they don’t understand it and don’t want to deal with it
« Developers think its not their job or problem to have security in coding
- People who outsource expect the 3" party to security-QA for them

= |t is cultural currently to not associate security wit h coding

o b I
Buffer Overflow” has been around for 25 years! Back then coding was

— “Input Validation” is still often overlooked. done by engineers ...
Then came Y2K ...

28 IBM Security © 2008 IBM Corporation



DON'T TRY THIS AT HOME!

Broadcast Yourself ™ Home Videos Channels
Eapplicatinn hacking | |'u’ide::|s |v_” Searcl!

“application hacking” video results 1 - 20 of about 1,490
Videos Channels Playlists Sort by: tpdchacia: b ns

Relsvance® Anytime™

| Hacking Internet Banking Applications

Source: httpvideo hitb.org/Z20052.html The general public
sentiment is that the anks, having always been the guardians ..
(mors)

How to hack pels facebook application Added:1 year ago
Zlick more From:vimeupto 100
http:#rrapidshare.comifiles/d7588550/hackpetsfinal.wmv Orignal ST e

videao, (much clearer and sounds normal} Easy ... (more}

onths ago

How to download Hacking Application
video=00

This video is a part of http:fwww youtube. combfwatch?v=_cl-=ZkKxklo
this video and hitpwww. youtube comiwatch?y .. (mere)

How to Hack Facebook

Detailed Instructicns Below: Taol needed: Internet Browser (1 used
- - firefox with google toclbar) Facebook Account Mood ... (mors)

Hiaylst Hesults Tor applicaton nacking

frienster myspace. facebook hackers (15 Videos)

I__ —— i-_iii - u-_._ Updated: 2 day=s ago
| I;__ —rremr 'i'!—"f-"'q__ Flay all From: kisszha

1k C— | — Yideos

= || E™- | _-r--

EET = = | || C e

hacking frisndster hacking frisndster My=pace Account

FPEHT 1 FRARET 2 Hacking

HacKing SQL Server Added:1 year ago
In this presentation atthe Jacksonville SQL Server Users Group, From:dbaguviax

Bayver White plays the part of a developer protecting his ... (mores} VeI .
7 3l D8 IBM Corporation
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The Application Security Challenge

@

What?

1. Need to mitigate the risk of a Security breach

2. Need to find and remediate these vulnerabilities

3. Must utilize a cost effective way of doing this
that makes sense

Who?

m Software security represents the intersection
between security & development — solution needs
to be a joint collaboration

: Starts with Security Auditor (can also be
outsourced)

m Larger organizations require the scaling of
security testing into the development
organization

30 IBM Security
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Web Application Secuirty - Solution Strategy

= Reduce Cost and Time to Market

» Find the issues earlier in the Software Development
» Automate the process
» Use less security-savvy employees by leveraging too

= Mitigate Risk and increase gquality
» Increase coverage

» Involve more people in the process: Developers / QA

= |Increase Visibility Of The Security Issue
» Distribute reports to different levels
» Dashboards

= Increase Productivity
» Build the knowledge among the team

» Prevent making the same mistakes

31 IBM Security
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Web Application Security Testing — Black & White Box es

BLACK BOX WHITE BOX

- Application Scanning - Source Code Scanning
(tests for app behavior) (tests for code integrity)

- Dynamic Analysis - Static Analysis

- Used by security folks & - Used by Development
auditors, don’t need folks, who are not into
source code security

- Tests for relationship between
application and environment

32 IBM Security © 2008 IBM Corporation
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SECURITY TESTING IS PART OF SDLC QUALITY TESTING

Collaborative Application Lifecycle Management

SDLC Quality Assurance
>
/I

Quality Dashboard

Test Management and Execution

Management 4 ]
| —
’ ‘ Create ) Build h Manage Report ’
K Tests q Test Lab ’ Results ’ Open Platform

Best Practice Processes

FTN Y

TEAM SERVER

i
| SAP i
Java " Open Lifecycle Service Integrations
U Ul la l
envanre M oo Compliance
i Quality
_— e — homegrown

© 2008 IBM Corporation
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Sedalll You need a professional solution to

Identify Vulnerabilities

File  Edit View 5Scan  Tools Help | V'
D B = Q Q) Scan - £ Stop EﬁManuafExp[ure }&Scan Configuration Scan Log )_J Ij_‘ﬁ Report & Update
View | 3% My Appication (53] | i) Scanis Incomplete More Information %
=% hitp://demo testfire net/ (53]
e — m £ 13 &Tanged By: Seventy  Highest on top
ﬁ] ----- |8 cgi.exe (1) {5 53 Security Issues (368 variants) for "My Application’
Secantylems || & ;’:{”““:’“'35"" (2) = @ Bind SQL Injection (4) I
""" @ g :{u_ 'ESTW @ hitp://demo testfire net/bank./account aspe (1) |_
""" @ fls almj 1 @ http://demo testfire net /bank.Jogin aspx (2 =
e """ @ rc: .asp:: (1) @ http://dema testfire net/bank transaction aspx (1} ‘
| - @ search.aspx (1) & @ Cross-Ste Scripting (5) |
Remediation Tasks | @ se:'erg;mr.aspxs + @ Format Sting Remote Command Execution (1)
""" B S“bs‘“_be'::}“‘ ) & @ HTTP Response Spliting (1)
: i ] subscribe. o & @ Sl hjection (6)
. lj% S:w-e}rf'lq?e ions . aspK & @ XPath Injection (1)
Ll +-{) admin AR R ena e o 12
‘ Aiiilication Dats 50 bark (40) # S Cookie Poisoning SGL Injection (1)
-{2) images (1) | i) Advisory | 7| Fix Recommendation | $¥ Request/Response | .
Variant: « 1of2 -~ | E Orginal | sbr 42 Properties .
@ Show in Browser [ Report False Positive |- Manual Test 9% DElEtE ‘u"arlant D Setac Non vulnerable
POST /bank/account.aspx HTTP/1.0 ariart Detail
Cookie: a:r(r‘ed1‘tD‘F‘Fer‘=Car‘dType=Gu'|d&L1m1t—10000&Inter-— :ﬁi i 3ls | =l Sereenshot
Content-Length: 35 L | ip- 9294 E
Accept: */* =
Accept-Language: en-us Difference:
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Win32] The following changes wers
Host: demo.testfire.net applied to the original request:
Content-Type: application/x-www—form-urlencoded « Set parameter TistA un&‘s
Referer: http:/ demo.testfire.net/bank/main.aspx value to "0%2B0%
listAccounts=0%2B0% 28 1001160141%2B0 AFIEL L e
HTTP/1.1 200 OK Reasoning:
Content-Length: 11744 This test uses several diferent
Connection: close HTTP requests in orderto verify
Date: Thu, 05 Apr 2007 15:03:34 GMT the existence of a Blind SQL
Server: Microsoft-IIS/ 6.0 Injection \rulnembrlrty The resultlng | ..|
X-Powered-By: ASP.NET el Hoa e
X-AspNet-Version: 2.0.50727 Enter addtional comments forthis | |||
Cache-Control: no-cache v
Pragma: no-cache % i
Cvnirez: -1 ==
E ‘ |_| 3

| ) Visted URLs 108/108 | Completed Tests 14134/14154 i 53Sscuitylsues @18 We H2 @9




win RICh Report Options

44 Regulatory Compliance Standards, for Executive,

Security, Developers

L

K £l

Rigilatiey Compllanice DS Anlyas

Industry Standard

Report Type [Larout |

Template:

| Executive Summany E—I
Min. Severity: | Informational | i-l Test Type: All a
= [#] Report Conterit
Executive Summarny (Entire Scan)
=[] Securty lssues

=[] Variants
[ ] Request/Response
[ ] User Comments
[] Shiow Validation in Response
[ ] Screenshiots

= [] Advisories and Fix Recommendations
[] NET
[]J2EE

[ ] Remediation Tasks

= [ ] Application Data
[ ] Application URLs
[ ] 5cript Parameters
[ ] Broken Links
[ ] Comments
[ ] JavaScripts
[ ]Cookies

Detailed Findings

Vulnerable URL: http://fake/fake.aspx %

Total of 2 findings in this URL

C . o
Severity: High Advizory & Fix Recommendation: See Appendix 1
Vulnerable URL: hiip:/ifakeifake.azpx (parameter = fake)

Remediation:
Sanitize user input

Variant 1 of 4 [ID=2416]

This test variant was constructed from the original request by applying the following change{s):

+ Set parameter 'uid's value to ="==script=alert Appscan%20-%20C53%20attack%
20may%20be%20used )=/script="

*  Sef parameter 'uid's value to "="=<script=alert{’Appscan%20-%20C55%20attack%
20may%20be%20used’)</script="

Request

GET fbank/login.aspxTuid=s"=><script=alert( Appscan¥20-%20C55%20attackyZomayk20bek
2oused )</ /script=&passw=Demol234&x=4y= HTTP/1l.0

Cookie: ASP.NET_SessionId=3bg3jsupvfrjfoisbphlorgl

Hest: bern

Accept: °F*

Accept-Language: en-us

Us:r—Agent: Mozilla/4.0 (compatible; MSIE 5.G5j Windows NT E.00

Referer: http://harn/hankIngin.aspy

Variant 2 of 4 [ID=2415]

This test variant was constructad from the original request by applying the following change{z):

+ Set parameter 'uid's value to ="==script=alert Appscan%20-%20C53%20attack%
20may%a20be%20used")=/script="

* Set parameter 'uid's value to ='"==script=alert Appscan%20-%20C55%20attack%
20may%20be%20used )=/script="

Request

EFT fhank Mandn acnvindid-w"wsorrinteasTare? ' annerana?n_ernrecatnarrackarnmaveanhes
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And Most Important :

Actionable Fix Recommendations

Govern

_ an - Watchfi
File Edit View Scan  Tools Help i’-
D a = Q °5can ~ i) Stop EﬁManua[Eﬁp[ore }eﬁcan Configuration [ 5can Log )J [iff Report & Update
View i ﬁ I':lhrﬂnplicatinn (53) | ~:l'_.J Scan is Incomplete More Information X
=& hitp://demo testfire net/ (53)
T m A3 ;firranged By: Severty  Highest on top
EJ ----- 2] cgiexe (1) {5 53 Security lssues (368 variants) for My Application’
Securitylssues || e e ) 5 @ Bind SQL Injection (4) =
""" @ - ;'—'_ 'asﬁm @ hitp://demo testfire net/bank./‘account aspx (1) I_
""" ) feidzlmcir s | hitp://dema testfire net/bank.login.aspx (2) =
e """ @ rc:: .asp:: (1) @ http://demo testfire net/bank Aransaction.aspx (1}
- N i soarch aspx (1) @ Cross-Site Scripting (5) e
Remediation Tasks | i e STV a0 @ Format Sting Remote Command Execution (1)
----- @ subscrbe aspic (3] b s
i @ HTTF Response Splitting (1)
s 0 @“mai i @ SQL njection (8)
r({ m% :‘;:;*’ﬁ'}l‘e R @ ¥Path Injection (1)
| Application Data -0 bank (40) ¥ Cookie Poisoning SGL Injection (1) = |
[#-4) images (1)

:| Fix Recommendation | *@ Request/Fesponse:

@7 Blind SQL Injection

+ General

There are several issues whose remediation lies in sanitizing user input.

By verifying that user input does not contain hazardous characters, it is possible to prevent
malicious users fram causing vour application to execute unintended operations, such as
launch arbitrary SOL queries, embed Javascript code o be executed on the client side, run
various operating system commands etc.

Itis advised to filter out all the following characters: .
[11| (pipe sign} |
[2] & (ampersand sign}
[31; (semicolon sign) A
4] 1, | :

| horation

[ Visited URLs 108/108 [\ Completed Tests 14194/14194 [ 53Securtylssues @18 W4 L2 @9
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AppScan Enterprise — Dashboards and Metrics

Jim (Analyst) | Help | Support | About | Log Qut
B0 ETS AppScan. Enterprise Edition = _
Training Jobs & Reports | Administration

Jobs & Reports = Acme Hackme > Analysts

Folders @ | Analysts - Graphical B wif e 2@
I T !Enﬁt I e _ Last Updated: 9/11/2007 12:56:50 FM
2] Acme Hackme & [ petails | | Graphical |
277 Analysts S "%‘[
EJD L Report Pack: [ Al Report Packs x| | Apply.
(] Jm Issue Severity History Issue Manag t History
All Report Packs All Report Packs
5000 I High BOOD I Fixed
E Medium In Progress
ELow 7000 B Reopensad
4000 sl 5 Open . .
i Active
Poris | Policies
3000 5000 -
4000,
Curment
2000 <—X . 3000 Active:
" 2875
x A 2000
1000 S
| 1000
— ; | Control
Jan24  Feb 1/ Mar1a  AprV  May D2 Jan24  Feb 17 Mar14  Apr07  May D2 O n ro S
Issue Severity by Report Pack WASC Threat Classification
Total All Report Packs
0 2000 4000 000 8000 10000 12000 Compl lance
I I ‘ [ information [T Low ElMedium TR High |
Recently Viewed Support
@ Analysts On-Demand Services b
_ Applications |

Store:
!: Security Issues {Investment Banking)

9 Report Pack Summary {Investment Banka |
@ Sarbanes-Oxley Act (SOX) (Investment ::
@ Activity Log {Test Admin) :
1€ Report Pack Summary {Test Admin) |
| =% Personal Banking

ki i

Authentication [ Command Execution
[ Authorization B information Disclosure
B Client-side Attacks  [E0) Logical Attacks

Main Website

IBM Security
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WWW.0wasp.org

WWW.ISC2.0rqg

= WwWW.lbm.com/security

Wikipedia —> “application security”

Yﬂu India | English

Broadcast Yourself ™ Home Videos

Channels

iapplicatiun hacking | | videos [ﬂ[ Searcl

“application hacking” video results 1 - 20 of about 1,490
Videos Channels Playlists SOFt b tplnaded: Type:

Relevance® anytime™ Al

Hacking Internet Banking Applications

Source: httpivideo hitb.org/2005 html The general public
sentiment is that the banks, having always been the guardians ..
(morey

Added:8 months ago
From: pefilm
Views5,233

oo o o
07:40 8 IBM Corporation
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AppSCan - CQTM & RQM |ntegrati0n Protect Your Investment

ClearQuest - localhost_revZ.scan 1180471626035 COTM - Eclipse Platform - C:\wflabs\eclipsewspaces\COTM_IDE_Integration

File Edit Mavigate Search Project ClearQuest Watchfire Tomcat Run Window Help

G [ - -8 -F-R- 9  R@@ Q%8 iy iEQ I F e e | @]y
|ClearQuest Navigator | [£5 TestManager -Pla... 53 . = O [El e R e s Cy sl - EClaay I = B
| -
] -~ ¥ - N —3
4-% B ¢ 0| TestLog & ~ = & ||
=0 AssetRegistries | B
= E Aszetl = v Events s £
B- 3 Test Plans i w Watchfire App5Scan Regression Results
== TP [ message |
= EP et o Show in AppS Update Basel
: E@ A 1 message oWy in can ate Baseline
: = i L [ message Yiew Delta Analysis Report
b CrainTest s
£ i 3 1 message
e T : — [ message
Flanning ! Execution -
= = | = 5] message = Extended Properties
E Console &3 Proper‘ties! = O E message .
= = Properties
ClearQuest =1 message
E RE | B - Chs [ message ! Mame Value
:\:unm_ncu:u.—'nl\;unc‘.:ur.r}'r'vmy—_lur—mu: e TF e -AI E message baseFileMame \,‘FCDﬂbDY-}CFJZII,... )
{Action: Watchfire AppScan Message Attachments
{Scanning: Visited(63) Unvisited{17) Tested{3034) Untested(14 Watchfire AppScan Event — = = =
Completed: Wednesday, May 30, 2007 2:42 AM b Mame Size Type Cpen
============================== b
Overyiew |Events |
Action: Watchfire AppScan Message | = —
Ig;i:";:é’d‘fiﬂf:‘gﬁg}é::”E‘Ed;éﬂirg;t;i{giﬁ} Untested(59 - |Ta5‘ksi Problems ! ClearQuest Record Details | Test Results &3 _ ] e |,
i : b Il i == -
{============================== o Result Test Type Verdict Descri,., | ID Headline Test Script File Lon
w ||| ElUncommitted ...
P i | = Configure... B AppScan fail SAMPLOOODOOTFS  AppScanTest Vcconboy-xpl2\... Vi
= = ! Recently Com...
|& Progress % & T T O
2 Test Script Execution ﬁ
[ 1 |
Configured Test Case E...can\Scoriptsirev1.scan =
' Executing Tests |
EﬁﬁiIiIiIﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ- ] E :I < T | }
T} : n e 2= —

nhi Writable ' Test Script Execution: (0%) Ee




R0 0y D@ @Qraees 1% @ @ AL H (oA B
i Compliance Scan Results

75 unigue issues detected across 49 sections of the regulation:

Section No. of lssues

1. Implement Intarnet Protocol {IP) masquerading to prevent your internal address from 4
being translated and revealed on the Internet.
(Reguirement 1.5)

2. Do not use vendor-supplied defaults for system passwords and other security 19

parameters.
(Requirement 2)

3. Always change the vendor-supplied defaults before you install a system on the network. 13
(Requirement 2.1)

4. Develop configuration standards for all system components. Make sure these standards 16
address all known security vulnerabilities and industry best practices.
(Requirement 2 2)

5. Disable all unnecessary and insecure services and protocols. 13
(Requirement 2.2 2)

6. Configure system security parameters to prevent misuse. 13
(Reguirement 2.2.3)

7. Remove all unnecessary functionality, such as scripts, drivers, features, subsystems, file 16
systems.
(Requirement 2.2 4)

8. Encrypt all non-conscle administrative access. Use technologies such as SSH, VPN, or 3
SSUTLS for web-based management and other non-console administrative access.
(Requirement 2.3)

9. This section applies to hosting providers only — Hosting providers must protect each 56

entity's hosted environment and data.
(Requirement 2.4)

10. This section applies to hosting providers only — Protect each entity's {that is a merchant, 17
service provider, or other entity} and ensure that each entity only has access to own
cardholder data environment

(Requirement A1 1)
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Building security & compliance into the SDLC — furth er back

SDLC

Coding

Build

QA

Security Production

Developers

Developers

IBM Security

Developers Provides Developers and Testers
with expertise on detection and

remediation ability

to effectively

Enable Security

drive
remediation into
development

Welcome to
DBS iBanking

o i T Ry
s @ 3 &% 3 L) © D O 8 [0 eonkng - vinde o el FAEees e

Ensure
vulnerabilities
are addressed
before
applications
are put into
production

© 2008 IBM Corporation
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Conclusion: Application QA for Security

= The Application Must Defend lItself

— You cannot depend on firewall or infrastructure security to do so

= Bridging the GAP between Software development and Information

Security

= QA Testing for Security must now be integrated and strategic

= We need to move security QA testing back to earlier in the

SDLC
— at production or pre-production stage is late and expensive to fix
— Developers need to learn to write code defensively and securely

Lower Compliance & Security Costs by:
* Ensuring Security Quality in the Application ujorft
* Not having to do a lot of rework after production

IBM Security

© 2008 IBM Corporation




SDLC QA - YOUR LAST LINE OF DEFENSE
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THE HACKER'S NEW TARGET — APPLICATION QUALITY

http://www.ibm.com/software/rational/offerings/webse curity/

Thank You

Anthony LIM

MBA CISSP CSSLP FCITIL
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