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Maobile Device Management

j Maobile Device Overview
[ Setup (9)

@ Warnings (2)
4 [ Mobile Devices (26)
[ @ Android Agents (1)
» £ Apple MDM (1)
> [ MS Exchange (11)
[ @ Lotus Traveler (13)
a & Inventory
@ Device Information (9]
& [ Location Information
4 &1 Apps Management
j Installed Apps
ﬂ Offered Apps
iy App Offer Tasks (0)
i ] Security Policies
a &1 Apple i0S Profiles
1| 105 Profile Configuration
@ Passcode (0)
@ Exchange ActiveSync (D)
iy Restrictions (0]

@ TEM 8.2 Windows Components Upgrac

¢ Mobile Device Overview
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bysis: Password Settings

Description | Detads Resuks | apphcable Computers (27) |

-
=

4]

3 Apphcable Computers (27)
=] By Retrieved Properties
1[5 By Computer Name
&S] By OS5
& (5] By Password Enabled
= [ By Password Compliant
] By Password Length (min)
1] By Require Alphanumeric Pa:
B 5] By Inactivity Tineout (max)
-5 By Password Max Faded Atte
-] By User Name
& & By Agent Type
1 (3 Mative (6)
i+l £ Proxy - Apple MOM (5)
Efﬁﬁaw-ﬁcmsc&&dm
@ 5] By Group
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Compiiter Mame

| o5

- _| Password Enabled | Password Compliant

SASEY04SZ 312 AT ﬂ.l"d"ﬁdl{?.ﬂ.ﬁ}
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Android (2.3.4)
Android (2.3.4)
Android (3.2.1)
Android (4.0,1)
Apple 05 4,3.5
Apphe i05 5.0.1
Apple 05 5.0.1
Apple 105 5.0.1
Apple 105 5.0.1
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A
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False
False
Falcp
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Fakce
False
True

False
True

True

True

Falge
Falze
False
Falze
Fesce
Fase
Falee

Faice

True
True
Trige
True
True
Tire
True
True
True
True
Tire

I'|_..:'|

Falea
False
Falae
Fasa
Falsa
Falce

False
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I, This device has been rocted

Last Repost Time
L] tachper

Dec 01, 2041 ©2:32 14 PM

Coarler

Lasit SyncTiene
Phone Humbsr
Rggint Vorsion
Do Source

15

i

8.2.867.0
Hatrew

Last Repon Time
Manufacturer
Carrier
LastSyncTime
Phone Humiber
Agent Version
Data Source

Devica Namea
TROA9IMOALS

Operating System
Apple 105 4.3.5 (iIPhone3 1)

Model
iPhane

Gt 31, 2011 830010 PM
Apple

ATAT

21 Ot 2011 09:00:52 +0000
+15106040334

0120

Apple DM

Dewice Details Management . W5 Profies Security Info Instslled Apps
 Darvice Ditails - Android | Appé i0S
Manufacturer  Apple
Last Server Communication 21 Oct 2011 090052 +0000
Carrier ATAT
Model iPhone
Hame  MDWs iPhone
Model ID  MCI1ELL
GUID f IME1 01 253500 233561 1
Phone Humber +15106040334
ULID J UDID bleeeBda93696e9ed597 14 TORI 38R0 T0C 5
Storage Information
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: == Mobile Client
~Mobile Client

» Mobile Client
Ft 1 _ . _ “Warning: Your device is jailbroken"
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Apps Management - Installed Apps

Android Apps

Apple Apps

This dashboard reports back the applications that are installed on devices.

Apps List

Tag checked as:
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Display Hame
TEM Agent

&7 -m=-CEasc a2 a34a
TS Serwvice
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Settings Storage
Search
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Tag
Enterprize
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ORM Protected Content Sto
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Search Applications Prowid
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Coam.
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android dewvelopment

COM.SWox. pico

Coum.
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AF2 X} X131x 01 j0S TEE [A O A= Apple2] MDM API

BE 8 7= BHEL

Profile Details

Ildentity

Passcode

1 Require passcode on device
Enforce the use of a passcode before using device

L

[

< =
=
=
=
= =
|_Mone ~ |

(I

Adlow simple value

Fermit the use of repeating. ascending. and descending charcter seguences

Require alphanumeric value
Reguire passcodes to contain at least one letter

Minimum password length
Smallest number of passcode characters allowed

Minimum number of complex characters
Smallest number of non-alphanumeric characters allowed

Maximum passcode age (1-7F30 days, or nonea)
Craws after which passcode must be changed

Auvto-Lock (1-5) minutes, or 0 for none
Crewvice automatically locks when time pernod elapses

Passcode historny (1-50 passcodes, or 0 for none
The number of unigue passcodes reguired before reuse

Grace period for dewvice lock

Armmount of time device can be locked without prompting for passcode on unlock

Maximum number of failed attem pts

Mumber of passcode entry attempts allowed before all data on device will be erased

B Exit Mew Profile Mode E Sawve Profile
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Endpoint Manager 2&& &0l Exchange xS X
Tgotal X 5= ASLICE

) ) ) ) , =
Exchange Active Sync Mailbox Policy - Configuration
| Currently Enforced Policies
,D Search
Hame Hon-Provisionable ... Device Password R... Default Creation Time Modification Time Dewvice Count
Default True True Thu Jul 21 12:23:48 GMT Tue Sep 27 10:068:25 GM 5
Exchange Policy Exampls False Tue Aug 30 04:18:18 GM Tue Aug 30 051233 GM 1

e O

General | Password | Sync Settings | Device | Device Applications | Other |
[»]  Allow removable storage E
[+ Allow Camera
¥ Allow Wi-Fi
[+] Allow infrared N
[*] Allow Internet sharing from device -
[+ Allow remote desktop from device
[*] Allow desktop synchronization
Allow Bluetooth
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Endpoint Manager 2% 0j|A] Lotus Traveler
Hi X[ &= ASL Lt

T A H

Lotus Traveler Device Security Settings - Configuration

Windows Mobile Nokia Apple Android

Device Security WViolation Action
[* Reqguire device password Enforce
| Prohibit ascending, descending and repeating sequences

| | Reqguire alphanumeric value

Minimum password length: a8 Iij
Minimum number of complex characters: 0 Iij

Auto lock period (maximum): 30 Iij minutes
Fassword expiration period: o0 Iij days
Fassword history count: 0 Iij

e

L | Wrong passwords before wiping device

-

|| Prohibit unencrypted devices
Frohibit camera Enforce

[wv1]
[* Prohibit devices incapable of securnty enablement Enforce
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Description

This task will deny targeted mobile devices access to their email server (Lotus Traveler or
Microsoft Exchange). Use Allow Email Accessto restore access.

Actions

® Click here to deny email access.

Description | Details Applicable Cormputers (13)

Action History (0]

4 @ Applicable Computers (13)
4 [ By Retrieved Properties
> ) By Computer Mame

I B By OS
- B By Agent Type
- ) By Last Report Time
i o) By User Name
I» £ By Metwork Adapter - Windows
- £ By Locked
- ) By BES Relay Selection Method
> E3i By Relay
I» 2] By Free Space on System Drive
- ) By Total Size of System Drive
i ) By Subnet Address
i» £) By BES Relay Service Installed
b E5 By Test OS
- ) ByIP Address
- £ By Group

Computer Mame

B Android_bf48fac3fildbe2e
B Android_f32067a6cfdb008S
B ApplSK131B6DA4T

! Android_5514FCEDCOCO4EFIBESED...

B Android_354795044824958
B Android_c4207440&f0a152d
B Appls7938)5M3NR

! 60A5B61 BE144024 A3698A9390933F...

B Appl7WO5224E845
B Android_8f166312739dc043
B Applocsnza3al4p
B Android_1292e80b900f5f9
B Appl3049UUKA9D

05

Android 2.3.6
Android 3.1

Apple-iPhone3C1/...

Android 2.2
Android 2.2
Android 2.3.4

Apple-iPhone2C1/...
PocketPC/6(5.2.19...
Apple-iPhone3C1/...

Android 2.3.3

Apple-iPod/705.18...

Android 2.3.4

Apple-iPadlCl1/81...

© 2012 IBM Corporation



MobileEnterprise

[lnl
(A
iy
II|I||II
il

L]
f.i'
<
&

D HIY Cldio]|A o7 |HIAE $let IBM Endpoint Manager

==

e T

g aliulis
A 4

;

3

Apple
MDM
Moxtg

ActiveSync/ )
IBM Sync™ =" - ActiveSync - - - g -----------\--

e e e - - -

Apple
ZA|
ota|
= O

_________

gazg, N M H v/
LtES i

sC %/Eﬂ%il

/" Android £ wEmail )

- e e e e e =

’{é‘k
\
‘a
o
N L

N .
:E Android TEM & /) Endpoint Manager
HH| " HH| W\ oisasos ) \_ oiE2AoIE )
. OoIEE S\ oojHE N

__________________________________________________________________________________

e o —————————————

22 © 2012 IBM Corporation



[j]
!I:u:
i
@

MobileEnterprise

DoHY Cjdfo|A #2|0f| Lt Endpoint Manager 7|dtQ| M2 6

1=

7|82 PC HEE, A0IEE HH0]| 2 St £2| M85 d=ot=H 0l= O|2itt &2l
CIHO|AS K| HStE AR E 255 SRtV
o

— Gartner, PCCLM Magic Quadrant(20114 12)

Mk Sedt7| fIot 2EYWSZ 7HX| 0 00F ot= 20| gL
— Forrester, A|& JfR: ZHY HOH2011H 442 7))

St=gflof 3! &2 HE EH M=o A ZF CH| Z}X]
<D HY, C|HO|A, LE S, A B Z2t0| =5 API=
OA3s 2 AMHE Rl MH|A HA3, CMDB
THel S E sifo| sE 2
250} 7 0| ALQ| (8 AMH[A 2H)
C|HO[ A0 O|2& CH =R E Ve FHIX
ANEZOIE OfL|A MH s 22 AZEL0Q
E3 ojmal/atg| nEe °,=,*JE1|O|% = AX|
FTE 2748 =¢ 90| 250 YO 0lE

7t

23 © 2012 IBM Corporation



L2
________



	모바일 기기 홍수로부터 귀사의 정보를 지키는 방안�IBM Endpoint Manager for Mobile Devices
	Google, Apple 및 기업 직원들이 업계의 성공 주역이 된 반면�Nokia, RIM 및 기타 IT 분야들은 여러 도전 과제에 직면해 있습니다
	기업의 투자우선순위
	모바일 환경의 라이프사이클
	모바일 환경에서 고려해야 할 새로운 도전 과제들
	모바일 디바이스 관리(MDM) 솔루션 구축을 위한 사전 고려사항
	모바일 디바이스 관리(MDM) 솔루션 구축을 위한 사전 고려사항
	PC와 모바일 디바이스들은 동일한 관리 요건들이 많습니다
	IBM Endpoint Manager는 모든 기업 디바이스를 위한 �통합 시스템과 보안 관리 솔루션을 제공합니다
	IBM Endpoint Manager는 모든 기업 디바이스를 위한 �통합 시스템과 보안 관리 솔루션을 제공합니다
	Endpoint Manager는 모바일 디바이스들을 어떻게 관리하는가?
	TEM for MDM 기능 개요
	모바일 디바이스 대시보드를 위한 Endpoint Manager
	모바일 OS 전반에 걸친 비밀번호 정책의 통합 보고를 통해  관리자가 호환되지 않는 디바이스들을 쉽게 식별할 수 있습니다
	단일 디바이스 보기를 통해 관리자 및 헬프데스크 담당자는 디바이스 세부 정보를 쉽게 확인하며 필요한 조치를 취할 수 있습니다
	iOS의 탈옥 알림 기능
	Android 및 iOS 디바이스에 설치된 애플리케이션 보기
	사용자 친화적인 iOS 프로필 구성 마법사는 Apple의 MDM API를 통해 모든 구성 기능을 보여줍니다
	Endpoint Manager 콘솔을 통해 Exchange 정책을 직접 �구성하고 배치할 수 있습니다
	Endpoint Manager 콘솔에서 Lotus Traveler 정책을 직접 구성하고 배치할 수 있습니다
	정책적으로 이메일 액세스를 거부할 수 있습니다
	모바일 디바이스 아키텍처를 위한 IBM Endpoint Manager
	모바일 디바이스 관리에 대한 Endpoint Manager 기반의 접근 혜택

