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“A fortress mentality will not work in cyber. We cannot retreat

behind a Maginot Line of firewalls.” - William J. Lynn IT,
U.S. Deputy Defense Secretary

(' % Insiders
) 7 Z (DBAs, developers,
outsourcers, etc.)

Outsourcing

y ] I’I "
473
Web-Facing Apps » ;
. £

Legacy App
. Integration/SOA

Stolen
Credentials
| (Zeus, etc.)

¥ |

Employee Self-Service,
Partners & Suppliers
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Business Controls

Network-driven Application-driven

HS2AOHE E=

T

| R

Policies
iAn~ LiAarvninAA

Bt A N TR |

A~tianAn
couv

SEEE LR R

MH/0{ZE[#H 0 E=

Idenuty ivianaygemernt
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- Network DLP

- Endpoint DLP
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1 ° ” M
P ' IBM was named the “Best Security Company”* by SC Magazine
5 Source: SC Magazine award, March 2, 2010

AWARDS

O10

WINNER
Honored in the U.S. Al'Enl'J-'_I' OI‘OI Eil E‘I EI
o Secuty Framenort Rptol HHe ALBAIQL BHEE ¥ 23}
@ rovcwonorey | E aIzbsh oo|Ejo| M at ALRof Chet SH o of8), Hi,
E. ] @ DATA AND INFORMATION l y . i ‘” S
@m\

@ NETWORK, SERVER AND END POINT
@ PHYSICAL INFRASTRUCTURE

Common Policy, Event Handling and Reporting

Hardware
and soltware
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SR SV RMAML, HISK MARAIZFMENT

)
COMPLISNCE
@ PEDFLE AR IDENTITY

o DATA AND INFORMATION
o APPLICATION AND PROCESS

e NETWORK, SERVER AND END POINT |

@ PHYSICAL INFRASTRUCTURE
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CIOIH 2ot HHdE

=0 ZtSH 0| O] E{ ZAH: Infosphere
Discovery, Infosphere Guardium
"C|O[& O|ELHY ZL[EHE:
Infosphere Guardium DAM

"AHH GO E2/HZHO
Infosphere Guardium S-GATE

=X QF M M7} Infosphere
Guardium Vulnerability
Assessment

aDB g2 =3} DB2, Informix-
Infosphere Guardium
Encryption Expert, 0|2| 3rd
PartyX| =

© 2011 IBM Corporation
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o
==8 14
"= 4/HA/EEE0|AA 2 ZE
: Infosphere Guardium DAM
| O] H K[ O &
DUHEN E2

oo1H 7|/20| A}
kel 2 oA

HO|E OtAZ

mH| 2 OO E 2f T 7|
Infosphere Optim
Decommissioning

o -
B

O —

2N HOIH MY dne|E
CHA|: Infosphere
Guardium Data Redaction

H|O|E OfAA: Infosphere Guardium DAM Redaction
st4 L Hlo|e OrAZ: Infosphere Optim Data Privacy

1l
]l
T}




AlAI2E DB 2LIEHE - Infosphere Guardium DAM

(
T — oracLe| (EERIEEY
Databass Sorvarns — -
=8 SharePoint | ¢ ~ ﬁ”%‘:germ
TERADATA
PostgreSQIL i
- ® ////" N)NETEZZA [MHSQRL]
Guardlipam :gfp?“ Probes ' ~ Guardium Collectors —

informix | (SYBASE |

Activity logs = DBA L} EQIXIof 2|5l HEF x| A2

o =

X|&Ho 2 B E Oo|F HjojA &#FEE 2LH
(Super-user 2| local M2 E st

° XS3E ASE0|UL Y EY, EH G
(SOX, PCI, NIST, etc.)

° AIA|7|- Jt-ItH & 7|'A|- k|| 2|.

x| A ML Impact (2 5% 0|8} *  Who, what, when, where, how

DBMS Lt 0j=2|7[0]d HE0] ER Bl

0|7|% , Cross-DBMS &2 MX| 2l

Native DBMS log 0| o|=5}X| %

T
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9| — Infosphere Discovery

OI2t5F A ELM QU X
(o Go|E{H0|A LY ChS HlOJE BAMS £

off ClolE e glate &

2lEe HIO|HE A4

OFE;'x/ TZ9 Sensitive Lj/0/Ef 4% > < = 7%l Sensitive LjjO/E{S] &tA >
Q _‘__%ﬂﬁ e - -- T ard EHPEIS b WAL Boser:
Total Tables Total Columns DE Total Bxclusive Columns Show Wap S0L |
Benefitz 2
EMP_ALL gl 22 o 2 z-rm:-dt-s PR M M EHPPERS O (1l EHPSMPLOVIE X = e EHPRERIDMPEY
Payral 1 z 0 & s e T S
Skilset 1 u 2 3 s e
Siannon wommce can
Diata Set Summary 24 s
g '::ﬂ:if:i :T}.SL“ :%T&j;@ﬂm;éw Tiedt, ﬁm-: U-M.ST;MSMF;NM;T.M BWTE
E. Payrall CUBR_STAT {0 EMPUSTATUS, 1, 1)
1 skillset
a
3
§
Total Tables Tokal Colurnns Tokal ICDE‘s Total Exclusive Colurns =
Categary Mnmsm:.__
- SAO Ciet HOHE 24 - otEEY REEH2=2 F7% sensitive datal| &
-  Creot Ao EXSt= OB Off CHo 2l =29  «  S742f ZHO| =4t Sensitive data2 ZA
\ Sensitive dataQt YL X|st= 242 ROt .  H3lE sensitive data®| 74
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DB &2 HIH - Infosphere Guardium S—-GATE

Production Traffic °

SOL

Application

* Application HY

- O

> Oracle,

DB2, * Inline application 9| E2jj =
MySQL, Ht5H 9l
HoldsQu  ©©
Connection terminated
Outsourced DBA . é Check Policy
é On Appliance

= root@osprey:~

rootlosprey ~1# sglplus system

=
SQL*Plus: Release 10.2.0.1.0 - Production on Tue May 27 01:13:32 20
copyright (c) 1982, 2005, oOracle. All rights reserved.
. Enter password:
’ I Connected to:
©Oracle Datakbase 1l0g Express Edition Release 10.2.0.1.0 - Production

.

© 2011 IBM Corporation 13
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DB E9t Fotd HIL - Infosphere Guardium Vulnerability Assessm
4 _

* X}X| DBEQt F 4™ HIt

o 2A=E0f ofet F7[HQ XtE 2[RE Ed

* H|QI7t W& AP AL SQL Error, IO Ha AT, YR 9 A7 HE S MK ol

DBAIAEIo| #{9FH W7t 3 XI&N 4
Orwarall Score History
‘:__- L--ﬁﬂ-ﬂ'-
Owverall Score: 9.88 = =

\_
© 2011 IBM Corporation 14
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Infosphere Guardium Encryption Expert

DBdI® HIOIH =3t -
° 2= tQl H|OE{(H|O|EfH|O] 2 &H T
e O30 O3t O|O|Eo B
* 2AEZX|-AH0|AF BSH/| f{c HIO|ErH| O A-HH Q) b=
e =7 &2
* 2ct¢l HIOJE(H|O|EIH[O| A0 EEE|A /= H|0|H)
° Y=o ofet HIOIHL E ;
e SHKA RO (oot SHEE RO 7hs) o \ e E p————
* Database 2f CtE EEO| A|AHO m’-&gﬁ‘ﬁ)f Bif;,up ET e |
Security ‘Y2 8l 22| BE HB(EHMH) | feempen ) w0 |
* Policy/Key Management {%mmm zoonitips B securty Kfig?i&é
e =1 T oce
* Failover |
\_ Encryption Expelt_ -_z
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A4 OO0le 0rAZ - Infosphere Guardium DAM Redaction

(. ClO|E{ H| O] & L TIZESH G| O] E{ O CHS #Mot 8l ArEAL0|A E= 2tz O0|H =3|& S
dgch )2l 95 B2 e Cross-DBMS policies
Aoplicati ¢ Mask sensitive data
Ication
ppServers 0L > * No database changes
Unauthorize £} Oracle, DBZ, e N licati h
M}/5QL, O application changes
Sybasef g SS5H_NHumber
123-45-6780
123-45-6781
em sl A\ ctual data stored
mamamdbell i the database
from ssn where ssnid < 5
LastHame FirstName SSH_Humber
Anthony
Suhe e Redact and Mask
Craven Joe Sensitive Data
{E :3:’? affected])
L User view of the data in the database

© 2011 IBM Corporation 16




HE2d &3 W ol OtAZ - Infosphere Optim Data Privacy
(" .
Validate and Compare 7he 34
A A
* Subset = Mask = Propagate
N A 4 N i
Application X Application X
{Oracle) ° HI‘E‘%:' Q’%' Oﬂkl 7H 0,_| QEQI E§ (Oracle)
& . 7|2 H2E stastE HojHE oA ?
8 C}kst Masking 2 12| 5 ®2 8
Application Y . . Application Y
(Oracle) * Intelligent Masking (SQL Server)
* Contextual Masking ?
| * Consistent Masking & L
Application Z Application £
(DB2) (DB2)
© 2011 IBM Corporation 17 5
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Finresearch LLC

September 12, 2008

James WMeDonald CEO
Financial MNational Bank
111 hfassachusetts Ave

Boston kA 02140
Ee: Prelimminary Anti-Trust Pre-Acquisition Investigation

Finrescarch LLC has conducted rescarch of the market and legal
situation in preparation for an acquisition of Northern Investments
Inc. by Financial Mational Bank Inc., scheduled for Jan. 21, 2009
The assignment was to determine the risk of civil andfor criminal
action from the Attorney General of the United States under Section
15 of the Lombard Act, 15 TT.3.C. § 19 to enjoin the acquisition of
Morthern Investments. We were asked to assess if such an
acquisition would substantially affect competition in the housing

—>|

Orgamzasec]
o]
B o)
|
e L o
Hirpmcztan|
e s
[
R | Trgsadesar] Pro-Scamisition Ioracstigatoon
Momgowirsgical hizs conducled research of The mark et and legal

situatson in preparasion Foe an soguision of =t L E

P by e e ] - scheduled For L]
Thee assigrereml was o delemmmne the =k of cival a2ndor aonmmal
action from the Atomey Cremeral of 1he Jmecateoa) under Section

L3 ofthe Lombard At 135 o= aC, § L% 10 emjomn the aoquisiion of
Morthems nvestesents. We were asked o awsess if such an
goguisition would sebatantially affect competition in the hoesing

© 2011 IBM Corporation
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° HA[Zt x3| & 80| Ao gl= DB 8! £t& H|O|Eof CHer ot I 7| & Chekeh

Obsolete Archives

Applicaﬁons -

Reference
Reference Data
= Data
Inactive Data Inactive Data Iﬁ'mh&
Current Current r"""""""'"l '
Application Data Inactive Data Application Data " Optim
Current

Application Data | e . Reference Data
Replacement
Application

Access

Replacement Wlth?Ut 'fhe = -

Application Data Appllcatlon Mashup Report

Writer
.
© 2011 IBM Corporation 19




Agenda

gt

4
1N

r
0
40

© 2011 IBM Corporation

| GIOJE £

20

of

—

=2
=

=
T

N

L

Guardium

1LY
H



1 L ° o
«AA|Z} O|O|E{H{|O| A IBM's Informatlor;“f:)\;elgance portfolio 2|
219880 B Zeo} 8l MY ME
SE?oH AHEE]

flet X%

*Database Activity Monitoring (DAM)

7tX| 2| C|O|HH|O|AE B}
Market leader X|=

M0l HEEHO| A X352 Al

=1 N,

SEHA0] 5| 0f 1t OF7| K] 2
choet

QEJ_é'l'I'| o]

— O

ot 07| & =t8 A&
“GOlH 82 A ZLHI-HAHE 2

= EX| H} O
ol_l- ;O'I :I-t

BAE U=t

Software Agent £EF X

—

.
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InfoSphere Guardium 8:
HIOI& 29Ot LifecycleE ¢

rol

*AMO|H 57 EX|
«Privileged user | ZtA|, X}t
«Application layer A}7| EtX|
-HA Hof Zet

*Firecall ID x| 0{

«SIEM S¢t

5% WS AnEA
*Cross-DBMS audit
repository
AEOf el EH
*C|O|E{Hjo] & H A
x| & H& impact
ANl 2t

X|SEQl HOoPHAN Al | Assess y-GlO| E{bi| 0] A EHAMHHI}
-QiZtot Hjo|E| AM 3 ER - . & o Fekd "ot
ot M A E Gl Logic bomb EHM C|aSSIfy Harde y 3N EQEI|E(STIG,CIS,CVE)S
7|9to 2 best-practice HXAE
N\ =
© 2011 IBM Corporation 22 =89
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InfoSphere Guardium= S& 40| &

20k X2

Database Activity Monitoring
HAIZH HIO|E{H|o|A~ T BLET

-_ =20

Auditing and compliance solutions
ZAL 2 compliance &8 M

Change control solutions
EER EESY

=2T -

Vulnerability management
%ok a2l

Fraud prevention solutions
AL7| x| & 2

Database leak prevention

HIO|E{H|O| A F&LX|

i

|:|I.__[- He
EL 1=
o| L
A

st A H4E5Es thest

PCI-DSS , SOX, SAS70,ISO 27001/2 ,NIST 800-53 , data privacy

=
AL PO oJ3 S0Ig|X] S

] ¥

= L

HO|EHO] & + Aot A 2t Jute el FEHHE X
+EE X, 22 FdE det 2 7l= A¥n €2
HOIEHO] £ Fobd A& 8l &3 2[ZE K&

O] F

O Z2|AH 0|8 A 52
Aot BLIE 3
(SAP, PeopleSoft , Oracle EBS, Cognos Etc)

o

2ot HIo|HE &1, Ho|H ME Hojg ol
(FRe, MEFERS )

QIE|X] B SEZZH AEX}

= MA

© 2011 IBM Corporation 23




2 Al OIOIEHIOlIA 25 ELIHE

2EHD A HESH Z20 Ciet LR 22 M=

. . o . |
JuDayt::lbase Actwfj): Il/IPoEnltolr_mgEI APRO| DOl L oA Ao SHE Al
2 ki e
=AZ GOIEMIOI= ES ZLET  aisio] os Argxtof o3t SOIE(R| S B A
4 )
Server IP
i of) SQL ZL|{E3 Fo & ...
Client host name Server port 0| UES|T AFSX}7F O HjO|E{o] M2 SHe7} ?
Domain login - T
A D Server hame -Ol= o{E2[AH 0| 0] O o0 2 St=7t?
pp user Sessi -QI7LE|X| pie A& ZRIYO|N Datag Ol U HZA|7|=7} 2
ession DDL -0{fH Z20| DBRE I &AM Data 22 O{EA =2 Y&7t7?
SQL patterns -DBZEZ|X} = QE LS X9 2 0ftd DBZIA} P22 28ista
Network protocol %Ej;l?m L Eo]2S Lot A Eo ALK SHe7t 2
-Ub— == == T 0o =T = or—
Failed logins Server OS “DBALS (=710 5)2 DY S AR} ?
Timestamp -ZA O QI7IE|X| &2 T2 IWU A KT DataE ALESIX|=
=7t ?
Access programs DB protocol "0 AT ofC|of A QO Qo{LpT QL ?
-H|AHE dataz QI5t0] MYSZHE G5t UX|= @27t 7
-0|Z4St QEHMEO| LLEL Ql=T}?
-7t A SQL injection 542 A|=5=7t
All SQL traffic contextually analyzed & filtered in real-time to provide specific information required by auditors

N

-

© 2011 IBM Corporation 24




A=zt HSC0|HA E54

L ) . SERHO| D AMRS}| 4|2 m7 XS B ZE JSH2
Aud|;|kng :|I1d compliance s;l)t:tlons ZZaiojolx 922 éo RESIE 0|28 —S—%HT% PIPN
ZtAL 8 compliance &84 -PCI-DSS , SOX, SAS70,1SO 27001/2 NIST 800-53 & 2+

\_

N
7199 HIO|E 242 7| M HE A", HA BE=0| 3= Information Governance 7 22 ( N\
- PCI-DSS, SOX, BASEL II, EUDPD < 5,

Data c._.,.__.,._,.i. o DBMS sgeccilic Rests based on industny stamdaeds (15, STHG)
P - COBIT Privacy &
1SO 27002 .
Audit Requirements (SOX) Protection
Laws
1. Access to Sensitive Data v v v v s =
(Successful/Failed SELECTs) = *J:I-;wﬁf »:;x:;:l -v-:-l-::--x
- Sepa bes | dewelopment. test and
2. Schema Changes (DDL) v v v v v e s e s ke
(Create/Drop/Alter Tables, etc.}
& Assigna bo each pes acsess
3. Data Changes (DML) v v e
(Insert, Update, Delete) 10 Trackand mositor stcess bo cardholder data -
- . Dae.sr-a: !f;:nnxal ace of auddl Iogs masemal pad meact (2-7%). eslores n:.s':ses
4. Security Exceptions v v v v v Tracks o8 ok s ol cermecom. g Srect s by DA (shard merory. )
(Failed logins, SQL errors, efc.) :x“ .;th::;:q; e e coeectmpeain m“;;ﬁ; SeopieSon et
5 e e e e o e e
. Accounts, Roles & e
Permissions (DCL) (GRANT. v 7 o 7 o e merrl et eperrat eoiacaiiny s

REVOKE)

-DDL = Data Definition Language (aka schema changes)
DML = Data Manipulation Language (data value changes)
DCL = Data Control Language <PCI-DSS Samp|e>

© 2011 IBM Corporation 25



CIOIEHHIOIA B E ZADIS

Change control solutions

e HolEfHolA TE HY U BHTHTAS| DEIH

4 )
) SORACLE_HOME/scap/bin/.” File Pattern 12h v v
) SORACLE_HOME/sysman/admin/OMSRepositoryConstraints.properties File Pattern 12h v v
) SORACLE_HOME/sysman/config/."properties File Pattern 12h v v
() SORACLE_HOME/xdk/adminixml.properties File Pattern 12h v v
() ORACLE_BASE Environment Variable 12h v o
() ORACLE_HOME Environment Variable 12h v e
(@ ORACLE_SID Environment Variable 12h 4 e
(&) TNS_ADMIN Environment Variable 12h v )
(7) select * from dba_db_links SQL Script 12h v e
. HO| Y O|F £ YL WY, BYWS, KA MY, ATFE 5 WPALSS 5
« 500 + O|&f9| 2= =2 2FAMA|/ DBMS ftd= ?Iet APEd, ArEAL X8 BER S Ms

\.
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Hord 24 U BN HIB

-/ =

e ma == fodl aol 8 s Aan 2= HolEHe

Vulnerability management e =
4 9 - B E_l_)\-l X2

L =dr
rong Jm

X|OFA{ =
oS #E ot HEAFE R, SQL 02| 5 MEHx ol DB A2 S0 2o BIHA KB
\

( IBM® InfoSphere™ Guardium™
Results for Security Assessment-\J A test for system 4
Assessment executed 2010-09-20 13:55:27.0

From: 2010-09-19 13:55:27.0

T 010-09-20 13:55:27.0
Client IP or IP subnet. Any
Server IP or IP subnet: Any

Assessment Resul History

100%
<
80%
ot £ o
Tests passingg 88% & ‘5o
EY
g 40%
1der this t, data access of the defined database environments conform to best practices. You have a controlied environment in terms of the =
IISQS performed. You should c isider scheduling IJ’IIS assessment as an audit task to continuously assess these environments. 20%
0%
o o X3 RO . o
o o L0l ia o o
> o o o T e®
Result Summary
s Yo Current filtering applied:
Authentication — — — — — — — — — - - - - — - Test Severities: - Show All —
Coupgiraleg 1Ip — — — — — — — — — — — — — — Datasource Severities: - Show All -
version — — — 1p — — — — — — — — — — — Scores: - Show All -
Other1ip — — 3p 2f — 2p 1f — — — — 3p 1f — -
Assessment Test Results Showing 73 of 73 results (0 filtered)
Test / Datasource Result
= Fail ©One or more resources privileges has been granted with the grant option.
Test category: Priv. Severity: Critical ) ) ) Recommendation: We recommend that you revoke resources privileges granted with the grant option. Please redo your
L=t [chodk fon P Cges olvarioualesad con Mhed T Deen gransd witty ihelgrantloption hese sascurcelinchude ey ponl: resource privilege so that you are using grant instead of grant option. If you need to exclude certain grantee or resource that
opicnlsinagacdjwackceland shousdhelaosd whete|possi) must have grant option, you can create a group then populate it with authorize grantee and or resource name and link your

Collection, Distinct type, Table space, Storage group and JAR file. Gra:
When privileges are granted with the grant option, a user can grant prlvlleges on that resource to other users. We do not recommend grarlllng group to this test.

, 2
resource privilege with grant option. This test exclude grantee who is a member of SYSADM and SYSIBM user.
Ext. Reference: Guardium, Test ID 2179

System Z Datasource
Datasource type: DB2 Severity- None

Details: Grantee causing failure: Grantee=ADMIN_A- Obtype=D- Qualifier=GU0003: Name=CANADIAN_DOLLAR

Grantee=ADMIN_A: Oblype=D: Qualilier=GU0D0Z: Name=CANADIAN_DOLLAR
z/OS Grant option - Schema Fail ©One or more object privileges has been granted with the grant option.
Recommendation: We recommend that you revoke schema privileges granted with the grant option. Please redo
If you need to exclude certain grantee or objects that must

not a good practice and should be avoid schema privilege so that you are using grant instead of grant option_

Test category: Priv. Sewverity: Gritical
have grant option, you can create a group then populate it with authorize grantee and or objects name and link your group to

e e s e (st e e e eI (e Tiayiey
where possible. When object privileges are granted with the grant opfion, a user can grant privileges on that object to other users. We do not
recom granting objects pn\nlegevwlh rant option. This test exclude grantee who is a member of SYSADM and SYSIBM user. ey

Ext. Reference: Guardium, Test ID 2181

-
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AINSRNEFE-HE2IFHO0IE HS2 ADIAEI|S
. . HO|M HZo| 201X U= 2820 2l Al X BFES
Fraud prevention solutions ﬁtﬁiil IEL|7E:11I = = EX| BE SERBAT MEXN BSS
HIT| A B A =
A|SX|EF4 (SAP, PeopleSoft , Oracle EBS, Cognos Etc)
4 )
DE User Hame Application User sql
APFPUZER joe zelect * from EmployeeRoleView where LzerMame=7
APPLSER joe select * from EmploveeTakle

APPUSER marc

« 0]#: Application server ‘= HO|E{H]|O| A 0] F-28}7| s UtHA Ol AH|A

AHEE AHE
v BUT £7} ESiMN S A|7£,F§J1'.:Xl 2 &= @13 (connection pooling)
o S|ZH : Guardium 2 £ SQL 1} X3t=l application user 2} eHH F=H

v FQ appllcatlon custom application £ X| &l
(WebSphere ,Oracle EBS, PeopIeSoft, SAP, Siebel, Cognos &)
v' Application HA EQ QI

v UserID o ZAX™A =X

Application Database v Time-based Q| &0 O|=S}X| &4 &

\___Server Server
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Database leak prevention 0| Ztst OO B2 AtD, H|o|E ME &sjaols XA
H|O|E{H|O| A Q=HIX| (FHH SoEHS =)

JAdmin istration ConsoleUA{x:ess ManagemenlUTaols U Daily Monitor . ] U SQL Guard Mon ilorUTap Monnorl@ " E” O I E-I H’” O I EI:II- _IIII

SQaL Count

Session Count =
Logged Threshold Alsrts . o
Logged AT Alerts Start Date: 2Z008-056-26 14:48:4% End Date: 2008-06-26 15:45: 7 ™ x—| xH 7| HI. ACTIOI’] A OH
Exception Count Time Probed Server 1P Server Host Name| DBTwvpd Port PortTvpe o T — o

Dropped Requests.
TCP Exceptions

Admin User Logins

Databases by Tywpe

Databases Discowvered
Retrospective Report Reguests
“Walues Changed

2008-06-26 15:31:00 10.10.8.253  10.10.9.253 Oracle 1521 tep
2008-06-26 15:30:58 10.10.8.253  10.10.9.253 MeSaL 1432 tep
2008-06-26 15:30:15 10.10.8.55 esprey T Oracle | 1521 tep
2008-06-26 15:30:15 10.10.8.55 esprey Sybase 4200 tcp
2008-08-28 15:30:32 10.10.9 58 10.10.9.55 Oracle 1521 tcp
2008-08-28 15:30:58 10.10.9 58 10.10.9.55 DBZ 50001 tcp

Alerts =3l

v Sensitive Objects 2| group
oz =7}

Sa oo oy

# | https:ff10.10.9.242:84943 fviewClsProcessResult. do?method i Type nentResults&viewedTaskld =- 1&noButtons =false &selectedProcessId =200 16 vI @ Certificate E|

Column Rule Classification Data Source
Catalog Schema Table Name Ma Description Comments Ma Category Description

Date: Monday, July 21, 2008 §:30:07 PM EDT
Datasource: ORACLE 10.10.8.56:1521 xe

Object: TABLE BANKAPP.CREDITCARD WARCHARZ
(20) CARDNUNMBER

Category: "PCI Clas=ification: "Cardholder Data”
Rule: Search For Data: Send Alert
TABLE_TYPE=TABLE WIEVW, DATA_TYPE=TEXT,

[ BANKAPP CREDIMTCARD CARDMNUMBER Send Alert Cardholder Data  PCI 10-S5-system

[0-SH4y¥

Action: Send Alert: Send Alert

Urgent Flag="falze", Receiver="SY' SLOGI

Gctioo d oo Dolic o rinlation: cepa Dodicas o riolation
Sewerity="10"

Action: Add Te Group Of Objects: add to group
Object Group="PC| Cardholder Sensitive objects”,
Replace Group Conte falze"

-
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Should my customer service rep view 99 records in an hour when

average is 4?
DB User Name Sal
STEVE select * from ar creditcard where i=? and i=7 4
. P HARRY select * from ar.creditcard where i<? 4
IS thIS normal i JOE select * from ar creditcard where i<? I 99 I

What did he see?

1 root@osprey:~ =10 =]
[root@osprey ~1# sglplus system =
SQL*Plus: Release 10.2.0.1.0 - Production on Tue May 27 01:13:32 20

All rights reserved.

Copyright (c) 1982, 2005, Oracle.

Enter password:

Connected to:
Oracle Database 10g Express Edition Release 10.2.0.1.0 - Production

ERROR at ine H
ORA-0311

Session Terminated =

|

son> [

-
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S Hd&ot= 013 2l IBM Infosphere Guardium

= |
CIOIE 20t AlHE
Risky Strong
Bets  Contenders Performers Leaders
Strong e
A IBM -\_-)
o
Imperva L+ )
= (+) Sentrigo
Application Security ( = )
7N
Oracle L v )
- .’- "\
Current Fortinet (» )
offering
Market presence
4__\..
Weak I AN
Weak Strategy = Strong

FORRESTER

“Dominance in this space”
#1 Scores for Current Offering,
Corporate & Product Strategy

r ~

) 0=

“5-Star Ratings: Easy installation,
sophisticated reporting, strong
policy-based security.”

PRMATIG M
G=cury
EARAEINE
“Enterprise-class data security

product that should be on
every organization's radar."

Source: Forrester Wave™: Database Auditing And Real-Time Protection, Q2 ‘11
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Chosen by Leading Organizations Worldwide
4 «

* 5 of the top 5 global banks * Top government agencies

* 4 of the top 6 global insurers ° Top3 ?Uto maker |

* 2 of the top 3 global retailers * #1 dedicated security company

* 2 of the world's favorite beverage brands ° Lea.dlng energy supphers

* The most recognized name in PCs ’ Mapr health care providers

* 25 of the world's leading telcos * Media & entertainment brands
\
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The Choice of Market Leaders
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Prison? The Guardium Redemption!

o 1 X A 2%
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Thank you
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