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Q: Rate the challenges/issues ascribed to the ‘cloud'/on-demand model
(1=not significant, 5=very significant)

Security 74.6%
Performance 63.1%
Availability 63.1%%
Hard to integrate with in-house IT 61.1%

Not enough ability to customize | 5.8

Worried on-demand will cost more [N 50.4%

Bringing back in-house may be difficult T 50-0%

Regulatory requirements prohibit cloud [ 9.2 %o

Not enough major suppliers yet w 44.3%

1 T I T L

0% 10% 20% 30% 40% 50%  60% 70%  80%
% responding 4 or 5

Source: |IDC Enterprise Panel, August 2008 n=244
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Privileged
User Access

centralized access and audit
policies, directories

|dentity
Management
single sign-on, identity provisioning
technologies

Privileged Account
Management

change control processes
for privileged users

Trusted Identity
protecting their identities as
constituents, employees,
and consumers
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Data Segregation

encryption,
network segmentation, Hardware /
OS / App / Database isolation

Data Recovery

centralized backups,
remote storage

Data Reduction
and Termination

secure removal processes for
customer data
and metadata

Data Leakage Prevention

DLP technologies for data in motion
and data at rest
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Compliance
and Auditing

audit policy creation, log generation
and management

Investigative Support

audit retention, search,
and correlation

Policy Management

unified security, governance, and
policy enforcement

Secure Provisioning

image management, hardening,
cohabitation policies

Application Testing
vulnerability assessment, fuzzing,
app scanning, automated code
reviews

OHZclalolE 2elkt

Server Security Data Location
trusted computing, auditing, access cloud data centers
control
_ Disaster Recovery
Network Security highly resilient clouds

Firewall, IPS, VLAN

Cloud Availability

Virtualization Security multple cloud centers

VM Segmentation, Virtual
Appliances, Integrated Hypervisor
Security

Browser Security
ssl, memory protection,
multi-level security,
anti-malware

Patch Management
assessment,
prioritization, scheduling,
and application
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Why IBM?

IBM Security
Framework

Coarse grained

IBM Cloud
Security Guidance

IBM Capabilities &
Offerings to Help
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