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1. Introduction

This lab guide covers how IBM Integration Bus Integration Services can be secured using (message
level) Web Services security and Transport Level Security (TLS) using X.509 certificates.

In all scenarios throughout this lab guide a Provider service, “EmployeeService” is called by a JSON
client.

The TCP/IP Monitor tool, provided in the 1IB Toolkit, is used to see the effects of the message level
authentication and encryption that WS-Security configuration has on SOAP messages. A final
scenario shows how the service can be further secured by using Transport Level Security (TLS) by
defining the service to use https.

The guide is split into the following scenarios:

1) Initially the environment is prepared ready for the security scenarios. The JSON client and
EmployeeService are deployed and tested without being configured to use security. The
Public Key Infrastructure (PKI) is defined in this section, however no applications or services
are configured to use the certificates defined in the PKI. In an ideal situation it is easier to
resolve non security related problems without security working. At the end of this part the
environment will look like this:

Consumer Trust Store
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Service
JSON
Client

Response

=p>
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NB‘]DNODEC.CONSUMER_/

Provider Trust Store
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2) The next part covers the configuration necessary to enable Authentication so that successful
communication between the JSON client and the EmployeeService is only possible given
successful authentication between the two components. The following diagram shows at a
high level the configuration required:
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3) Encryption covers the configuration necessary to enable Encryption of the message content
between the JSON client and the EmployeeService using X.509 certificates. The following
diagram shows at a high level the configuration required:
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Key Key
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/ IE10NCDEF.PROVIDER \ /—mmm‘\
Decrypt ] Encrypt
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: .. d%zd4~8D+£..." | Pprovider
= Provider | 5 -
i 2 —  Public Key
Private Key | g Employee
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f \ & JSON

Employee 3 Client
Service E : Decrypt
— Encrypt 1T} Response
Respon_se using
using Consumer
Consumer Private Key

o, Public Key

Provider
(Initiator) {Recipient)
Key| Key

(Public)

In this part you will see how IIB can be configured to support:
a) Full request and response message encryption

b) Partial message encryption (for example encryption of part of the message response
containing sensitive data).

¢) The addition of https Transport Level Security configuration between the JSON Client and the
EmployeeService
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2. Prepare the Environment

In the following sections you will prepare your environment to handle Web Services security using a
public key infrastructure based on self-signed certificates. You will use a Provider based on the
solution for the Integration Services Lab guide (EmployeeService), with the Consumer being based on
the JSON client. The client is run on a separate Integration Node and Server and is used to call the
EmployeeService, both these services are provided as a completed solution, there will be no need to
develop these components.

The Consumer 1IB environment will host the JSON Client application. The provider environment will
host the EmployeeService.

2.1.1 The “Consumer”

A JSON-based client called EmployeeService_JSONCIient will be used to call “the provider”. The
provider will retrieve employee details from the EMPLOYEE table, and return them to the
EmployeeService_JSONClIient.

The client will run in an Integration Server called CONSUMER running on node IBIONODEC.

2.1.2 The “Provider”

The “EmployeeService” is an Integration Service that will be used to obtain details registered in the
EMPLOYEE (db2) table for a given key.

EmployeeService will run in an Integration Server called PROVIDER on node IBLONODEP.

2.1.3 Configuration scripts

Each part of this lab uses a number of scripts (Windows CMD files) to configure various parts of the
IIB nodes. These use "mgsi" commands to perform the configuration. These are provided for
simplicity of running the lab scenario, but you are encouraged to look in detail at the contents of these
script files, and in particular the mgsi commands that are used.
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2.2 Set up IIB Nodes

In this section you will prepare the IIB nodes IBLONODEP and IBILONODEC. These nodes will be
used to deploy the Provider web service and Consumer application.

1. Use the Integration Nodes view in the Toolkit to stop all Integration nodes that you have
running.

2.  Use “File > Switch Workspace > other” to create a new workspace, call it WSSEC.

(The Integration Toolkit will restart).
3. Open an Integration Console and navigate to
“C:\studentl0\WSSecurity\commands”
4. Run the command:
00CreateNodes.10.0.0.3.cmd
Accept the defaults when prompted to start the script.
The script will create the IIB nodes used in this lab guide and configure them to run the
Consumer and Provider web services you will use in this guide.
Note: the script will attempt to delete the two nodes that it is adding before adding them. If
the nodes do not exist in your environment you will see an error message (BIP8013E) saying
that each node does not exist; you can ignore this message.

5.  When prompted to establish if the node “IB10NODEP” is fully started, check the status of the
nodes using the Toolkit (you may need to refresh the node in the Integration Nodes view to
see the latest status).

Press the enter key, in the Integration Console, when the node is fully started to continue the
progress of the script.
Wait for the script to finish.

6. When the script has successfully completed (you will see “00CreateNodes script complete”)
in the console. Check using IIB Toolkit to see the following new Integration Nodes and
servers:

.%’_g Inte.. 23 3’3 Inte... ‘&= Data.. Data ...
Eh.fdg Integration Modes

E-¢8 IB10NODEC

. ¢y, CONSUMER

Sl 15 10NODEP

. ¢, PROVIDER

i.fE| TESTMODE.iibuser
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2.3 Set up TCP/IP Monitor

This lab will use the TCP/IP Monitor that is provided as part of the standard eclipse installation for IIB.
This tool is not shown by default, so perform the following steps to display this tool.
The monitor captures and records TCP/IP traffic by acting as a proxy for the required endpoint, as

shown below.

In this scenario, the monitor will listen for traffic on port 7802, and will forward it on to port 7800.
Responses are automatically captured and recorded. To allow this, the Client application has to be
changed to send the request to the port of the TCP/IP Monitor.

TCP/IP Monitor

Listen on 7802

Forward to 7800

-

IB1ONODEC
CONSUMER

/

JSONClient
getEmployee

\

Invoke Provider on 7802 }

-

\

Port 7800

IB1ONODEP
PROVIDER

EmployeeService

getEmployee

A

-

1. Inthe lIB Toolkit, click Window, Show View, Other.

Window Hglp

|
Qﬂ W

ew Edibar
Hide Toalbar

Open Perspective

5 |-I ow View

Customize Perspective...
Save Perspective As...
Reset Perspective...
Close Perspective

Close All Perspectives

Mavigation

Show Error View
Show Properties

Alt+S5hift+Q, L

Preferences
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2. Inthe Filter field, type TCP, select TCP/IP Monitor, and click OK.

_ipix

|Tcp

El[E: Debug
o =R TCP,/IP Moniitor

oK I Cancel

3. The TCP/IP Monitor will open.

£l Properties % Problems 0= Outline ] Tasks [ Deployment Log Bl TCP/IP Menitor 22 o & = | ©H Y= 04
Time of request:
Response Time:
Type: HTTP
Request: Iﬁ Response:
Size: Byte = Size: Byte =
Header: Header:
Encoding: I <Mone = vl Encoding: I <Mone = vl
| =) -

4. Right-click in the open pane to create a new monitoring entry.

=] Properties ["‘._k. Problems EE Outline E Tasks [H Deployment Log E'_ TCR/P Menitor 23

Properties |

5. Click Add to add a new entry for monitoring.

@rciorences =

""" T TCP/IP Monitor

Configure TCP/IP monitors on local and remote ports.

[¥ Show the TCP/IP Monitor view when there is activity

TCP/IP Manitars: / \>

Status | Host name | Type | Local Port | Auto—smrl | Add... I
Remoyve |
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6. Set the following values:
e Local monitoring port: 7802 (this is the port that will be monitored by the Monitor).

e Host name: localhost
e Port: 7800 (this is the port that the monitor will forward TCPIP traffic to).
Click OK.
x
Local monitoring port: I?SDE ::II
—Manitor
Host name: | localhost
Port: I 7800 =
Type: TP |
Timeout (in miliseconds): I ] ﬂ
[ Start monitor automatically
oK I Cancel
7. Now click Start to start the TCP/IP Monitor.
=

""" TCR/IP Monitor TCP/IP Monitor

Configure TCP/IP monitors on local and remote ports,

¥ Show the TCP/IP Manitor view when there is activity

TCP/IP Monitors:

Status Host name Type Local Port | Auto-start Add...
Stopped | localhost: 7800

Click OK to close the TCPIP Monitor preferences.
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3. Prepare the Consumer and Provider

1. Import the JSON Client application and EmployeeService provider into your workspace:
e ‘EmployeeService JSONClient.getEmployee.10.0.0.3.zip"

(in “c:\studentlO\Integration_service_ JSONClient\solution”)

2. Ensure all projects are selected, and click Finish.

ol

Import Projects
Import Projects from a zip file. I

=4

From zip file: IgetEmpIu:n;EE.ID.D.D.3.2D151221.2ip j Browse... |

Project location root: |C:'n,l_lsers'-,iil:uuser'n,IBM'n,IIBTlI:I'n,'.r-.'iﬁﬁTl:n:ulkiﬂ:i Browse... |

[=FEmployeeService
l=FEmployeeService_1SOMNClient
[=FEmployeeService_interface_and_maps
[=*HRDE

Select All | Deselect All | | Select Referenced

@:l < Back ezt = | Finish I Cancel
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3.1 Prepare the Provider

In IBM Integration Bus, use of a web services security related Policy Set and binding is configured
using the IIB bar file editor. You will now create and store the bar files that you will use to configure
the authentication and encryption scenarios later in this guide.

3.1.1 Create EmployeeService bar file

1. In Integration Toolkit, right click on the EmployeeService service and select “New > Bar File”

from this list of options.

The “Create a new bar file” editor will open.

2. Call the bar file “ManualBuildEmployeeService” and specify the EmployeeService as the

Container, click Finish:
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_lalx]
Create a new BAR file ==
Create a new BAR. file resource ' g

—
( container: |Empln\;ee5ervice VI} New... |

Folder: I <default Browse... |
@ame: | ManualBuildEmployeeService )

@:I ( Finish ! ) Cancel
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3. Tick the check box next to “EmployeeService and "EmployeeService_interface_and_maps",
and click the “Build and Save” button to create the bar file:

(@ "ManualBuildEmployeeService.bar &3 = 8

Prepare

Select deployable resources to include in the BAR

Deployable Resources Eg Build and Save...

Select an application to package all its contained resources. Resources within an application are isolated from other
applications.

(& applications, shared libraries, services, and REST APIs ) Message flows, static libraries and other message flow dependendes

Libraries
loyeeService_interface_and_maps

(*)-Resource types marked with * will be automatically added to the BAR if referenced by another selected artifact.
< | »

Prepare | Manage | User Log | Service Log |

4.  Click OK on the window which says “Operation completed successfully”.
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5. Click the Manage tab to see the resources built to the bar file. You will see the subflow that
implements the getEmployee operation under the Resources folder.
(@ ManualBuildEmployeeService.bar 31

Manage

Rebuild, remove, edit, add resources to BAR and configure their properties

BY s & &  Fiter by: | <Type filter text> =
Mame | Type | Madified
= Employeeservice Service 04-Jan-2016 09:24:24
=] Service Description Service descriptor  04-Jan-2016 09:24:24
[l = Resources
|X| EmployeeService_inputMessage, xmi XML file 04-Jan-2016 09;24:24
Emplayeeservice. msgflow Message flow 04-Jan-2016 092424
EmployeeservicelnputCatchHandler. subflow Subflow 04-Jan-2016 09:24:24

EmployeeServicelnoutFailureHandler, subflow Subflow 04-Jan-2016 09:24:24
=5 EmployeeServicelnputHT TRTimeout gr. subflow Subflow 04-Jan-2016 09:24:24
getEmployee_Reguest_Response.subfiow Subflow 04-Jan-2016 09;24:24
glgvesService_interface_and_maps Shared Library 04-Jan-2016 092424

d

r Wﬂr packaging the BAR contents
Prepgre |Manage | Jiser Log | Service Log ‘

6. Deploy the bar file ManualBuildEmployeeService to the PROVIDER Integration Server.
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3.1.2 Note the Service Query URL for the provider

The EmployeeService is now running and can be called. However in order to call the service you
need to know the URL and port that the service is running on. You can find this information from the
properties tab associated with the running EmployeeService.

1. Using the Toolkit, note the “Service Query URL” port that the EmployeeService is running on:
Click the EmployeeService in the Integration Nodes view and look at the properties for the
running service:

= Properties 52 | i Problems | 0= Qutline | V2 Tasks | FH Deployment Log é
Deployment Time Sun May 17 10:03:56 BST 2015
Full Name EmplayeeService. appzip
Last Modified Sun May 17 09:53:26 BST 2015
Operations getEmployee,updEmployee
Service Query URL http: /152, 168.59. 215: 7800,EmployeeService wsdl
Service URL http: /152, 168.5%. 215: 7800,EmployeeService
= Keywords
BAR C: fworkspaces \WSSEC EmployeeService ManualBuildEmployeeService.bar
VERSION
T i e e B T L NN P N B P P P T S N ]

This is required to ensure the requests made by EmployeeService_JSONCIlient are made to
the correct endpoint.

Note the IP address and port number details for your environment here:

You will use these details in the next section to configure the SOAP Request node used to
call the EmployeeService from the JSON Client.

2. The IP address will be used in order to see communications between the Consumer and

Provider application in the TCP/IP Monitor.

You will now set up the JSON Client application on the IBLONODEC.CONSUMER integration node.
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3.2 Prepare the Consumer
1. Inthe Integration Toolkit, expand EmployeeService_JSONClient > message flows

2. Open the message flow EmpServ_JSON_getEmployee.

3. Double click on the subflow called getEmployee_EmployeeService to open it in the
Integration Toolkit subflow editor:

'?EI ManualBuildEmployeeService. bar |TE| EmployeeService.V10.bar EmpServ_1S0ON_getEmployee.msaflow 23 getErn§

iJ Flow Exerciser: (@] J @ &

i p——>o fis
Throw

H e / Trace
HTTP Ian\ H?
= HTTP Reply

—h

JSON_to_SO /
l.
S SO TS -

fpetEmployee EmployeeService) XML_to_JSON

J

Graph | User Defined Properties }
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4. Highlight the Soap Request Node called “Request” and click the properties tab.

On the HTTP Transport tab, set the port of the SOAP Request to 7802. This means that the
request will be directed to the TCP/IP Monitor, which will in turn forward the request to 7800.

%k Palette

J Flow Exerciser:

getEmployee_EmployeeService_EmpServ_JSON_getEmployee.subflow 2

J & e

GAE .
[ Favorites

ey WebSphere MQ

[F MQTT

ms IMS

[ Web Services

(o1 5CA

[l WebSphere Adapters

[+ Routing

e

b

Request \& fault

Extract fallure

EI

getEmployeeResponse

Graph | User Defined Properties |

E Properties &3 B_\ Problems B= Outline = Tasks [ Deployment Log B TCP/IP Monitor =Y =

Fs

Description

Basic

HTTP Transport

IMS Transpart

Message Delivery

Transactions

Advanced

WS Extensions

Response Message Parsing

Parser Options

£* SOAP Request Node Properties - Request

Web service URL* @I http:/flocaliyst: 7802/Emhloyeeservice

e.g. http:fiserver 1/t Service

Request timeout (in seconds) | 120
HTTR(S) proxy location |
Protocol {if using 55L) ITLS
Allowed S5L ciphers (if using 55L) |

Use compression Inone

ek mmemmmeeed mmmmm—e b dafede T

5. Save the changes to the subflow (Ctrl-S) and close the subflow editor.

6. Close the message flow editor (there should be no changes to the message flow).
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3.2.1 Create JSON Client bar file

You will now create and build a bar file to deploy the JSON Client application. This will be used to
configure the authentication and encryption scenarios later in this guide.

1. In the Integration Toolkit, right click on the EmployeeService_JSONCIient application and
select “New > Bar File” from this list of options.

The “Create a new bar file” editor will open.
Call the bar file “ManualBuildEmployeeService_JSONCIient”.

Save the new bar file as part of the EmployeeService_JSONCIlient application:

_ioix

Create a new BAR file ==
Create a new BAR. file resource ' ;
@mﬁiner: |EmplnyeeService_JSONClient vi }New... |
Folder: | <default Browse... |
@me: | ManualBuildEmplayeeService_JSOMNClient )

O e

2. Inthe Prepare tab, select the both the “EmployeeService_JSONClient” and
EmployeeService_interface_and_maps. Click the “Build and Save” button:

@ ManualBuildEmployeeService.bar EmpServ_JSON_getEmployee. msgflow @ *ManualBuildEmployeeService ISONClient.t

Prepare
Select deployable resources to include in the BAR

Deployable Resources

BY Build and Save...

Select an application to package all its contained resources. Resources within an application are isolated from other
applications.

& applications, shared libraries, services, and REST APIs (O} Message flows, static libraries and other message flow dependencies

Text filter: Itype filter text

(*)-Resource types marked with * will be automatically added to the BAR if referenced by another selected artifact.
4] |

Prepare | Manage | User Log | Service Log |
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3. Click the Manage tab to check the resources have been included in the bar file:

ljﬂ ManualBuildEmployeeService.bar EmpServ_JISON_getEmployee.msgflow I?E| ManualBuildEmployeeService_J5

Manage

Rebuild, remove, edit, add resources to BAR and configure their properties

BY s & 45 Fiter by: | <Type filter text> =]
Mame | Type | Modified
E’m,“ EmployeeService_interface_and_maps Shared Library 04-Jan-2016 03:53:06
= EmployeeService_JSOMClient Application 04-Jan-2016 09:53:06
|=| application.descriptor 04-Jan-2016 09... 04-Jan-2016 09:53:06
|X| EmpServ_JS0N_getEmployes_inputMessage, xml ¥ML file 04-Jan-2016 09:53:06
E— EmpSery_JS0N_getEmployes_JS0N_to_SOAP.map MAP file 04-Jan-2016 09:53:06
E— EmpSery_JS0ON_getEmployee _XML_to_1SON.map MAP file 04-Jan-2016 09:53:06
= EmpSery_150M_getEmployee.msaflow Message flow 04-Jan-2016 09:53:06
EmpSery _150MN_getEmployee
= getEmployee_EmployeeService_EmpServ_JSOM_getEmployee, subflow  Subflow 04-Jan-2016 09:53:06

gen'\getEmployee_EmployeeService_EmpServ_1S0N_getEmployee

al I

» Co for packaging the BAR contents

Prepge |Manage | U rLDg‘Service Log|

4. Close the bar file editor.

5. Deploy the bar file ManualBuildEmployeeService_JSONCIlient to the CONSUMER
Integration Server.
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4. Set up IIB to use a Key and Trust store

For both the Authentication and Encryption scenarios, X.509 certificates will be used in the
configuration. You will now configure the Provider and Consumer IIB nodes to use a predefined key
store and trust store.

Note: at the end of this section, the nodes will be configured to be capable of using a trust store and
key store. However the data in the key store and trust store will not be used until a Policy Set and
corresponding Policy Set Binding have been configured for the provider and consumer.

1. Inan lIB V10 Integration console, change directory to
c:\studentl0\WSSecurity\commands
Run the command:
01SetupPKI.cmd

2. Accept the defaults when prompted.

3. The script configures the PKI infrastructure used by the two nodes in this lab guide. For the
changes to take effect the nodes are restarted by the script.

Wait until you see “Script 01SetupPKI Complete”.
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5. Scenario: Test the service (no active security)

The purpose of this section is to ensure that the JSON Client application can communicate with the
EmployeeService provider without any security or encryption defined.

1. Open the EmpServ_JSON_getEmployee message flow and click the record icon (red

button).

2. When prompted, select the CONSUMER Integration Server on IBLONODEC, and deploy the
application.

3. Click the send message icon. Highlight the Input message “Get employee 000010” and click
the send button:

x

Send Message

Create or select & message to send to the flow. Click the message category header (e.g. Input Messages) for

more information.

&1 B K

EI@ Input Message:

MName I Get employee 000010

-
Main

Get employ

4

™ show in hexadedmal viewer (Read Cnly)

r
Input Location: IH P Input |E|
—Message Details
Edit, type, or import & message.
[T Import from file
{"empMumber™: 0000107 ﬂ

Al

-

Apply | Rewvert |

@
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4. The EmployeeService will respond with the details for “Christine Haas”:

JRI=TE

EIE,' Invoke Message Flow (Get employee 000010)
----- +" Message flows deployment successfully completed
EI "F'p. Starting
: """ f? Sending Message to "HTTP Input”™
: ived HTTP reply message for "HTTP Input™

{"EmployeeResponse™ { TBResp™ .
{UserReturnCode ™0, RowsRetrieved™ 1, RowsAdded ™0, RowsUpdated™0, Ro
wsDeleted™: 0, SQLCode_ErrorCode™0,"SCLState_SQLState™ ™, "SQL_Error_Mess
age”™:™, "EMPLOYEE™:

LEMPNO™:"000010%, FIRSTMME™: "CHRISTIME ", MIDIMIT " "I", LASTMAME":"HAAS

", WORKDERT " "AD0", "PHOMENO™: "39 78", HIREDATE"; "1995-01-

01%,"10B™:"PRES ","EDLEVEL™:18,"SEX":"F","BIRTHDATE": "1963-08-

24", "SALARY™; 152750, BOMNUS™; 1000, "COMM ™ 42203 3+

=
Close |

5. Close the Progress Information window.
6. Switch to the TCP/IP Monitor in the IIB Toolkit.

You will see the two panels (send and receive) have been populated with the data that has
been sent and received.

Both messages are in clear text, and you will be able to see the requested key (000010) that
was sent (in the left pane), and the data that was returned (right pane). Note the data in the
section above shows the data exchange between the EmployeeService_JSONClient
request and the response provider by EmployeeService. Both request and response
messages appear in clear text and provide no authentication or privacy.

To view more data, expand the TCP/IP Monitor page (double-click the tab). You can also
move the divider bar between the input and output messages.

= Properties E:_‘ Problems EE Outline = Tasks EDeploymenth‘ ETCP-’IF‘ Monitor £3 > LN f‘ E il

B E localhost: 7802 aasS——— Time of request: 1:25.11,105PM
" [l [EmployeeService Response Time: 1250 ms
Type: HTTP
et et oz R
Header: POST [EmployeeService HTTR/1.1 Header: HTTP/1. 1 200 OK
Encoding: |<N‘:'”E> hd Encoding: | <MNone> vI

<N51:Envelope xmlns:NSl:"http:;"fschamas.xmlsnap.nrg;"snap/eﬂvelnpef;l <?xml version="1.8" encoding="utf-8"?><soapenv:Envelope xmlns:soa

<~

| | _'ILILI_I

7. Inthe IIB Toolkit, click the red cross to stop the Flow Exercise on the JSON Client.
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6. Policy sets and bindings in 1IB

The remaining sections of this lab guide show how IIB support of web services authentication and
encryption, can be used to secure the message exchange between the JSON client and the
EmployeeService.

This will involve editing the bar files prefix “ManualBuild” that you created earlier. The current
implementation of the Flow Exerciser does not permit being able to run a manually built bar file (with
bar file overrides). As a result the rest of the lab guide will use SOAPUI to send a message into the
JSON client.

In 1IB, policy sets and bindings define and configure WS-Security requirements for SOAPInput,
SOAPReply, SOAPRequest, SOAPAsyncRequest, and SOAPAsyncResponse nodes.

A policy set is a container for the WS-Security policy types.

A policy set binding is associated with a policy set and contains information that is environment
specific, such as information about keys. In each of the testing scenarios throughout this lab guide, a
policy set and corresponding binding file is provided to show the security feature.

In the case of the scenarios used by this lab guide, activity on the following nodes will be affected by
the rules in the policy set and binding:

1. For the EmployeeService_JSONCIlient, the SOAPRequest node
2. Forthe EmployeeService, the SOAPInput and SOAPReply nodes
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7. Scenario: Authentication using WS-Security

In this scenario, web services authentication using X.509 certificates will be configured using a Policy
Set and Policy Set bindings file provided for this lab guide.

The configuration has been automated using previously exported configuration files to save you time.

However you will have the chance to optionally review the configuration required to implement
Authentication using X.509 certificates.

7.1 Policy set and bindings for Authentication

1. InanIntegration console, change directory to:
c:\studentl0\WSSecurity\commands
Run the command:

02SetupAuthPSB.cmd

Accept the defaults when prompted.

2. When the script completes you will see “02SetupAuthPSB command complete.”

The Policy set and Policy set bindings have now been defined as configurable services in the 1IB
nodes. In the next section you will configure both the EmployeeService (service) and
EmployeeService_JSONCIient (application) to use the respective policy set and policy set bindings
that you added in this section.

7.2 Activating a Policy Set and Policy Set Binding configuration

To configure an application or service to use a policy set and corresponding policy set binding file, an
IIB administrator specifies the names of the policy sets and bindings in the Bar file.

You will now configure EmployeeService and EmployeeService_ JSONClient to use the policy set
containing authentication configuration.

It is possible to specify a policy set and bindings rule either at the message flow level or the individual
SOAP node level. In the following section you will specify the policy set and binding at the message
flow level.

This is a one-time only configuration as the same policy set and policy set binding file is used for each
scenario. Note if you decide to modify either the application or the service you may need to redo this
configuration in the bar file.
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7.2.1 Activate the Policy Set and Binding on the Consumer

1. Using Integration Toolkit, edit the bar file you created earlier called (double click to open).
ManualBuildEmployeeService_ JSONClient.bar

2. Click the Manage tab and expand the application until you see the message flow, click on the
message flow name, EmpServ_JSON_getEmployee.

3. In the properties tab for the message flow, use the edit button to configure the Consumer
Policy Set and Policy Set Bindings as follows:

(@ ManualBuildEmployeeService.bar [l EmpServ_JSOMN_getEmployee.msgf.. (@ *ManualBuildEmployeeService_J5... 53

Rebuild, remove, edit, add resources to BAR and configure their properties

BY &) ‘@ 45  Fiterby: | <Type filter text= =]

MName | Type | Modified

g'-r EmployeeService_interface_and_maps Shared Library 04-Jan-2016 09:53:06

= EmployeeService_JS0NClient Application 04-Jan-2016 09:53:06
\=| application.descriptor 04-Jan-2016 09... 04-Jan-2016 09:53:06
|X| EmpServ_1S0OM_getEmployee_inputMessage. xml $ML file 04-Jan-2016 09:53:06
@— EmpSery_150M_getEmployes_JSON_to_SOAP.map MAP file 04-Jan-2016 09:53:06
@- EmpSery_JS0M_getEmployee_XML_to_JSOMN.map MAP file 04-Jan-2016

= EE EmpServ_J50N_getEmployee.msgflow Message flow 04-Jan-2016 09:53:06
[EfE EmpServ_1S0MN_getEmployee
El Eg getEmployee_EmployeeService_EmpServ_JSOMN_getEmployee.subflow | Subflow 04-Jan-2016 09:53:06

Elz gen‘getEmployee_EmployeseService_EmpServ_JSON_getEmployee

< |

» Command for packaging the BAR contents
1]

Prepare |Manage | User Log|Seruice Log‘

El Properties 51 | s

EmpServ_JSON_getEmployee.msgflow

Corfialre nronert o
Configure (@) Configure properties o

Workload Management
Details

Consumer Palicy Set

) Edit...

Edit...

Consumer Palicy Set Binding

FE

Coordinated Transaction

Monitoring Profile Name

Provider Policy Set Edit...

Provider Policy Set Bindings Edit...

JEE

Security Profile Mame

4. Save the bar file.

5. Redeploy the bar file to the CONSUMER Integration Server.
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7.2.2 Activate the Policy Set and Binding on the Provider
1. Using Integration Toolkit, double click (to edit) the ManualBuildEmployeeService.bar file.

2. Click the Manage tab and expand the EmployeeService until you see the message flow
EmployeeService.msgflow. Click on the message flow name.

3. In the properties tab for the message flow, configure the consumer policy and policy set
bindings as follows (the edit button will provide the valid names):

[

(@ *ManualBuildEmployesService.bar 53 EmpSery_JSON_getEmployee.msg... @ ManualBuildEmployeeService_JS...

Rebuild, remove, edit, add resources to BAR and configure their properties

B &) B & Fiter by: | <Type filter text> =]
Mame I Type | Modified I Size
=] EmployeeService Service 04-Jan-2016 09:24:24 9401
|=| Service Description Service descriptor — 04-Jan-2016 09:24:24 1604
[ = Resources

|X| EmployeeService_inputMessage, xml KML file 04-Jan-2016 09:24:24 575

B8 Employ nsgflow Message flow 04-Jan-2016 3
EmployeeServicelnputCatchHandler . subflow Subflow 04-Jan-2016 09:24:24 547
EmployeeServicelnputFailureHandler . subflow Subflow 04-Jan-2016 09:24:24 543
EmployeeServicelnputHTTRTimeoutHandler .subflow Subflow 04-Jan-2016 09:24:24 550
getEmployee_Request_Response.subflow Subflow 04-Jan-2016 09:24:24 736

E'Na“ EmployeeService_interface_and_maps Shared Library 04-Jan-2016 09:24:24 12555

1 |

» Command for packaging the BAR contents

1]

Prepare |Manage | User LDg|Service LDg|

E Properties 22 | E

EmployeeService.msgflow
[

Configure (@ Configure properties o

pinskinavi Do anemen) Consumer Policy Set | y Edit... |

Details

Consumer Policy Set Bindings % w
r

Coordinated Transaction

Manitoring Profile Name I

myProviderPolicySet |
myProviderPolicySetBinding / Edit... |
Security Profile Name I j

Provider Policy Set

|

Provider Policy Set Bindings

(NB take care not to specify the Provider policy sets on the Consumer fields)
4.  Save the bar file.
5. Close the bar file editor.

6. Redeploy the bar file to the PROVIDER Integration Server.
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7.3 Test the service: Authentication defined and active

The purpose of this section is to show that the JSON Client can communicate with the
EmployeeService with authentication defined, with each environment knowing authentication details
for the other.

7.3.1 Find the HTTPConnector port number on the CONSUMER server

In order to invoke the JSON Client that we are using as a Consumer, we need to identify the port
number used by the HTTP Connector on the server CONSUMER (on the 1IB node IBIONODEC).

1. Inan Integration Console window, type the following command:

mgsireportproperties IB10NODEC
-e CONSUMER
-o HTTPConnector
-a

2. The response of the command will be similar to the following (the port number in your
environment may be different — results are truncated)

HTTPConnector
uuid='HTTPConnector'
userTracelevel='"none'
tracelLevel='"none'
userTraceFilter="'none'
traceFilter='none'
port='7801"'

address=""
maxPostSize=""
acceptCount=""
compressableMimeTypes=""
compression=""
connectionlLinger=""
connectionTimeout=""

Note the value of the port number (probably 7801 in the workshop system )

You will need this value when you use SOAPUI to start the JSON Client.
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7.3.2 Reset the TCP/IP Monitor

1. Inthe TCP/IP Monitor window, click the Clear button (highlighted below).

£ Properties |7 Problems OF Outline % Tasks [E Deployment Log | B TCP/IP Monitor 32 = 8
! el g v
= E localhost: 7302 Time of reguest: 47 PM

Response Time: 4
Type: HTTP

This will clear the messages written during the current live capture.

7.3.3 Send a message using SOAPUI

1. Open SOAPUI from the Windows Start menu and expand :

¢ EmployeeService_JSONClIient — Sync
o http://localhost:7801 (since the target endpoint is most likely to be 7801)
= getEmployee
¢ Employee 000010

Make sure the port on the “Endpoint” window matches the port in your environment (edit it if
it doesn't) and click the green arrow to send the message:

odap 0.0
File Tools Desktop Help
BaEdoxX®
= ' 5E Employee 000010
EmployeeService_PrebuiltWorkspace " Method Endpoint /—\
G- Bl DepartmentService_REST rBR)=
e : [PosT | |http:/focahokt:7e01 )
@ EmployeeService
@ EmployeeService - MessageFlowSecurity | B k_ E_ g e -

Mame | Value | Style

Mavigator

@I EmployeeService - MessageFlowSecurity (3
@ EmployeeService - MessageFlowSecurity (5
E] EmployeeService - MessageFlowSecurity (S
@I EmployeeService _JSOMClient - Async
@] EmployeeService _1SOMNClient - Check Bonui =
= @ EmployeeService_1SOMClient - Sync
I htip:/localhost: 7300
& X http:/flocalhost: 7801

= EmpServClient_getEmployee [femp

=-£2 getEmployee
.. BE Emplayee 000010

[ET e @] EmployeeService _JSOMMQClient - Sync
- ) EmployeeService_REST
[ @ EmployeeService _checkBonus
- [E] EmployeeService_predictSalary

Raw | Request

Options:

~v
Media Type |applicationfison ['] [ []PostQuerys...

{"empNumber™ :"000010™}
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2. After a few seconds the window will update with the response from the database:

Click the JSON tab to see the data in JSON format:

| Riawi | HTML | JSOM| ML

1H ["EmployeeResponse™: |

23 "DRResp": {

3 "TserReturnCode™: 0,
4 "DowsRetrieved™: 1,
5 "Dowskdded™: 0,

] "DowsUpdated™: 0,

T "DowsDeleted™: 0,

g "50LCode_ErrorCode™:
9 "50LEtate_S0LState":
a "50L_Error_Message":
1 ba

23 "EMPLOYEE™ - |

3 "EMENO™: "000010™,
4 "FIRSTHMME™: "CHRISTINE"™,
5 "MIDINIT"™: "I™,

] "LAESTHAME™: "HRRI",

"WORKDEET™: "ROO™,
"PHOMEMNO™: “3378™,

"SALRRY¥"™: 152750,
"BOMUS™: 1000,
TCOMM™: 4220

[ T Y SR T T e T e Y e TR ¥ e Y W ¢ |

J
—

i N L L S S S T S o et et st el i e et e

b}

"HIREDATE": "1955-01-01",
"JOB": "PRES ",
"EDLEVEL": 18,

"SEX": "F",

"BIRTHDATE"™: "15&3-08-24",
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7.3.4 Verify the network traffic using TCP/IP Monitor
1.  Switch to the TCP/IP Monitor view.

The data shown on both the request and response messages will be shown.

[ Properties & Problems 3= Outline | Tasks 5] Deployment Log B! TCP/IP Monitor 33 © & = | # v = f

EI--E localhast: 7302 Time of request: 1:51.28.631PM
_@_ [EmployeeService Response Time: 3328 ms
Type: HTTP

R.equest: localhost: 7802 Byte = R.esponse: localhost: 7800 Byte

Size: 2004 (2274) bytes Size: 2682 (2825) bytes

Header: POST jEmployeeService HTTP/1.1 Header: HTTP/1.1 200 OK

Encoding: IcNune> vl Encoding: |<NUnE> vl

<?xml version="1.8" encoding="utf-8"?3<N51:Envelope xmlns:N51 ;I <?xml version="1.8" enceding="utf-8"?><soapenv:Envelope xmlns:: |
NVBN"NCGNVbanbN\J’yMIIBIjANngqhkiGQNB'EAQEFMDCAQSAMIIBCgKCAQE MIIBCgKCAQEABSQAbaOMIeNvYVsEKTEMNZ+oUjW3FXzZw/ARUYracp,/htbe /Ntn

d>8</RowsUpdated><RowsDeleted>B</RowsDeleted><5QLCode_ErrorCode

2. Ensure that the data is displayed in XML format (dropdown selection).

Note the Soap envelope now has a “wsse:security” section with a “BinarySecurityToken”, on
the request header.

The value of this token is derived from the X.509 certificate passed by the consumer and is
used by the provider |IB to authenticate the request from the consumer. (The end tag of the
Binary Security Token will be shown if you use the slide bar to display further parts of the
message).

IIB trusts this request and allows it to progress as the public part of the consumer’s X.509
certificate is stored in the trust store used by the PROVIDER Integration Server.

Note that the payload of the message is in clear text.

Request; localhost: 7302
Size: 2004 (2274) bytes
Header: POST [EmployesService HTTFR/1. 1

<?uml version="1.8" encoding="UTF-8" standalone="no"?:
<N51l:Envelope wxmlns:N51="http://schemas.xmlscap.org/scap/envelope/">
<soapenv:Header wmlns:scapenv="http://schemas.xmlscap.org/scap/envelope/

<wsse:BinarySecurityToken EncodingType="http://docs.casis-open.org/w
19akoGABY/gn?stQfD/GKs5Sm2alcz26gnl88xaj/ q5Xlhee 9MYEESRbyVYPr1IgSmgulKAAERY!
</wsse:Securlity>
</soapenv:Header:
<N51:Body>
<ic:getEmployee xmlns:ic="http://EmployeeService">
<employeeNumber>@888818<,/employeeiumber:
<fio:getEmployee:
</N51:Body>
</N51l:Envelope>
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3.  Now look at the response message in the right-hand pane. Ensure the format is XML.
This message is the response back to the consumer from the provider.

Note the soapenv:Header also contains a (different) BinarySecurityToken derived from the
provider's X.509 certificate. On the provider machine this too has been used to authenticate
the response from the provider by verifying the token with the contents of the provider’s trust
store:

Response: localhost; 7800

Size: 2682 (2825) bytes

Header; HTTP/1,1 200 OK

<?xml version="1.8" encoding="UTF-8" standalone="no"?:

<soapenv:Envelope xmlns:scapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Header:>

teod=srd o comlos e eme it S do e oasdsoon
<wsse:BinarySecurityToken EncodingType="http://docs.casis-open.org/wss/2884,/81 /0asis-2808481-ws
W/ ONZmlJaWiDerdMmByFBRI7C/ Okode L7@8QL0u2RxvEBE/By7gbTrr170r /80s Iad3vgX3+EPbzVc FEBN+0B1PhPQIDAQABMABGC
</wsse:Security>
</soapenv:Header:>
<soapenv:Body>
<io2:getEmployeeResponse xmlns:io="http://hrdb/iibadmin™ xmlns:io2="http://EmployeeService™>
<io:EmployeeResponses
<DBResp>
<UserReturnCode>@</UserReturnCode>
<RowsRetrieved>1</RowsRetrieved>
<RowsAdded>@</RowsAdded>
<RowsUpdated>»@</RowsUpdated>
<RowsDeleted»@</RowsDeleted>
¢SQLCode_ErrorCodex@</SQLCode_ErrorCode:
<SQLState SQLState/>
<SQL_Error_Message/>
</DBResp>
<out:EMPLOYEE xmlns:out="http:/ hrdb/iibadmin™>
<EMPNO>-@88818</EMPNO>
<FIRSTNME>CHRISTINE</FIRSTNME >
<MIDINIT>I</MIDINIT:>
<LASTNAME *HAAS </ LASTNAME »
<WORKDEPT»A®8 < /WORKDEPT>
<PHONENO>3978</PHONENO>
<HIREDATE>1995-81-81</HIREDATE>
<JOB>PRES </J0B>
<EDLEVEL>18</EDLEVEL:>
<SEX>F</SEX>
<BIRTHDATE>1963-88-24</BIRTHDATE>
<SALARY>152758</SALARY >
<BONUS>18a8</BONUS>
<COMM>4220</COMM>
</out:EMPLOYEE>
</io:EmployeeResponses
</io2:getEmployeeResponses
</soapenv:Body>

</soapenv:Envelope> -
N 3

The consumer JSON Client application and the provider EmployeeService now authenticate when
communicating. The remainder of this lab guide will guide you through two encryption scenarios.
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8. Message Level Encryption

The previous scenario showed you how to authenticate web services requests (and responses) using
X.509 certificates.

As you can see from the captured data in the TCP/IP Monitor, the request message payload is “in the
clear”. The data on the network link can be viewed, for both the request and response messages.

An option to secure the exchange of data between two web services is to encrypt the data. With IBM
Integration Bus this can be done using whole or partial message encryption. The following sections
show how each of these scenarios can be used to secure the data being exchanged between two
web services.

The configuration required to use encryption will require changes to the policy sets and bindings
configuration used on both the CONSUMER and PROVIDER Integration Servers. The bar file
configuration performed in the previous section will continue to be used so no changes will be
required to the bar file in both scenarios.
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8.1 Prepare the PKI for encryption

For authentication, 1IB requires the public/private key that is used for authentication purposes to exist
in the keystore used by the Integration Server.

For example, in the case where the provider sends a response back to the consumer, the key used by
the provider to authenticate with the consumer must exist in the provider keystore. When the key is
passed over to the consumer machine, the consumer integration server checks for the existence of
the public portion of the key in the truststore used by the consumer integration server. If the key is
trusted then authentication succeeds and the request flows to the consumer.

For Encryption, the requirement for the placement of keys is slightly different. When encrypting data,
the public key of the party which will be decrypting the data is required in the keystore of the party
encrypting the data.

For example, in the case where the provider sends an encrypted response back to the consumer, the
consumer’s public key needs to exist in the keystore used by the provider.

The following scripts will prepare the PKI environment you will use for both encryption scenarios in

this lab guide.

1. Inan Integration console, change directory to:
c:\studentl0\WSSecurity\commands
Run the command:
03SetupPKIForEncryption.cmd
Accept the defaults when prompted.

2. When the script completes you will see “03SetupPKIForEncryption command complete.”

You now have the required X.509 certificates in place to perform the encryption scenarios.
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8.2 Whole Message Encryption

Full message encryption is possible on the request and response messages between a client and a
web services provider. You will now configure your environment to encrypt both the request from the
JSON Client and the response from the EmployeeService.

Note: encrypting the whole message exchange between the consumer and provider, although

secure, is the more costly in terms of the volume of data being exchanged and the processing
power/time required to encrypt the data.

8.2.1 Policy Set and Bindings for Whole Message Encryption
1. Inan Integration console, navigate to:
c:\student10\WSSecurity\commands.
Run the command:
04PSBSetupEncryptWholeMsg.cmd
Accept the defaults when prompted.

2. When the script completes you will see “04PSBSetupEncryptWholeMsg command
complete.”

3. Note arestart of the node is required in order for the changes to take effect on 1IB nodes.

This is done automatically by the script.

The Policy set and Policy set bindings have now been defined as configurable services in the 1IB
nodes. In the next section you wil configure both the EmployeeService (service) and
EmployeeService_JSONCIlient (application) to use the respective policy set and policy set bindings
that you added in this section.

8.2.2 Reset the TCP/IP Monitor

1. Inthe TCP/IP Monitor view, click the Clear button.

= Properties ' Problems 5= Outline 2| Tasks [ Deployment Log B TCP/IP Monitor 52

R_equest: Ih R_esponse:
This will clear the messages written during the current live capture.

2. If not already started, start the IIB Event Log monitor from the start menu.
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8.2.3 Send a message using SOAPUI

1. Inthe SOAPUI window click the green arrow to send the message:

" EE Employee 000010
Method Endpaint Resource %
_[POST ‘(_Hhtn:u:fﬂncalhost: 7201 / IV]|fempSeerIient_qetEmplnyee g
E" 4_:: % I.I:I} |E| v & ,ij, ;/}Elc_ <data contentType="text/xm
3
E Mame | Value | Style | Level =
=
3 L'}
& =
=
=
T
rw‘J
=
&
L oy

The request will fail.

2.  In the lIB Event Log monitor (and in the SOAPUI output) you will see a number of Error
messages. The crux of the Failure is an lllegal Key size error. Look for a Java security error
message similar to the following:

org.apache.axis2.AxisFault: CWWSS5612E: Encrypting the data
produced the following exception: Illegal key size or default
parameters: java.security.InvalidKeyException: Illegal key
size or default parameters

When creating the “self-signed” certificates provided with this lab guide, a (default) key size
of 1024 was used for both consumercert and providercert.

Due to export restrictions the IBM JDK’s ship with a set of restricted policy files that limit the
size of the cryptographic keys that are supported.

It is possible to remove this restriction by downloading the unrestricted policy files from the
web. The policy files have been downloaded for your convenience and a scripts are provided
that will replace the restricted policy files with “Unrestricted” policy files in the consumer and
provider environments.

If you are using the lab in your own environment, you can obtain the unrestricted policy files
from the URL: https://www-01.ibm.com/marketing/iwm/iwm/web/preLogin.do?source=jcesdk
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8.2.4 Replace IBM JDK restricted policy files

1. In an lIB V10 Integration console, navigate to c:\studentl0\WSSecurity\commands,
run the command:
05SetJCEForEncryption.cmd

2. Accept the defaults when prompted.
For the Fix Pack number, provide the appropriate fixpack (eg. 3).

3. The script replaces the default IBM JDK restricted policy files with unrestricted policy files
on the provider and consumer IIB nodes.

This affects the whole of this installation not just a specific 1B node.
The IBLONODEP and IBIONODEC nodes are stopped and restarted to bring the changes

into effect.

4.  When the script completes you will see “05SetJCEForEncryption Complete, ready

to run scenario again.’

8.2.5 Reset the TCP/IP Monitor

1. Inthe TCP/IP Monitor view, click the Clear button.

=] Properties ' Problems D= Outline 2| Tasks [ Deployment Log B TCP/IP Monitor 532

Request: I—_I Response:
o XML bl I

This will clear the messages written during the current live capture.
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8.2.6 Send a message using SOAPUI

1. In SOAPUI, click the green arrow to send the message again. The port should be the same
port as used earlier.

2.  The request should now

data).

WA

| Raw | HTMLY) 150N ) %ML
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1H {"EmployeseResponse™: |

23 "DEResp": {

3 "UszerReturnCode™: 04,
"RowsRetrieved": 1,
"Rowshdded™: 0,
"RowsUpdated": 0,
"RowsDeleted": 0,
"S0LCode Errorlode™: 0,
9 "S0LState SQ0LStete™: "M,

war

[43 I =

[=4]

10 "S0L _Error Message™:
11 te
12 "EMPLOYEE™: {
13 "EMPHO™: "000010™,

z "FIRSTHME": "CHRISTINE",
15 "MIDINIT": "I™,
la "LASTHAME™: "HAaRS™,
1 "WOREDEPT™: "a00",
13 "FHOHENC": "337:2",
13 "HIREDATE": "1335-01-01",
"JCOB": "PRES "
21 "EDLEVEL": 1E,
e "SEX": "F",
23 "BIRTHDATE™:
"SALARRY"™:
"BONUS™ :
R L

"1983-08-24",
152750,

1000,

4z20

[43 I =

1 ©on

LA I R L ]

(]
—
——"
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" BE Employee 000010 © g
Method Endpaint Resource %
| =
® - [PDST \(_] |htn:-:fﬂocalhost:]'8[]1 /‘ IV] |,.'empSeerIient_cletEmployee g
E" + B e |E| v A @ » /}Elc_ <data contentType="text,
3
E Mame | Value | Style | Level /%T
% ﬂ
o -
2
/_HM‘J
=
m
o
Ly mod e

respond successfully (click the “JSON” tab to see the response
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8.2.7 Verify the Encryption in TCP/IP Monitor
1.  Switch to the TCP/IP Monitor.

Make sure the format is XML. You will see the SOAP body with the encrypted request
(wrapped in “CipherValue”):

Request: localhost: 7802
Size: 3675 (3945) bytes
Header: POST [EmployeeService HTTP/1.1

<?wml version="1.8" encoding="UTF-8" standalone="no"?>
<N51:Envelope xmlns:NS1="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Header xmlns:socapenv="http://schemas.xmlscap.org/soap/envelope/">
<wsse:Security secapenv:imustUnderstand="1" wmlns:wsse="http://docs.ocasis-open.org/wss/20884/81/0asis-200481
<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2884/81/0as51s-200481-wss-soap-med
19aKoGAB]/gn7stQfD/GKs5m2aQcz26gn]88xa]/ q5XheedMYEESRbyWYPr1IgsmgulKA4ERYMAKTATSXc tTHKUWIDAQABMABGC SqGSIb3D(
<enciEncryptedKey xmlns:enc="http://www.w3.0rg/2001/04/xmlenc">
<enc:EncryptionMethod Algorithm="http://www.w3.org/2881/84/xmlenc#rsa-caep-mgflp"s
<ds:DigestMethod Algorithm="http://www.w3.org/2eee/89/mldsig#shal” wmlns:ds="http://www.w3.org/ 204
</enc:EncryptionMethod>
<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2008,/09/ /xmldsig">
<wsse:SecurityTokenReference>
<wsse:KeyIdentifier EncodingType="http://docs.oasis-open.org/wss/2084/81,/0asis-268481-wss-soap-me
</wsse:SecurityTokenReferences
</ds:KeyInfox
<enc:CipherData>
<enc:CipherValue>PII1VE21qJApE2PAemrXjOBWAIhNFIpiEMZD31Dikr9cYWIMKQPEWI JvT4ePKZUNNCTUNXFYqt7+/ 18yEBE
<fenc:CipherData>
<enc:Referencelist>
<enc:DataReference URI="#wssecurity_encryption_id 21"/>
</enc:Referencelist>
</enc:Encryptedieys
</wsse:Security>
</soapenv:Header>
<NS1:Body>
<enc:EncryptedData Id="wssecurity_encryption_id_21" Type="http://www.w3.org/208l/84/xmlenc#Content” xmlns
= i i sebitne sy s oroopel Sad anl e caacaoa_chon

<enc:CipherData>
<enc:CipherValue>M71ZfuP@xWeM+C2z+tVgzbrvGmBROS ouxvhVNXWbE zakZBhUWWNY sFTCG25qdxYndh LOKFMLu3TFFHR1P4Y4
</enc:CipherData>

</enc:Encryptedbata>
</NS1:Body>
</N51:Envelope>

This is the encrypted request sent from the Consumer machine.
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2. Inthe right pane, you will see the response message which will show “HTTP/1.1 200 OK’".

As with the request message, the SOAP message will show the encrypted response (also
wrapped in “CipherValue”):

Response; localhost: 7800

Size: 4597 (4740) bytes
Header: HTTP/1. 1 200 OK

£?xml version=" encoding="UTF-8" standalone="no"?»
<50 . ope xmlns:scapenv="http://schemas.xmlscap.org/soap/envelope/">

<soapenv:Header:
<wsse:Security scapenvimustUnderstand="1" wxmlns:wsse="http://docs.oasis-open.org/wss/2804/81/0asis
<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2084/81/0as5is-200481-wss-5
W/ ONZm1]akuDardMmByFERITC/ OWode L78QL0U2RXvEBE/ By 7gbTrrl17Qr/80sIad 3vgX34+EPbzVCFBN+081PhPQIDAQABMABGC SqG
<enc:Encryptediey xmlns:enc="http://www.w3.org/2001/84/ xmlenc#" >
<enc:EncryptionMethoed Algorithm="http://www.w3.org/2001/04/xmlenc#rsa-cacp-mgflp">
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/89/xmldsig#shal” xmlns:ds="http://www.w3.0
</enc:EncryptionMethod>
<ds:KeyInfo xmlns:ds="http://www.w3.org/2608/09/xmldsig#">
<wsse:SecurityTokenReferences
<wsse:KeyIdentifier EncodingType="http://docs.casis-open.org/wss/2004,/01/0asis-2004081-wss-3
</wsse:SecurityTokenReferences>
</ds:KeyInfo>
<enc:CipherData>
<enc:CipherValuerof/EP1Lg/ByylstIel+DItzdxovRXjes+1ZMFyLRAZNE JRcuaXUZmIWPxkSVC JEr3meF zdXay xFX
</enc:CipherData>
<enc:Referencelist>
<enc:DataReference URI="#wssecurity encryption_id 21"/
</enc:Referencelist>
</enc:EncryptedKey>
</wsse:Security>
</soapenv:Header:>
<soapenv:Body>
<enc:EncryptedData Id="wssecurity encryption_id 21" Type="http://www.w3.org/2801/84/xmlenc#Content”
<enc:EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#taes256-cbc™/>
gocaCinhechats

<enc:CipherValue>hlkSbTT4KepuXkkIr?wtayujClpszlmt9TRbb+KbIICOVIBkzlg 5+7ABLE0UWCKevrGasF Zak cBMBA)
AVzLL2IradtdmkwPtcVELIsMF3QJREVhBCGvEZEE6xKPZkurhglBLTAKMIvsB34k3IESKaPERa4AZPKaY LK/ uw? LWS7TNYNAL § JwUSNIUL)

FENC U LPTIET U d Ld
</enc:EncryptedDatax
</soapenv:Body>
</scapenv:Envelope:

Page 40 of 65 Web Services Security Version 10.0.0.3

Authentication and Encryption using X.509 Certificates
Provided by IBM BetaWorks



IBM Integration Bus V10 Workshop January 2016

8.3 Partial Message encryption

An alternative to encrypting the whole request and response message is to encrypt only a part of the
request or response message. In the next section you will see how to encrypt a sensitive part of the
response sent back to the consumer.

Partial message encryption is possible on the request and response conversation between two web
services. The EmployeeService provides sensitive information back to the requestor. In this next
section you will see how the “SALARY” portion of the message can be encrypted leaving the rest of
the message untouched.

Note: encrypting only sensitive parts of the message exchange between the consumer and provider
can provide benefits in terms of less volume of data being exchanged and less processing power/time
required to encrypt the data.

Partial message encryption is configured using a policy set and policy set binding. The configuration
of these has been automated for your convenience using command line scripts. You will have a

chance to review the policy set and policy set binding to see what is required to encrypt part of the
response data.

8.3.1 Policy Set and Bindings for Whole Message Encryption
1. Inan Integration console, navigate to:
c:\student10\WSSecurity\commands.
Run the command:
06SetupPSBEncryptPartialMsg.cmd
Accept the defaults when prompted.

2. When the script completes you will see “06SetupPSBEncryptPartialMsg command
complete.”

The PKI, policy set and policy set binding configuration is now complete to allow for the SALARY field
in the response message to be encrypted leaving the rest of the message in clear text. You will now
test the partial message encryption scenario.
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8.3.2 Reset the TCP/IP Monitor
1. Inthe TCP/IP Monitor window, click the Clear button.
[5] Properties [ Problems OF Outline = Tasks & Deployment Log B TCP/IP Monitor 33 IO & F |
Time & request;
Respons 2
Type: HTTP
Eequest: Ih E.esponse:

This will clear the messages written during the current live capture.

8.3.3 Send a message using SOAPUI

1. In SOAPUI, click the green arrow to send the message again.

" EE Employee 000010

Resource

Lo iy oo |

IV] |,.'empSeerIient_cletEmployee

+ Method /Endpoin
. =
—[PDST \(_]|http:mocalhost:?su1 /‘
=
Pl " v oa G
3 =
g:-*- Mame | Value | Style | Level /%T
g Q
& [
=
=
=
m
P
e e e P e A P o P i i et

<data contentlype="text/xm

R At Y

L

2. As before, the request should respond successfully (click the “JSON” tab to see the

response data).

Page 42 of 65

| Riawe | HTML ) 150N ) %ML

13 {"EmploveeResponse™:
2= "DEResp™: {

L43 I =

"Rowshdded™: 0
& "RowsUpdated™:
"RowsDeleted"™:

"

a
a

{

3 "UserBeturnCode™:
"RowsRetrieved": 1

"

"

a

"

r

g "SQ0LCode ErrorCoda™: 0

"SQLState SQLState’:

"S0L_Error Message™:

war
"

war

e

"EMPLOYEE™: {
"EMEMC™: "OQO00olo™,
"FIRSTHMME™: "CHRISTINE",
"MIDIMNIT™: "I",
"LASTHMAME™: "HRRS™,
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8.3.4 Verify the Encryption in the TCP/IP Monitor

1. Switch to the TCP/IP Monitor. Look at the data in the Request pane. Select the XML format.

The header still has the security authentication, however the request is now back to being “in
the clear text. In particular, you will see the employeeNumber element, and the value of
000010.

Request: localhost: 7302
Size: 2004 (2274) bytes
Header: POST /EmployeeService HTTP/1. 1

<?xml version="1.8" encoding="UTF-8" standalone="no"?> _:J
<N51:Envelope wxmlns:N51="http://schemas.xmlsocap.org/seap/envelope/">
<scapenv:Header xmlns:soapenv="http://schemas.xmlsocap.org/scap/envelope/">
<wsserSecurity scapenv:mustUnderstand="1" xmlns:wsse="http://docs.oasis-open.org/wss/
<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2084/81/casi
19aKeGAB]//gn7stQfD/GKs5m2a0cz26gn]88xa] /q5XlheedMYEESRbyVYPr1IgSmgulKA4E hYMAK AT SKct THK U
</wsse:Security:
fepaneny - Headar
<NS1:Body:>
<ig:getEmployee xmlns:io="http://EmployeeService™>
<employeeNumber:>8e8818</employeeNumber:
</io:getEmployee>
</N51:Body>
FfNS1:Envelope:

XML =
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2. Now look at the Response pane. First, you will see that the Provider responded with an
HTTP 200 code.
You will see the authentication information at the top of the response message.

Response: localhost: 7300 -
Size: 4328 (4471) bytes

Header: HTTP/1. 1 200 0K

<?xml versicn="1.8" encoding="UTF-38" standalone="no"?> 1=

<soapenv:Envelope wxmlns:socapenv="http://schemas.xmlsoap.crg/scap/envelope/">
<soapenv:Header:
<wsse:Security secapenvimustUnderstand="1" xmlns:wsse="http://docs.casis-open.org/wss/i
<wsse:BinarySecurityTeken EncodingType="http://docs.oasis-open.org/wss/2084/81/casi:
TW/ONZm1laWuDerdMmBy FEROTC/OhlodeL7@QLO0u2RxvEBE/By7gbTrrl70r/805Iad3vgK3+EPbzVCFEN+0B1PhPQ]
<enciEncryptedkey xmlns:enc="http://ww.w3.0rg/2001/04/xmlenc#">
<enc:EncryptionMethoed Algorithm="http://www.w3.crg/2001/84/xmlencrsa-oaep-mgflp”
<ds:DigestMethod Algorithm="http://www.w3.org/2000/29/xmldsig#shal™ xmlns:ds="hi
</enc:EncryptionMethod:
<ds:KeyInfo wxmlns:ds="http://www.w3.org/2000/89/ xmldsig#" >
<wsse:SecurityTokenReferences
<wsse:KeyIdentifier EncodingType="http://docs.oasis-open.org/wss/2004/81/0as1i:
<fwsse:SecurityTokenReferences
</ds:keyInfox
<enc:CipherData:
<enc:CipherValue>jGC0BLFMEXFzTQX3adCAsitIULo/Kz0bodSkgz ISVnTFBYXOXOTKTYsKerMzs /2
</enc:CipherDataz
<enc:Referencelist>
<enc:DataReference URI="#wssecurity_encryption_id_21"/>

Further down the response message, you will see the SOAP Body. You will see that most of
the message is in clear text. However, the SALARY element (positioned between
BIRTHDATE and BONUS) no longer appears as a readable field. The configuration of the
XPATH statement in the Policy Set used by the message flow has encrypted (just) the
SALARY field:

<scapenv:Body:
<io2:getEmployeeResponse xmlns:io="http://hrdb/iibadmin” xmlns:io2="http://Employeese
<ioc:EmployeeResponses
<DBResp>
<UserReturnCode>B</UserReturnCodes
<RowsRetrievedr1</RowsRetrieved:
<RowsAdded>@</RowsAdded:
<RowsUpdated:>@</RowsUpdated:
<RowsDeleted:>8</RowsDeleted>
<SQLCode_ErrorCode»B</SQLCode ErrorCode:
<5QLState_SQLState/>
<SQL_Error_Message/>
</DBResp:>
<out:EMPLOYEE xmlns:cut="http://hrdb/iibadmin":
<EMPNO»288818</EMPNO>
<FIRSTNME>CHRISTINE</FIRSTNME>
<MIDINIT>I</MIDINIT>
<LASTNAME *HAAS</ LASTNAME =
<WORKDEPT »ABB< /WORKDEPT >
<PHONENO>3978</PHONENO=
<HIREDATE>1995-81-81</HIREDATE>
<J0OB>PRES </J0B>
<EDLEVEL>18</EDLEVEL:>
<SEX>F</SEX>
<BIRTHDATE>1963-88-24</BIRTHDATE>
<enciEncryptedData Id="wssecurity encryption_id 21" Type="http://www.w3.0rg/ 200
<enc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#acs256-cbc™,
<enc:CipherDataz
<enc:CipherValue>IwlcAB5x15d64luhok+XBgtNuPShIX4RsxyBAGFKMc 17 poRATAMKM+HKTdr
«/enc:CipherDatax
</enc:EncryptedData:
<BONUS>1868</BONUS>
<COMM>4228</COMM> b
</out:EMPLOYEE>
</io:EmployeeResponses

L
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9. Transport Level Security (TLS)

Encryption support in WS-Security concentrates on providing encryption for the content of the SOAP
message exchange between a consumer and provider. The http request from the JSON client
(consumer) to the EmployeeService (provider) is a standard non secure http request. You will now
secure the provider by configuring the EmployeeService to use https and change the consumer
request configuration to use an authenticated TLS request.

9.1.1 Configure the provider to use https
Perform the following tasks on the PROVIDER machine:

1. In an lIB V10 Integration Console, navigate to c¢:\studentl1l0\WSSecurity\commands,
run the command

07SetupHTTPS. cmd.
2. Accept the defaults when prompted.
3. The script:
a) configures the HTTPSConnector defined at the Integration Server level on a
specific port (7848)
b) sets the “clientAuth” property to “true” enabling client authentication based on
X.509 certificates.
c) stops and starts IBLONODEC for the changes to take effect.

Make sure IBLONODEP starts ok and that the EmployeeService is running.

4. In the 1IB Toolkit, expand EmployeeService and double click on the “Integration Service
Description”:

&= Application De... 3 E‘i;"_, Patterns Expl... | — O
E s T
Application Development MHew, ..

B-[5] EmployeeService -

C EE Integration Service Description D

B35 getEmployee

[

g Reguest_Response
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5. This will open the Service at the “Service” tab:

¥ EmployeeService 52 %

EmployeeService ¥

EmployeeService (I) EmployeeService
(5 SOAPMTTP Binding

%@ getEmployes

%@ updEmployes
|| Error Handlers
Failure

Catch

Timeout

Click the service tab to show the SOAP HTTP Binding properties

6. Tick the “Use HTTPS” check box:

= Properties 52 | 0 Problems| o= Dutline| ¥ Tasks| FH Deployment Log| §

SOAP/HTTP Binding %

Basic i
H

HTTP Transport @"WS R ) f

Advanced Maximum dient wait tme (sec)* | 180

WS Extensions Enable suppart for 2wedl v

Validation

Instances

Monitoring

7. Save the change (Ctrl —s).

8. Close the window.

9. Open ManualBuildEmployeeService.bar file in the bar file editor.
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10. In the bar file editor, on the Prepare tab, Click the Build and Save button to rebuild the bar

file.

I?EI ManualBuildEmployeeService.bar  £2 l

e

Prepare

Select deployable resources to include in the BAR

Deployable Resources ‘ EJD Build and Save... '

Select an application to package all its contained resources. Resources within an application are isolated from other
applications.

® Applications, shared libraries, services, and REST APIs O Message flows, static libraries and other message flow dependencies

Text filter: Itype filter text

-
=M & Services
EmployeeService

A

-
Prepare Hanage | User Log | Service Log | {

11. When the bar file has been rebuilt with the changes applied, click the Manage tab.

In the Name column of the table, expand EmployeeService > Resources and click
EmployeeService.msgflow:
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'?EI ManualBuildEmployeeService bar &3 l
Manage
Rebuild, remove, edit, add resources to BAR and configure their properties
BY s E 48 Fiterby: | <Type filter text> LIF
MName | Type | Modified i
=] EmployeeService Service 20-May-2015 14:53:41
|=| Service Description Service descriptor 20-May-2015 14:53:40
El (= Resources
|X| EmployeeService_inputMessage. xml EML file 20-May-2015 14:53:40
EmployeeService.msgflow Message flow > 20-May-2015 14:53:40
EmpIDyeeServiceInputCatd‘ll‘{@dler.sub Subflow 20-May-2015 14:53:40
EmplayeeServiceInputFailureHandler.sul Subflow 20-May-2015 14:53:40
| Elz EmployeeServiceInputHT TP TimeoutHane Subflow 20-May-2015 14:53:40
4
¢ Command for packaging the BAR contents
o,
Preparel: Manage Llser Log ‘ Service Log | E
1
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12. In the “Configure” tab, use the Edit button to set the Provider Policy Set and Provider Policy
Set Bindings values to myProviderPolicySet and myProviderPolicySetBinding respectively:

E Properties 52 | [ Problems | 5= Outiine | o Tasks| [ Deployment Log = ¥ = EE
EmployeeService.msgflow
Configure l (D Configure properties of selected built resource,
jimkiver Seonement: Consumer Policy Set | Edit... |
Details
Consumer Policy Set Bindings | Edit... |
Coordinated Transaction l
Monitoring Profile Name |
Provider Policy Set | myProviderPolicySet Edit... | /
h_Prl:uvider Policy Set Bindings | myProviderPolicySetBinding Edit... |
Security Profile Name I j

(note: do not specify anything in the Consumer Policy set and Bindings fields)

13. Save the bar file (ctrl —s)

14. Close the bar file editor.

15. Deploy the bar file to IBLONODEP.PROVIDER.

16. In the Integration Nodes window, navigate down to the EmployeeService and highlight the
service by clicking on it. In the properties tab, make sure the “Service URL” is now using
“https” and the port the service uses is “7848”:

— g — =
&al i |fal (=0 o | = O _( = Properties 532 ﬂf_\ Problems | oF Outiine | vz Tasks| = Deployment Log| i
[ —
= 0 || Property | value it
(-4 Integration Modes Bl Info
; @ 1B 10NCDE Deployment Time Wed May 20 15:01: 13 BST 2015
| 1B10MODE_CMQ Full Name EmployeeService. appzip
=] i I . .
é 1B 10NCDE_PMQ Last Mo.dlﬁed Wed Melny 20 14.c5|3.4DI BST 2015
& 1B10NODEC Operations getEmployee, updEmployee .
| B4 CONSUMER Service Query URL https: {192, 168,59, 215: 7848 /EmployeeService Pwsdl
= Service URL https://192.168.59. 215: 7848 /[EmployeeService
=4 1810NODEP
i = Keywords
¢z, PROVIDER BAR C: fworkspaces/\WSSEC/EmployeeService ManualBuilldEmployeeService. bar
@ Err||:|Iu:rg,'r:ESEr'u-iu:F-i VERSION
[#=), EmployesServio terface

(EmployeeService is now running on an https connection).
Write down (or copy using ctrl ¢) the Service URL, you will use this in the next section:

Service URL :
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9.2 Call the Provider using HTTPS and Client authentication

There is no requirement to configure the HTTPSConnector on the consumer side. However you will
need to modify the following details on the SOAP Request node in the JSON client:

a) the Web service URL

b) the SSL client authentication key alias

Both are on the “HTTP transport” tab on the SOAP Request Node Properties.

1. Openthe EmpServ_JSON_getEmployee message flow.

2. In the message flow double click on the getEmployee_EmployeeService sub flow.

3. Inthe sub flow, click on the Soap Request node called “Request”:

[=

J Flow Exerciser: 1 J & 8

=1zl EmpServ_JSON_getEmployee.msgflow [ ‘=z getEmployee_EmployeeService_EmpServ_JSON_getEmployee.subflow &3 j

i

1) ~<
in x fault
Extract failure

]

getEmployeeResponse

Graph | User Defined Properties

—

4. In the properties tab, click on “HTTP Transport” to show the Web service URL settings.
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5. Make the following changes:
a) SetWeb service URLto: https://localhost:7802/EmployeeService
b) Set SSL client authentication key alias to : consumercert

Note that the target port, 7802, is owned by the TCP/IP Monitor. This will forward the
request on to the ultimate destination, on port 7848.

£ Properties 52 Ef,_\ Preblems EE Cutline \f__" Tasks [ Deployment Log El_ TCP/IP Monitor =

%% SOAP Request Node Properties - Request
Description
Basic Web service URL* l'yl https: flocalhost: 7802/ EmployeeService
HTTP Transport rverbath/fa/Service
JMS Transport Request timeout {in seconds) I 120

Me: e Deliver

= E HTTR(S) proxy location I

Transactions
T Protocol {if using S5L) ITLS
WS Extensions Allowed S5L ciphers (if using 55L) |
e SSlE S Use compression Inone

Parser Options

Validation

Accept compressed responses by default [
Enable 551 certificate hostname chedkj

Monitoring

S5L dient authentication key ali I consumercert

Enable certificate revocation list che

6. Save the sub flow (ctrl S).
7. Close the subflow and message flow editors.
8. Open the “ManualBuild_EmployeeService-JSONCIlient” bar file and click the prepare tab.

9. Click the Build and Save button to rebuild the bar file.

'?EI ManualBuildEmployeeService_JSONClient.bar £3 l 2

Prepare

Select deployable resources to include in the BAR

Deployable Resources EE' Build and Save...

Select an application to package all its contained resources. Resources within an application are isolated from other
applications.

& Applications, shared libraries, services, and REST APTs {0 Message flows, static libraries and other message flow dependencies

Text filter: |ty|:|e filter text

- & services -
B~ [E] Employeeservice

- Applications
EmployeeService _JSOMClient
Shared Libraries LI

4] |

Prepare | Manage | User Log | Service Log | %
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10. Click the manage tab, navigate down to the message flow called
EmpServ_JSON_getEmployee.msgflow
Click the message flow name, then click the properties tab.
11. Inthe “Configure” (horizontal) tab, use the Edit button to reset the Consumer Policy Set and

Consumer Policy Set Bindings values to myConsumerPolicySet and
myConsumerPolicySetBinding respectively:

El Properties &3 I Ef._ Problems| EE Duﬂine| o Tasks| & Deployment Log = ~ =

EmpServ_JSON_getEmployee.msgflow
|

£

@nﬁgure _J Configure properties of selected built resource.
piochinad Memaoement Consumer Policy Set | myConsumerPolicySet
Details

Consumer Policy Set Bindings | myConsumerPolicySetBinding
Coordinated Transaction |

Profile Mame |

Provider Policy Set

Provider Policy Set Bindings

(do not specifying anything in the Provider Policy settings).
12. Save (ctrl-s) and close the bar file.

13. Deploy the bar file to IBIONODEC.CONSUMER.

The JSON client is now configured to request the EmployeeService on an https connection and pass
“‘consumercert” as credentials to authenticate with the service. The Policy Set configuration is (still)
set to partially secure the message response from the EmployeeService, however the remaining part
of the message content response and the request from the JSON client would otherwise be in the
clear.

The TLS configuration will ensure the data exchanged between the consumer and provider is not in
the clear.
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9.3 Test TLS scenario

The JSON client is now configured to request the EmployeeService on an https connection and pass
“consumercert” as credentials to authenticate with the service. The Policy Set configuration is (still)
set to partially secure the message response from the EmployeeService, however the remaining part
of the message content response and the request from the JSON client would otherwise be in the
clear.

The TLS configuration will ensure the data exchanged between the consumer and provider is not in
the clear.

9.3.1 Reconfigure the TCP/IP Monitor properties

The connection between the Consumer and Provider is now secured using TLS. This means that the
TCP/IP Monitor will not be able to detect that the transmission is using http. To accommodate this
change, you will need to reconfigure the TCP/IP Monitor.

1. Inthe TCP/IP Monitor window, right-click and select Properties.

] Properties EL Problems EE Outline = Tasks [ Deployment Log ETCF‘;’IF‘ Manitor &3
T —
te-lal localhost: 7848

2. Stop the current Monitor:

o]
""" TCP/IP Monitor TCP/IP Monitor

Configure TCP/IP monitors on local and remote ports.,
[¥ Show the TCP/IP Monitor view when there is activity

TCP/IP Monitors:

Host name = Auto-start Add...

Stopped | localhost: 7848 CP/IP 802
Edit... |

Remaove
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3. Click Add to add a new monitor.

Set the following values:
e Local monitoring port: 7802

e Host name: localhost
e Port: 7848
e Type: TCP/IP

Click OK, then Start the Monitor.

Click OK to close the Properties window.

x

Local monitoring port: I Faoz2 j
— Monitor
Host name: | localhost
Fort: I 7543 :II
Type: il
Timeout (in miliseconds): I ] ﬁ
[~ Start monitor automatically

Ok I Cancel

9.3.2 Send a message using SOAPUI

1. Inthe SOAPUI window click the green arrow to send the message again.

" EE Employee 000010

Method /Endpoint \ Resource %
® "= [PDST \(_] |htn:-:fﬂocalhost:]'8[]1 /‘ IV] |,.'empSeerIient_cletEmployee g
J'S-Fg" t: x:: urig |E| v A @ ;/_}zlc_ <data contentType="text,xm

E Mame | Value | Style | Level /%T

w

% L'}

o -

=

=

T

/_

=

m

o

i aa e aw \-..—ﬂ-'
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2. The request should respond successfully (click the “JSON” tab to see the response data).

15 {"ErployeeResponse™: |
= "DEResp": {

"TzerReturnCode™ :

L R

"Rowshdded™: 0,
"RowsUpdated™: O,
"RowsDeleted": O,

1 o 1 ks

| Riawa | HTRIL | JSOM| %ML

[T B ]

e

"EMPLOYEE™: {
"EMENO™: "O0000l0™,
"FIRSTHME™:
"MIDINIT": "I™,
"LASTHAME™:
"WOREDEPT™:
"EHONENO" :
"HIREDATE™:
"JOB": "PRES ",
"EDLEVEL": 18,
"SEX": "F",
"BIRTHDATE™:
"SALARY™: 152750,
"BONUS™: 1000,
"OOMM™: 4220

O T
|

1 o 1 ks

"ROOT,

"3978",

Ld B = O > o

[= Ty I

[ L T % N S R U S R % T o R LS I B i T R e
1

[KF]
fa—
fa—

9.3.3 Verify the test in the TCP/IP Monitor

1. Switch to the Monitor.

"RowsRetrieved™: 1

"50LCode Errorfode™:
"EgLitate_ SOLState™:

"50L Error Message™:

"HLRS™,

war

war

"CHRISTIMNE™,

"1535-01-01",

"1383-08-24",

This time, with TLS, there will be no evidence of the data or protocols that the Consumer and

Provider have used to talk to each other. Nothing will be “in the clear”.

However, you will see that several thousand bytes have been sent and received.

1l Properties i Problems 5F Outline <% Tasks [ Deployment Log B TCP/IP Monitor £3

Ea localhost: 7302
; _@_ localhost: 7848

Request: localhost: 7802 + | Response: localhost: 7348

Z Al T=0
Time of request: 2:55.43.454 PM
Response Time: 78 ms
Type: TCP/IP

Size: 4192 (4192) bytes Byte Size: 4924 (4924) bytes Byte =~
Header: 1L Header: 11
Encoding: IUTF-B 'l Encoding: |<None> 'l

L A+t -

End of Lab
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10. Appendix

10.1 Defining the self signed certificates used in this lab guide

The self-signed certificates used in this lab guide were created using the Open SSL package.

A key and self-signed certificate were first created for a Root Authority called rootCA.

Private keys and certificates (signed by the rootCA) where then created for use by the consumer and
provider.

These were then saved as in PKCS12 format before being imported into the JKS key stores used by
the IBM Integration Servers.

The following section outlines the commands that were used to create the rootCA and consumer
certificates.

The provider certificates were created in the same way as the consumer certificates.

10.1.1 Preparing your openssl environment:

1. Install OpenSSL. (the details in this section were done on SSL Light downloaded from the
openssl.org web site)

2. If you are using windows, and you see an error stating that the openssl.cfg file cannot be
located, you will need to set an environment variable OPENSSL_CONF, the variable needs
setting to (by default C:\OpenSSL-Win32\bin\openssl.cfg”)

3. Ensure the OpenSSL application can write to the directory you were using the openssl.exe
file in. In windows open a command prompt with the “Run As administrator” option.
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10.1.2 Create the RootCA:

1. Enter the command to create an RSA 2048 bit key:
C:\OpenSSL-Win32\bin>openssl genrsa -out c:\sample\rootCA.key 2048
The response will be similar to the following:
Loading 'screen' into random state - done
Generating RSA private key, 2048 bit long modulus

CoHH
e is 65537 (0x10001)

C:\OpenSSL-Win32\bin>

This will create a private key called “rootCA.key” in C:\sample which we can now use to base
the certificate requests on.
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2. Now create the certificate request:

openssl req -x509 -new -nodes -key c:\sample\rootCA.key -days 2048 -out
c:\sample\rootCA.crt

The response to the command does require input, the input in the following is in the larger
text:

Loading 'screen' into random state - done

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU] :GB

State or Province Name (full name) [Some-State] .warwickshire
Locality Name (eg, city) []:warwick

Organization Name (eg, company) [Internet Widgits Pty Ltd]:ilﬂﬂ
Organizational Unit Name (eg, section) [] :betaworks

Common Name (e.g. server FQDN or YOUR name) [] :rootCA

Email Address []:

At the end of this command you have a certificate request for the rootCA
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10.1.3 Create the signed CONSUMER cetrtificate:

1. Enter the command to create an RSA 2048 bit key:

C:\OpenSSL-Win32\bin>openssl genrsa -out c:\sample\consumer.key 2048

The response will be similar to the following:
Loading 'screen' into random state - done
Generating RSA private key, 2048 bit long modulus

s

e is 65537 (0x10001)

C:\OpenSSL-Win32\bin>

This will create a private key called “consumer.key” in C:\sample which we can now use to
base the certificate requests on.
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2. Create the certificate request for the consumer
openssl req -new -key c:\sample\consumer.key -out c:\sample\consumer.csr

The response to the command does require input, the input in the following is in the larger
text

Loading 'screen' into random state - done

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:GHB

State or Province Name (full name) [Some-State] .warwickshire

Locality Name (eg, city) []:Warwick

Organization Name (eg, company) [Internet Widgits Pty Ltd]:ilﬂﬂ

Organizational Unit Name (eg, section) [] :betaworks

Common Name (e.g. server FQDN or YOUR name) []:Consumer

Email Address []:

Please enter the following 'extra' attributes
to be sent with your certificate request
A challenge password []:

An optional company name []:
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3. Now generate the consumer signed certificate using the rootCA certificate and key:

openssl x509 -req -in c:\sample\consumer.csr -CA c:\sample\rootCA.crt -CAkey
c:\sample\rootCA.key -CAcreateserial -days 2048 -out c:\sample\consumer.crt

Response:

Loading 'screen' into random state - done

Signature ok
subject=/C=GB/ST=warwickshire/L=warwick/O=ibm/OU=betaworks/CN=consumer

Getting CA Private Key

4. Store the key and certificate in PKCS12 format to enable import into JKS key stores used by
IBM Integration Bus.

openssl pkcsl2 -export -in c:\sample\consumer.crt -inkey c:\sample\consumer.key -out
c:\sample\consumerkeystore.pl2 -name consumercert

Response:
Loading 'screen' into random state - done
Enter Export Password:

Verifying - Enter Export Password:

Give the PKCS12 format file a password as part of the response otherwise the import will fail
when you come to import the key.

10.1.4 Import the keys and certificates:

The following section show how you to import a key saved in PKCS12 format into a JKS key store
used by IIB.
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2.

3.

4,
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Using IKEYMAN, open the Consumer key store:

IBM Key Management

Key Database File Create View Help

Key database information
DB-Type:

File Name:

Token Label:

Key database content

Personal Certificates

P e o

|V‘ | Receive...

|v|

Key database type |JKS

File Hame: |ConsumerKeyStore.jks

[castugent1owvsSecuritikeystores |

Location:

Delete

Import...

Recreate Request...

Rename

When prompted, enter the password specified for the key store:

| Password Prompt x|

Password: |o.......| |

D i P oo e P e e A P e i P (e P, PP 0, A P ey o Pt o i P e

Once the keystore is open click the Import button (if there are keys already stored in the key

store this will also appear as an Import/Export button):

Browse for the consumerkeystore.p12 file that you created in the previous section:

Choose Action Type
) ExportKey ® Import Key

‘PK{:S1 2

‘v|

|

Key file type
File Name: |consumerkeyst0re.p12 | Browse...
Location: |c:|.sample |

o] oot
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5. Key in the password you defined for the PKCS12 file:

| Password Prompt x|

Password: |o.......| |

| 0K || Reset H Cancel ‘

6. Click “ok” on the “Change Labels” screen:

|
Would you like to change any of these labels before completing the import process?

Select a label to change:

] Cancel
consumercert

Enter a new label;
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7. The consumercert certificate and key will be imported into the key store:
|EJ IBM Key Management - [Z:\Z\sample\ConsumerKeyStore.jks] 101 =l
Key Database File Create View Help
'] -
D H % R
Key database information
DB-Type: JKS
File Name: Z'\Z\sample\ConsumerkeyStore jks
Token Label:
Key database content
Personal Certificates |~ | Receive... |
consumercert | Delete ‘
| View/Edit... ‘
| Exportiimport... ‘
| Recreate Request... ‘
| Rename ‘
| New Seli-Signed... ‘
| Extract Certificate... ‘
ITIIe requested action has successfully completed! |
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8. Take a look at the certificate, click the View/Edit button when the consumercert is

highlighted:
Key information for [consumercert] |
| consumercert
Key Size: 2048
Certificate Properties:
Version: X509W1
Serial Number: 00 FD 60 9E DD B2 DAE2 19
ssued to: \\
Ch=consumer, OU=betaworks, O=ibm, L=warwick, ST=warwickshire, C:Gv
Issued by: \
Ch=rootCA, OU=betaworks, O=ibm, L=warwick, ST=warwickshire, C=GB )
Validity: Valid from 16 January 2015 to 25 August 2020
Fingerprint { SHA1 Digest):
SC:EC:T3M18:21:7B:FF:14:E4:0D:86:F 5:9A:55:C2:B2:0F:50:51:5D
Signature Algorithm: SHA1withRSA (1.2.840.113549.1.1.5)
Subject Alternative Names:
Email Address:
IP Address:
R 1 ¥ T
Notice:

1) the Distinguished Name defined in the “Issued to” field reflect the details you
entered when creating the consumer certificate request in OpenSSL

2) the Distinguished Name defined in the “Issued by” field reflect the details of the
certificate Authority (rootCA) which signed the consumer certificate request in
OpenSSL.

9. You can now Extract the Certificate as an “.arm” file enabling you to then “add” it (for
example) to trust store used by the provider (enabling an integration server used as a
“provider” to trust certificates sent from an application running on the integration server used
as a “consumer”).

Similarly it is likely that you will need to configure a “consumer” to trust responses back from
the provider (in this case you would “Add” the extracted provider certificate as a signer to the
“consumer” trust store).

The key stores and trust stores used throughout this lab guide were set up and configured
using the above techniques.
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10. In order to avoid certificate verification chain errors you will also need the rootca certificate

defined in the key store. Add (as a “Signer certificate”) the rootCA.crt file created in Open
SSL to the key store:

Key database information

DB-Type: JKS
File Name: Z\Z\sample\ConsumerkeyStore jks
Token Label:
{’ \ Key database content
|Signer Certificates ‘ - | ‘ Add... |
rootca ‘ Delete |
| View/Edit... |

B S e e e i o e e o e e, e e P

e o A L A e e

11. If you look at this certificate using the View/Edit button you will see the details of the
Certificate request for the “mock” root certificate authority you specified in “open SSL” above:

Key information for [rootca] x|
| rootca
Key Size: 2043
Certificate Properties:
Version: X509 V3
Serial Humber: 00D C9647F DD F5 E8 BE 25
Issued to: \

CM=rootCA, OU=betaworks, O=ibm, L=warwick, ST=warwickshire, Csz

ssued by: ™

CM=rootCA, OU=betaworks, O=ibm, L=warwick, ST=warwickshire, C=GEI)

Validity: Valid from 16 January 2015 to 25 August 2020
Fingerprint (SHA1 Digest):
F1:5B:0E:2C:11:3F:63:47:24:14:2F:F9:5F:E2:24:ED:20:03:01:FC
Signature Algorithm: SHA1withRSA (1.2.840.113549.1.1.5)
Subject Alternative Names:
Email Address:

IP Address:

DNS Hame:

End of Lab Guide
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