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1. Introduction

This lab guide builds on the Integration with IBM APl Connect basic lab, by showing how rate limits
defined for a product plan in API Connect can be used to limit traffic through the DataPower Gateway
from an application subscribed to that plan.

In practice, plans with different rate limits may be created as tiered offerings with different pricing, so
that plans with higher rate limits cost more to subscribe to than those with lower limits.

In order to apply rate limits, the REST API configuration in APl Connect first needs to be changed by
enforcing the use of credentials to identify and authenticate the application, which is done in this case
by specifying the use of a client ID and client secret in the query.

Another way of enforcing rate limits is then shown, this time using a Workload Management Operational
Policy within 1IB.
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2. Tasks

In this lab, you will perform the following tasks:

Within API Connect, as the APl Manager:

1) Complete configuration of the REST API including requirement for credentials* to access the
REST API

2) Create an application and subscribe it to a use plan within the product

3) Specify a rate limit for the use plan and test the REST API again.

As an APl user

Run the following load tests using SOAP Ul for the following:

1) Published REST API with (new) rate limit in the APl Management use plan, to demonstrate
limits enforced by the DataPower Gateway at the application level

2) Deployed REST API with rate limit enforced by WLM

*Applications’ Credentials
o Client ID: identifies applications that are making API calls so that application-specific quotas
and statistics can be monitored, displayed, and enforced.
e Client Secret: used, like a password, in conjunction with Client ID.

Please note: this lab guide makes use of cloud-based IBM Bluemix services which are subject to
change at any time. Whilst this document is updated from time to time to reflect these and other

changes, it may not be fully up to date and therefore you may need to adapt the instructions it
contains accordingly.
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3. Add credentials to the REST API

In order to identify and authenticate subscribing applications, it is necessary to add this requirement in
the API configuration.

1. If you are still logged into API Connect from before, then skip this step.

Otherwise, go to https://new-console.eu-gb.bluemix.net/apis/apiconnect

Log on with your IBM ID and password.

You are now logged on to IBM API Connect as an APl manager.

Click on the menu symbol (E ).

3. Then click Drafts:

(”'"# IBM Bluemix

A Back to Overview

+ Favorites -

e Dashboard

# Drafts

2, Admin

4. Atthe next screen, click APls:

# Products £ APls

5. Click on the HR Department and Employee Services API.

W, Try the develaper toolkit

# Products o8 APls
@ Add =
Title Last Modified Type
[ HR Employee and Department Services 3.0.0] 5 minutes ago REST * i'
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6. Navigate to the Security Definitions section and click the + sign

<Al APIs & Design <« Source = Assemble OB
Consumes -

S Security Definitions
Lifecycle No security definitions defined

Policy Assembly

I Security Definitions ‘

Security ®

Mo security definitions available

Security

Pronarties

7. Select API Key

AP| Key

Basic
OAuth

@
8. Check the Parameter name is as shown below and change the name the of the API Key to
Client ID.
Client ID (AP Key)

Mame
Client ID

Parameter name

X-1BM-Client-Id

Located In

Header

9. Change the location to Query so that credentials can be appended to the REST API request.

Client ID (API Key)

Name

Client ID

Parameter name

client_id

Located In

Query

Description
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10. Add another security defintion:

Security Definitions

Client ID (API Key)

Name
Client ID

Parameter name

client id

Located In

Query

Nescrintion

11. Check the Parameter name is as shown and this time, call it Client Secret.

Security Definitions

Client Secret (API Key)

Mame
Client Secret

Parameter name

X-BM-Client-Secret

Located In

Header

12. Change the Located In entry, as before, by selecting the down arrow and changing the

setting from Header to Query.

Client Secret (API Key)

Mame

Client Secret

Parameter name

client_secret

Located In

Query

Description

13. Navigate to Security and click + to add these Security Schemes.

Security

Define security requirements for the API. Multiple alternative sets can be defined, any one of which can be

satisfied to access the AP
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14. Select these schemes

Security ®

Define security requirements for the API. Multiple alternative sets can be defined, any one of which can be
satisfied to access the APL

Option 1 Client Secret (APl Key) Client ID (API Key)

15. Now click the save symbol at upper right:

<Al APIs ® Design <> Source =2 Assemble B
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4. Create application and subscribe it to use plan

Nov 2016

Navigate to the Dashboard and click on the Sandbox catalog icon.

Click on Community.

A = Sandbox

< Products ~ Approvals 4 Analytics & Settings

<« Dashboard

Title

Employee Employee:1.0.0

Then click Applications followed by Add.

A = Sandbox

<« Dashboard + Products

~ Approvals 22 Community

Developer Organizations

< Applications

Subscriptions

Application &

There are no applications in this catalog

Provide a title for the new application and click Add.

New application

Create a new application in the current provider organization.

Title *

employee-app

Description

Cancel Add

Integration with IBM API Connect - Advanced Version 10.0.0.6
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5. Aclient ID and secret identifying the application will be displayed. Copy these details to a Notepad
You will not be able to view the secret again once this window is closed. Click Done when you
have finished.

New application

Create a new application in the current provider organization.

Title *
employee-app

Description

Please take note of the client ID and secret for this new application. Store the
secret somewhere safe as it cannot be retrieved again.

Client ID: 02ae5eaa-1162-4cad-af41-69b2c2ealliy
Client secret RYmIviMEDT3rX6hS5kX6hB4i00pGarEEDY1eK2IA4IE2DADCO

Cancel Done

6. Inthe application view, click the 3 dots symbol next to the new application and select Subscribe
to a plan.

Status

7 (dev-uk)Active E]

[Subscribe to a plan ]

Suspend application

Show developer arganization

Show subscriptions

Delete application

7. Highlight the Default plan provided with the Employee product and click Subscribe.

Subscribe to a plan

Flans

Employee 1.0.0
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8. Click on the menu symbol at top left, then Drafts and navigate back to your REST API and click

on it.
® Products o5 APls
@ Add
Title
[ HR Employee and Department Services 3.0.0 ]
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5. Test REST API with credentials

1. Click the Assemble tab.

HR Employee and Department Services 3.0

<Al APls & Design <» Source = Assemble

2. Click the arrow button to start the test.

<1 Pk Q,

n i

3. The test details are summarized. Click on Republish Product.

Test x

Setup

Sandbox, Employee 1.0.0, using automatic

subscription

[| Republish product || | Change setup

4. Now choose an operation to invoke by clicking the down arrow at the right.
Operation

Choose an operation to invoke:
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5.  Scroll down and choose the get /employees/{employeeNumber} operation.

SULICT IR

FY
Republish product| |Change setup|

F

get femployees/{employeeNumber}

put femployees/{employeeNumber}
delete /employees/{femployeeMNumber)

get femployees/{employeeNumber}/department

6. The Identification section is used to identify the calling application.

A test client ID and secret are provided automatically, but we will not use them, because these are
not for an application associated with the product. Delete these and enter the client ID and secret
you saved earlier when you created your application.

Test

ldentification

Client ID

(02ae5eaa-1162-4cas-af41-69b2c2ealf77 |

Client secret

[sesesseccseasecssccsncesscascnssens
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7. Now, under the Parameters section, enter an employee number to retrieve, e.g. 000010 and click

Invoke.

Parameters

0000110

Generate

D Repeat

Repeat the APl invocation a set number of times, or
until the stop button is clicked

Invoke

8. If successful, you will see returned data in the body of the response:

Test

Body:

{
"DBResp™: {
"UserReturnCode™: @,

"RowsRetrieved”:

1
"Employee™: [

{
"EMPNO™ :
"FIRSTNME"
"MIDINIT":
"LASTNAME™:
"WORKDEPT"
"PHONENO" :
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6. Determine URL of published REST API

1. Navigate to the Dashboard and click on the Sandbox catalog icon.

2. Click on the Sandbox icon and then Settings.

¢Dashboard # Products ~ Approvals 22 Community ih Analytics £ Settings

3. Select the Endpoints option from the menu at the left and note the APl Endpoint Base URL.

< Dashboard # Products ~ Approvals 2 Community i Analytics 2 Settings
Info API Endpoint
Gateway [Base URL: hitps://api.eu.apiconnect.ibmcloud.com/matthewboultukibme om-dev-ukisb ]
Endpoints Custom Gateway URL
Portal
Permissions Custom API URL
Extensions
Portal AP| Endpoint
Hostname for Develcpe' Portal API Calls
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4,

The published URL will be of the form.

<API Endpoint Base URL>/HR_ Services/resources/employees/
{employeeNumber}?client id=<client ID>&client_secret=<client secret>

Construct a URL in this form, using the API Endpoint, client ID and client secret (saved in the last
section), and a test employee number.

An example is:

https://api.eu.apiconnect.ibmcloud.com/
iibtester99workshop-dev/sb/HR_Services/resources/employees/000010
?client id=756566f7-4fee-45a9-afda-9c79ab8dbecc

&client secret=R5bB2aE8vC5iG20J7kU7vS3kN6eI2qJ3yJ4gM6cSTwH1xG8mJ1

To help you do this, we have provided the following template file for you to edit:

C:\studentlO0\IIB APIC\resources)\
Published APT with Credentials_ template. txt

Try this from a browser and you should see a response showing the relevant employee’s details:

ntegrationibmcloud.com:15214/HR_Services/resources/employees/000010 - Search * E ‘ ‘ﬁ’ 4 * |- E

{"DBResp":{"UserReturnCode":0, "RewsRetrieved":1}, "Employea":
[{"EMPNO":"000010", "FIRSTNME" : "CHRISTINE", "MIDINIT" :"I", "LASTNAME" : "HAAS", "WORKDEPT" : "A00", "PHONENO" : "3978", "HIREDATE" : "1995-01-0

1T00:00:00%", "JOB": "PRES
", "EDLEVEL":18, "SEX":"F", "BIRTHDATE" : "1963-08-24T00:00:00401: 00", "SALARY":1.5275E+5, "BONUS" : LE+3, "COMM": 4.22E+3} ]}

Copy the URL for future reference. Keep the browser tab open — you will need it again.

In another browser tab, paste the URL again, but change the client secret slightly. You should see
an error message, like this:

—<errorResponse>
<httpCode=>401</httpCode=>
<httpMessage>Unauthorized</httpMessage>
<morelnformation=Invalid client id or secret.</moreInformation=
</errorResponse>
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7. Apply a rate limit to the product plan

So far, access has been restricted by use of Client ID and Client Secret. If these details are incorrect,
then the requested query will not work, as we have seen earlier.

Now we will apply a limit to the number of valid transactions that can be accepted in a given period of
time. This is the rate limit.

: =
Go to the product view under the menu ( ) then Drafts and click on the product.

# Products o2 APls

@ Add

Title

Employee 1.0.0

2.  Navigate to the Default plan in the Plan section and click the twisty as shown.

&+ = Employee1oo

< All Products & Design <» Source
All developers will be able to see this product
Info
Contact
License

Terms of Service
Visibility APls
APls

oy d Senvic
HR Employee and Deparme. . HR Employee and Department Services  3.0.0

Plans
Default
Plans
Pefault
Jo approval required, 5 requests every minute
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3. Add a rate limit by clicking the plus symbol as shown.

Default

Rate limits (calls / time intewal]

Lnlimited

4. Now, set a rate limit of say 5 calls per minute and enforce a hard limit.

Default Description

Rate limits (calls / time interval) ()

rate-limit-1 5 =1 = Minute - Enforce hard limit

5. Save the plan settings in the product by clicking the save symbol at the top right:

olg |-

6. Then restage the plan by clicking as shown.

ol -

7. Select the Sandbox catalog from the option provided.

This will result in a message to say that the product has been staged. This can be dismissed.

= p_employee (version 1.0.0) has been staged in Sandbox a few secods ago X

8. The product has been staged and now needs to be rublished again. Navigate to the

Sandbox catalog by clicking on the menu icon (
Sandbox icon.

) then Dashboard and then click on the
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9.

10.

11.

12.

The product view will be shown. Click on the dotted menu symbol at the right and then select
Publish.

per toolkit @ Explore

«Dashboard # Products « Approvals ax Community b Analytics & Settings

Title State

Employee Employee:1.0.0 Staged 2 minutes ago B

Fublish

Edit visibility

Product analytics
Approval history

At the next window, accept the defaults and click Publish.

Edit visibility and subscribers

Employee Visible to: Subscribable by:
Public (Developer Portal) - Authenticated (Developer Portal) -

All developers will be able to see this product All authenticated developers in consumer
organizations who have signed up for this developer
portal can see this product

The plan state should now be changed:

State

Published a few second... see

Test the published REST API URL from a browser window again repeatedly. If you exceed the
rate limit you have just specified, you should see a message like this:

—<errorResponse=
<httpCode>429</httpCode>
<httpMessage>Too Many Requests<’httpMessage>
<morelnformation>Rate Limit exceeded</morelnformation>
</errorResponse>
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8. Call published REST API from SOAP Ul

In this section, you will make requests to the published REST API from SOAPUI. (SOAPUI can be used
to test REST APIs as well as SOAP APIs).

8.1 Request from SOAPUI

1. Locate and start SOAPUI from the Start Menu.

2.  Click on File, then New REST Project.

3. The New REST Project dialogue will open. You must specify an example of the URL of the
operation in the published REST API. Use the URL you used when you tested the published
REST API in a browser, with this format:

https://<API Endpoint Base URL>/HR Services/resources/employees/
{employeeNumber}?client_id=<client ID>
&client_secret=<client secret>

Click OK.
9 New REST Project x|
Hew REST Project ﬁ)
Creates @ new REST Project in this workspace

URL: :https: {/api.eu.apiconnect.ibmcloud.com/matthewboultukibmcom-dev-uk/sb/Ti

| o] | cancel | | Import WADL...

4. A new REST API project will be created and within it, a new request:

=B REST Project 1
E}---I https://api.eu.apiconnect.ibmcloud
=0 000010 [/matthewboultukibmc

[=h-SET (YU

- FF Request 1 -
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5. The new request will appear as follows. Click on the play button (green arrow) on the

request.
S5 Request 1
" Method Endpaint Resource
> = [GEF '] |htms:,|’,|’api.eu.apiconnect.ibmdoud.com ['] |,|’matihewbouImkibmccm-deu-uk..’sbIHRjervicesfresourcesfemployeesfﬂ[)[)[)10
= £
R R L S v e NE
a_ s
z Name | Value | Style | Level z
= o
o
o o
=
ey
=
o
o

6. The results will be displayed on the right.

Click the JSON tab to make sure the data is shown in JSON format.

| el el
ka

x

;
L

1 & A

LI ol el T T el
[T =]
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"MIDINIT":
"LASTNAME" :
"WOREDEDT™ :
" DPHONENO™ :
"HIREDATE"™:

" JORY -

;”_T
=| 181
/Z— 21 "DEResp": {
3 3 "UserReturnCode™: 0,
4 "DowsRetrieved™: 1
0
=| 2 I
E| - -
T | &d "Erployee": [ {
f;' 7 "EMENQ™: "000010™,
2 B "FIRSTHME™ : "CHRISTINE"™,

wpe
nEzRE"
nano",

"3578",
"1535-01-01T00-00:002",

"PRES

"EDLEVEL":

"SEX":

13,

wET,

"BIRTHDATE™:
"SALARY™:
TEONUEM:
20 OO -
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8.2 View throughput for published REST API in 1IB Web Ul

The web user interface for an integration node can be used to view throughput information for a REST
API.

1. Inthe Integration Toolkit, navigate to the Integration Nodes view. Right click
TESTNODE iibuser, and click on Start Web User Interface:

%} Mew Integration Server

& Stop
@1‘* Refresh
£ Change

Eoln.. 2 Eoln.

K Delete

- [E'Q. Start Web User Interface J
Eh_fdg Integration Mo

-5 TESTNODE % Open Policy Sets
(S B TESTTIODE _iibuser
o5, default

A web browser will automatically open showing the web user interface.

2. Inthe web user interface, expand TESTNODE _iibuser to find the REST API that you have
deployed.

Click on the drop down arrow to the right of the HR_Service label. (Do not click on the
HR_Service API!)

Click on Statistics on to enable statistics collection for this REST API:

~ A TESTMNODE_iibuser 55 Overview

=
- SSEWEFS -

v g default -

(El Senvices
+ (= REST APIs ~ Quick Vi

» 52 HR_Sewice v

(7 Applications 7= HR_Service

(™ Libraries
» B Shared Libraries | gtgp

2 Message Flows | gjate

Ee Subflows
= Statistics on i

= Resources
= Statistics off

¥ {5 Operational Policy
Start flow monitoring

A DAk

Stop flow maonitaring
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3. A message will appear after a few seconds to confirm that flow statistics have been
successfully turned on. Statistics will now be collected for all requests made to the published

REST API.

In order to view these statistics, navigate to message flow gen.HR_Service.

Click on the message flow, and then click on the Statistics tab at the right.

Filter Options...

-

~ ([ TESTNODE iibuser =
- 5 Senvers w
- & default =

- .
= Services

- : REST APlIs
- Fg HR_Senice

=l gen.HR_Service - Message Flow

= APl —
(® Libraries
- 22 Message Flows
E

[E= subflows

-

-

= Resources

-

(@l References

- [ |

53 Overview | Statistics I =) Operational Palicy 3 Activity Log

/ Edit
¥ Quick View
Message Flow NHame gen.HR_Service
Version
uuip ciefeact-216f-4a34
Service Trace Level none
Commit Count 1

Short Description
Additional Instances 3

Start Mode Maintained

4. The statistics view is updated every 20 seconds. Use SOAPUI to manually submit several
requests to the published REST API and you should see the statistics view in the web user

interface updated accordingly:

~= gen.HR_Service - Message Flow

Z5] Overview | statistics = Operational Policy ) Activity Log

Flow analysis

Message Rate (messages/s)

14:51:30 14:652:00
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Average 0.03
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9. Load Test published REST API

A load test will be run to show how IBM APl Management can be used to control throughput (at the
application level) so that a backend system such as a database is not adversely affected by traffic
spikes.

Note: throughput is controlled by the IBM DataPower Gateway in the APl Connect environment on
Bluemix,

In order to do this, the rate limit of the APl Connect Default plan will be increased.

9.1 Change use plan rate limit

1. Repeat section 7, Apply a Rate Limit to the product plan, but this time change the rate
limit to 5 requests per second.

2. Testthe published URL in a browser once more, beyond the original rate limit (e.g. 5 calls per
minute) to confirm that the limit has indeed been raised.

ntegration.ibmeloud.com:15214/HR_Services/resources/employees/000010 Search * g U Jv ﬁ 4 *x |- =

{"DBResp": {"UserReturnCode" :0, "RowsRetrieved”:1}, "Employee”:
[{"EMPNC":"000010", "FIRSTNME" : "CHRISTINE", "MIDINIT": "I", "LASTNAME" : "HAAS", "WORKDEPT" : "A00", " PHONENO": "3878", "HIREDATE" : "1985-01-0

1T00:00:002", "JOB": "PRES
", "EDLEVEL":18, "SEX":"F", "BIRTHEDATE":"1963-08-24T00:00:00+01:00", "SALARY" : 1 5275E+5, "BONUS" : 1E+3, "COMM™ : 4. 22E+31] ]
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9.2 Create and run load test

You will now create a Load Test in SOAPUI to demonstrate the new rate limit.

1. Switch back to SoapUl and right click Request 1 in the project tree, and click on Add to
TestCase:

= B} REST Project 1
= X https:/fapi.eu.apiconnect.ibmcoud. co
=[] 000010 [jmatthewboultukibmcom

(=-%€T 000010
L. BE pagy

(I | ———

BE Add to REST mock service  Cul+ Ak-M

Show Reguest Editor Entter

r Request Properties |/ Requ

| | Clone Request =]
Proper
perty Rename F2
Properties Delete Delete
;tartl J = € @ Online Help F1

2. The Create TestSuite dialogue opens. Click OK.

.

Create TestSuite @

o Missing TestSuite in project, enter name to create
I TestSuite |

| ok || concer |

3. The Create TestCase dialog opens. Click OK.

[ Create TestCase @

0 Specify name of TestCase

| TestCasel |

L Ok | Cancel |
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4. The Add Request to TestCase dialog opens. Click OK.

9 Add Request to TestCase

Add Request to TestCase
Specify options for adding the request to a TestCase

[x

(Y
A

Mame: |DUUUlU -Request 1

Close Reguest Window:

Shows TestCase Editor: (opens the TestCase editor for the target TestCase
Shows Request Editor: (opens the Reguest editor for the created TestStep)

Cance |

5. The new TestSuite and associated artefacts now appear in the project tree.

Right click Load Tests in the project tree, and click on New LoadTest.

=B REST Project 1
E} I htips://api.eu.apiconnect.ibmdoud.
© =[] 000010 [fmatthewboultukibmco
Z}-8ET Q00010
. BE Dequest 1
= B TestSuite 1
= & TestCase 1
== Test Steps (1)
P 000010 - Request 1

ol o

dient_id

Raw

dient_se

» Load Tests fn

He..

Pinline Haln =]

-8 Security Ted Mew LoadTest  Crrl-N

O Asser

|| Creates a new LoadTest for this TestCase |
1

6. The New LoadTest dialogue appears. Click OK.

Mew LoadTest

o Specify name of LoadTest

Sl

|LoadTest 1

QK Cancel |
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7. Anew load test appears:
. LoadTest 1
P X EHEHw KB Limit: | 502 [Seconds [ |
Threads: l:@ Strategy Test Delay Random
Test Step | min | max| avg | Iast| it | tps |bytes| bps | err | rat |
000010 -Request 1 o] o] o] o] o] o] o] o] =
TestCase: o] o] o] o] o] o] o] o] o] o]
i g Show Types: [—AII— V] Show Steps:
time 2 | type | step | message 2=
0 entries
LoadTestLog| LoadTest Assertions Setup Script  TearDown Script
8. Change the value of Threads to 1 and the value of Test Delay to 5 (ms). In tests, these
generated a throughput of around 10 requests per second (before rate limiting) for the
duration of the test, which is sufficient for our purposes.
& LoadTest 1 FE B
P X EEHe XD Limit: | 60 =] [Seconds -] | |
Threads: | ll—: Strategy Test Delay | EI aandnm
Test Step | min | max| avg | Iastl cnt | tps |bytes| bpsl err | rat I@
000010 - Reguest 1 0 0 0 0 0 0 0 0 0 0~
TestiCase: 0 0 0 0 0 0 0 0 0 U]
9. Click on the play button on the load test. It will run for 60 seconds by default unless stopped
using the stop button.
You will see the results of the load test update in SoapUl.
LoadTest 1 gt P
P XEE® B @ e[ el s
Threads: Strategy Test Delay Random
Test Step | min | max| avg | Iast| ot | tps |bytes| bps | err | rat [@
000010 - Request 1 88 2206 10... 120 301 9.28 13... 4055 W] 0~
TestiCase: 88 2206 10... 120 301 9.28 13... 4055 W]
-
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10. The statistics view in the web Ul will show that the message rate has been limited by the IBM
DataPower Gateway, as per the limit set by the API Connect product plan for the deployed
REST API.

Note the rate in IIB may not reach the full limit controlled by APIC, if other factors such as
memory and processor provide additonal constraints.

Message Rate (messages/s)
4
Message Rate (messages/s) -
3 Latest 0.00
5 Highest 321
Average 0.94
q Lowest 0.00
]
15:00:00 15:00:30 15:01:00 15:01:30 15:02:00
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10. Load Test Deployed API using [IB WLM

The throughput in the load test in the last section was throttled by rate limits enforced by the IBM
DataPower Gateway, at the application level before traffic reached the local network.

To control throughput for the deployed API overall, we will use a separate workload management (WLM)
policy within 1IB, i.e. at the centre.

1. Open the web user interface for the integration node. Find WorkloadManagement in the
tree on the left under TESTNODE _iibuser -> Operational Policy.

On the drop-down arrow, select Create.

~ (& TESTMODE_ iibuser
r = Sernvers
- (@5 Operational Policy
» % Configurable Services
b = MOEndpoint
3 1 MOTTPublish
b = MOTTSubscribe

#= workloadManagement !

» (F Data LS Workloadllanagement

v &% Security Create

» [l Monitoring
Create

» (B Business
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2. A new WorkloadManagement policy is created and displayed.

Give the policy a name (for example, myPolicy), and set the Maximum rate to 1 message
per second and click the Save button.

Note: in practice, the limit of the backend server (in this case, 11B), could be higher than the

limit of the front-end (APIC). For the purposes of this lab, the 1B limit will be lower than the
APIC limit.

?_I Operational Policy - WorkloadManagement

5 Overview
1)
Policy name myPolicy
* Targets and Limits
Motification threshold - messages per second
Maximum rate I 1 1= messages per second

The WLM policy must be attached to a message flow in order to dynamically configure that
message flow to restrict the rate of requests to the REST API.

A WLM policy can be attached to multiple message flows. If the WLM policy is updated whilst
attached to message flows, all of those message flows are updated when you save the WLM

policy.

3. To apply the WLM policy to the deployed message flow, navigate to message flow
gen.HR_Service and click on the Operational Policy tab:

Filter Options...
x| 7 gen.HR_Service - Message Flow
~ (1 TESTNODE.iibuser  ~ Sloverview = | Statiscs | iz Operational Policy | 5 Activity Log
v (= Seners ~
v & default ~ / Edt
(& Sermvices
v (= REST APIs ~ Quick View
M E HR_Service = Message Flow Name gen.HR_Service
B AP o Version
(B Libraries uuID clefeact-216f-4a34
v Message Flows Service Trace Level none
kd Commit Count 1
» (2= Subflows Short Description
b = Resources Additional Instances 3
v [ References - start Mode WMaintained
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4.  Find the WLM policy you created, and select the radio button. Once the WLM policy is
selected, click on Apply to apply the WLM policy to the message flow. The changes take
effect immediately.

-2 gen.HR_Service - Message Flow

Fa] Oveniew | statistics = Operational Policy B Activity Log

™ Flow Policy 1+ Apply /7 cancel
Available policies Attach policy
Mo attached policy 'S

myPalicy

5.  Run anew load test, repeating the steps in section 9.2, Create and run load test.

6. The statistics view in the web Ul will show that the message rate has been limited as it was
before. In this case, though, the throughput has been limited further, within 11B by WLM.

£ Overdew | Statistics #5 Operational Policy 1 Activity Log

Flow analysis

* Updales from 12:05:33 GMT Standard Time (3 minutes ago). Last updated at 12:09:02 GMT Standard TiF#ee rangs: Smins |~

Message Rale (messagess)
1%

0 Message Rale (messages/s] =~
a Himel 8
ighes!

0.6

04 ARTAgH 0.18
Lowest 000

02

0

12:05:00 12:06:00 120700 1208:00 1209

END OF LAB GUIDE
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