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1. Introduction

This lab guide provides a “hands on” introduction to the IIB support of MQTT and how the IIB V10
Node Policy support can provide a useful way of changing connection specific configuration related to
an MQTT node without the need to redeploy a message flow.

In addition, it showcases two MQTT server technologies:
e the one provided with IBM WebSphere MQ

e IBM MessageSight. This is an appliance designed for the Internet of Things (IoT) and mobile
environments. It provides a secure, DMZ-ready channel for lightweight, rapid, bi-directional
messaging.

1.1 MQTT supportin lIB V10

MQ Telemetry Transport (MQTT) is a lightweight publish/subscribe messaging protocol. IBM
Integration Bus provides built-in input and output nodes for processing MQTT messages.

The MQTT messaging protocol provides robust messaging features for communicating with remote
systems and devices, and also minimizes network bandwidth and device resource requirements.

The protocol is designed for devices in constrained environments, such as embedded systems, cell
phones, and sensors with limited processing ability and memory, and for systems that are connected
to unreliable networks.

MQTT uses the publish/subscribe style of messaging that enables the information provider (publisher)
to be decoupled from the consumer of the information (subscriber). Consequently, the MQTT protocol
is ideal for the machine-to-machine, or Internet of Things, world of communication.

IBM Integration Bus V10 provides support for MQTT through two MQTT nodes:
e MQTTPublish:

Provides an (outbound) interface for publishing data to MQTT endpoints (topic strings)

e MQTTSubscribe:

Provides an (inbound) subscription interface to obtain data from MQTT endpoints.

1.2 Node Policy support in [IB V10

The node policy support provided through [IB V10 allows for connection specific data applicable to
nodes to be changed in real time without the need for development changes and redeployment of an
application or Integration Service. The Node Policy can be generated from within Integration Toolkit.
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1.3 Lab Guide overview

This lab guide provides an outline of how Node Policy support in 1IB V10 can be used to change the
connection specific data in MQTT nodes.

IB10NODE
/ \ MQTT Server on
IBE10QMGR

(R it o o
iy

MQTTPublish

.......>

”2)000’ !

IIB Web Ul |";egfazlon

Polic egistry

Updag; \ / IBM MessageSight appliance
You will:

e Learn how to easily configure sample MQ Telemetry support in WebSphere MQ

e Learn how to configure an IBM MessageSight Appliance so that remote clients can
publish and subscribe to the appliance.

e Create a simple message flow demonstrating how the [IB MQTT Publish node can be
used.

e Generate an MQTT policy, and store it in the 1IB Integration Registry ( 2) in the above
diagram)

e Test how changes in the definition of a policy can affect message flows without the need
to redeploy the flow. In 7) above, MQTT data is first published to WebSphere MQ. After
a change in policy, MQTT data is then published to IBM MessageSight (3) above).
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1.4 Use of IBM WebSphere MQ throughout this lab guide

You will use the MQTT support in IBM WebSphere MQ as an example MQTT server. You will also
use IBM WebSphere MQ to initiate the simple message flow you will create.

IIB V10 support of MQTT does not however have a pre-requisite to use IBM WebSphere MQ.
Any MQTT Server can be used.

1.5 A note on IBM MessageSight terminology

In this lab guide you will use an IBM MessageSight appliance for the MQTT clients to communicate
with. Full guidance is provided within the lab guide on how to configure the IBM MessageSight
appliance. The following section gives a brief overview of the terminology that you will see when using
the appliance:

Endpoints: are the entry points for clients to connect to the appliance on one or all configured
ethernet interfaces, and a specific Port (the value of which can range between 1 and 65535). They
are created on a message Hub, and must have at least one connection policy and one messaging
policy defined/attached in order to work.

Connection policies: define how (and which type of) clients connect to the appliance for example
using JMS, MQTT or both.

Messaging policies: define what clients can do once connected, which resources to use and how to
use them. For example if they are able to access topics, or queues.

Message Hubs: are a method of organizing endpoints, connection policies and messaging policies.

The ability to group endpoints and policies is intended to make management and monitoring of them
easier.
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2. Lab preparation

To run this lab you will need access to an IBM MessageSight appliance. On the June 2014 classroom
machines a VMware copy of the IBM MessageSight appliance has been made available on your
machines so each Lab machine will have its own private copy of the device.

2.1 Finding your IBM MessageSight appliance

This section is only relevant if you are following this lab guide using the supplied VMware machines
for the IBM Integration Bus V10 beta class. If you are connecting to a remote IBM MessageSight
appliance, you should already know the IP address of your appliance, continue to the next section.
The supplied VMware machines are designed for a classroom environment and configured to use
DHCP. You can find the IP address of the IBM MessageSight appliance in your environment using the
following steps:

1. In VMware workstation, the IBM MessageSight appliance will be started (The tab will say
“IBM MessageSight”), select this tab and click the middle of the black background.

If you are prompted to sign on, use “admin” with a password of “admin” to sign on.
At the Console> prompt, type:
status ethernet-interface ethO

The ip address you will need later in this lab is “inet addr:” in the following:

[pl HOST10 7-6-13 L MessageSight

Last login: Twe Jun 11 18:32:26 on ttyl
Welcome to IBM MessageSight
5725-F396
Copyright 2812, 2813 IBM Corp. Licensed Materials - Property of IEBM.
IBM and MesszageSight are trademarks or registered trademarks of IBM, registered
in Many jurisdictions wWorldwide. Other product and service mnames Hight be trade
marks of IBM or other companies.
Console> status ethernet-interface ethd
eth@ OpState: [Upl
generic MTU:1588 carrier:true flags:UP BROADCAST RUNNING MULTICAST
index:5
inet addr:192.168.52.133 flags PERMANENT mask:255.255.255.8
scope :GLOBAL
TNeTh addr. 1ecd...8c.2911.1e11:9f33 flags:PERMANENT
mask: ffff:ffff:ffff:ffff:: scope:LINR
ethernet Link:on MAC: B8:8c:29:ff:9f:33 autoneg:on duplex:Full
port:TP speed:188BMbps
statistics collisions:B@ multicast:8 rx_bytes:4744 rx_compressed:8
rx_crc_errors 8 rx_dropped:8 rx_errors:8 rx_fifo_errors:8
rx_frame_errors:8 rx_length_errors:8 rx_mMissed_errors:8
rx_over_errors:B rx_packets:57 tx_aborted_error=z:8
tx_bytes:2580 tx_carrier_errors:B tx_compressed:d tx_dropped:@
tx_errors:fl tx_fifo_errors:8 tx_heartbeat_errors:B
tx_packets:28 tx_window_errors:8

Console> _
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2. Go back to the IIB V10 VMware machine and type the following in a Firefox browser
(remember to replace your specific IP address if it is different and note its https):
https://192.168.52.133:9087
NB before you can switch from the IBM MessageSight appliance VM, you may need to
release the cursor by pressing <ctrl> and <Alt> keys simultaneously.
3. If you are prompted with the following, choose the option “l understand the Risks” and click
the “Add Exception” button:
T
File Edit View History Bookmarks Tools Help
|‘i:-,Unt'usted Connection | + |
hittps://192. 168. 52, 133:9087 login. htm C | | Bl - cooge P | 4+
Integration Bus Cons... :: WAS Admin Console @ Worklight Console @ Dedision Center Enter... Rule Execution Serve...
gc
] This Connection is Untrusted
iA ‘fou have asked Firefox to connect securely to 192.168.52.133:9087, but we can't confirm that
your connection is secure,
Mormally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place. However, this site's identity can't be verified.
What Should I Do? i
If you usually connect to this site without problems, this error could mean that someane is trying to é
impersonate the site, and you shouldn't continue.
Getme out of here! |
Technical Details
I Understand the Risks
If you understand what's going on, you can tell Firefox to start trusting this site's identification. Even
if you trust the site, this error could mean that someone is tampering with your
connection.
Don't add an exception unless you know there's a good reason why this site doesn't use trusted
identification.
Add Exception_
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4. Click “Confirm Security Exception” on the “add security window”:

x

\ You are about to override how Firefox identifies this site.
; l \ Legitimate banks, stores, and other public sites will not ask you to do this.
.

=

- Server

Location: I ittps:/f192, 168. 52, 133:9087 login. himl Get Certificate I

~Certificate Status
This site attempts to identify itself with invalid information.

Wrong Site

Certificate belongs to a different site, which could indicate an identity theft.
Unknown Identity

Certificate is not trusted, because it hasn't been verified by a recognized authority using a
secure signature.

Il Permanenty store this exception

Confirm Security Exception Cancel
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5. When you see the following sign-on screen, you have confirmed the IBM MessageSight
appliance IP address, book mark the link and note the IP address here:

* k Kk Kk Kk Kk Kk Kk *k k *k * * Kk * *

IBM MessageSight IP address: < >

* % * *x % * *x *x * * *x * * *x * *

) 1BM MessageSight Web UI - Log in - Mozilla Firefox
File Edit View History Bookmarks Tools Help

| N 1BM MessageSight Web UI - Log in | + |

m https: 192,168, 52, 133:908 7 login.him

Pl

Integration Bus Cons... | || WAS Admin Console ﬁﬂ Werklight Console Dedsion Center Enter... Rule Execution Serve...

IBM® MessageSight™

wa and all J
of Oracle

Licensed Materials - Property of IBM. 5725-F36 & Copyright IBM Corporation 201
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3. MQ Telemetry set up

[1B V10 support of MQTT does not pre-req using IBM WebSphere MQ as an MQTT server. The
MQTT server in IBM WebSphere MQ gives a convenient and quick way of providing an MQTT
environment. You will now configure the MQ Telemetry feature in IBM WebSphere MQ. We will use it
as an example of an MQTT server for the [IB MQTT Publish node to communicate with.

The MQ Telemetry feature in WebSphere MQ is enabled at a queue manager level. In this section

you will use the MQ Explorer to enable MQ Telemetry and configure the MQTT Client Utility to
communicate with the queue manager.

3.1 Set up the default MQTT configuration

WebSphere MQ provides a sample MQTT configuration through the WebSphere MQ Explorer. You
will now define this sample configuration:

1.  Open the WebSphere MQ Explorer.

Expand the <Queue Managers><IB10QMGR> and click on the Telemetry Folder:

51 MQ Explarer - Navigator 53 = 5| #) MQ Explorer - Content 32 4 |gv ¥ =0
@S0~ = ——r—
= €23 1BM WebSphere MQ e |
E"E’ é“?‘;;";;gfs Welcome to MQ Telemetry

{2 Queues The MQ Telemetry feature supparts the connection of telemetry devices from the edge of a network, to WebSphere MQ. These telemetry devices

(& Topics range from sensors and actuators, to mobile phones, smart meters, medical devices, vehides, and satellite locations. This connection is made possible
& sub = by the WebSphere MQ Telemetry Transport (MQTT) protocol,

ubscriptions

- Channels MQTT is an open message protocol that enables the transfer of messages from telemetry devices to a message server or vice versa, MQTT is
[ Telemetry designed to run on constrained devices and over constrained networks (for example, low bandwidth, high latency, or fragile networks). Examples of
& Lists constraints on devices indude: Low memory and low processing power.
isteners
(& Services In order for a queue manager to accept connections from a telemetry device, one or mare telemetry channels are needed. Running the Define
(2= Process Definitions sample configuration wizard creates a telemetry channel and starts the MQ telemetry service.
_&5’ Namelists Define sample configuration. .. 4
(= Authentication Information
z IQTT ity...
(= Communication Information B
(= security Polices MQ Telemetry documentation
+~[= Queue Manager Clusters
- IMS Administered Objects MQ Telemetry Service: | SYSTEM.MQXR.SERVICH  Status: [ Not defined
L5 Managed File Transfer

Click on “Define sample configuration”
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2. Review what the sample configuration will define and click Finish:
4F Define sample configuration 10l =l
Define a sample configuration
Setup MQ Telemetry on this queue manager
The following actions will be performed to create the sample configuration. Review these actions carefully as they
will significantly change the configuration and security settings of this queue manager.
« Define the MQXR service |=]
Define the service SYSTEM.MQXR.SERVICE
+ Start the MQXR service
Start the service SYSTEM.MQXR.SERVICE
+ Define the MQXR transmit queue
Define the transmit queue SYSTEM.MQTT. TRANSMIT. QUELE
+ Sets the queue manager's default transmit queue to SYSTEM.MQTT.TRANSMIT.QUEUE
Enables WebSphere MQ applications to send point to point messages to MQTT dients without the need to
create & separate queue manager alias for every dient. Messages destined for MQTT dients are routed
through the MQTT transmit queue on the queue manager to the dient whose dient identifier matches the
lqueue manaager name that the message is sent to,
+ Allow messages to be sent to clients attached to the MQTT Listener
\Add the MQ authority for user "Guest™ to put messages to SYSTEM.MQTT. TRANSMIT. QUEUE
+ Allow publications and subscriptions on any topic
\Add the MQ authority for user "Guest™ to publish and subscribe to the topic SYSTEM.BASE. TOFIC
+ Define a sample telemetry Channel
Define the telemetry Channel FlainText™ _I
w
¥ Launch MQTT Client Utility
l:?:l Finish I Cancel
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3. When the configuration wizard has finished, the Status of the MQ Telemetry Service will

change to “Started” and the MQTT Client Utility will open:

4k MQTT Client Utility -10| x|
File Help
~ Connection

=t Nocalhost | Port: | 1883 =] clientidentifier: | mqtt_BETAWORKSESE10_2

Status: IDisconnected Options... | Connect | Discommech |
—Client histary

Event | Topic | Message | Qos | retained | Time
Yiew messade, .. | Clear history | [T Soroll lode

—Subscription

Topic: I testTopic j

Reguest QoS: ID - At most once

j Subscribe | I_Insul:uscril:uel

Publication
Topic: I testTopic j
Message: Test Message
Qos: IEI - At most once j [ Retained Publish |
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3.2 Test the default configuration with a basic test

The MQ TT Client Utility allows you to publish and subscribe to an MQTT server. You will now use
this simple utility to test the default configuration.

1. Connect to the Queue manager by clicking the “Connect” button in the Utility. The Client
Utility history table will be updated:

&b MQTT Client Utility O] x|
File Help
— Connection
Host: | localhost | Port: [ 1833 ~| Clientidentifier: [matt_BETAWORKSESE10_S
Status: ICunnected | Options... I Zanmeck | Disconnect |
— Client history
Event | Taopic | Message | QoS | Retained | Tirne |
Connected 16/04/14 13:57
YIEW MESSEME, | Clear history | [T Scroll lodk
— Subscription
Topic: I testTopic j

Reguest Qos: IIII - At most once

j Subscribe | Unsubscribel

—Publication

Topic:

I testTopic

=~

Message:

Test Message

Qas:

IIII - At most once

j ™ Retained Publish |

Note: the Port number that is shown the first time you open the MQTT Client Ultility is correct
for the latest set up in your environment. If you close the Client Utility and open it again, it will
default to port 1883. You can check the default configuration port for your environment by
looking for the Telemetry Channel called “PlainText” in
<QMgrName><Telemetry><Channels>.

2. Click the “Subscribe” button (leave the Topic as “testTopic”)

Note the Client Utility history is updated with the status (subscribed).
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3.  Write “Hello World” in the message box in the Publication section and click “Publish.

The Client Utility history is updated with the “Publish” and what was received as part of the

“subscribe”:
4k MQTT Client Utility =10l x|
File Help
~ Connection
Host: |localhost | Port: | 1883 ~| Clientidentifier: [matt_SETAWORKSESE10_S
Status: ICunnected Options... | Commect | Disconnect |
—Client history
Event | Topic Message | QoS | Retained | Time | il
Subscribed opic 0 16/04/14 13:59
Published testTopic Hello Waorld 0 Mo 16/04/14 1401
Received testTopic Hello Waorld 0 Mo 16/04/14 14:01
-
Yiew messane, ., | Clear history | [T Scroll lodk
~ Subscription -
Topic: I testTopic j
Request Qo5: II] - At most once j Subscribe | Unsubscribe |
~Publication
Topic: I testTopic j
M - Hello World
Qos: II] - At most once j [T Retained Publish

4. The MQTT Client Utility and the queue manager is now ready to receive publications from

IBM Integration Bus.
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3.3 Configure a basic MQTT application in 11B
You will now use IBM Integration Toolkit to define a simple application to publish data to “testTopic”.
1. Open the IBM Integration Toolkit.
Create a new workspace called MQTTNodePolicy (use File > switch workspace >other)
Create an Application called “TTPOLICYLAB”.

2. Create a flow called “mqttPublish”:

_ioix

Create a new message flow

Select a container for the new message flow

Container: I'I'I'F‘OLICYLAB ﬂ Mew...

Message flow name: | mqttPublish

Flow organization
¥ Use default broker schema

Schiemar I {default broker schema) j

@j Finish I Cancel
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3. Add an MQ Input node with queue name “MQTT . IN”.

On the MQ Connection tab, set the Destination Queue Manager Name to IB10QMGR.

Add an MQTT Publish node with the following properties:

Client ID: FromMQTT . IN
Topic hame: testTopic
Host name: 1localhost
Port: 1883 (note this may be different in your environment, you can check the default
configuration port for your environment by looking for the Telemetry Channel called
“PlainText” in <QMgrName><Telemetry><Channels>)

Wire the Output terminal of the MQ input node to the Input terminal of the MQTTPublish

node:

*mgttPublish.msgflow 23

EJ Flow Exerciser: i J & E
e @]
MQ Input MQTTPublish)
Graph | User Defined Properties |

T Properties 52 | [ Problems | 0= Outline | v Tasks | [ Deployment L

] MQTTPublish Node Properties - MQTTPublish

Description
Basic

Validation

Policy
Monitoring

Client ID* | FromMQTT.IN
Topic name™ | testTopic
Host name™ | localhost
Port* | 1883

Quality of service™ IIII - At most once

Security identity |

4. Save the mqttPublish message flow.

5. Deploy the TTPOLICYLAB Application to the default server on the TESTNODE_iibuser

node.
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3.4 Test the TTPOLICYLAB Application

1. In WebSphere MQ Explorer, right click on the MQTT.IN queue and choose “Put test
message” from the list of options.

2. Position the MQTT Client Utility where you can see it on the desktop. Ensure you are still
subscribed to the “testTopic”

3.  Write “Hello from MQTT.IN” in the message data:

SI=

~ Put message to:
Queue manager:

| 1B10QMGR
Queue:

|mQTT.IN

Message data:
| Hella from MQTT.IN]

@ The queue which will receive the test message is on this computer. The message will be put directly on the queue.

Put message I Cloze

Click the “Put message” button.
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4. Inthe MQTT Client Utility the “Client history” will update with “Received” in the Event Column
and the text you put to the queue MQTT . IN in the “message” column:
4k MQTT Client Utility =10l x|
File Help
— Connection
Host: |localhost | Port: | 1832 ~| Clientidentifier: [matt_BETAWORKSESE10_5
Status: ICunnected Options... | Zonnek | Disconnect
—Client history
Ewent Topic Message DoS | Retained | Time -
Published testTopic 16/04/14 14
) ) . i
Received testTopic Hello World 0 Mo 16/04/14 14:
( Received testTopic Hello from MQTT.IN 0 Mo 16/04/14 15: =
| s
Yiew messane, . | Clear history | [ Scrolllodk
—Subscription
Topic: I testTopic j
Request QoS: ID - At most once j Subscribe | Unsubscribe |
~Publication
Topic: I testTopic j
Me - Hello World
Qos: ID - At most once j [T Retained Publish |
5. Close the Put Test Message window.
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6. Run another instance of the MQTT Client Utility by going to the MQ Explorer and navigating
to IB10QMGR and clicking on the Telemetry folder, in the MQ Explorer — Content page there
is a link to Run the MQTT Client Utility:

4k IBM Websphere MQ Explorer (Installation1)
File Edit Window Help (;
5. MQ Explorer - Navigator 23 =0 !l MQ Explorer - Content &3 g
=
=-&5) IBM WebSphere MQ
E1:08 Quea Mimager= Welcome to MQ Telemetry
-5l E10
E|E| IB10QMGR The MQ Telemetry feature supports the connection of telemetry ices from the
,,,,, & Queues actuators, to mobile phones, smart meters, medical devices, wfides, and satellite
: {(MQTT) protocal.
..... = Topics
----- = Subscriptions MQTT is an open message protocol that enables th nsfer of messages from tele
- Channels devi::es_and over constrained networks (for exag#le, low bandwidth, high latency,
E-= Telemetry Ho S S PR
----- (== Listeners In order for a queue manager to acce| nections from a telemetry device, one
..... &> Services creates a telemetry channel and s the MQ telemetry service.
""" [ Process Definitions The sample configuration has jfen setup for this queus manager.
""" = Namelists . -
----- (= Authentication Information Run MOTT Client Utlity...
""" = Communication Information MO Telemetry documentation
----- (== Security Policies
----- &l TEST1QM
----- = Queus Manager Clusters /g
L Mw&mﬂwﬂdﬂb‘m—\m e B P U s R AR R P L B e P R e e P e Y
7. Connect the Client Utility to the queue manager with a Client Identifier of “Client2”
4k MQTT Client Utility I ]
File Help
—Connection
Host: I localhost j Part: I 1333 j lient identifier: | Client2 _JI'
Status: I Disconnected Options... Digcannect |
r Client history
Ewent | Topic | Message | QoS | Retained | Time |
Wigw message, ., | Clear historvl [ Scroll lock
Subscription
jﬂh—ﬂ'——-\_ r\_n..i'\._.l A T e T W i, e 0 e 6 (T e L i e e e, L, o, p W ety e t—\-\.r\-"'\|"
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8.  Subscribe to “testTopic”.

JRT=TET

File Help
—Connection
Host: Ilocalhnst j Port: I 1883 j Client identifier: |Client2
Status: IConned:ed Options... | Connech | Disconnect |
r Client history
Ewent | Topic | Message | QoSl Retained | Time |
Connected 16/06/14 14:13
bscribed testTopi a 16/06/14 14:13
1& scribe stTopic ) :
Wigw message, ., | Clear history | [ Scroll lock

ubscription )
opic: I testTopic vI
—
Request Qos5: ID - At most once " | Subscribe Unsubscribe |
T -

Publication

9. Position the two Clients so that you can see them both at the same time.

Write “Hello again from MQTT.IN” to the MQTT.IN queue using the put Test Message data
feature in the WebSphere MQ Explorer.
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10. Both Clients will be updated with the data that you wrote to the queue:
<5 MQTT Client Utility -10| x|
File Help
~ Connection
Host: |localhost ] port: | 1332 ~| Clientidentifier: [ matt_EETAWORKSESE10_S
Status: IConnected Options... | Conmech | Disconnect |
—Client history
Event | Topic | Message | gos | retained | Time | ]
Received testTopic Hello Waorld 0 Mo 16/04/14 14:01
Received testTopic Hello from MOQTT.IM 0 Mo 16/04/14 15:15
(Received  testTopic  Hello again fromMQTT.IN 0 Mo 16/04/14 15:26 )
-
Wiew message.,. | Clear history | [ Scroll lock
~ Subscription
Topic: I testTopic j

Reguest Qos: IU - At maost ance

=] subsaibe | Unsubscribe |

~ Publication
Topic: I testTopic j
Message: Hello World
Qos: |0 - At most once ¥ | I Retained Publish |

b MQTT Client Utility -0 x|
File Help
~ Connection
Host: | localhost | Port: [ 1333 ~| Client identifier: [ Clientz
Status: |Connected Options... | Conneck | Disconnect
 Client history
Event | Topic | Message | gos | retained | Time |
Connected 16/04/14 15:23
Subscribed testTopic 0 16/04/14 15:25
{Received testTopic | Hello again from MQTT.IN 0 Mo 16/04/14 15:26 )
P,
Wiew message,.. | Clear history | [ Scrolllodk
— Subscription
Topic: |testTu|:u'c j

Reguest QoS5: IU - At most once

| subscribe | Unsubscribe |

— Publication
Topic: ItestTcpic |
Message: Test Message
Qos: |0 - At most once | I Retained Publish |
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3.5 IBM MessageSight configuration

You will now define an IBM MessageSight Endpoint so that an instance of the MQTT Client Utility can

subscribe to the endpoint.

1. In a browser, open the IBM MessageSight Administration Ul by entering the IBM
MessageSight ip address on port 9087 (the ip address you found earlier in this lab)

Sign on to the IBM MessageSight Administration Ul (admin/admin)

File Edit Wiew History Bookmarks Tools

| X 16M MessageSight Web UI - Log in x |

)} IBM MessageSight Web UI - Log in - Mozilla Firefox i ]|

Help

r: IBM Integration I + |

6 @ https: /192, 168.153.149: 2057 login.jsp

IE10MODE TESTMODE MessageSight

IB10MODEZ

IBM® MessageSight™

Licensed Materials - Property of IBM. 5725-F96 @ Copyright IBM Corporation 2012, 2013

2. Thefirst screen you will see the “First Steps” configuration.

Cancel out of this configuration (don’t change anything).

3.  From the main menu choose <Messaging><Message Hubs>

From the “Message Hubs” page click the green plus sign to add a Message Hub, Call the

Message Hub “MQTTPolicyLab”:

Add Message Hub

Define a message hub to manage appliance connections.

= MName: (? MQTTPaolicyLab
Description: MQTT Policy Lab Message Hub
Save Cancel
Click Save.
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4. The Message Hub now requires three further definitions:

1) Connection Policy
2) Messaging Policy
3) an Endpoint.

Highlight the MQTTPolicyLab Message Hub you have just added and click the Edit “pencil”:

Define, edit, or delete a message hub.

= K .//% Filter i

Message Hub Endpoints Description

DemoHub 2 Demo Message Hub.

MQTT Policy Lab Meszage Hub

Total: 2 Selected: 1

1 10| 25| 50 | 100 +

5. On the Connection Policies Tab, Click the green plus sign to add a new Connection Policy:
Give it a name of TTLABCP and select the Protocol — and MQTT check boxes.

Add Connection Policy

A connection policy authorizes clients to connect to IBM MessageSight endpoints. Each endpoint must have at least one connection policy.

= Mame: (?) TTLABCP Description: Connection Policy

to use with IIB IT
Lab

Specify one or more of the following criteria to restrict who can establish a connection. For example, selecting "Group ID"
restricts connections to members of the group. Restrict according to the following criteria: (?)

] clientIP Address: O Client1D:
D UserlD: D Group 1D:
[[] Certificate Comman v Protocol: [ Jus
MName:
v MQTT
The defined policy allows access when:
Protocol is "MQTT"
Save Cancel
Click the Save button.
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6. Now switch to the Messaging Policy. Click the green plus sign to add a new Messaging
Policy.

IBM® Message Sight™

First Steps Home Messaging - Monitoring - Appliance -

Return to Message Hubs

MQTTPolicyLab Edit

MQTT Palicy Lab Message Hub

Connection Policies ging Policies Endpoints

Amessaging polj lows you to control what topics, queues, or global-shared subscriptions a client can access
ane messag
&
Messaging Policy Endpoints Max Messages Disconnected Authority
Client
Hotification
Mo items to display
Total: o Selected: o 1
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7.

Specify the following on the Messaging Policy:

Name: TTLABMP

Destination Type: Topic

Authority : (tick) Publish (&) Subscribe
Tick “Protocol” then “MQTT”

Add Messaging Policy

A messaging policy authorizes connected clients to peform specific messaging actions, such as which topics, queues, or global-shared
subscriptions the client can access on IBM MessageSight. In a global-shared subscription, the work of receiving messages from a durable topic
subscription is shared between multiple subscribers. Each endpoint must have at least one messaging policy.

(x Name: (?) TTLABMP ) C.Authority: ©)] /| Publish

N v Subscribe
Description:
Send
Browse
= Destination Type: (2) Topic | = )
Receive
= Destination: (?) * Control
= Max Messages: [?) 5000 Disconnected Client O
Notification: (2
Specify one or more of the following criteria to restrict the m ging actions defined in this policy to specific connected clients. For example,

selecting "Group ID" restricts the policy to members of the group. Restrict according to the following criteria: (?)

] clientIP Address: [] ClientlD:

D UserlD: D Group 1D:

O EeniﬂcateCOmmon ( ¥ Pratocol: [ Jms @ matt )
ame:

The defined policy allows access when: Protocol is 'MQTT”

Save Cancel

2

Click the Save button

The Messaging Policy “TTLABMP” will appear in the list of messaging Policies:

:

b3
H
1
H
3

MQTTPolicyLab  Edit

MQTT Policy Lab Message Hub

Connection Policies Messaging Policies Endpoints

Amessaging policy allows you to control what topics, queues, or global-shared subscriptions a client can access on IBM MessageSight. Each endpoint must have at least
one messaging policy.

LTI ¢ Filter oY
Messaging Policy End| it: Max M Di ted Authority Destination Description
Client
MNotification
TTLABWP oo 5,000 Falze Publish,Subscribe ® Messaging Policy for TT Lab
Total: 1 Selected: o 1 10 | 25| 50 | 100 +
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9. Click the EndPoints Tab.

Click the green plus sign to add an Endpoint:

Status

IBM® Message Sight™

First Steps Home

Return to Message Hubs

MQTTPolicyLab Eedit

MQTT Policy Lab Message Hub

Connection Policies

Endpoint

Messaging ~

Messaging Polic

=]

Port

Monitoring -

Endpoints

Enabled

Appliance -~

An endpoint is a port that client applications can connect to. An endpoint must have at least one

Status Connecti

Palicie

Mo items to display

i T et T L L Y

10. On the pop up window specify the endpoint as follows. (Note: the screen layout may be
slightly different to that shown).
Name: TTLABMSEndPoint
Enabled: (tick)
Port: 9602
Protocol: (tick) JMS & MQTT
Add Endpoint
An endpointis a port that client applications can connect to. An endpoint must have at least one connection policy and one messaging policy.
G_Name ®@ TTLABMSEndpoint ) * Connection Policies (2)
C_Enabled: D T
Description: Endpoint to be used . I
with IIB V10 MQTT Connection Policy Description
lab
GF'UF[ @2 No items to display
= IP Address: Al |~
Total: o Selected: o 1 10 | 25|50 | 100 *
CProtoco ¥ us ) = Messzaging Policies (?)
v MQTT
o
= Max Message Size: (P) 1024 KB
Messaging Policy Destination Type Destination
Security Profile: Mone | =
Mo items to display
Total o Selected: o 1 10 | 25| 50 | 100 +
Save Cancel
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11. Use the green plus signs to add TTLABCP Connection policy to the endpoint definition.

TTLABMSEndpoint * Connection Policies (2

Add Connection Policies to the Endpoint

A connection policy autharizes clients to connect to IBM MessageSight endpoints. Each endpoint must have at
least one connection policy.

| Filter

Connection Policy Description

TTLABCP Connection Policy to use with IB TT LAB

Totat: 1 1 10| 25| 50| 100 +
Destination

Save Cancel

2

A messaging policy allows you to control what topics, queues, or global-shared subscriptions a client can
access on |IBM MessageSight. Each endpoint must have at least one messaging policy. If an endpoint has a
messaging policy for a global-shared subscription, it must also have a messaging policy for the subscribed
topics.

Filter T

Messaging Policy Destination Type Destination

% Add Messaging Policies to the Endpoint

Destir
TTLABMP Topic *

Size: (P
Total: 1 1 10| 25| 50 | 100 +
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13. When the Endpoint definition looks like this, click the Save button:

Add Endpoint;
An endpointis a port that client applications can connect to. An endpoint must have at least one connection policy and one messadging policy.
[Name. @] TTLABMSEndpoint * Connection Policies () )
Enabled: v o ) + 1
Description Endpoint to be used - ction Poli D ipti
with ‘]’:\;‘E vig ,\M,QIZ onnection Policy Escription
lab
TTLABCP Connection Policy to use with IB TT LAB
* Port (2 9602 Total: 1 Selected: o 1 10 | 25| 50 | 100 +
* |P Address Al |- = Messaging Policies (2)
= Protocal: v IS + x t 1
v NaTT
Messaging Policy Destination Type Destination
= ?
Max Message Size: (2) 1024 KB R —— Topic .
Security Profile: None |~ Total: 1 Selected: o 1 10| 25| 50 | 100 +
el

14. TTLABMSEndPoint will appear in the list of Endpoints:

MQTTPolicyLab Eait

MQTT Paolicy Lab Message Hub

Connection Policies Messaging Policies Endpoints

An endpointis a port that client applications can connectto. An endpoint must have at least one connection policy and one messaging policy.

* ® Filter Y

Endpoint Port Enabled Status Connection Messaging Description
Policies Policies

TTLABMSEndPoint 9502 « Endpoint to be used with TT Lab

Total: 1 Selected: 0 10| 25| 50 | 100 +
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3.6 Test the Simple IBM MessageSight configuration

You will test the IBM MessageSight configuration using one of the MQTT Client Utility by connecting

to the endpoint defined above:

1. Inthe IBM MessageSight administration Ul, click <Monitoring><Connections> The
Connection chart will not show any active connections:

IBM® Message Sight™ Status admin

First Steps Home: Messaging - Monitoring - Appliance -

Connection Monitor

WMonitor live, aggregated connection data and query best-performing and warst-performing connections across several connection statistics.

Connection Chart

WMonitar the current number of active and new connections to the server. To pause chart updates, click the button located beneath the chart,

Active connectons

T T T T T T T
17:3448 17:34155 17:35:03 171311 17:3:19 17:35:27 17:35:34 17:35:42 17:35:50

Time

[ Active connections [ New connections

2. Inthe MQTT Client Utility with Client identifier “Client2” disconnect from the localhost
connection and clear the Client history:

17:35:57

SUCOIBLLIOD MM
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<k MQTT Client Utility - 10| x|
File Help \
~Connection I
Host: |I|:u:alh|:|st j Fort: I 1383 j Client identifier: |Client2
Status: |Cunnected Options. .. | omneck | Disconnect |
—Client history
Ewvent | Topic | Message | QoS | Retained | Time |
Connected 16/04/14 15:23
Subscribed testTopic i] 16/04/14 15:25
Received testTopic  Hello again from MQTT.IN ] Mo 16/04/14 15:26
Yiew message, .. | | Clear historypu_
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3. Connect the MQTT Client Utility to the IBM MessageSight configuration that you just added:

Specify:
1) Host ip address of the IBM MessageSight appliance
2) Port details of the Endpoint you defined above (9602)

The Client History should be updated with “Connected” in the Event Column:

=1

File Help

~ Connection
Host: |[192.188.153.149  ~| port: 9602 | Clientidentifier: [ Client2

Status: |Connected Options... | Comneck | Disconnect
r Client history
Event | Topic | Message | gos | Retained | Time |
Connected 17/04/14 10:56

Wigw message, ., | Clear historvl [ Scroll lock

4. The Connection monitor should now show a new connection:

admin

Status

IBM® Message Sight™

Appliance -

Home Messaging - Monitoring ~

First Steps

SLIOOIBLILIOD MmN

T
10:56:00

T T
10:55:38 10:55:45 10:55:53

T T
10:55:23 10:55:31

T
10:55:16

Time
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5.  Inthe MQTT Client Utility:

a) Subscribe to “testTopic” (note the Client History update when you do this)

b) Publish a message to the testTopic from the Client Utility (note two updates
for this action in the Client History: “Published” to the testTopic; “Received”
(via the subscription) with the details of the message received:

4 MQTT Client Utility 101 =l
File Help
~ Connection
Host: |192.168.153.143 = | Port: 9602  ~| Clientidentifier: [ Client2
Status: |Connecbed Options... | Conmeck | Disconnect |
r—Client history
Event | Topic | Message | QoS | Reminedl Time
Connected 17/04/14 10:56
Subscribed testTopic 0 17/04f14 11:01
Published testTopic Test Message to TTLA... O Mo 17/04/14 11:01
Received testTopic Test Message to TTLA... O Mo 17/04f14 11:01

Wiew message, .. | Clear history | ™ Serolllock

~ Subscription
Topic: I testTopic ﬂ
Request Qos: ID - At most once ﬂ Subscribe | Unsubscribe |
r~ Publication
Topic: I testTopic j
Message: Test Message to TTLAEMSEndPoint

Quos: ID - At most once j ™ Retained Publish

6. This verifies your IBM MessageSight configuration is working.

7. Close any open MQTT Client Utility.
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4. Modifying the [IB MQTT configuration using Node
Policy

You will now define a node policy for the MQTT publish node that will allow you to dynamically
change the connection specific details without the need to redeploy the message flow.

4.1 Generate and store a policy

So far the testing you have done to verify the MQTTPublish node is working has been based on
properties statically defined in the MQTTPublish node. You will now generate a policy for the
MQTTPublish node and store it in the Integration Registry associated with the TESTNODE_iibuser.

1. In the mqttPublish message flow, click the MQTTPublish node to show the properties
window.

In the MQTTPublish node, (Select Policy section), click the “Generate new policy” button:

= Properties 52 [L Problems| EE Outline | ) Tasks| EH Deployment Log| = ¥ = A

| MQTTPublish Node Properties - MQTTPublish

Use a policy to control the operational behavior of the node at run time. By defadlt, the properties defined on the  Mare. ..

Description node in the Integration Toolkit are used to determine the deployment settings at run time.

Basic

Validation Palicy URL | Generate new policy |
Policy
Monitoring

If you are prompted to save the mqttPublish.msgflow, reply Yes.
The Policy Editor will open.

2. The Policy Editor window will open showing the current settings of the MQTT Publish node.
Type myMQTTPolicy in the short description followed by something suitable in the Long

Description.

« Description

N
Short description: I myMQTTPalicy
Long description: | | MQTT Policy Generated bu Toolkit
J
w Basic
Client ID: | FromMQTT.IN
Topic name: | testTopic
Host name: | localhost
Port: | 1883
Quality of Service: I 0 - At most once ;I

*

Ensure the details in the “Basic” section reflect the definition of your MQTT Publish node.
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3. Click the save link.
Enter the Policy name “myMQTTPolicy”.
Select the node where the policy will be saved - TESTNODE_iibuser.
Click Finish.

i x]

Save Policy to Integration Registry

Specify the policy name and select the integration node where the
palicy will be saved

Policy najne: | myMOTTPolicy
Policy URL: apiv 1/policyMOTTPublish /myMQTTPolicy
[V Attach the generated policy to the node

E|<E| Integration Modes

------ Pl TESTNODE jibuser

@:I Finish I Cancel

1IB Toolkit communicates with the Integration Registry using the same port and value used
by the web ui. These values are “localhost” and “4421” respectively if you are using the
VMware provided for this class lab guide.

4. Click OK to dismiss the message that pops up when the policy has been saved.

i

W Policy 'myMOTTPolicy' saved to the integration registry :
' | http: /localhost: 4414,

, A
.~

5. Save the message flow (ctrl s).
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6. Switch to the “Integration Registries” hierarchical view (bottom left of the Integration Toolkit).
Expand the Integration Registry on TESTNODE_iibuser to show “Policies” and “Services”. If
myMQTTPolicy is not showing in the list, Right click on the “Integration Registry on
TESTNODE iibuser” and click “Refresh”.

MyMQTTPolicy will appear in the list:

50 Integr.. 50 Integr.. 2 T5. DataPr.. [ Datas.. = O
.;éh'

=& Integration Registries,
[-¢8 Integration Registry on TESTNODE _iibuser
5[37 Policies
5] MQTTPublish/myMQTTPolicy
b b- Services

7. Redeploy the “TTPOLICYLAB” application to the default server on TESTNODE_iibuser.

8. Stop and restart the server "default” Integration Server.
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4.2 Modify the Policy in the Integration Registry

We will now modify the stored policy in the Integration Registry associated with TESTNODE _iibuser,
so that the MQTTPublish node, publishes to the IBM MessageSight device that you configured earlier
instead of the MQ MQTT server on port 1883.

1. In a web browser, go the bookmarked [IB web administration utility, expand the Operational
Policy section at the left under the TESTNODE_iibuser integration node, then locate and
highlight the policy that was created earlier, myMQTTPolicy.

IBM Integration Welcome, Default

Filter Optic o
e ) | operational Policy - MQTTPublish : myMQTTPolicy

- (] TESTNODE libuser

) Overview
b (= Servers
- [#= Operational Policy s
» (% Configurable Senvices
o X 5] Dec 31, 2015, 4.08:43 PM
- {#= MQTTPublish
g iGT TR Gl Policy URL apiviipolicyMQTTPublish/myMQTTPolic
e LI HEIEE S
~ Description
» #= WorkloadManagement
» = Data Short description myMQTTPolicy
b 2% Securi
A ty Long description
» [ Monitering
+ (B Business
¥ Basic
Client D FromHQTT.IN
Topic name testTopic
Hostname Iocalhost
Port 1883 :
Quality of service 0- At most once -
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2. Change the IP address to reflect the configuration of your IBM MessageSight and the port to

9602 (the port value specified for the Endpoint that you configured on the IBM MessageSight
appliance).

Then click the save button. You are now ready to test the changes to the Policy.

IBM Integration

Welcome, Default

Filter Options.. i) R . R .
A~ | Operational Policy - MQTTPublish : myMQTTPolicy

4

& TESTNODE iibuser

) Overview
(S Servers  w
+ @z Operational Policy [E] save | Gl save As
» % Configurable Services +
» 2 MOEndpoint + | B Use a policy to controf the operational behavior of a message flow node at run time. [ Mot Dec 31, 2015, 4:08:43
- Ej WMQTTPublish
f= myMQTTPolicy = Policy URL

lapiv1/policyMQTTPublish/myMQTTPalicy
» B2 MQTTSubscribe  «

~ Description

» B2 WorkloadManagement

y (2 Data Short description myMQTTPalicy
v &% Security Long description
» [ Monitoring
+ ({E Business
~¥ Basic
Client1D FromMQTT.IN
Topic name testTopic
Hostname 192.168.126.45
Port 9602 =
Quality of service 0-Atmost once T
\ N J
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4.3 Testing the result of a Policy Change

Version 10.0.0.3

1. Opentwo MQTT Clients by clicking Run MQTT Client Utility (on the content window of the
Telemetry folder) in MQ Explorer as you did previously.
Using the Client Identifier field, call the clients Client1 and Client2 respectively.
2. Connect Client1 to the default MQTT server on IB10QMGR by connecting to port 1883 on
Localhost.
When connected subscribe to “testTopic”:
REET
File Help
- Connection
Host: Ill:n:alhost ﬂ Port: I 1333 ﬂ Client identifier: |Client1
Status: IConnected Options... | Comneck | Disconnect |
r Client history
Ewvent | Topic | Message | Qo5 | F‘.eminedl Time |
Connected 29/05/14 17:04
Subscribed testTopic 0 29/05/14 17:11
Yiew message.,. | Clear history | [ Scroll lock
 Subscription
Topic: I testTopic j
Request Qos: ID—Atmnstnnce j Subscribe | Unsubscribel
r~ Publication
Topic: I testTopic ﬂ
Message: Test Message
Qos5: IIZI - At most once ﬂ ™ Retained Publish |
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3. Connect Client2 to your IBM MessageSight appliance by connecting to port 9602 on the ip
address of your local IBM MessageSight.
When connected also subscribe to “testTopic” :
-lox]
File Help
- Connection
Host: |[192.168.225.141 —| port: [2602 | Clientidentifier: [ Clientz
Status: IConnected Options... | Comneck | Disconnect |
rClient history
Ewvent | Topic | Message | Qo5 | F‘.eminedl Time |
Connected 29/05/14 17:08
Subscribed testTopic 0 29/05/14 17:08
Yiew message.,. | Clear history | [ Scroll lock
~ Subscription
Topic: I testTopic j
Request Qo5: IIII - At most once j | Subscribe I Unsubscribel
~Publication
Topic: I testTopic j
Message: Test Message
| Qo&: IIZI - At most once j [ Retained Publish |
4. Position the Client 2 below Client 1 so that you can see what each Client Utility receives.
5. Using the MQ Explorer, “put test message” feature, initiate the flow by writing “Test After
Policy Change” in a test message to MQTT.IN.
6. Note that Client2 (the Client Utility connected to the IBM MessageSight appliance) receives
the publication and Client1 does not:
4 MQTT Client Utility 10| =l
File Help
~ Connection
Host: | 192.168.225.141 = | port: [2602  ~| Clientidentifier: [Clientz
Status: IConnecbed Options... | CrammEch | Disconnect
r—Client history
Qo5 | Retained
Connected 29/05/14 17:20
Subscribed testTopic a 29/05/14 17:20
Received testTopic | Test After Policy Change 0 Mo 29/05/14 17:20 j
et MESSEEE .. | Clear history | ™ scroll lock
mtfﬂ%wwmmwmww
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In Summary the Change in the “myMQTTpolicy” configuration to point to the IBM MessageSight
Endpoint resulted in:

a) the message being published to the IBM MessageSight Endpoint.

b) this resulted in Client2 (which was connected and subscribing to the same IBM
MessageSight Enpoint) to receive the message.

The change in connection was done using Node Policy configuration changes which did not require
message flow deployment.

END OF LAB GUIDE
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